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Abstract

In the early years of Artificial Intelligence (Al) research, scientists envisioned Al as embodied in a robot.
Since then, the fields of Al and robotics diverged and mostly developed separately. Thanks to rapid
developments and recent scientific breakthroughs in both fields, there are many upcoming
applications where the integration of Al and robotics leads to great added value.

In this article, we investigate the opportunities of integrated Al and robotics for the Defence domain.
Based on recent scientific developments, we introduce the concept of a Non-human Intelligent
Collaborator (NIC), an intelligent artificial team member with social and collaborative skills.

We explore new applications of integrated Al and robotics across multiple domains, from agriculture
to warehousing. The domains reveal a variety of problem characteristics, offering valuable lessons
from the solutions presented, which can be translated to the Defence domain. We focus on the
behavioural impact of deploying NIC-human teams on conducting future operations.

1. Introduction

Artificial Intelligence (Al) has historically seen periods of rapid progress, accompanied by exaggerated
expectations and hype. These periods of progress were followed by “Al winters”, long periods of
stagnation, that disappointed those who had believed the grand claims of Al possibly achieving the
end goal - reaching the same intelligence level as human beings. Currently, we are witnessing another
period of great progress. Al has managed to beat humans at Jeopardy, is capable of recognizing objects
in images with a greater accuracy than humans, has beaten humans at the incredible complex game
of Go, can provide high quality translations, can play video games, recognize voices, and generate
near-perfect fake images. Surprising and impressive feats occur regularly.

This current progress of Al also influences the Defence organisation. Unmanned autonomous systems
are increasingly used in military operations, e.g., (De Spiegeleire, Maas, & Sweijs, 2017; Endsley, 2015),
and Al developments promise to enhance the intelligence of these systems, allowing a diverse use
beyond the dull, dangerous, and dirty tasks. It is therefore expected that the role of unmanned
(intelligent) systems will shift from support tool to team mate and will be fully integrated in essential
operational processes and task execution. This shift affects future concepts of operations and
collaboration between soldiers and unmanned (intelligent) systems. The Defence organisation needs
to gain knowledge on the potential psychological, social, and organisational impact of their
deployment. For example, Explosive Ordnance Disposal (EOD) has already been working for more than
a decade with unmanned systems. Some teams have become so emotionally attached to their



unmanned team buddy that they hesitate to let it execute dangerous tasks (Hsu, 2018). This is but one
example of a psychological effect of human-unmanned system teaming.

We believe that future operational effectiveness is highly influenced by the way artificial intelligent
systems are incorporated in the Defence organization. Such systems would include robots or software
agents with social capabilities that are to some extend comparable to human team members. To scope
the research, we introduce the concept of a Non-human Intelligent Collaborator (NIC). The aim of this
article is to investigate the consequences of deploying NICs for (1) the soldiers that collaborate with
them in future concepts of operations, and (2) the Defence organisation, and to identify open issues
that may serve as input for future research. First, we describe recent developments in Al and robotics
that may lead to the development of NICs. We continue by establishing the concept of a NIC. This is
followed by an overview of the state of the art by examples of applications with NICs in the
international Defence domain and in other domains such as manufacturing. From these we conclude
with possibilities for Defence and provide further research topics to cope with the psychological and
social impact of deploying NICs on the humans working with NICs.

2. Trends in Al and Robotics

In recent years, developments in Al research have made the discussion about artificial systems as
collaborators in a team with humans more relevant. Collaboration is no longer purely the domain of
science fiction scenarios, but becomes relevant when one must prepare for scenarios of fifteen,
twenty years from now, which may be necessary in Military research and development (R&D) and
procurement. Some aspects of human-NIC collaboration can already be found today. We first provide
our vision on Al, follow up by exploring recent Al trends in more detail, before concluding this chapter
with our vision on human-machine teaming.

Vision on Atrtificial Intelligence

The alteration of periods of Al progress and Al periods of stagnation makes it difficult to predict what
the effect of current Al techniques will be on society. Historically, when a technology advances, we
have typically tended to overestimate the effect of the technology in the short term and
underestimate the effect in the long run (Brooks, 2017).

With Al surpassing humans in a growing number of areas, it is natural to ask: Will this time be
different? Will the current period of rapid progress see Al achieve General Human Intelligence (GHI)?
Or will we witness another period of stagnation, pricking the bubble of society’s grand expectations
once more? The opinions on this vary. Some visionary reports claim that GHI will be reached within
30 years from now (De Spiegeleire, Maas, & Sweijs, 2017), whereas others are more sceptical (Brooks,
2017).

On the one hand, one can make the point that this time will be the same, and stagnation is inevitable.
The parallels of Al’s achievements in chess in the 90s with the recent achievements in Go (Silver, et
al., 2017) are striking: now, as then, Al beat humankind at a complex game that humans had thought
was at a high intellectual level, so high it was out of reach for computers and so complex it was thought
to require uniquely human reasoning powers. Now, as then, the breakthrough leading to this
achievement was more a matter of high computation power, than of an intellectual breakthrough.

In the case of the game Go, the breakthrough was the transition from neural networks to “Deep
Learning”, which simply refers to neural networks with many more layers than before. Although there
was scientific progress, such as the step towards convolutional neural networks, or the invention of
Generative Adversarial Networks, it was mainly the step from Central Processing Unit (CPU) to



Graphics Processing Unit (GPU) computations, accompanied by specialized, purpose-built hardware
and the availability of large datasets, that allows the current breakthrough of neural networks.

We tend to overestimate the effect of Al breakthroughs for several reasons. When we see an
exponential trend, we tend to extrapolate it to the future, without realizing the exponential growth
may end for technical or economic reasons (Brooks, 2017). The progress in deep learning, for example,
has depended on the (exponential) growth of data, but at some point in the near future it may no
longer make economic sense to keep storing so much data?.

Another reason we overestimate, is that buzzwords and catchphrases, i.e., “Deep Learning”, obfuscate
the technical details (Brooks, 2017). The obfuscation gives the impression that the scope of the
breakthrough is far wider than it is. For someone unfamiliar with the techniques, the results of the
breakthrough may “seem like magic”. Moreover, people are used to infer skills and competences from
performance and results (Brooks, 2017). When an Al makes a breakthrough, we tend to assume,
implicitly, that the Al has certain competences, and hence should be able to carry out other tasks that
require the same competences, but this is not the case with Al. Al has learned to play old games like
“space invaders”, but why are modern games out of reach? IBM’s Watson has beaten Jeopardy, so it
may seem reasonable to assume that Watson has the competence of understanding the context of
the questions posed, which is simply not the case.

On the other hand, one can also make the point that this time will be different, and there will be no
stagnation. First, it is not merely the field of Al that is making leaps: the field of robotics is progressing
with leaps and bounds as well, as components for robotics have become significantly and
exponentially cheaper over the past decades. The two trends reinforce each other. Robotics can shift
from controlled indoor settings such as factories and warehouses, to outdoor settings such as
agriculture, due, among others, to advances in image recognition. Robotics in turn gives rise to new
kinds of “embodied” Al that learn from real-time interaction with the environment. Secondly, open
source software such as the deep learning frameworks of Google and Facebook, and the Robot
Operating System (ROS), allow anyone with a computer to experiment with these advances in Al and
(to some extent) in robotics. The more people become acquainted with these techniques and
experiments, the more novel applications may be found, which creates and sustains momentum for
developing new techniques in both fields.

We tend to underestimate the effects of a technological breakthrough in the long run, because we
tend to predict the effects of that one technological breakthrough in isolation (Brooks, 2017). The
long-term effects, however, are reinforced by advances in other fields and in turn reinforce future
advances. This may be especially true for Al and robotics, because the speed of deployment is starkly
different. New Al software and frameworks can be deployed nearly instantly after they have been
coded, whereas hardware such as robotics tends to be long term investments with renewal cycles
spanning years or even decades. The different deployment speeds facilitate our tendency to predict
the effects of the Al breakthroughs in isolation.

Even if developments in the field of Al itself stall, integrating existing Al techniques with robotics is
likely to prove fruitful, and may in the near future lead to the precursors of NICs. One of the earliest
goals of Al was to build embodied intelligent systems but the fields of Al and robotics have evolved
mostly separately. In recent years, in many domains, breakthroughs have been possible due to the

1 For example, in the healthcare industry data storage requirements have been growing exponentially, and it is not sure that this
pace can be sustained in the long run. See for example http://www.nextech.com/blog/healthcare-data-growth-an-exponential-
problem



integration of Al and robotics. These include drones and autonomous tractors involved in precision
agriculture, space robots autonomously exploring other planets in harsh conditions and conducting
experiments, robots in warehouses and container terminals navigating their surroundings,
autonomous cars in urban areas, drones and robots employed for search and rescue missions together
with human operators, cyber-physical systems in industry, a wide range of healthcare applications,
and, potentially, many different innovations with regards to smart cities. In other words, practical
applications abound. However, has the integration of Al and robotics brought us further along the
path the GHI?

The above discussions about Al developments are present in public debate about societal impact of
Al, where prominent researchers raise concerns about unwanted consequences of future Al. For
example, the next step after GHI would be Artificial Superintelligence (ASI): machine intelligence that
exceeds human intelligence across any task, which could lead to the creation of uncontrollable
systems that would threaten humanity (Future of Life Institute, 2015).

Practical outcomes of this debate are calls for more attention to ethics in Al research. The discussion
on meaningful human control addresses a growing concern about system autonomy potentially
leading to conflicts with humanitarian law and ethics (Lin, Bekey, & Abney, 2009). Topics of interest
are the balance between human control and system autonomy, and accountability and explainability
of behaviour of autonomous systems. These aspects strongly relate to proper interaction and
collaboration between humans and autonomous systems. Therefore, both the technical
developments and the social and ethical developments in Al are relevant for the operational
deployment of unmanned (intelligent) systems in the military context.

Recent Trends in Al: Deep Learning and Explainable Al

The increased possibilities and use of deep learning contributes to the demand for explainable Al. The
Defense Advanced Research Projects Agency (DARPA) distinguishes three waves of Al (DARPA, 2017):
“Describe” (handcrafted knowledge), “Categorize” (statistical learning), “Explaining” (contextual
adaptation). The biggest breakthrough of recent years has been deep learning, which falls under the
second wave of Al, statistical learning. This technique is so advanced that it has become impossible
for a human to reconstruct the outcome, given the input variables. Therefore, the breakthrough in
deep learning created momentum for further developing “explainable Al”, which refers to the
capability of explaining the results of, among others, deep learning. We will mention current
development and provide predictions and challenges for deep learning in combination with robotics.

Deep learning is based on Deep Neural Networks (DNN). For the coming 5 to 20 years, deep learning
is poised to accelerate the invention of intelligent autonomous systems by offering the robotics
community a new toolkit for overcoming numerous challenges. DNNs are used in robotics, four
common DNN structures are: (1) function approximating models, (2) autoencoders, (3) recurrent
networks, and (4) policy models (Pierson & Gashler, 2017). These DNN structures have different
characteristics and are used for different types of problems or problem domains. Together, these DNN
structures have the potential to enable robots to learn novel dynamics and movements, to learn
control policies in dynamic environments, to acquire advanced object recognition, to learn how to
grasp and manipulate physical objects, to fuse information from many sensors into compact
representations of the environment, to interpret and anticipate human actions, and to assist in high-
level task planning (Pierson & Gashler, 2017).

However, explainability of DNNs is a drawback. Even when the structure of a DNN and all parameters
are known, it typically is nearly impossible to predict how a DNN will transform the input into an
output. Therefore, deep learning effectively operates as a black box (Samek, Wiegand, & Miiller,
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2017). Yet, as society finds more applications for deep learning and it becomes more ingrained in the
systems that society uses, demands grow for explanations of how DNN reached decisions, verdicts
and conclusions.

Recently, DARPA started the “explainable Al” project (Gunning, 2017), which focusses in particular on
explaining (the results of) deep learning. The field of explainable Al that is emerging as a result focuses
mainly on neural networks, as neural networks has created by far the most applications for which
explainability has not been explored yet. Explainability is not only useful for neural networks, but also
for other statistical learning techniques such as Support Vector Machines (SVM)s, or (sub)symbolic
approaches to Al (Samek, Wiegand, & Miiller, 2017). Explainability is a desirable characteristic of a
model as it allows the discovery of errors and flaws in the model, and of biases in the data.
Explainability also allows the user to verify that the model works as intended and complies with the
law. Moreover, explainability may give practitioners information relevant to improving the system.
Therewith, explainability has strong links with usability of a system and human factors, such as trust
(Samek, Wiegand, & Miiller, 2017). It is a relevant aspect in the context of NICs as collaborative team
members.

Trends in Human-Machine Collaboration

Machines are increasingly designed to be more autonomous, which changes the way humans work
with or use them. This raises some questions: how to design machines to be good collaborators? What
is required to optimize human machine collaboration?

The relevance of collaboration in human-machine teaming has become evident in recent years, as
autonomous systems are becoming more integrated in daily life, of which autonomous vehicles are
one example. The complexity of interaction between human and machine is bound to increase further
in the coming years. As a result, the dominant type of interaction between human and machine,
namely the human directing and fully controlling the machine, may steadily lose ground to a different
type of interaction, namely human and machine cooperating interdependently on a more equal
footing as with less human control. An interdependency is broadly speaking a set of complementary
skills, resources or knowledge, across multiple parties, where the whole set is needed in a joint activity,
see also Johnson M., et al. (2014). Interdependency does not necessarily mean that the machine
operates independently, although it also does not exclude it.

The topic of balancing human control and system autonomy is addressed in research on human-
machine collaboration. However, as argued by Klein, et al. (2004), it is a long way until artificial entities
and systems will be equal team members to human beings. The authors describe ten challenges that
need to be solved to reach this, which are based upon requirements for joint activity among people.
For example, mutually predictable and directable. Johnson, et al. (2014) and Klein, et al. (2004) state
that the crucial capabilities of autonomous systems to function as a team member can be summarized
as Observability, Predictability, and Directability. Observability means making pertinent aspects of
one’s status, as well as one’s knowledge of the team, task, and environment observable to others.
Predictability means one’s actions should be predictable enough that others can reasonably rely on
them when considering their own actions. The complementary relationship is considering others’
actions when developing one’s own. Directability means one’s ability to direct the behaviour of others
and be directed by others. Directability includes explicit commands such as task allocation and role
assignment as well as subtler influences, such as providing guidance or suggestions.

The idea of “Coactive design ” (Johnson, et al., 2014) is to use the concepts of observability,
predictability, and directability when designing human-robot systems to accommodate
interdependency between human and robotic team members. A dynamic and adaptive function
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allocation is necessary for the coordination of activity in order to flexibly and resiliently manage the
interdependencies. Software frameworks are proposed to facilitate collaboration in human-machine
teams. Example are: KAoS?, (Uszok, et al., 2003) which provides flexible policy management for task
coordination; and, Social Artificial Intelligence Layer (SAIL) (van der Vecht, et al., 2018), which creates
a software layer with social teaming functions between human and autonomous team members.
Recently, Mioch, et al. (2018) have experimented with adaptive human-robot team behaviour using
the principles of work agreements in a urban search and rescue context.

Interdependency across hybrid teams of humans and robots requires the humans to trust the robots
sufficiently (Lohani, et al., 2017). Trust is facilitated when the robots also have non-technical skills,
such as various communication skills, to build rapport. Interdependency across hybrid teams also
requires communication channels and clear signals across such channels. Evans, et al. (2017) discuss
the importance of gestures, eye gaze, language, and other factors that the human(s) can use to direct
the robots. In addition, following eye gaze may enable a robot and human to develop a shared mental
model or joint attention model, which increases their observability towards each other.

The DARPA Robotic Challenge in the years 2012 to 2015 offered an opportunity to test the
performance of the contemporary state of the art human-machine teams. Johnson, et al. (2014)
describe the main lessons they learned at this challenge. Their first lesson is that maximizing several
types of performance should have a higher priority than maximizing the autonomy of the robotic
system. Sometimes tele-operation rather than autonomous behaviour promises the best chance for a
mission’s success. Also, a trade-off exists between development effort and autonomy. Creating an
80% solution where the operators are actively involved, can therefore be preferable to a 100%
solution with little operator involvement. To build in resilience, there should however, always be
multiple ways to success. In addition, rather than having a human in the loop or on the loop, it is better
to assess where and how humans and machines best complement each other, so they can perform
team work efficiently. Enabling efficient human-machine teamwork in turn requires that the
algorithms and the user interfaces evolve in lockstep.

State of the art human-machine teams do not take a machine with a “personality” into account.
However, scientists have pursued the possibility of endowing Al with personality. This begs the
guestion: would it facilitate collaboration, would it be superfluous, or would it prove detrimental? And
if it facilitates collaboration, will this also be the case in a military setting?

Existing examples are virtual assistants, and chatbots . Such entities are no longer merely tools or
equipment, as computers are, but since they interact with humans while taking (to some extent) the
context of the interactions into consideration, they have become, for all appearances and for certain
purposes, collaborators. For example, van den Bosch et al. (2012) provide a framework for developing
virtual characters and show that their test subjects could correctly classify the personality traits of the
virtual characters they had interacted with.

As Kim, et al. (2017) show, shame and embarrassment may play a role in efficient teamwork. People
who believed the IQ to be fixed and unamenable to change, were more reluctant to ask a human-like
Al for assistance than a non-humanised Al, whereas people who believed the IQ to be flexible were
not. It seems that the former were afraid to “lose face” to their human-like Al assistants. More directly
focused on teamwork is the work by Hanna and Richards (2015), which studies the development of a
shared mental model across team members. The “Intelligent Virtual Agents” (IVA) are either introvert
or extravert and are also either agreeable or disagreeable. They show that humans prefer the

2 http://ontology.ihmc.us/kaos.html



personality of an IVA to be consistent across both verbal and non-verbal communication, and to
complement rather than resemble their own personality. The extraversion of an IVA did not seem to
influence teamwork or the development of a shared mental model, but the agreeableness of an IVA
did, with more agreeable IVAs leading to more strongly developed shared mental models. However,
since personality types influence collaboration in a relatively simple setting, it seems plausible that
personality could also influence collaboration in more complex settings, such as collaboration
between agents and humans. As Ahrndt, et al. (2014) argue, giving Al a personality may improve
collaboration between a human and an Al by making the decision making of the Al more predictable
to the human.

3. The NIC Concept

Chapter 2 showed several trends on the intersection of Al and robotics. The future will bring a broad
range of semi-intelligent, semi-autonomous systems with hugely varying skillsets and capabilities into
many areas of society. This chapter discusses what type of systems fall within that scope. To do so,
however, we first clarify one element that has been missing so far: autonomy.

Autonomy

The concept of autonomy is important for NICs, as they are assumed to have capabilities for
performing their tasks independently or interdependently and to have capabilities for reasoning and
interaction that are needed for collaboration. The term “autonomy”, however, needs more
clarification as it may be used in multiple ways.

Autonomy in relation to robotics is sometimes conflated with automation. An autonomous system,
then, “performs its actions without human intervention”. It can be fully pre-programmed and may
have no choices about its action execution. However, from a more philosophical perspective, this
interpretation of autonomy as automation is debatable. Influential philosophers (e.g., Kant), start
from the position that an autonomous entity can be held accountable for its actions. Autonomy, then,
is related to the notion of free will.

Based on this more fundamental perspective on autonomy, Al researchers have imposed
requirements on autonomous systems regarding their internal reasoning process and decision-making
process (Castelfranchi, 1994; van der Vecht, 2009; Endsley, 2015). Furthermore, an autonomous
system is not necessarily independent, which was also briefly mentioned above in our discussion of
interdependency. It may allow external influences (e.g., human guidance), as long as it explicitly
accepts these influences. This notion is important in the context of NICs, as it combines social and
collaborative capabilities in autonomous systems.

NICs and Semi-NICs

These elements of autonomy also return in our definition of a NIC. A NIC is defined as: “an artificial
entity which is able to autonomously engage with its environment in direct interaction, involvement
and/or interdependency with humans and other artificial entities in order to meet a certain objective.
Besides deciding and acting on an individual basis, both the human and the artificial entity complement
each other’s decision-making process and actions. To do so, they must be able to understand complex
ideas (relative to the activity), to adapt effectively to the environment, and to combine task related-
with social and team related skills that enable effective and efficient collaboration”.

This definition leaves several dimensions open along which NICs can vary. A NIC can vary in its
appearance, in the type of tasks it is developed for, and in the manner of its interaction with humans.
However, not all non-human intelligent beings or machines that collaborate with humans fall in the
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category of NIC according to our definition. We will clarify our definition of a NIC by explaining the
differences between NICs and non-human intelligent collaborators that fall outside of our definition.
We label the latter “semi-NICs”.

A NIC has the followings skills and abilities that a semi-NIC does not. A NIC can take the team and the
environment into account when taking decisions, with the purpose of reaching a goal it understands
and shares with human team members. The NIC can adapt its task(s) when the environment changes,
can deal with noise, and can explain the motivation behind its actions and decisions. A NIC can
cooperate closely with human team members and may even advise or lead them. This list is not
exhaustive, but gives an indication of the criteria for being a NIC rather than a semi-NIC. Examples of
operational NICs in future military operations could be a robot swarm that enhances a commanders
situational awareness and supports decision making, or a UAV system that autonomously executes
logistic operations such as munition distribution for military in the field. Benda, et al., (2018) describes
three future operational scenarios in which a military team collaborates with NICs.

For further clarification, we introduce several non-human collaborators that are potential candidates
for falling in the NIC category, but are semi-NICs nonetheless. Certain species of animals, for example,
could arguably be categorized as a NIC. Animals are non-human and intelligent, and there are
numerous examples of animals and humans cooperating in the Defence, Security and Safety domain.
Rats have been trained to hunt for land mines, the Dutch police has employed hawks to attack drones,
and dogs have assisted the police and airport security for decades. However, animals are not NICs but
semi-NICs, because they do not understand the goal of their human team members and cannot explain
the motivation behind their actions to their human team members.

Another possible NIC candidate would be advanced “smart” technology and equipment, such as a
“mule”. A “mule” is a transport robot consisting of a rump with four legs that can carry inventory. It
resembles the animal mule and, human owners / collaborators tend to develop an emotional
attachment. However, they are not NICs but semi-NICs, because they cannot explain the motivation
behind their actions, nor can they adapt their tasks when their environment changes.

Another potential NIC candidate would be a smart exo-skeleton. The communication between the
human and its exo-skeleton is intense and sophisticated. However, a smart exo-skeleton does not
autonomously engage with its environment, but require human involvement in order to function.

As these examples suggest, the current state of technology is not at a level where we are capable of
creating NICs. At present, precursors to NICs do exist in some domains, as the next chapter shows.

4. Lessons Learned from Use Cases in Other Domains

This section explores the lessons that can be learned from the development in Al and robotics outside
of the Defence and Security domain. We examine four use cases: (1) autonomous cars, (2) search and
rescue, (3) care for children and the elderly, and (4) Industry 4.0 and Agriculture.

The subsections below each discuss a use case separately in depth. As Schwendner and Kirchner
(2014) mention, “robots [are] the manifestation of Al in the physical world”. Therefore, we opted to
use the terms Al, robot(ic)s and (semi-)NICs interchangeably in the descriptions of the use cases. We
studied three factors: (1) the motivation for employing Al and robotics, (2) the intelligence required
from the semi-NICs, and (3) the way humans and semi-NICs collaborate. For each factor, we focuses
on several aspect. Table 1 below provides an overview of these factors including the several aspects
and foreshadows the use cases to these factors. The factors “intelligence” and “collaboration” were



chosen as they are an essential part of the NIC. The factor ‘motivation’ is added as this factor puts the
use case into perspective and is relevant to draw conclusions for the Defence and Security domain.

Table 1: overview of use case characteristics

Autonomous | Search and Care for children | Industry 4.0 and
cars rescue and the elderly Agriculture
Motivation
Cost / time savings X X
New functionality X X
Higher quality output X
Avoiding risk / danger X
Speed / adaptability X X X
Faster communication X X
Gaining new knowledge X
Intelligence
Forecasting X
Self-configuration X
Runtime adaptive X X X X
Decision making X X
Continual monitoring X X X X
Intent recognition X X
Collaboration
Remote control X
Machine-to-machine X
Fleet of robots X X
Separate virtual agent(s) X
Value tension X
Central computer X

The first factor, the motivation, for most use cases included multiple aspects, except for autonomous
cars. Interestingly, the main motivation for pursuing the development of autonomous cars currently
seems to be to gain new knowledge, or rather: we invent them because we can. Since drivers still need
to sit behind the wheel in case of emergencies, and autonomous cars are designed to behave similarly
to human-driven cars, there do not appear to be time or cost savings. Perhaps in the future this will
change. For the other use cases, the motivations are a mix of cost / time savings, new functionality,
higher quality, lower risk, improved adaptability or faster communication.

As for the second factor, the intelligence required from the Al and robots, we focused on the
capabilities that the literature explicitly mentioned. For example, although the ability to predict the
near future is probably relevant in multiple use cases, it was only explicitly mentioned and emphasized
in the Industry 4.0 and Agriculture use case. Besides this capability, other capabilities that appeared
to be important are: the ability of a NIC to (re)configure and finetune itself, for example by swapping
components or changing internal parameters in its software, the ability to adapt at runtime to
unpredicted, unforeseen events and circumstances, and the ability to make decisions and to choose
the best option from the ones available. The ability to continually monitor the environment and have
continuous situational awareness was emphasized in all use cases, and the ability to recognize the
intention of human operation is especially important both for search and rescue missions and for
healthcare applications.
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The third factor, the collaboration between robots and humans, differs strongly across use cases.
Remote control of robots by human operators is especially important in search and rescue missions,
due to a strong risk aversion in this domain. However, in industry 4.0 or agriculture, instead of human
operators, a central computer tends to orchestrate the fleet(s) of robots, if central coordination is
present at all. The robots can also collaborate in a decentralized manner with humans, or with each
other in a machine-to-machine manner. In addition to these methods of collaboration, it is also
possible that virtual agents, that exist separately from the robots, facilitate the collaboration between
human(s) and machine(s). Finally, the last noteworthy element of collaboration is so-called “value
tension”, which means that different values and priorities of human users clash with regard to pre-
programmed behaviour of the autonomous system.

Autonomous Cars

DARPA held several grand challenges for autonomous driving, culminating in the DARPA Urban
Challenge in 2007. Teams from across the world competed and one team succeeded in navigating the
urban environment. Since then the technology has advanced at a rapid pace (Berger & Rumpe, 2014).

Autonomous cars are an interesting topic from a legal and ethical perspective. As their behaviour is
coded at design time / production time, but they take decisions at runtime, the question of
responsibility in the case of accidents is nontrivial. Moreover, ethical dilemmas may arise during
driving, but the decision the car makes must be explicitly or implicitly coded at design or production
time. Manufacturers have to hard-code answers to ethically dilemmas into the behaviour of the car,
meaning that the values used to weigh different options must be made explicit, and choices have to
be made for ethical dilemmas that are essentially unsolvable in general. Users may therefore drive in
cars that may make different ethical decisions than the users would make themselves, . This leads to
so-called “value tension”, especially since customers may not agree with the built-in values or choices
of their car.

In general, the public has a positive opinion of autonomous cars, and high expectations of the benefits,
while also worrying about the general driving safety and the cybersecurity of the vehicles (Schoettle
& Sivak, 2014).

Nevertheless, besides the value tension aspect, autonomous cars seem to offer surprisingly few
benefits or lessons for the Defence domain. Autonomous cars are engineered to behave similarly to
human drivers, offering few novel features or behaviour, except that autonomous cars may drive more
cautiously and with more respect for traffic rules than human drivers. The main reason that
autonomous cars need to behave similarly to human drivers, is because other drivers need to be able
to predict the behaviour of the car and cannot see from the outside that the car is autonomous. For
example, an autonomous car may be able to brake much more quickly and effectively than a human
driver, meaning that an autonomous car could drive closer to the car in front of it than a human driven
car could safely do. However, if the autonomous car would drive closely behind the car in front of it,
the human driver in that car in the front may consider this a dangerous situation since the human
driver cannot see whether the car behind him is autonomous. The interaction with drivers is very
limited, with a human mainly present as an emergency fall-back. The intelligence in the software
seems to be mostly advanced image recognition combined with hard-coded decision trees. That said,
new driving behaviour that is specific for autonomous cars may be developed in future, as sensor and
communication capabilities allow to anticipate earlier. Furthermore, new ways of cooperation and
interaction with humans may arise in new concepts of use, such as collaborative driving, car sharing
and possibilities for traffic control.
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Search and Rescue (Civilian)

Search and rescue provides interesting use cases for Al and robots. The environments may contain
collapsed buildings and landslides, may suffer from severe weather conditions, and be subject to
flooding or radiation. Moreover, a response time is crucial for finding survivors. A heterogenous team
of robots is desirable in such circumstances, e.g., drones can perform reconnaissance, while other
robots can remove debris, prop up structures, and transport survivors (Ventura & Lima, 2012).

Despite the obvious benefits of deploying robots in such hazardous circumstances, there are
compelling reasons for limiting the use of robots (Murphy, 2014). Due to legal issues and the fact that
human lives hang in the balance, operators tend to be suspicious of their robots and do not trust them.
Crucial decisions are therefore always made by humans on the team. If the operators do not find it
easy and intuitive to deploy the robots, they will not use them. Moreover, due to the lack of trust,
operators want to be in frequent contact with the robots, which is not always possible, for example
due to severe weather conditions. This lack of trust is exacerbated by the fact that, due to rapid
progress in the robotics field, training and expectations of operators tend be outdated. Hence
operators may not know how to operate their robots effectively and may not know the (full extent of
the) capabilities of their robots. Acceptability also plays a strong role here: if human operators do not
accept robot autonomy, for example because they cannot understand or predict a robot’s actions,
then despite the possible benefits of autonomous robot behaviour, the operators will revert to
teleoperation.

The key concepts for robots in a search and rescue setting are transparency and adjustable / adaptive
autonomy (Ventura and Lima, 2012 and Kruijf, et al., 2014). Transparency makes it easier for operators
to accept the robots and their behaviour. Operators work under stressful, rapidly changing conditions
and will revert to tele-operation if the abilities, behaviour or possible achievements of an
autonomously functioning robot are not transparent. How a robot adapts its behaviour to continually
changing circumstances needs to be clear as well. One way to improve transparency is for the robot(s)
to understand the spoken dialogue of the operators, including nuances in tone, and in turn for the
robots to produce contextually appropriate verbal feedback for the operator (Kruijff, et al., 2014).

Adjustable autonomy means that, while the robot is still supervised and (tele)operated by a human,
for certain tasks the autonomy of the robot increases according to the context of the situation. Such
tasks can include stair climbing, tether docking, aerial navigation and tracking of land robots by aerial
robots (Ventura & Lima, 2012). Another example of adjustable autonomy is “implicit robot selection”
(Cacace, Finzi, & Lippiello, 2016): if an operator controls multiple, similar robots, it may be difficult to
distinguish the individual robots accurately, especially in adverse weather conditions. Therefore, when
an operator issues a command, it is beneficial if the groups of robots can accurately estimate which
robot the operator meant to give the command to.

However, to improve search and rescue operations, it is not sufficient to focus solely on the operators
and robots. Other stakeholders need to be prepared as well. Currently, local government officials are
not sufficiently aware of the robots and their capabilities, and robotics companies tend not to be
prepared for joining search and rescue operations. Data about the local environment may be
insufficient. Success depends not only on the team of humans and NICs, but also on the support
around that team (Murphy, 2014).

Care for Children and the Elderly

Robotics in healthcare take various forms and provide various services. Some provide therapy and
counselling, such as the animal type robots that have proven popular for alleviating feelings of
loneliness. They can even provide so-called “animal-type” therapy (Ahn, et al., 2017). Chatbot
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counsellors can prove surprisingly effective for therapy as well. In addition, another experiment
showed that an autonomous virtual avatar on a smartphone that provides personalized positive
psychological interventions to users had an immediate positive effect on the patients’ wellbeing
(Jeong, et al., 2017). An advanced form of interaction between human and robot is achieved with co-
learning, where both actors simultaneously adapt their behaviour to one another, in order to reach a
common training goal (Saunders, et al., 2013).

Robots can also provide other services. Surgical robots assist doctors and may be used remotely, while
other types of robots can safely lift and transport patients, remind patients to take medication,
measure vital signs or simply provide a terminal from which to launch skype to talk to family members
(Ahn, et al., 2017). Moreover, several studies have found positive effects of robots interacting with
children. Van der Drift, et al. (2014) found that children shared more personal stories and detail in
their diaries when they were interacting with a robot. Jeong, et al. (2017) found that, compared to a
plush toy or virtual character, a robot lead to more verbal and physical engagement from the children,
talking and playing longer. Family members were also more likely to join if the child interacted with a
robot rather than a virtual character or plush toy.

From a NIC perspective, two findings stand out. First, the acceptance of robots and their services by
patients and family members depends on their gender, age, cultural background, and job type.
Secondly, in the study by Ahn, et al. (2017) patients requested that the robot not only take a
measurement of the vital signs, but also provide an interpretation of the numerical results, as the
patients did not understand them.

Industry 4.0 and Agriculture

The applications of Al and robotics have been advancing rapidly in the fields of manufacturing and
agriculture. Since recent years, the notion of cobots is being used for robots that need to collaborate
with humans in manufacturing, where simple support evolves to intelligent interaction (Pittman,
2016). The advances in manufacturing are also known as “Industry 4.0”, a popular term in Germany
that refers to “smart factories”, i.e., complex networks of humans, (smart) machines and resources
(Dopico, et al., 2016). In agriculture, the introduction of fleets of specialized agricultural drones and
vehicles has enabled the automation of harvesting, ground preparation, seeding, fertilization, pruning,
weeding, and spraying (Bogue, 2016). This has reduced the need for human labour, improved
productivity and led to “precision agriculture”, i.e., only watering or spraying, etc, where needed (lbid,
and Emmi, et al. (2014)). In both manufacturing and agriculture, these applications of Al and robotics
have developed along similar themes, namely reconfigurability, robustness, and decision making.

Reconfigurability for an Industry 4.0 system mean that it can configure and optimize itself, can swap
components with other Industry 4.0 systems, and can temporarily form an “ensemble of systems”
together with other Industry 4.0 systems in order to achieve a task (Mosterman & Zander, 2016). Due
to the wide range of possible Industry 4.0 systems, reconfigurability is broad term in Industry 4.0 and
can occur through central or decentralized organization, and possibly between dissimilar systems
(Jazdi, 2014). For agriculture, reconfigurability is more narrowly defined as the plug and play nature
of the implements that the fleets of drones and vehicles use; these implements include different
sensors, sprays, fertilizer spreaders etc. Different operations may require different implements, and
agricultural robots such as drones, driverless tractors, or dairy robots need to be able to change their
implements (Bogue, 2016).

Adaptability refers to how quickly a system or ensemble of systems can change its functions and
capabilities. Industry 4.0 systems communicate and collaborate with each other and with humans, to
form production lines with novel features. Industry 4.0 systems can adapt in real time to the latest
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customer demands. Such a system may not only transform production lines but may transform
products as well. In addition to manufacturing a product, it can also integrate services with the
product, so-called “servitization” (Dopico, et al., 2016). The ideal system is also capable of
“individualized mass production” (lbid), i.e., producing vast numbers of the product while
simultaneously tailoring each individual copy to the tastes and demands of the customer that
purchases that copy of the product. Whereas adaptability in manufacturing is mainly about the
product, adaptability in agriculture is mainly concern with the speed and robustness of changing the
implements, as this determines which type of operations can be done at any time. Both the robot
fleets and the implements may be bought from a wide range of vendors, meaning that most
agricultural robot operations employ a group of heterogenous systems, equipped with different and
possibly non-compatible sensors, actuators, and controllers. The robots carry sensors, but the
implements may also carry sensors, creating redundancies in the operation and the possibility of
conflicting signals. The mean time between equipment / robot failure tends to decrease exponentially
as the number of robots and implements increases. Well-functioning agricultural robot fleets
therefore tend to rely on one central, powerful computer system that orchestrates the robot fleets
and assigns implements to robots (Emmi, et al. 2014).

This central computer also does most or all of the decision making in an agricultural context, whereas
in an Industry 4.0 context decision making can be more decentralized. Moreover, in Industry 4.0, the
system(s) use information from the production environment to predict the next steps in production
with barely any user interaction and can launch preventive actions to minimize stopping times during
production (Li, et al., 2017).

5. Al and Robotics in a Military Context

In this chapter we first describe the current developments surrounding Al and robotics in a military
context, and secondly, we summarize the lessons of the use cases for the Defence domain.

The Anticipated Impact of Al and Robotics for Defence

In this section we discuss two reports about Al and robotics in a military context, that together provide
insights from a broad perspective, being The Hague Centre for Strategic Studies (HCSS) report
“Artificial Intelligence and the Future of Defence” (De Spiegeleire, Maas, & Sweijs, 2017) and the Joint
Concept Note (JCN) from the United Kingdom (UK) (UK Ministry of Defence, 2017). There are many
recent studies on the domain of Al and robotics in the military context. The HCSS report collects and
summarizes leading studies written in different languages and coming from various nations. The JCN
summarizes in detail the impact of autonomous systems across a broad spectrum of military
operations.

The HCSS report projects how developments in Al may impact the military and focusses on small to
medium sizes forces, such as the Dutch military. According to this report, studies on the impact of Al
on the military tend to describe it as an incremental impact and assume that future armed forces
resemble current armed forces. The report argues that Al may have a more transformational impact
on defence and security. The foreseen transformational impact is described along a dimension of
layers of defence, consisting of: (1) armed forces, (2) the governmental defence organization, (3)
defence and security organizations, and (4) the defence ecosystem, which consists of all actors that
are somehow linked to achieve defence and security goals. The authors state that whereas most effort
goes to enhancing the armed forces with Al developments, most impact will come from changes based
on Al developments that change the defence organization itself, the network of partners and the way
defence and security will be organized as a whole. For example, self-learning algorithms can be used
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for organization tasks (Human Resources (HR), policy analysis, etc.), and other applications. The report
explicitly challenges to think about the use of Al in a defence context in a different way than
extrapolating current practices.

The second report, JCN from the UK ministry of Defence on Human Machine Teaming, focusses more
on how further technological developments in Al, Robotics, and autonomous systems will change the
teamwork dynamic between man and machine within military operations. It discusses the relative
strengths and weaknesses of different kinds of Al and robotics and how this may affect the roles that
humans can play within the team. Therefore, the JCN examines the developments in Al and robotics
and how these may impact the military. The JCN sees the following advantages that new forms of Al
and robotics will allow us: to scale physical mass and battlefield points of presence increasingly
independent of the numbers and locations of human combatants; to extend the reach and persistence
of our ISR and weapon systems; and to exploit information for a decision-action cycle that makes
better decisions more rapidly, enabling a higher tempo of operations.

Furthermore, new Al and robotics technology creates new types of operations. Al will be used to
automate both defensive and offensive cyber operations. An overview of research on autonomous
military systems efforts by prominent nations is given in (De Spiegeleire, Maas, & Sweijs, 2017).

Lessons from the use cases for Defence

The value tensions and moral dilemmas that plague autonomous cars may transfer to some extent to
the Defence domain. What if a NIC can protect only one of two human team members, which one
should it choose? Another reason for value tension is that human team members may find it difficult
to understand or discover the built-in beliefs or values of their NIC team members. Over time, a human
team member may come to understand the beliefs and values of another human team member
through the words and actions of that team member. NICs, however, could be programmed to act
“out of character”. It could theoretically be possible, for example, to program a NIC to radically change
its personality as the situation requires. If a NIC changes personality, its actions may thereafter run
counter to the behaviour that its human team member may have come to expect from the NIC based
on the beliefs and values the human believes to have inferred from the NIC's behaviour in the past.
To some extent, this type of value tension is also present in the case of autonomous cars. From the
outside, other drivers cannot see whether a car is an autonomous car or a human-driven car, therefore
to prevent value tension, autonomous cars are programmed to drive like humans even in situations
where they are capable to improve upon human driving. An autonomous car could for example keep
a shorter driving distance to the car in front of it, since it can react faster than a human can, but such
behaviour may make the human in the front car nervous. Another example would be the appearance
of a NIC. A human can see in what direction another human team member is looking and hence warn
his team member when there is danger behind him or her. Similarly, it may be beneficial to give a NIC
something resembling a face, so that human team members can infer in which direction the NIC is
looking.

The urban search and rescue use case has interesting parallels for the defence domain, because of
the hazardous environments, where lives hang in the balance. The defence organisations are familiar
with the task environment for combat search and rescue, where the aim is to rescue own troops in
combat zones. In these operations, the presence of hostiles are an extra dimension to the
environment. However, the urban search and rescue is relevant, as crucial decisions need to be taken
by humans and humans must always be in the loop. The main lesson here is that transparency makes
it easier for human team members to accept and trust the robots and their behaviour. Transparency
can be achieved in part when the NICs has the ability to understand the spoken dialogue of the
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operators, including nuances in tone, and when the NIC in turn can produce contextually appropriate
verbal feedback for the human team members.

Another lesson is that NICs may need to have built-in adjustable autonomy settings and be able to
lower its own autonomy depending on the demands of the operational environment. NICs may have
to be hard-coded to adaptively lower their level of autonomy in certain kinds of environments or
situations until a human team member allows the NIC more autonomy. A swarm of NIC drones
guarding a road may decrease their autonomy upon arriving at a city for example, where the
probability of collateral damage in case of an erroneous identification of a target is higher.

A possible lesson from the care for children and the elderly use case is that whether a NIC is accepted
by its human team members, may depend on the characteristics of the human team members, such
as cultural background and job type. Future military training and education should be able to deal with
these kind of individual differences in order to allow for the proper acceptance rate of NICs for all
recruits.

The main observation for the Defence domain from the Industry 4.0 and Agriculture use case is that
NICs are more dynamic entities than humans: a single NIC may fragment into multiple NICs, multiple
NICs may combine or swarm to effectively become one NIC, multiple NICs can swap components and
recombine to change their skills, capabilities and appearance. Such dynamic and flexible NICs create
different psychological effects on their human team members than static NICs that do not reconfigure
themselves. For example, will humans develop trust with reconfigurable NICs that continually change
their appearance, partially or maybe even completely? In other words, the lesson for the Defence
domain is that reconfigurable NICs may have different psychological effects on their human team
members than more static NICs.

Larger numbers of NIC team members and larger numbers of components per NIC increase the
probability that at least one is not (entirely/partly) functioning and needs maintenance or repair.
Carrying redundant components would make reconfigurable NICs more robust against outage due to
component failure. However, as with the agricultural robots, NICs who are reconfigurable and can
swap components need to have compatible software, which can be an issue, especially if older /
outdated NICs and more modern NICs are present in the same team.

Summarizing, the use cases show six lessons for the Defence organization: (1) value tension may
hamper human-NIC collaboration, (2) transparency makes it easier for human team members to
accept and trust the NICs and their behaviour, (3) NICs may need to have built-in adjustable autonomy
settings, (4) future military training and education should anticipate individual differences in the
background of new recruits that may affect their acceptance of NICs, (5) reconfigurable NICs may have
different psychological effects on their human team members than more static NICs, and (6)
redundancy and compatibility of components is desired to make NICs more robust.

6. Conclusions and Directions for Future Research

This study touched upon several aspects that are important for future deployments of NICs in Defence
operations. First, technological trends and developments in Al are discussed to provides a base for the
extrapolation of future technological developments in Defence operations. Secondly, we use the
concept of autonomy in our vision on the composition of a NIC and explain the characteristics and
skills that NICs may possess and along which they may vary. Thirdly, the existing applications of (semi)
NICs in other domains than Defence is described. These new applications of integrated Al and robotics
across multiple domains offer valuable lessons of the impact of Al and robotics on the humans
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operating in these domains. Some can be translated into lessons for the Defence domain. Finally,
literature on the possibilities and impact of deploying Al and robotics for the Defence context are
discussed that focus merely on the organizational and operational impact when adopting Al and
robotics and less on the behavioural impact on the humans working with these systems.

Future operations will change due to the deployment of NICs. We believe that future operational
effectiveness will be highly influenced by the way NICs are incorporated in Defence operations. We
can conclude that the impact of deploying NICs in future operational context is diverse. First, there
are new possibilities for operational tactics, new concepts of operations, new forms of manoeuvre.

Second, the impact on individuals, teams and organization. New types of task division may be applied
in teams, and new capability requirements for human operators come to play. This affects individuals
regarding collaborative skills, psychological effects, etc. Meaningful human control is highly relevant
in the Defence context, which requires visions on responsibility and accountability, and lead to human-
in-the-loop concepts, and capability requirements to autonomous systems.

Regarding the behavioural impact, three main topics of research have been defined that are
considered highly relevant for deploying NICs in the future: (1) psychological effects, (2) human-
machine collaboration and, (3) training and education. These three topics are the main focus of the
TNO research program BIHUNT, “Behavioural Impact of Human and Non-human intelligent
collaborator Teaming”. The topic of psychological effects studies the social psychological impact on
individuals working together with NICs. What are the implications on human team members,
regarding trust, biases and emotions? Human-NIC collaboration discusses effectiveness of
collaboration of humans and NIC within teams. Topics of interest are adaptable working
arrangements, peer-to-peer collaboration versus hierarchical collaboration. To what extend do we
allow delegation of decision rights to NICs and what are the consequences for C2? The topic training
and education studies the impact of deploying NICs as operational team members on requirements
for training and education of military personnel. Which (new) competences are needed when working
with NICs? How do human tasks change cause of NIC cooperation, which new aspects should be
trained? How does that impact the current training cycle and methods?

Research on the behavioural impact of working with NICs will improve the usability and acceptance of
the promising applications that come available from the developments in Al and robotics in the
military domain, and will enable a safe and effective operational deployment of NICs.
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