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Abstract 

Traditionally, cyber-incident response has been the preserve of communication and information system 

(CIS) managers or CIS security specialists who have done their best to protect CIS infrastructure and its 

information based on their own priorities. However, as part of PhD research the contribution of a wider 

community impacted by cyber-incidents has been used to produce a cross-functional model; this model 

provides broader situational awareness (SA) in order to inform cyber-incident response decision-making.  

To validate the concepts established by the model a practical instantiation in the form of a spreadsheet-

based tool was developed for the military environment. This tool was rapidly prototyped using continuous 

feedback from the Cyber Defence Working Group of a military headquarters and has been included in the 

training programme to teach Cyber Operational Planners for that organisation.  

This paper looks at the model behind the tool, the development of the model and the cross-functional 

applicability of the tool in a practical environment. It also shares some of the lessons from the feedback 

relating to the use of the tool.  

Background 

Traditionally, cyber-incident response has been the preserve of communication and information system 

(CIS) managers or CIS security specialists who have done their best to protect CIS infrastructure and its 

information based on their own priorities.  This resulted in a range of models starting from the early 

computer-incident response models from organisations such as Carnegie Mellon University and the SANS 

Institute right up to modern cyber-incident response models (such as that from NIST, Figure 1, (Cichonski, 

Millar, Grance, & Scarfone, 2012) which has subtle differences from the early models in that inner and 

outer loops are defined).  However, these models are suitable for an immediate “protection at all costs” 

strategy but not necessarily suitable for the military environment (or potentially for other technically 

capable and well-resourced organisations).   
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FIGURE 1 - NIST INCIDENT RESPONSE LIFE CYCLE 

 

If Cyber is considered as a new domain of warfare (to join the traditional domains of land, maritime, air and 

more recently space), then the same processes should be applied to Cyber.  This would also imply that the 

same cross-functional working groups for planning and operations should be employed to respond to 

events in the Cyber domain as are used in the other domains. 

Literature Review and Associated Research 

The literature review (covered in more detail in an earlier paper, (Mepham, Louvieris, Ghinea, & Clewley, 

2014)) looked at not only academic research in the cyber security domain but also doctrine and related 

doctrine (such as that used in Command and Control, Intelligence and Operational fields).  From a military 

perspective the material varied from the incisive observations of Sun Tzu regarding the “Art of War”  (Tzu, 

2011) to command and control theory as derived from air combat operations (Orr, 1983).  From the 

academic side, material included detection of honeypots and honeynets was investigated (Rowe, 2006) as 

well as the questionable grounding of recent academic work in the cyber security domain (Verendel, 2009).  

In parallel, participation in Multinational Experiment 7, MCDC-CICOA and several military cyber security 

working groups gave access to a broad community of cyber experts from disparate branches and 

backgrounds (described in earlier papers ((Mepham, Louvieris, Ghinea, & Clewley, 2014)), (Mepham, 

Louvieris, & Ghinea, 2015)).  Based on both the literature review and interaction with the expert 

communities during international multi-organisational workshops, NATO Allied Command Operations-led 

meetings and cross-functional working groups a number of variables were determined to be key 

components of effective cyber-response for a broad cross-section of the community impacted by Cyber 

events.  The variables resulting from this process are detailed at Annex A – Initially Determined Variables.  

These could be broadly split into:  
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a. Asset management (covering configuration and deployment of assets including known 

vulnerabilities);  

b. Sensors (types of monitoring, deployment, reliability, accuracy, timeliness, collaboration 

inbound);  

c. Detection and dissemination: discrimination and dissemination of relevant information relating 

to incidents (tools, training, experience, environment, collaboration outbound, knowledgebase 

of attacks and attackers);  

d. Impact and Situational Awareness (prediction, mission impact, dynamic asset value, 

stakeholder value, time modification, intelligence); 

e. Decision-making (choosing the optimal response based on the situational awareness at the 

decision-point including traditional, passive and active options). 

These variables were then assessed by means of a survey utilising a 7-point Likert scale which evaluated the 

importance of each variable with respect to effective cyber-incident response.  The 7-point scale was 

chosen as in feedback related to a pilot questionnaire the respondents indicated that the initially-proposed 

5-point Likert scale was not granular enough to accurately reflect their opinions. 

Survey 

The survey was distributed to a broad cross-section of participants from military, governmental and 

commercial/industry sectors and across a broad range of branches (primarily divided into Information 

Assurance/Security, Intelligence/Business Intelligence, Communication Information System (CIS) 

Management, Operations and Other Supporting Functions).  201 completed and valid responses were 

received from these communities.  The initial analysis confirmed significant differences between the 

perceived importance of each of the variables from the perspective of the different branches.  One 

example of this is that of the surveyed operational community 64% believed that assessing the value of an 

asset relative to a stakeholder was essential (Figure 2), whereas only 10% of the CIS managers/engineers 

believed that this was the case (Figure 3).  Worryingly, in discussions with these communities during the 

course of the PhD, CIS managers reported that they often determine the value of many of these assets as 

they are maintained by this branch despite having different operational owners.  
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FIGURE 2 - IMPORTANCE OF ASSESSING STAKEHOLDER 

VALUES: OPERATIONS COMMUNITY 

 

FIGURE 3 - IMPORTANCE OF ASSESSING STAKEHOLDER 

VALUES: CIS MANAGEMENT/ENGINEERING 

COMMUNITY 

 

Another example of the issue relates to the earlier discussion about the differences in priority between the 

IA/Security and Intelligence branches where the 65% of the Intelligence participants found attaching a 

value to Intelligence information (and more importantly missing Intelligence information) to be essential 

(Figure 4).  This compares with 16% of the IA/Security participants who found the same treatment of 

Intelligence information to be essential (Figure 5). 

 

FIGURE 4 - IMPORTANCE OF INTELLIGENCE VALUE: 
INTELLIGENCE PROFESSIONALS 

 

FIGURE 5 - IMPORTANCE OF INTELLIGENCE VALUE: 
IA/SECURITY PROFESSIONALS 

 

Exploratory Factor Analysis 

During exploratory factor analysis (EFA), several variables were not assessed as making a substantial 

contribution to cyber incident response.  These variables were removed as part of the process, however, a 

number of factors were determined from the groupings of variables within EFA (Annex B – EFA Resultant 

Variables and Factors) and an initial hypothesised model produced utilising the processes described in 

detail in earlier paper (Mepham, Louvieris, & Ghinea, Dynamic Cyber-Incident Response, 2014).  To ensure 

relevant analysis of the variables, they were initially split into two groups (to avoid spurious associations 

confusing relationships between the two areas): incident detection/discrimination and incident 

impact/decision-making.  However, later on during the Structural Equation Modelling (SEM) process all 
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variables were analysed together which generally confirmed these initially identified relationships. The 

choice of SEM was made due to the nature of EFA, which only determines factor groupings, and the 

anticipated complex nature of the interactions between the resulting factors; SEM is more capable in 

evaluating non-linear relationships even when the variables being analysed deviate from normality (Lei & 

Lomax, 2009).    

Structural Equation Modelling 

Using SEM, initially the factors were confirmed using the measurement model production process where all 

variables are analysed simultaneously, this resulted in 23 variables, which resolved to 8 factors that broadly 

reflected the factors discovered during EFA.  The relationships between these factors were then evaluated 

utilising SEM and resulted in the model shown in Figure 6 - SEM Structural Dynamic Incident Response 

Model.  The solid arrows indicate the interactions discovered by SEM, the broken arrows indicate additional 

interactions with the Cyber environment external to the model (determined by the nature of the variables 

that the factor comprises).  The entire SEM model production process was described in detail in an earlier 

ICCRTS paper (Mepham, Louvieris, & Ghinea, 2015).   
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FIGURE 6 - SEM STRUCTURAL DYNAMIC INCIDENT RESPONSE MODEL 
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Practical Implementation of the Model 

In order to understand the model, it is necessary to describe how it is implemented in practice, including 

the influences on the factors, interaction between the processes, utility of existing tools and frameworks in 

implementing the model. 

Sensors 

Incidents are detected by the Sensors factor; however, placement and configuration of sensors are iterative 

processes dependent upon the priorities provided to the cyber defenders and the technology and 

resources that are available.  Incidents and information which are passed to the organisation by 

collaboration partners are also fed in via the Sensors factor as these also have to be evaluated by the same 

event flow relevant to the rest of the sensors.  The output of the sensors process is considered to be raw 

data (in respect of not yet being processed or analysed with respect to the defended infrastructure), 

examples include events, network packet captures, alerts or similar. 

Credibility 

The Credibility factor is where the data from the Sensors factor is evaluated for trustworthiness. In this 

factor issues such as timeliness (how quickly the data arrives) and reliability (how robust the sensor is) are 

considered.  The output of this factor will be data which has been weighted according to its 

trustworthiness. 

Discrimination 

The Discrimination factor is where the data from the Sensors factor is transformed into relevant 

information.  The purpose is to detect the relevant incidents from the background noise of events. 

Discrimination uses the weighted data, evaluates it for accuracy (both through evaluation of time stamps 

and correlation with other events) and provided that appropriately trained and experienced analysts are 

available (with the correct tooling) the relevant incidents will be detected from the background events.  To 

describe how key the appropriate tooling, training and experience are, some analysts will receive millions 

of events per second from disparate sensors that have to be analysed and correlated in order to detect the 

events.  The output of the Discrimination factor will be relevant correlated events being passed to the 

Impact factor, potentially a different set of correlated events may be passed to the Collaboration factor 

(based on the organisation’s policies and information exchange agreements). 

Collaboration 

The Collaboration factor is where information is exchanged in both directions with collaboration partners.  

Frameworks such as Cybox, STIX and TAXII (open frameworks developed by Mitre Corporation) can provide 

standards for exchanging the cyber-related information between collaboration partners (Barnum, 2012).  
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However, the Collaboration factor also provides information to the Dynamic Asset Value factor in terms of 

how valuable assets are to the partner.  For example, a multinational military mission may plan to use two 

ports located in two different countries to provide logistics to the forward edge of the battle area; for that 

mission each port individually may have a “medium” value as there is an alternative port in a different 

country.  However, for the nation involved, that may be their only port which also provides food to their 

general population and so the port takes on a higher value for them.  This may well be considered by the 

multinational mission and the value of the asset increased appropriately in the risk assessments. 

Dynamic Asset Value 

The dynamic value of assets is modified from two perspectives, the first is an assessment by the 

stakeholder/risk owner of an asset as to how critical the asset is for them to conduct their business; the 

second is a modification based on where an attack takes place in time (i.e. where in a business/mission 

cycle the attack takes place).   An example in a corporate environment is that an attack on the payroll 

server of an organisation 2 days prior to salaries being paid will be more devastating than 2 days after 

salaries have been paid.  The value of the asset at the time of the attack is passed to the decision-maker to 

be considered with mission/strategic impact when considering their response. 

Intelligence 

The Intelligence factor comprises several considerations comprising what is known about the attacker and 

attacks such as Common Attack Pattern Enumeration Criteria (CAPEC) and attacker knowledgebase; what is 

known about the defending infrastructure such as a vulnerability database applied to the infrastructure and 

simulation of potential attack progression and finally what isn’t known about the attacker and an 

assessment applied to the value of obtaining that information.  The Intelligence factor receives information 

from collaboration partners as well as varying degrees of information as a result of the response of the 

decision-maker i.e. cyber offensive operations gain information from the attacker’s networks, passive 

defence gathers enhanced intelligence information from the defending networks by allowing an attack to 

progress and a traditional response will only gather intelligence up to the point where the incident is 

detected and stopped in the defending network.  Intelligence provides the information known about the 

attack including predicted progression and the potential value of intelligence which is not known about the 

attack and attacker to the Impact factor. 

Impact 

Impact is where the discriminated incident is combined with Intelligence information and then evaluated 

against impact on the strategic and mission objectives.  This also includes an evaluation of potential 

Intelligence information to be gained by using each of the response options weighed against the impact of 

the options i.e. here is where a predictive risk assessment takes place which is then put in context of the 
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impact on mission/business and strategic goals.  The output of this factor is response advice to the 

decision-maker based on impact on the mission and strategic goals. 

Response 

Response is the decision taken by the key decision-maker, e.g. Commander of a Joint HQ, on the 

appropriate reaction to a cyber-incident.  The decision that is taken is based on the information relating to 

strategic/mission Impact and the Dynamic Value of the assets under threat.  The response decision will not 

only have a direct influence on the intelligence relating to the attack but will also by its nature influence the 

Cyber environment.  The changes in the Cyber environment then close the loop outside the model as the 

Sensors and Collaboration factors detect and report the changes to the environment. 

Cyber Operations Support Tool 

At a meeting of a Joint Force Command Headquarters (JFC HQ) Cyber Defence Working Group 1(CDWG) in 

Summer 2015, it was identified that although there was a requirement to incorporate Cyber issues into the 

Operational and Operational Planning procedures, there were no approved documented procedures or 

tools to do this.  Consequently, it was agreed by the CDWG that a prototype tool be produced to fill this gap 

based on the Structural Equation Model that had been developed during an earlier stage of this research.  

The main purposes of the tool were to: 

a. Provide a cross-functional and collaborative perspective of Cyber incidents and impact. 

b. Provide an assessment of the dynamic value of targeted assets. 

c. Provide an assessment of known Intelligence relating to incidents and an assessment of the 

priority of potentially obtainable intelligence. 

d. Provide the operational Commander with cross-functional situational awareness and a number 

of options to respond to cyber incidents. 

These areas directly reflect the novel components of the model as “a” reflects the factors “Collaboration” 

and “Mission Impact”, “b” reflects the factor “Dynamic Asset Value”, “c” reflects the factor “Intelligence” 

and “d” reflects the “Response” factor which is the decision taken by the responsible Commander.  In this 

tool the factors “Sensors”, “Credibility” and “Discrimination” are not represented individually as these are 

inherent components of existing processes for the Cyber Defence community and the results from these 

processes are represented in the Cyber Operations and Cyber Intelligence areas within the tool that was 

developed.  The merits of this model are thought to be where the information leaves the traditional Cyber 

Defence community and is considered by the other branches that are also impacted by Cyber incidents in 

                                                           
1
 The name of the JFC HQ has been removed and redacted from all screenshots due to operational sensitivity. 
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order to reach a balanced decision regarding the optimal cyber response.  In terms of thinking of the cyber-

incident response in terms of “planes of response” the Incident Detection takes place at a specialist and 

technical level, the Situational Awareness takes place at a staff officer level and the Decision-Making takes 

places at an executive level. 

The tool was produced using a Microsoft Excel workbook and was named the “Cyber Operations Support 

Tool” (COST).  COST linked the component parts of the model to the branch and internal structure of a Joint 

Force Command HQ thus allowing the JFCHQ staff to populate the tool with relevant data (such as asset 

values at different stages of the mission cycle).  This in turn provided the key decision-maker with 

situational awareness at a level abstract enough to allow the choice of an appropriate response to a Cyber 

Incident (Figure 7).  In this implementation the Cdr could choose from Traditional Response, Passive 

Response (i.e. monitor the attack but no intervention), Active Intelligence Gathering (i.e. probe the 

attacker’s networks without causing intentional damage), Kinetic Response (i.e. response using 

conventional forces) or Cyber Offensive Operations (response in kind). 

 

FIGURE 7 - CYBER OPERATIONS SUPPORT TOOL 

Additionally, COST provided specialists such as Cyber-Intelligence personnel with a tool to implement their 

own custom algorithms for evaluating the danger posed by cyber-attackers, assessing the value of 

potentially “obtainable” intelligence and the ability to share this information with their peers (Figure 8 - 

Cyber Intelligence Tab). 
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FIGURE 8 - CYBER INTELLIGENCE TAB 

Equally, for the Cyber Operations personnel, the Commander’s response is automatically populated as well 

as information from Cyber Intelligence personnel, allowing them to provide their own feedback to the rest 

of their peers in order to increase the cross-functional situational awareness (Figure 9 - Cyber Operations 

Tab). 

 

FIGURE 9 - CYBER OPERATIONS TAB 

Qualification Exercise 

At the time the tool was developed, the JFC HQ was preparing to take on a Response Force role (a function 

rotated between JFC HQs) and this required the successful completion of a qualification exercise.  In the 

time leading up to the exercise battle-staff training (BST) was conducted (a pre-exercise preparation phase) 
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for the JFC HQ personnel.  Immediately prior to the BST the tool was presented to the CDWG and based on 

immediate feedback prior to and during the BST a rapid-prototyping process was used to align the tool with 

the operational processes and requirements. 

Having been briefed on the use and capabilities of the tool during BST the CDWG staff deployed to the 

exercise with the tool and used it to respond to the exercise injects (scenarios to test the HQ capabilities).  

Unfortunately, it was neither possible to see the exercise injects prior to the exercise nor to tailor them to 

provide a controlled environment to evaluate the tool and model fully. However, COST was utilised by the 

CDWG during the exercise and in addition to its use as a cyber incident response tool it was reported that it 

had substantial utility as a planning tool for re-evaluating the initial priorities placed on critical and valuable 

assets (Figure 10, example values and names have been used as actual prioritised asset lists are classified).  

 

FIGURE 10 - PRIORITISED ASSET LISTS 

Evaluation 

During this extremely busy period of exercises and training during the development of the tool it was not 

possible to produce a controlled environment purely to evaluate the tool.  Instead, it was decided to allow 

the organisation’s personnel to evaluate it in their own training and exercise environments without 

controlling the scenarios (and as the exercise scenarios are restricted to organisational audiences, the 

scenarios themselves would not have been releasable in any case).  This allowed the flexibility of the tool 

and model to be demonstrated in a live environment without placing academic constraints on an 

experiment which could have introduced artificialities in the operational procedures.  However, the 

downside of this approach is that it becomes impossible to evaluate the effectiveness of the tool whilst 
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controlling specific environmental variables such as the degree to which the battlespace is congested, 

cluttered, contested or constrained (UK Ministry of Defence, 2015). 

The assessment considered 10 areas which were evaluated with and without the tool.  These were: 

i. Cross-functional awareness of cyber impact on other branches. 

ii. Cyber impact on the mission. 

iii. Cyber impact on (military) Intelligence. 

iv. Awareness of the Commander’s response options and chosen response. 

v. Efficiency in providing information to a cyber impact assessment. 

vi. Ability to provide relevant information to a cyber impact assessment. 

vii. Ability to operate effectively in a congested cyber environment. 

viii. Ability to operate effectively in a contested cyber environment. 

ix. Ability to operate effectively in a cluttered cyber environment. 

x. Awareness of dynamic targeted asset value in different mission stages. 

Analysis 

Statistical analysis of the responses using a paired-samples t-test provided the results shown in Annex C - 

Paired T-Test  Figure 11.  The results assess that for all areas assessed COST (which is a physical 

instantiation of the model) provides a significant benefit compared to not using the tool (i.e. two-tailed 

significance is below 0.05 for all categories.  In fact the results show that the commonly used threshold for 

significance of less than 0.05 is exceeded by far with all results being less than 0.001).   

However, in order to provide more descriptive measurements of the utility of the tool, Cohen’s d and 

associated effect size were also calculated (Annex D – Cohen’s d).  Using the effect size from Cohen’s d it is 

suggested that 0.2 to 0.5 represents a small (but non-trivial) effect size, 0.5 to 0.8 a medium effect size and 

above 0.8 a large effect size (Cohen, 1992).  Cohen’s description of a medium effect size is that it 

“represents an effect likely to be visible to the naked eye of a careful observer”. Based on this 

categorization, all analysed categories fall into the “medium” effect size (with the majority falling into the 

upper half of this category) suggesting that for the analysed properties of the model-based tool that an 

observable improvement compared to prior practices is experienced by the users of the tool. 

Feedback 

In the version of the tool that was used for the validation (v0.39) several comments were received, these 

are summarised in Annex E – COST Feedback.  Most of the comments were related to tracking multiple 

incidents or attackers.  These issues would be addressed in a production system, achievable by using a 

database back-end to the tool.  However, the vast majority of the comments both verbally and written 
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were extremely positive about the direction of the tool and the model in general.  Although not related to 

the tool or model many of the comments concerned policy and doctrinal issues; some frustration was felt 

that freedom of manoeuvre experienced in other military domains was not yet applied to cyber. 

Conclusions 

Whilst not yet tested in an academically rigorous controlled experiment, early indications from this fielded 

prototype are that there is significant utility in this pilot tool which is developed from the Dynamic Incident 

Response Model proposed at Figure 6.  The primary purposes of this fielded prototype to derisk further 

investment in an operational tool and confirm that the concepts, theories and ultimately, the model would 

survive the transition from academic theorising to operational use were realised.  The positive responses to 

the model, tool and associated methods of working have demonstrated that there is a growing 

requirement to embed Cyber Operations as part of core military planning and operational processes.  

Traditionally, the response would have been delegated to IA/INFOSEC type personnel but the engagement 

of other stakeholders is essential to ensure that a response is appropriate for all impacted branches.  

Through the utilization of such processes and tools that engage all branches impacted by cyber incidents, 

the Commander is able to take decisions based on impact to not only the targeted assets, but also the 

mission as a whole. 
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 Annex A – Initially Determined Variables 
 

Name Description Source 

Hardware 

Monitoring 

Sensors deployed to monitor changes at a hardware level (Calder & Watkins, 2008), MNE7, 

MCDC,  

Network 

Monitoring 

Sensors deployed to detect anomalies or signatures in network traffic (Calder & Watkins, 2008), MNE7, 

MCDC,  

OS Monitoring Sensors (including built-in audit functions) deployed to detect anomalies 

or signatures in the operating system 

(Calder & Watkins, 2008), MNE7 

Application 

Monitoring 

Sensors (including built-in audit functions) deployed to detect anomalies 

or signatures in the applications on a system 

(Calder & Watkins, 2008) 

Configuration 

Management 

Awareness of the defended infrastructure including deployment, 

hardware, software and application versions as well as configuration. 

(Calder & Watkins, 2008), MNE7, 

MCDC,  

Accuracy Accuracy of the information supplied by the sensors e.g. the granularity 

and accuracy of the timestamps. 

MNE7, MCDC, (Kanchana & Ganesan, 

2013) 

Timeliness Timeliness of the information provided by the sensors i.e. how soon the 

information is received after the event e.g. real-time, every 10 minutes, 

hourly, daily etc. 

MNE7, MCDC, (Kanchana & Ganesan, 

2013) 

Reliability Reliability of the sensors i.e. the level of confidence that they will always 

catch and transmit the events that they are configured for also including a 

long mean time between failure. 

MNE7, MCDC, (Kanchana & Ganesan, 

2013) 

Collaboration 

Inbound 

Cyber information shared by collaboration partners which may be of use 

to an organisation’s cyber security posture. 

MNE7, MCDC, (Barnum, 2012), 

(Kanchana & Ganesan, 2013) 

Collaboration 

Outbound 

Cyber information shared with collaboration partners from an 

organisation’s own sensors and analysis (in accordance with information 

exchange agreements) 

MNE7, MCDC, (Barnum, 2012), 

(Kanchana & Ganesan, 2013) 

Automated 

Tools 

Tools which assist an analyst in filtering and highlighting incidents from 

raw data. 

MCDC 

Training Training of cyber analysts MNE7, MCDC, (Calder & Watkins, 

2008) 

Experience Experience of cyber analysts (Calder & Watkins, 2008), 

Environment Physical environment that analysts work in, i.e. human factors such as 

monitor size, graphical interfaces, break/shift patterns etc. 

MCDC, (Adam, 1993), 

Asset Value Static value of asset MCDC, (Dondossola, Garrone, & 

Szanto, 2011),  

Stakeholder 

Value 

Modification of asset value by stakeholder MNE7, MCDC 

Exposed 

Vulnerabilities 

Known vulnerabilities relevant to own infrastructure. MCDC, (Barnum, 2012) 

Time Modification of asset value due to stage of mission cycle, business cycle, MCDC, (Wijnhoven, Amrit, & Dietz, 
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Modification age of information, etc. 2014) 

Vulnerability 

Knowledgebase 

Knowledgebase of vulnerabilities in general (i.e. not specific to own 

infrastructure). 

MCDC, (Barnum, 2012), 

Attacker 

Knowledgebase 

Knowledgebase of known attackers (non-specific to organisation) MNE7, MCDC, (Barnum, 2012),  

CAPEC Common Attack Pattern Enumeration and Classification. Knowledge base 

of common attack patterns/techniques and methods for categorising 

them.  

MNE7, MCDC, (Barnum, 2012) 

Simulation Simulation of possible attack vectors or progression through an 

organisation’s infrastructure 

MCDC, (Barnum, 2012) 

Intelligence 

Value 

Assigning a value to missing or gained intelligence (to be weighed against 

asset value). 

MCDC, (Hallingstad & Dandurand, 

2011), (Boni & Kovacich, 2000) 

Goal Organisation’s goals and objectives MNE7, MCDC 

Situational 

Awareness 

Ability to place an incident in context of the environment and potential 

outcomes. 

MNE7, MCDC, (Adam, 1993), 

Prediction Credible algorithms to predict an incident’s progress and the effect of 

possible response options (to be used as engine for simulation) 

MCDC, (Dondossola, Garrone, & 

Szanto, 2011) 

Risk Assessment Use of robust techniques to provide a standardised approach to risk 

assessment. 

(Dondossola, Garrone, & Szanto, 

2011) 

Active Defence 

Response 

Active defence (including active intelligence gathering and cyber-offensive 

techniques) 

(Obama, 2012) 

Passive 

Monitoring 

Response 

Use of observation to gain additional intelligence rather than acting to 

contain or stop incidents i.e. allow incidents to continue unfettered. 

MCDC, (Hallingstad & Dandurand, 

2011), (Mepham, Louvieris, Ghinea, & 

Clewley, 2014), (Obama, 2012) 

Traditional 

Incident 

Response 

Use of standard approaches to cyber security including defence and 

response mechanisms. 

MCDC, (Obama, 2012), (Calder & 

Watkins, 2008) 
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Annex B – EFA Resultant Variables and Factors 
 

TABLE 1 - DETECTION AND DISSEMINATION 

 

 Component 

Sensors Collaboration Credibility Discrimination 

OS Monitoring .85    

App Monitoring .72    

Hardware Mon .71    

Network Mon .69    

Collaboration In  .87   

Collaboration Out  .83   

Accuracy   .75  

Timeliness   .73  

Reliability   .50  

Automated Tools    .80 

Analyst Experience    .73 

 

 

TABLE 2 – IMPACT AND DECISION-MAKING 

 

 Component 

Intelligence Impact Response Dynamic 

Asset Value 

CAPEC .76    

Attacker KBase .66    

Vuln KBase .62    

Exposed Vulns .44    

Sit Awareness  .66   

Prediction  .63   

Organisational Goal  .53   

Risk Assessment  .47   

Passive Monitoring   .63  

Active Defence   .61  

Trad Response   .46  

Stakeholder Mod    .74 

Time Mod    .47 

Orig Asset Value    .41 
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Annex C - Paired T-Test 
 

The results below are from a paired t-test comparing the use of COST to only using the existing 

organisational SOP for responding to a cyber-attack.  The 21 respondents were from a broad cross-section 

of branches within an international military organisation directly tasked with supporting cross-functional 

Cyber-Defence Working Groups. 

 

FIGURE 11 - PAIRED SAMPLES T-TEST 
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Annex D – Cohen’s d 
 

The results below are from a calculation of effect size using Cohen’s d. The participants were asked to 

compare COST to only using the existing organisational SOP for responding to a cyber-attack.  The 21 

respondents were from a broad cross-section of branches within an international military organisation 

directly tasked with supporting cross-functional Cyber-Defence Working Groups. 

 

 

FIGURE 12 - COHEN’S D WITH EFFECT SIZE 
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Annex E – COST Feedback 
As described in the main narrative, some of the feedback from the validation of the COST tool is 

summarised below, with comment responding to the feedback included. 

a. The next phase of development should allow the option of updating response options driven by 

the Commander’s direction and guidance; e.g. if the intelligence gap is very big, only responses X 

and Y are possible so option Z is not possible under condition W. In response to this 

comment, this could be possible from a logical point of view, effectively providing some 

automation into the decision-making.  However, this would trade-off the flexibility in the response 

options which would have to be agreed with the risk owner (in this case the Commander). 

 

b. Instead of executable response use recommended response or recommended action.  This has 

been incorporated into the latest version in some respects as DCOS Ops now provides the 

recommended response which allows the Commander to choose the executable response. 

 

c. For “Attribution” under the Intelligence tab, allow more than one attacker. As this is a “flat” 

prototype tool, allowing more than one attacker would extend this proof-of-concept significantly.  

However, if developed into a fielded operational version it is anticipated that this would use a back-

end database in which case multiple incidents and attackers could be tracked. 

 

d. The complexity should be reduced for the Commander’s decision (3 similar comments). This has 

now been accomplished with DCOS Ops assimilating most of the information before providing a 

recommended response to the Commander (who now only receives the assimilated SA to assist his 

decision-making). 

 

e. XXXXXXXXX (redacted as official exercise name was included) didn’t allow us to use the tool to its 

full extent but the tool did allow us to validate our critical prioritised asset list (CPAL). Inputting 

the top 10 assets into the tool and associating owner value vs mission value against mission 

stages helped us refine priority of effort. This bears out the importance in the model of having 

dynamic asset value which is also assessed cross-functionally and against the mission impact. 

 

f. The challenge in the current organisation environment is that the Commander doesn’t have an 

option beyond passive defence.  It was hoped that the exercise would allow us to test the tool in a 

hybrid environment but the scenarios did not play out that way. This is not a restriction of the tool 

or model but a policy/legal issue.  At the time that the tool was evaluated, organisational policy did 

not permit cyber offensive response to a cyber-attack.  However, in response to serious cyber-

attack (for example a devastating attack on national critical infrastructure), a conventional 

response was considered to be a valid option. 

 

g. The cyber tool was used during a recent exercise to validate our CPAL.  This tool showed utility 

when it was used to validate the inputs of CPAL using the Collaboration tab.  The items on the 

CPAL were added in the Targeted Assets section and appropriate Owner Value and Mission 

Impact weights were added for all stages of an operation.  Based on the graphical representation 

we were able to see which assets should be prioritised higher or lower during each stage of an 

operation.  This tool allowed us to focus in on the assets that should be protected more as we 

transition phases of the operations.  Whilst not utilised during the exercise the Commander and 

Incident Description tabs were also assessed and analysed for utility.  The Commander tab was 
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found to provide a bottom-line up front view of a cyber incident to enable the decision-maker to 

have a quick overview of the cyber-situation.  The Incident Description tab was found to provide 

basic functionality as an event log.  It would be a useful area to organise events and all related 

trouble-tickets and incident numbers.  With minor adjustments such as, ability to add more 

incidents within the tab or more fields (e.g. mission impact, affected organisations, etc) added for 

greater granularity.  The bottom-line is that the Cyber Operational Support Tool has displayed 

significant utility in supporting operational level cyber assessments. This detailed analysis of the 

tool from an experienced cyber operational analyst demonstrates the versatility of the tool.  The 

minor deficiencies that are highlighted could reasonably be expected to be addressed in a full 

operational version of the tool. 

 

h. Splash screen with access to intelligence summary for Commander would be useful.  At present 

this is accomplished by going to the individual tabs (for example Intelligence and Incident 

Description), however, if deemed to be a necessity this could be incorporated. 

 

i. Fantastic initiative!  Multiple incident tracking would improve the tool further.  As for comment 

“c”, an operational version could be expected to have a database back-end where this would be 

possible. 

 

j. LEGAD should not provide a preferred option, but instead should opine whether each of the 

possible options are 1) legally permissible or not permissible; 2) authorised or not authorised by 

RoE.  Currently, LEGAD makes the preferred response assessment based on all legal factors so as to 

avoid overloading the Cdr with too much detail. 

 

k. The tool is helpful to see the factors involved in the decision-making but the Commander needs 

more detail to determine the appropriate response.  Recommend changing from an Excel 

spreadsheet to some type of database that can produce a PowerPoint presentation with the 

required details, similar to what is used for kinetic targeting packages. As stated in previous 

comments, it is agreed that a full operational version would use a database back-end.  Whilst 

agreeing on the requirement to standardise output across branches so as to improve efficiency and 

decrease training requirements, this does not necessarily have to be from any one manufacturer (in 

fact a number of outputs such as open document format, pdf, JPG etc would probably increase the 

utility in a number of environments). 

 


