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1 Abstract

Because Army forces work in complex and contested
environments, it is important to approach emulat-
ing the Army network from the point of view of
studying the social, information and communication
networks as a complete system. Previous work has
shown that changing parameters in one network ef-
fects the behavior of other networks. We now seek
to focus on the information network. Our goal in
this work, specifically, is to understand how infor-
mation travels through humans in Command and
Control (C2) networks and use this understanding
to diagnose bottlenecks and predict performance and
scalability. We use an agent-based simulation plat-
form called the Experimental Laboratory for Investi-
gating Collaboration, Information-sharing, and Trust
(ELICIT), which simulates agent behaviors in an in-
telligence gathering and sharing scenario. Examin-
ing the simulation results, we can compare the effec-
tiveness of different network topologies for supporting
C2 and identify the characteristics of these topologies
that have the largest impact on C2.

2 Introduction

Armed forces operate in extremely challenging and
dynamic environments. Even with the highest level of
planning before embarking on a mission, the situation
in which the unit is operating is susceptible to change
without notice, creating the need to adjust goals and
strategies on the fly. As the In these cases, communi-
cation and dissemination of situational awareness is
critical to timely and effective decision-making.

Most formal organizations, especially military
units, have a predefined structure of command and
control that dictates how information will travel
throughout the unit. We refer to this structure, which
can be represented as a graph or a network, as the C2
network. We also characterize this structure as a so-
cial network since it captures all of the point to point
channels over which information can flow. Similarly,
the term Information Network can also be used to
describe these connections since the goal is to exam-
ine how the information flows through the network.
It is important to note that the C2/social structure of
a unit can be different from the communications net-
work connecting all of the endpoints. Other works,
such as [1, 2], characterize the effects of information
logically flowing through a C2 network over an un-
derlying communications network. In this work, we
assume that the social networks and communication
networks have the same structure, but plan to relax
this assumption in future work.

In this work, we use the definition of Command
and Control, or C2, from [3]. In this definition, com-
mand is considered to be the process of humans using
their creativity and will to create and execute a plan
of action within an organization’s structure and mis-
sion. This structure and mission of the organization
represents the control portion of C2, including feed-
back of information from all points in the organiza-
tion. This second component of control is the main
focus of our work here since our goal is to character-
ize the effect of the organization structure, which in
this case is a network, on the dissemination of infor-
mation. Since the roles of command and control are
so closely intersecting, however, we will refer to the
structure throughout the paper as the C2 network.

Studying the structure of C2 networks and how
it affects the ability for units to disseminate informa-
tion is important for evaluating the current and fu-
ture practices of military groups. Since the military
defines chains of command and standard operating
procedures, identifying the optimal way to connect
individuals together can improve shared situational
awareness and, as a result, improve timely decision-
making.

While a considerable amount of research has fo-
cused on analyzing communication networks, in this
work, we focus instead on human social networks,
which have several key differences. First, routers in
communication networks have become quite fast, es-
pecially in landline networks, compared to transmis-
sion delays. When we consider humans as “routers”
or “nodes,” they are often much slower than the com-
munication links. In other words, in communication
networks, the main focus is on propagation delays,
while in human networks, the main focus in on pro-
cessing delays. A second difference to consider in this
area is that humans’ memories operate quite differ-
ently from computers’. Humans generally have a fi-
nite amount of working memory, which has the po-
tential to be overloaded much faster than a computer
that can store a large backlog of information before
dropping it. Additionally, computer memories ex-
hibit high fidelity whereas human memories do not,
especially as they are inundated with large amounts
of information. For these reasons, in this work, we
will consider how a network structure impacts infor-
mation overload in addition to the more straightfor-
ward measure of delay.

To draw conclusions about how the network struc-
ture impacts both the delay of disseminating informa-
tion and the amount of backlog that nodes incur in
the process, we use an agent-based simulator called
the Experimental Laboratory for Investigating Col-
laboration, Information-sharing, and Trust (ELICIT)
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[4]. This tool gives us the ability to define the net-
work connecting all of the agents. It also allows us to
set processing delays for how long it takes agents to
retrieve new information, determine its novelty and
usefulness, and decide to forward it to its neighbors.
Most importantly, using this simulation framework,
we can quickly and easily scale our experiments up so
that we can not only compare topologies against one
another, but also see how each scales in a systematic
manner. Given the varying scale of different military
units, including the potential for battalions of hun-
dreds of soldiers, the scalability of an organization’s
connectivity is just as important as analyzing a single
case.

The remainder of this paper is organized as fol-
lows: Section 3 reviews previous work related to so-
cial network analysis and information dissemination.
Section 4 provides details of the information model
we adopt to define the communication required for
effective decision-making. In section 7, we present
the results of extensive ELICIT simulations. We con-
clude and discuss future research directions in Section
8.

3 Related Work

The Department of Defense (DoD) Command and
Control Research Program has developed and con-
ceived a series of C2 related research efforts that
have provided a significant amount of understanding
of current and future operational structures, particu-
larly for militaries. These research efforts have been
bolstered by various NATO research panels (SAS-
050, SAS-065, SAS-085, SAS-105). Among the nu-
merouus products of this series of panels [5–7] is the
development of the C2 approach space and concepts
surrounding the characterization of how organiza-
tions operate. Underlying these products are studies
on how network topology affects mission performance
of an organization.

A key result of this series of research is the concept
of C2 Agility. The general approach to C2 agility is
that there is no one best way to do C2. That is, the
mission effectiveness of C2 is based on self configura-
tion and environmental effects (both adversarial and
the operating environment). For example, there may
be a simple task that if executed with a high degree of
connectivity, there may be a significant amount of re-
dundancy of communication and cooridation, result-
ing in less than efficient mission performance. There-
fore, a simpler C2 Approach may be more appropri-
ate in this case. However, when a task is much more
complex, then a more mature C2 approach would be

appropriate. Understanding the environment and the
predicted mission performance for each C2 approach
or organizational configuration is needed for effective
C2. The scalability of the organization size and how
it copes with this dynamics is a critical element to un-
derstanding C2 agility and robustness and resilience
of mission performance.

A number of works study concepts of scalability,
information diffusion, and network topologies in com-
munications networks. One related line of research
models the effective scalability of a proposed net-
work, given details of network topology, routing and
Medium Access Control (MAC) layer access proto-
cols, expected channel rates, etc. This approach has
been named symptotics since it estimates the prac-
tical limitations of a specific proposed network’s ca-
pabilities instead of the theoretical bounds of capa-
bilities as some property is varied indefinitely. [8–10]
are the introductory works in this area. [11] extends
the concept to capture mobility, and [12] consid-
ers the capabilities in terms of satisfiable Quality-of-
Information metrics. The work in this paper shares
some of the goals of symptotics research, but seeks
to explore C2 networks that operate with humans in-
stead of just the communications network.

Another area of research within the network sci-
ence community is to consider the C2 network as a
composition of social, information, and communica-
tion networks. This work studies the relationships
between and among an interconnected composite net-
work of these constituent networks [13–18]. Various
studies consider the degradation of parameters of one
network such as packet latency in the communication
network and the impact on C2 performance (repre-
senting the social network) [13, 15,17,18]. Past work
has studied optimal operating points with regard to
C2 approach or network topology [19, 20]. The con-
cept of Complex C2 Agility is introduced [16] to iden-
tify approaches that other network layers could pro-
vide robustness and resilience to changes in other net-
work layers.

Other lines of research that are related to this
work include those that study dissemination of in-
formation, belief, influence, etc. in networks, includ-
ing [21–25]. These works differ from ours in several
ways. First, influence and belief spreading relies on
some function describing how an agent decides to
adopt the propagating metric of interest. Second,
the behavior and delays for processing and sharing
of information in our model is unique. Third, most
of these works focus on characterizing the extent of
how far some information or belief spreads, focusing
on varying some metric of interest to determine at
which point saturation occurs. In contrast, our model
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assumes that agents are cooperative, so they will all
accept and share the spreading information. Our fo-
cus, then, is on how the network topology impacts the
delay required for this dissemination and how loaded
agents are likely to become in the interim.

4 Information Model

One theory in effective command and control is to
empower decision makers at the edge of the organi-
zation, rather than attempting to control the entire
organization from a small subset of individuals at the
top. [26] presents a great deal of support for this the-
ory. Its efficacy is also supported by case studies re-
ported in [27]. There, the authors study C2 strategies
by examining the dissemination and processing of in-
formation in simulated battle scenarios. By analyz-
ing data collected through interviews of participants,
they draw conclusions about how a group most ef-
fectively collaborate towards common goals. One im-
portant conclusion from their study is that in these
complex battle environments, a single point of infor-
mation collection and decision-making is suboptimal.
Instead, shared situational awareness is vital to group
success. Specifically, the authors highlight that in
their studies, “20 out of 24 (or 83%) of the tasks
require participation by everyone or everyone except
one person.” While the authors also establish that not
every member of the organization will be involved in
every aspect of a particular mission, and thus may
not require information in all available domains, we
believe the concept of complete information dissemi-
nation is a good baseline for us to examine.

Therefore, we approach our examination of ef-
fective communication in command and control net-
works with a definition of success that relies on all
agents receiving all of the available information avail-
able across the network, creating a shared situational
awareness. In other words, we run our simulations to
the point at which agents have all available knowl-
edge, using the time to reach this point as a main
metric of interest. We believe this approach provides
an understanding of the most stringent information
dissemination requirements, which essentially bounds
performance comparisons in the later sections of this
paper.

5 Agent Model

As mentioned above, we study information dissem-
ination in this work using the ELICIT agent-based
simulator [4]. In general, ELICIT provides agents
that act independently, generating, processing, and

sharing information factoids according to a specified
configuration. The ELICIT platform controls the
connections between agents and handles passing mes-
sages. ELICIT is designed to allow humans partic-
ipate in experiments through web-based interfaces,
such that experiments can be run with any mix of
human and computer agents. In our work, however,
we only use computer agents.

The computer agents built up in the ELICIT
framework are designed based on extensive experi-
ments using all human trials to create agents with be-
havior that is realistic. Each agent has capabilities in-
cluding processing and combining information found
in factoids to deduce a guess at what the ground truth
scenario is, choosing with whom to share information
based on a variety of factors like interest in topics and
personal propensity to share information, and main-
taining notions of trust in other agents. Additionally,
each action that an agent takes has an associated de-
lay that can be set to mirror the delays that humans
exhibit in real life. All of these factors and delays can
be individually configured allowing for agents with a
wide range of behaviors and delays.

On top of configuring individual agents’s behav-
iors, ELICIT allows us to define environmental fac-
tors. The first important factor for this work is the
network topology. Setting the network topology de-
fines which agents can share information factoids with
which other agents. As with the information model
above, we choose to configure agents in this work to
define a baseline of performance to compare the scala-
bility and performance of various network topologies.
Therefore, we assume that each fully trusts each of its
neighbors and is fully willing to cooperate with the
group, so they do not hoard any information for self-
ish reasons. We explain the types of network topolo-
gies that we studied in this work in more detail in
Section 6.

When sharing information factoids with their
neighbors, the agents have some built-in intelligence
to prevent non-sensical overlaps in sharing of infor-
mation. This behavior is important to understand
since it has a direct impact on the amount of redun-
dant information that builds up in agents’ queues.
Such redundancy causes higher backlogs, which is a
metric of interest in this work. The first behavior to
note is that an agent will not send a factoid back to
the agent from which it received that factoid. Second,
agents remember which factoids they have seen and
processed before, so they will not share the same fac-
toid that it has previously shared with its neighbors.
While this behavior helps prevent unnecessary flood-
ing of information in the network, it does not prevent
an agent from receiving multiple copies of a factoid
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from several neighbors before it is able to process the
first receipt of that factoid.

Each of these components of an agent’s behavior
incurs a configurable delay value. We list each rele-
vant delay that we use here in Table 1. Since our sim-
ulations are run with computer agents, we can sim-
ulate faster than realtime, so the values listed in the
table are in milliseconds. Note that the SelectMes-
sageFromQueue and ScreenSelectedMessge delays are
incurred for every message that is received, so even
though they are relatively smaller than the Social-
Processing and InformationProcessing delays, which
are more difficult tasks, they can nonetheless have a
significant impact on the overall delay when an agent
is overloaded with redundant messages.

Another global consideration in ELICIT of inter-
est here is the distribution of information factoids.
Here, we use the term distribution, but this occur-
rence can also be interpreted as the agent’s discovery
of new information. For information distribution, we
adopt a simple model to allow us to examine a one
time distribution of factoids, in which each agent be-
gins the simulation with 1 factoid that must be dis-
seminated to the rest of the network. We believe this
represents the most basic model to illuminate trends
of delay and backlogs that are of interest. Given a
more continuous scenario in which factoid distribu-
tions were random and/or continuous, we believe one
of two cases would occur. Either the rate of informa-
tion distribution would be low enough to have little
to no congestion in the network, or the network is
sufficiently congested. In the first case, the network
topology would have reduced impact thus not requir-
ing this analysis, and in the latter case, we believe
our approach provides the same insight as analyzing
a slice of time from the continuous operation of the
network.

6 Network Topologies

Some network topologies can have a systematic struc-
ture. For example, a common C2 network structure
is a hierarchy or a tree, in which a single commanding
officer is at the root, many soldiers are at leaf nodes,
and there is a designated number of intermediaries
that report up the tree and are responsible for the
units below the tree from them. On the other hand,
other networks can be highly unstructured. For ex-
ample, the formation of social networks occurs some-
what organically as people meet randomly or are in-
troduced to one another, or by constructing links be-
tween nodes that are close enough to each other for
radio communications in a set of geographically ran-

domly distributed set of nodes.

Whether a network is designed for a specific pur-
pose with a specific structure or not, researchers of-
ten use a standard set of metrics to characterize and
categorize them. Of these metrics, we focus on two
that directly influence the delays and backlogs expe-
rienced in the network. These metrics are the average
(shortest) path length and the average degree. Since
information flows in the network in a pseudo-flooding
manner, the average path length has a direct influ-
ence on delay since it relates to how long messages
take to travel from where they are originated to each
other agent. The average degree of nodes in the net-
work, then, impacts the average and maximum back-
logs that nodes incur in the network. This effect is
intuitive since the most number of messages a node
can receive at the same time in our model is exactly
its number of neighbors.

Since we are interested specifically in these two
metrics and more generally in their impacts on in-
formation dissemination in general, we look at a few
regular network structures that provide a spectrum of
possible values for both average path length and aver-
age degree. Once we establish some ordering and rel-
ative impacts of these regular topologies, we can gen-
erally estimate any other network topology, including
one with an irregular structure, by considering how
that network’s average path length and degree com-
pare to those studied here. Additionally, testing with
these regular topologies in this work allows us to scale
their sizes in a uniform manner, preventing any edge
cases or unexpected consequences of random graphs.

Examples of the standard network topologies that
we choose to study in this work are shown in Figure
1. Each of these networks are intuitively scaled up to
larger sizes, although in the case of the grid network,
number of nodes must be in perfect squares. One
can observe that these topologies encompass a range
of average path lengths and average degrees. If we
consider them in the following order, they exhibit de-
creasing path lengths: Line, 2-Tree Hierarchy, 3-Tree
Hierarchy, Grid, Clique. Ordering them by increas-
ing average degrees results in close to the same order,
but with the Grid in a different position: Line, 2-Tree
Hierarchy, 3-Tree Hierarchy, Grid, Clique. This qual-
itative ordering will be important in interpreting the
experimental results in Section 7.

7 Results

We ran extensive ELICIT trials to evaluate the per-
formance and characteristics of information flow and
decision making in the model described. We discover
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Type of Delay Description Value
SelectMessageFromQueue Time required for an agent to retrieve the next item from

their queue.
100

ScreenSelectedMessage Time to determine if the message has previously been seen
and processed.

100

SocialProcessing Time to determine which other agents the message will be
shared with, if any.

400

InformationProcessing Time to evaluate new information and determine if all in-
formation has been received.

300

Table 1: Delays incurred by agents processing messages from their queues.

Figure 1: Examples of network topologies examined in this work that exhibit ranges of average path lengths
and average degrees.

several useful insights of various network topologies.
We present results for the time required by vari-
ous topologies to completely disseminate all of the
factoids, providing all agents of the full situational
awareness picture. In order to analyze how the dif-
ferent topologies scale, we break the results into two
plots, one with the information dissemination time
for smaller network size ranges and another with
larger network sizes.

Figure 2 shows how quickly all nodes receive all
of the factoids in the network for networks of up to
40 nodes. For networks with less than 25 nodes,
the clique network achieves the fastest information
dissemination due to its complete connectivity. All
nodes are able to receive information directly from ev-
ery other node, removing any delay from information
being delivered over multiple hops. As the network
size grows, however, we see that the clique network’s
information dissemination time increases at a faster
rate than the line and hierarchy networks. To explain
this trend, recall that each node originally has an
information factoid that must be distributed to the
rest of the network. Therefore, the overall amount
of information scales up as our network size scales
up. When the network is completely connected,
agents can receive many copies of the same mes-

sage simultaneously, which are all queued and then
require the SelectMessageFromQueue and ScreenS-
electedMessage delays. The Grid network topology
also exhibits poor scalability, with network sizes even
as small as 16 nodes performing worse than all other
topologies. This effect is likely due to the combined
effect of overloading at nodes with degree of 4 and
the multiple hop paths over which information must
be delivered.

The results for networks scaling up to 64 nodes
are shown in Figure 3. These results provide more in-
sight into how the network topologies scale in terms
of information dissemination. Networks with lower
average degrees, the line, 2-tree hierarchy, and 3-tree
hierarchy, show a much slower growth in the time it
takes for all agents to receive all available informa-
tion. We note especially that the line network, which
is not a network topology found in practical appli-
cations but does serve as an extreme example since
it exhibits the longest path lengths possible, scales
almost as well as the hierarchy networks. This ob-
servation suggests that while path length does have
an impact on delay, the overall delay is dominated by
the delay incurred by the queue load that can occur
from networks with higher degree nodes.
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Figure 2:

Figure 3: Topologies with long path lengths cause longer times to ID in the worst case
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8 Conclusion

In this paper, we simulated the delays and queue
backlog buildups that occur when information must
be disseminated through a human social network.
We used the ELICIT simulation framework to test
a set of network topologies that provide a compre-
hensive range of average path lengths and average
node degrees. Based on our analysis of the results,
we conclude that networks that exhibit highly con-
nected networks can lead to the fastest sharing of
information when the network is small, but will re-
sult in overloaded nodes when the network scales,
which will significantly detriment performance. On
the other hand, networks with a lower average degree
may not perform as well in small networks, but scale
significantly better, even when the sparse connectiv-
ity causes longer path lengths. In the future, we plan
to model the problem mathematically to provide an-
alytical proofs on expected performance as well as to
study non-regular networks, such as random graph
models.
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