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ABSTRACT 

Army forces operate in a connected environment consisting of different types of social, 
information, and communication networks, some within the exclusive control of the 
military and some that are used and controlled externally by others.  Generally, the 
performance and success of these networks are studied independently, but in a military 
context mission success depends to a significant degree upon the ability to effectively 
establish command and control utilizing these collectives of networks. Thus there is a 
need to understand the inter-dependencies of these co-evolving networks.  As one co-
network’s behavior can lead to the failure cascades of another co-network or a co-
network’s behavior can affect the agility of command and control.  In previous work we 
examined cross-genre network interactions between a constrained communication 
network and social/cognitive network within a Company Intelligence Support Team 
(CoIST) inspired scenario.  We considered network parameters like group organization, 
policies regarding information propagation, and communications network bandwidth.  
Using the same integrated simulation platform as in previous work, we utilize a slice of 
the network topology to explore the impact on “mission success” given varying levels of 
“noise” (i.e. irrelevant content) in the information network.   Expanding the multi-genre 
network parameter space allows us to further understand the interoperability of these 
network types under a broader range of military relevant network conditions. Experimental 
results can potentially be applied to design networks to meet operational objectives, 
improve shared situation awareness, dynamically adapt to the unfolding knowledge 
terrain, and suggest the network layer where security approaches would be the most 
effective. 

 
 

INTRODUCTION 

As the number of information sources grows with the increased amount of deployed edge 

devices within Army tactical networks, obtaining the correct information in a timely manner 

becomes an increasing challenge. Identifying the best source with the appropriate amount 

of information to assist in the decision-making process is only a portion of the problem 

space.  Because of that, work within the Army Research Laboratory’s Network Science 

Collaborative Technology Alliance Quality of Information (QoI) thrust, is investigating the 

design of smart systems that are able to use QoI metrics to identify the best source of 

information to assist in a decision-making questions/tasks.  The challenges of operating 

in a tactical environment, where in this work we consider the problem of source selection, 

are found in the complexity and the dynamic nature of the environment. As a result, it is 

the task of the network user to configure its network and organization in ways that will 

maximize performance in the midst of a suboptimal operating environment.  

 

Multi-genre networks are comprised of the social, information and communication layer 

and are used to represent the complexity of tactical networks. This expands the traditional 

approach of simply considering the communication network as a means to characterize 

network performance. Largely through the efforts of network science research, it is 

possible to characterize the tactical network in terms of multiple network genres operating 



at the same time. Through this approach, we are able to gain understanding of the 

relationships between and among the communications, information, and social network 

layers.  If the relationships could lead to failure cascades or support command and control 

(C2) agility.  Further, we are then able to study influencing and optimizing the performance 

of these individual networks as a cohesive and inter-dependent whole.   

 
We assume several behaviors that typically affect tactical networks. First, that the 
communications network environment is limited in resources, particularly with regard to 
time and data rate. Second, in terms of source selection, we assume a scenario where 
potentially valuable information for the mission task is distributed among various entities 
and that a collector or sink node must gather information from these sources. Third, in 
many information gathering situations, there are strict time constraints dictating when the 
task must be accomplished, regardless of the quality of the answer. Fourth, resources 
are generally scarce, resulting in difficult decisions and tradeoffs in performance.  
 
There are several example scenarios, such as disaster response, military intelligence and 
criminal forensics, for which these types of networks can model.  Common among these 
scenarios, the limitation of resources (in the energy and data storage), dynamics of the 
network environment, and constraints of the task are the main challenges. For disaster 
response efforts, organizations trying to conduct recovery and cleanup efforts may at 
times encounter unstable network and environmental conditions. For tactical networks, 
militaries can encounter active adversaries that will attempt to thwart missions to gather 
information, such as a detecting a potential target or landscape reconnaissance. Also 
crowd-sourcing efforts to conduct forensics encounter unreliable or noisy sources of 
information, leading to wasted efforts chasing down spurious leads.  
 
The goal of this work is to account for dynamics in the network environment and the 
information variability.  We present experimental results of a multi-genre network 
experimentation framework that allows for the study of a command and control network 
scenario. By studying the task performance of an information-gathering scenario, we are 
able to identify various configurations of the system that solved the task under different 
environmental conditions. We show a preliminary set of experimental results that show 
thresholds for performance for certain experiment parameters. The result of this work 
provides insight into the impact of multi-genre networks on mission performance in tactical 
network scenarios and feeds into the problem space of source selection. 
 
 
 

RELATED WORK 

We briefly describe work related to this proposed approach and experimental framework. 
 
Recent work of the NATO SAS-085 developed a framework to analyze command and 

control (C2) agility [Alberts 2014]. This work established a working definition of C2 agility, 

as the capability to successfully effect, cope with and/or exploit changes in circumstances. 

This group established a set of enablers of agility, which provided a general approach to 



characterize how organizations demonstrated C2 agility. Additionally, another output of 

this set of C2 research is the characterization of a C2 approach space, which defines the 

operating configuration of an organization in terms of distribution of information, allocation 

of decision rights and patterns of interaction. The ability to operate in a set of regions of 

the C2 approach space indicates a level of C2 maturity of the organization. The claims of 

the group assert that an organization that displays greater C2 maturity will be more agile 

and demonstrate sufficient performance in a greater range of the endeavor space. For 

example, organizations that are able to operate in several different configurations, given 

some ability to intelligently switch between these configurations would be able to 

outperform organizations that are less adaptive or that have fewer configurations to switch 

between. Other work in this program considers aspects of C2 agility and the C2 approach 

space [Alberts 2013, Bernier 2013, Chan 2015]. 

 

One limitation of current research is the lack of multi-genre network experimentation. Our 

past work includes studies of the experimentation of multi-genre networks [Chan 2011, 

2012]. In particular, we consider the case the integration of social network experiment 

platform and communication network experiment platform. We use a tool called  

Experimental Laboratory for Investigating Collaboration, Information-sharing, and Trust 

(ELICIT) as the social experiment platform and Extendable Mobile Ad-hoc Network 

Emulation (EMANE)/Common Open Research Emulator (CORE) as the communications 

network emulation platform. Past work developed software to tie these two platforms 

together [Scott 2015]. This enables experiments to be executed such that we can study 

the impact of network behavior on specific layers of the network on the mission 

performance of the organization. 

 
This work builds on previous work in source selection from a quality of information 
perspective. Our operating definition of quality of information is built on the Network 
Centric Operations conceptual framework [Garstka, Alberts 2000], which outlinks various 
classifications of information and their utility in military settings. Here, we consider 
network optimizations of the communication network based on the utility of the information 
for a particular context rather than optimizing intrinsic communications network metrics. 
Our previous work developed a source-selection approach based on the Analytic 
Hierarchy Process (AHP) [Chan 2015]. The previous work contained synthetic data for 
the analysis of the source selection framework. This work, as an extension, creates an 
experimental environment with increased fidelity by using an integrated experimental 
environment to conduct a series of experiments in order to evaluate the performance of 
source selection. We consider a source selection scenario that requires a pull of 
information within a tactical network environment [Kobayashi 2004, Gu 2014, Aggarwal 
2011]. In this scenario, we have a set of distributed users that each have a set of 
information potentially relevant to the commander, who is gathering information to make 
a decision. Each of the sources have a subset of the information required to establish 
situational understanding, and sources may have varying quality of information relevant 
to the task. For the purpose of including dynamic link quality, these sources are accessed 
through a wireless military ad-hoc network. Thus, it is the commander’s task to 



understand from which source to request information based on the estimate of information 
and network quality that will enable the information to be successfully shared.  
 

EXPERIMENTAL FRAMEWORK 

 
We conducted our series of experiments using 
a framework (Figure 1) that allowed us to 
explore the behavior and performance of a 
distributed information-gathering scenario. 
The experimental framework is a layered 
combination of both emulated and simulated 
applications and platforms that span the 
communications, social, and information 
networks. This section describes the different 
platforms highlighted in Figure 1 and the 
integration layer used to facilitate 

communications between components.  
 
 

Social/Information Network Platform 

 

ELICIT 

 
ELICIT is a social/information network experiment platform designed to study command 
and control concepts, where a set of distributed users (human participants or software 
agents) are assigned a synthetic task. Users are seeded with fragments of information 
(called factoids in ELICIT) over time, which given the whole set of information, details of 
a specific command and control problem can be identified. Since each user only has a 
small subset of this information, they are required to exchange factoids to establish 
shared situational awareness. This is commonly known in social psychology as the 
hidden profile experiment to study group decision making. The way in which agents share 
the fragments of information can be modified to replicate different social structures. In 
ELICIT, the agents are required to determine the “who”, “what”, “where”, and “when” of a 
fictitious insurgent threat.  For this experiment, factoids are categorized based on their 
information value as it relates to identifying the solution to the specific command and 
control problem. The factoid categories are: Key, Expert, Support and Noise. Key factoids 
contain essential information; Expert factoids contain essential information and they may 
be important for more than one specific problem space; Support factoids contain 
information that supports key and expertise; and Noise contains irrelevant information.  
These factoids support the ability to characterize the quality of information sent to the 
collector.  The performance of the group is determined by the completeness of the sub 
problems that predetermined decision makers have solved by the end of the experiment. 
 

Figure 1: Experimental Framework 



 

ELICIT SHIM 

 
To facilitate communications between ELICIT and the EMANE emulated network layers, 
we used a software interface called the Shim which simplifies sending messages from 
modules, such as Elicit, through the emulated communications network. The Shim 
interface design is based on a stack model, where messages are sent to different 
components in the stack linearly until they are ready to be sent over the network. The 
Figure 2 below illustrates how messages are sent through the Shim layer between 
application platforms, first traversing down the stack at the sender (VM1) and then back 
up the stack at the receiver (VM2). [Dron, 2015] 
 

A range of different 

experiments can be run, 

with modules swapped in 

and out to test different 

phenomena. Using this 

methodology, we can 

expand the number of 

modules interacting with 

each other. This allows 

tighter interaction between 

modules by using the same 

definition for a given attribute between different modules [Dron, 2015]. For the most part, 

these attributes are ignored by the Shim itself, but modules receiving messages may use 

these attributes to change their behaviors or understand their environment. In our 

experiment each ELICIT agent connected to the Shim interface to send information 

factoids to corresponding nodes across the EMANE emulated network. 

 
 

Communications Network Platform 
 

CORE/EMANE  

 
The US Naval Research Laboratory’s Common Open Research Emulator (CORE) and 
Adjacent Link’s Extendable Mobile Ad-hoc Network Emulator (EMANE) served as the 
communication-networking layer for the ELICIT agents within the experiment. CORE and 
EMANE are open source emulation frameworks that use virtualization techniques, such 
as Linux containers and network namespaces, to build virtual networks for testing network 
protocols and applications. CORE provides emulation of network layer 3 and above 
[Ahrenholz, 2010].  EMANE is a modular framework that uses Network Emulation 
Modules (NEMs) to provide link and physical layer emulation. EMANE features a plug-in 
interface that accepts customizable radio model implementations that are incorporated 

VM 2 VM 1 

Elicit 

Shim 

 

Elicit 

Module N 

Shim 

 
Module N 

EMANE 

Figure 2: Shim Message Bus 



into the emulation at runtime. The EMANE standard distribution includes several radio 
plugins that support the emulation of various radio waveforms.  For this experiment we 
are using the RF Pipe Model to support the various radio waveforms. 
 

OLSR  

 
The communications network layer component of the framework uses Optimized Link 
State Routing (OLSR) within the emulation environment. OLSR is a communication 
proactive routing protocol for mobile ad hoc networks (MANETs). The protocol is an 
optimization of a pure link state which reduces the number of control packets: instead of 
disseminating packets on all links, OLSR only declares a subset of links with its neighbors.  
This technique substantially reduces the message overhead as compared to a classical 
flooding mechanism, where every node retransmits each message when it receives the 
first copy of the message.  In OLSR, only nodes elected as MPRs generate link state 
information. Thus, a second optimization is achieved by minimizing the number of control 
messages flooded in the network. As a third optimization, an MPR node may choose to 
report only links between itself and its MPR selectors.  Hence, as contrary to the classic 
link state algorithm, partial link state information is distributed in the network.  This 
information is then used for route calculation.  OLSR provides optimal routes (in terms of 
number of hops) by minimizing the hop count or maximizing the estimated link quality 
between source destination pairs.  The protocol is particularly suitable for large and dense 
networks as the technique of MPRs works well in this context [Jacquet et al, 2003]. OLSR 
also has the ability to load plugins which can provide added functionalities for determining 
routes.   

EXPERIMENT DESIGN AND SETUP 

 
In this section we discuss our experimental design including the experimentation 
framework configuration sets, the test bed architecture and the experimentation 
workflow. 
 

Experimentation Framework Configuration 

 
This experiment focused on the impact limited network communications, various 
information distribution schemes, and social networking infrastructure has on the ability 
of software agents to successfully identify a solution to a command and control problem. 
To study this we created the 4 node emulated CORE/EMANE networks shown in Figures 
3 and 4, which mapped to one of two 4-node agent-based ELICIT organizational 
structures. The Hierarchy organizational structure (Figure 3) represents a 
commander/team relationship, restricting information factoid sharing by team members 
(nodes 2-4) vertically to the commander (node 1). The Edge organizational structure 
(Figure 4) allows full disclosure of information factoids between all team members and 
the commander.  



 
Figure 3: ELICIT Hierarchy Approach 

 
Figure 4: ELICT Edge Approach 

 
We also varied how the various categories of information factoids (Expert, Support, Key, 
Noise) were distributed to nodes within each organization during the ELICIT run. We 
chose the 6 distributions in Table 1. Factoids were either distributed randomly to each 
agent (Random) or agents received and shared only one category of factoids (Assigned). 
We also varied the level of Noise information factoids share in each distribution between 
High, Medium, and Low. 
 

 
Table 1: Distribution List 

 
To study the impact of the communications network performance we leveraged EMANE’s 
radio model plugins to emulate a radio that would allow us to control the bandwidth 
between the nodes from 4Kbp/s to 1Mbp/s throughout the experiment. Two factoid 



message sizing schemes were also used to further test the communications network. For 
a subset of the experimentation runs the factoid sizes were varied and ranged from 20Kb 
to 500Kb depending on the category. For another subset of experiment runs factoid sizes 
were kept uniform ranging from 20Kb to 1Mb regardless of category. Each CORE/EMANE 
node also ran a security-enhanced version of OLSR that allowed us to incorporate tactical 
routing into the experiment as well as collect metrics which could be used in future testing 
to explore the impact of trust and security as it relates to command and control problems. 
 

Test Bed Architecture 

 
To facilitate the execution of our experiments, we used the Army Research Laboratory’s 
(ARL) Dynamically Allocated Virtual Clustering Management System (DAVC), a primary 
component of ARL’s Network Science Research Laboratory (NSRL).   The NSRL in its 
entirety provides real-time link and physical layer connectivity modeling, event-driven 
control, and access to high performance computing resources [US Army]. DAVC 
accelerates the creation, deployment and management of integrated experimentation test 
beds. At DAVC’s core is an automated virtualization service that dynamically provisions 
customizable virtual experimentation clusters composed of heterogeneous Virtual 
Machines (VM) with varying operating systems and application sets. DAVC uses 
automated provisioning processes that dynamically generate and configure IP and MAC 
addresses, virtual network interfaces and bridging for each VM within a cluster in addition 
to fine tuning each VM to the user’s specifications in regard to RAM, hard disk, network 
interfaces and CPU cores [Marcus, 2013]. A transparent VLAN infrastructure is also 
configured for each virtual cluster enabling multiple experimentation clusters to co-exist 
without network crosstalk.  

 

Figure 5: Cluster Assignment 



As shown in Figure 5, DAVC was used to deploy multiple experimentation clusters 

composed of the experimentation VM preinstalled with the experimentation framework 

and related applications, platforms and scripting required to execute the experiment. 

DAVC allowed us to execute multiple instances of the experiment simultaneously where 

each instance of the experiment ran a small portion of the full scope of the framework 

configuration parameter test set summarized above. 

 

Experimentation Workflow 

 

The experimentation workflow is summarized in the procedure below:  

1. ELICIT generates factoid messages and sends them to the appropriate agents 
according to the distribution scheme  

2. When an agent wants to share a factoid ELICIT, it sends a message to the Shim 
and places the factoid into a queue 

3. The Shim receives the messages and, based upon the type of factoid being 
shared, generates a packet of pre-calculated size and sends to EMANE 

4. EMANE calculates the path loss and propagates the packet through the emulated 
network to the corresponding agent whom the factoid is being shared with 

5. The packet is delivered via EMANE to the corresponding agents and delivered up 
the stack to the corresponding Shim 

6. The Shim on the receiving nodes receives the packet and sends notification to 
ELICIT that the packet has arrived 

7. ELICIT receives the notification and releases the queued factoid to the appropriate 
agent and a text to a log file stating that the factoid has been shared 

8. This process continues for the set 3 distributions of factoids at designated times 
9. Once the agent believes that it has processed a sufficient amount of factoids for a 

subset of the task, the agents may attempt to identify “who”, “what”, “where”, and 
“when” of the insurgent threat 

10.  This continues until end of designated set experimental time 
 

The following network utilization statistics were gathering by running tcpdump on all 

nodes to capture network traces and by using the EMANE event daemon: 

 Bandwidth Utilization 

 Packets Sent/Received 

 Packets Drop 

 

ELICIT log files provided data to determine the following cognitive/social performance 

metrics:  

 Time to first correct ID 

 Number of Complete Solvers 



 Factoids Known 

 Number of Shares 

 

ANALYSIS 

 
We identified mission success as the minimum amount of time for our sink/collector node 
to give the first correct identification.  This was based upon bandwidth, the amount of 
noisy information, and the way in which the factoids were configured.  As shown in Figure 
6 and Figure 7, the baseline experiment used low noise and assigned factoids (LA), in 
which this treatment yields the lowest time to identify over all bandwidths.  Further, the 
behavior for the LA configuration is monotonically decreasing, which indicates that the 
organization is able to solve the problem quicker with increased available bandwidth. 
Further, we also see that the time to solve saturates around 150 kbps, at which any more 
available bandwidth goes unused. We see general trends of increased solving time as a 
function of the noise level in the treatment as well as when the treatment goes from 
random to assigned factoids. On (plots that went up/down), we see that there is non-
monotonic behavior as a function of bandwidth. Given that we are presenting the result 
from one run, this may be an artifact that disappears when more runs are averaged.   
 

 
Figure 6: Hierarchy Structure with uniform factoids 



 

Figure 7: Hierarchy Structure with non-uniform factoids 

 

FUTURE WORK 

 
The reported experimental work is preliminary, so our immediate future work is to conduct 
further validation of the experimental setup. Once these initial sets of results are verified, 
we are poised to extend the multi-genre network framework for more sophisticated 
modeling and additional dynamics with regard to both self and environmental parameters.  
Potential future work entails moving from information-gathering scenario to a source 
selection scenario.  Potentially we would assess the impact on mission success using the 
security-enabled plug-in feature of the OLSR protocol [Clark, 2010]. This feature serves 
as a mechanism for OLSR to determine the susceptibility of a link to a node capture attack 
given a random distribution of keys to each node. Links are only formed if the probability 
of the link being vulnerable are about a certain threshold. Utilizing this feature results in 
routes that are both robust and resilient. This is one example of how the quality of 
information approach can be used to enhance the performance of such networks.  

CONCLUSION 

 
Multi-genre experimentation allows modeling in each network genre to give baseline of 
entire system’s behavior in how one genre does impact all other networks of the system.  
These experiments will promote future experimentation where parameters of the 
networks may be manipulated to understand the interoperability of the multi layers.  This 
will assist in developing new technologies and processes for network agility and 
robustness. 
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