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Abstract 
 
Interoperability is an essential requirement to achieve the promise of a fully and transparently 
connected battlespace of the future. However, interoperability has been the holy grail of complex 
systems since their inception.  In an operational command and control (C2) context, the 
challenges of interoperability occur at many different levels: the coalition level, the joint 
operations level, and even within a single force. Factors that create or contribute to these 
challenges include syntactic and semantic differences in the data, update rates, latency 
requirements, messaging formats, security requirements (including encryption: data at rest and 
in motion), validation requirements, network protocols, Application Programming Interfaces 
(APIs), and even certification processes.   This paper identifies and discusses different measures 
for interoperability, presents a method for measuring them using Petri nets, and categorizes 
them to define different operational levels of Interoperability for C2 information management 
systems.  As a motivating use case, the discussion of interoperability examines a Tactical Service 
Oriented Architecture for command and control. However, the concepts and measures are 
generalized beyond the use case as applied to any C2 information management system. As an 
initial step, this characterization may be useful for developing a common framework that can be 
used to express and evaluate compatibility requirements between C2 complex systems.  
 
 
1. Introduction 
In information technology two of the hallmarks of the last decade has been enterprise computing 
and cloud computing.   The US Department of Defense (DoD) has embraced these technologies 
as a core part of the future of U.S. computing and cyber defense, e.g. Consolidated Afloat 
Network Enterprise System (CANES), Joint Information Environment (JIE), Ozone Widget 
Framework (OWF), etc.  Underpinning these platforms are service-oriented architectures (SOAs).  
Often mistaken for simply “web” services, in its broadest sense SOAs are loosely coupled 
computing components that may include hardware services (virtualization), system services 
(infrastructure as a service), and web/software services (software as a service).  Beyond loose 
coupling, the key to SOA’s capability enhancement is the integration of information and 
computational behaviors and functioning; thus effective testing of a SOA must therefore evaluate 
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both.  The challenge in evaluating SOAs is testing the entire system-of-systems, as well as the 
system’s individual discrete pieces.  This problem is even more complicated when automation is 
introduced to produce expediency, efficiency and repeatability.   
 
From this perspective Command and Control (C2) Service Oriented Infrastructures (SOI) 
represent complex systems intended to support architectures with simple components but 
complex overall behavior.   The nature of this complexity manifests in compatibility and 
interoperability with respect to faults, operational turn-around time, functional repeatability, 
and system maintainability.  As a result, these challenges directly impact the cost of the system 
[1].  The scientific literature acknowledges that evaluating complex systems is not trivial and it is 
not easy to integrate systems continuously [2, 3].  However, there are few theoretical and 
empirical studies that explore the challenges and possible solutions of how to evaluate 
compatibility and interoperability of complex system-of-systems. 
 
When evaluation is considered a process whereby data are logically assembled, analyzed, and 
compared with performance expectations, the cascading difficulty of automating the evaluation 
of complex systems is instantiated in defining architectural metrics. There are two general 
perspectives on architectural metrics: measurement of the descriptive architecture itself and the 
measurement of the architectural artifacts.  There is ample research studying the measurement 
of artifacts, but the work investigating how to measure architectural interoperability is somewhat 
sparse and even more limited in the context of complex systems, such as SOAs.  Clearly the 
benefits of measuring the descriptive architecture include financial alignments, increased 
understanding and documentation of the artifact, the detection of problems with existing 
architectures, and clarification and prioritization of requirements [4, 5]. However, in a SOI the 
descriptive metrics are dynamic because the SOI itself is adaptive to external components.   
Moreover, many of the approaches in the literature focus on addressing evaluation and 
interoperability at design or development time.    
 
Evaluation, as a process, bounds the ultimate compatibility and interoperability of C2 systems 
and thus the overall efficacy of the the system and its functions [6].  While reasonable, addressing 
evaluation and interoperability before the system has been developed does not take into account 
the entire operational lifecycle or the system’s relationship with other emergent technologies 
and systems throughout this period.   What is needed is a means of evaluating interoperability 
that can be applied after the system has been designed or developed.  This paper presents 
background concepts of compatibility and interoperability in the context of C2 complex systems.  
The background section is followed by a discussion of Petri nets as a means of quantitatively 
describing system process interoperability.  This discussion is followed by a description of 
operational interoperability levels that can describe SOA-based C2 systems. The combination of 
Petri nets and interoperability levels is presented in a Tactical Service Oriented C2 system use 
case to assess the quantification of compatibility according to function levels of interoperability. 
 
2. Background 
Compatibility and interoperability are two terms that are frequently conflated in discussions 
about information systems.  In a C2 context, interoperability is defined as the ability of systems, 
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units or forces to provide services to, and accept services from, other systems, units or forces 
and to use the services so exchanged to enable them to operate effectively together without 
altering or degrading the information exchanged [7].  If interoperability is defined as the ability 
of one entity to service another then compatibility is defined as the degree to which one 
electronic system can operate with another - it is a subset of interoperability.  This leads to 
situations where interoperability has been driven by process, and the focus is on the situation, 
the people and commander's intent, leading to limited technological interoperability [8].  
Similarly, when interoperability has been driven by technology the result is a scoping of 
functionality.   These drivers of interoperability (process and technological flexibility are both 
necessary in contemporary C2 systems [9, 10]. 
 
The generalized interoperability definition describing two entities servicing one another does not 
clearly distinguish the difference between compatibility and interoperability, particularly in an 
information systems context.   Thus we adopt the IEEE 610 / ISO 24765 standard definitions:  
Interoperability is the ability of two or more systems (or components) to exchange and 
subsequently use that information.  Compatibility is concerned with the ability of two or more 
systems or components to perform their required functions while sharing the same environment 
[11, 12].  Given these definitions of interoperability and compatibility, interoperability is 
concerned with the ability of systems to communicate – and it requires that the communicated 
information can be understood by the receiving system - but it is not concerned with whether 
the communicating systems do anything sensible as a whole.  Compatibility defines that two or 
more components (or systems) do not need to communicate with each other, but simply exist in 
the same environment.  Therefore, compatibility is not concerned with interoperability and the 
distinction between compatibility and interoperability is discrete. 
 
In the context of complex C2 systems interoperability should be the focus because of scope of 
the system or system-of-systems.  Returning the example of a SOI leads to the following question:  
can all SOA components be compatible with the SOI when integrated to deliver dynamic 
functionality, even if individually they are compatible?  Consider a case when two individually 
compatible components are incompatible when used simultaneously.  Given individual 
compatibility with the SOI, a component 
may no longer be compatible when 
another component is introduced and 
subsequently consumes or blocks 
resources needed by the other(s). Figure 1, 
shows a notional diagram of the 
relationship between SOI components and 
the potential for interoperability problems 
resulting from an increase in compatibility. 
This represents a significant challenge to 
assess interoperability because numbers 
and variety of SOA components will 
produce increasing uncertainty in 
interoperability.  Moreover, problems 

Figure 1. Notional relationship between compatibility and number 
of components 
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resulting from this uncertainty will manifest only in dynamic operations, as it will be a significant 
challenge to foresee all of the potential interoperability issues of complex C2 SOI systems. 
 
There has been a large body of research intended to target assessing compatibility and 
interoperability within the design phase of system development [13-15].   However, once systems 
are developed both of these notions become increasingly difficult to assess and maintain 
throughout the entire life cycle of the system.  As a result, much of the attention on 
interoperability falls into the domain of maintenance and upgrades.  However, the foci of 
maintenance and upgrades are not typically on assessment and evaluation of interoperability, 
more so on feature impact and development.   As such, there is a need for interoperability to be 
assessed, not only at design time, but throughout the C2 system lifecycle, particularly as new 
technologies are introduced and systems brought on-line and integrated.  Further, to assess 
interoperability after a system has been implemented thee is a need for a mathematically 
grounded modelling formalization, through which interoperability can be quantified and 
assessed.   
 
Properties and characteristics of Petri nets may provide desirable attributes that can provide a 
tractable formulization to evaluating interoperability, post system-design time.   When combined 
with categorical levels where the petri net abstraction is applied it may be feasible to define 
methods of interoperability that describes a broad range of C2 complex system functions.   The 
next section introduces the notion of Petri nets in this context. 
 
3. Petri Nets 
Given a pragmatic view of interoperability as a failing of two components work together, it is not 
unreasonable to perceive interoperability, or lack thereof, as a degree of dependability.  One of 
the basic problems of modeling dependability and therefore interoperability is adequate 
abstraction of real-world technological problems to the principle terms of functional scenarios 
[16]. This primarily concerns the definition of components and of faults on different system 
levels.  When these levels are considered in the formalized construct such as petri nets measures 
of interoperability can be obtained, thus leading to quantification of functional interoperability. 
 
Petri nets are a tool for describing and studying information systems that are characterized as 
being concurrent, asynchronous, distributed, parallel, non-deterministic and/or stochastic [17].  
Complex C2 SOA systems exhibit all of these properties, complicated by further operational 
dynamisms due to run-time compositions. Petri nets model actions by the change of their local 
environment. This principle of locality is the basis of the ability of Petri nets to model concurrency 
and complex system dynamics. In this context locality is defined as the totality of an component’s 
input and output objects (pre and post conditions, input and output places, etc.) together with 
the component itself.  Identifying and in particular, separating passive components (as well as 
components’ conditions and constraints) from active elements (such as actions) is essential not 
only to the design of systems, but also their operation. 
 
Originally developed by Carl Petri in 1969, Petri nets have seen wide use for such things as 
reachability analysis [16,17].  To illustrate another potential benefit of Petri nets to measuring C2 
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SOA interoperability, reachability itself is a component of interoperability and provides an 
indicator of the degree of interoperability.  Beyond reachability Petri nets are appropriate for 
abstraction and hierarchical design, critical the effective design of large scale and complex 
systems [18].  From a practical perspective, the use of Petri nets for the purpose of evaluating 
operational interoperability benefits from the wide range of tools broadly available to simplify 
implementation and simplify modeling.  
 
Because Petri nets are directed, weighted, bipartite graphs consisting of two types of nodes 
(places and transitions) that contain an initial state, denoted by markings they can serve multiple 
purposes. 1) visual communication of complex system states and processes, 2) a mathematical 
representation of the same that is applicable to calculations, algorithms, and simulations, 3) 
because of their fundamental simplicity, a bridge between practitioners and theoreticians.    
Figure 2 shows an example of a Petri net, where places are shown as circles, transitions as boxes, 
and markings as filled circles within places.  The arcs represent the paths into and out of states 
and transactions.  Next to the before and after Petri nets is pseudo code that the nets represent.  
In this example, before the firing of 
transaction condition, the initial marking 
or token is in state A (CallFunA), after the 
calling of the method.  After the firing of 
condition, the token is in state Y 
(BranchY).   From this illustration it is 
clear that output state, as well as the 
condition state, can be determined.  It 
should also be apparent that the petri net 
can be expanded, e.g. provide nets for 
the operations in BranchX and BranchY or 
included in other nets (e.g. include this 
method in a model of the main program), 
thus providing greater model fidelity. 
 
For each graphical representation there is an algebraic representation containing equivalent 
information. As a mathematical tool, Petri nets provide the means to define algebraic state 
equations [17] allowing computational models of system behavior that can be supported by 
algorithms and automation.  As system dynamics are based on the occurrence of transitions in a 
certain it becomes possible to represent a state or sequence of states mathematically.   Through 
this mechanism it is possible to quantify aspects of interoperability, e.g. timing and reachability, 
as well as identify potential areas for confusions, concurrency, and deadlock simply by 
computation.   
 
As described visually above, a Petri net algebraic expression contains the set of places, 
transitions, and arcs, and additional information such as inscriptions. 
 
Definition 2.1.  A net is a triple N = (P, T, F) where  

• P is a finite set of places 

Figure 2.  Example Petri net, based on a simple method 
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• T is a set of transitions, disjoint from P, and 
• F is a flow relation F ⊆ (P × T)  ∪  (T × P) for the set of arcs.  

If P and T are finite, the net N is said to be finite. 
Definition 2.2. A Petri net is a triple PN = (P, T, F, W, M0) where  

• P is a finite set of places, {p1, p2, p3, … }, 
• T is a finite set of transitions, {t1, t2, t3, … } disjoint from P,  
• F is a flow relation F ⊆ (P × T)  ∪  (T × P) for the set of arcs, 
• W is a weight function applied to  flow relations, W: F → {1, 2, 3…}, 
• M0 is the initial marking applied to places, M0P: P → {0, 1, 2, 3…}, and 
• P  ∪  T = ∅ and P ∪ T ≠ ∅ 

A Petri net N = {P, T, F, W} without any specific marking is denoted by N. 
A Petri net with a given initial marking is denoted by (N, M0). 
 
A Petri net extends Definition 2.1 according to Definition 2.2.  Given the formal definition of a 
Petri net the behavior of of a C2 complex SOA system can be described in terms of system states 
and their changes.  Markings (M), also often referred to as tokens, provide a measure of places 
(P).   In conjunction with transaction weights (W), when a transaction (tn) executes or “fires” it is 
possible to quantitatively determine state.  In order to simulate the dynamic behavior of a 
complex C2 SOA system, states and/or markings in a Petri net are changed according to the 
following transition rules, where a transition without an input is called a source and one without 
an output is called a sink [17]: 
 

• A transition t is considered enabled if each place p of t is marked with at least w(p, t) 
tokens, where w(p, t) is the weight of the arc from p to t. 

• An enabled transition t may or may not fire, depending on whether or not the event 
associated with t occurs. 

• An enabled transition t that fires, removes w(p, t) tokens from each input place p of t, and 
adds w(t, p) tokens to each output place p of t, where w(t, p) is the weight of the arc from 
t to p. 

 
In this manner, complex C2 SOA system functionality or processes and subsequently 
interoperability (successful transitions) can be calculated and evaluated based on a Petri net 
model.  The algebraic expressions provide a mathematical foundation on which to calculate 
interoperability for concurrent and dynamic systems, by interaction through a model expressed 
by a Petri net.  The range of the discussion on Petri net algebraic expressions and their use 
exceeds the scope of this work and there is ample work in the literature that explains and 
presents varied uses and applications; we leave that others [19-21]. 
 
Figure 3 shows an example communications protocol, adapted from [17].  From an evaluation 
perspective, the places in this Petri net represent locations where instrumentation exists, i.e. 
points where state measurements can be taken.   In this manner, Petri nets provide a way to 
count system functionality or progress into a given system state.  Referring to Figure 3, a Petri 
net of a basic message communication activity.   Before firing, Process 1 must be ready to send 
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and Process 2 must be ready to 
receive, both have an initial marking 
(M0) token.  The Petri net also shows 
only Process 1 can send and only 
Process 2 can receive message, 
although both can send and receive 
acknowledgements (Ack). Once the 
send message transition is fired, if 
everything is functioning properly, 
the token will transition to buffer full 
and if the receive message transition 
is fired the ready to receive token will 
move to the message received, as will 
the token from buffer full.  In this 
manner, the count of tokens at each 
place can be quantified based on the 

expected number of tokens at the expected locations, expected number of firings for the 
expected states.   
 
Again referring to Figure 3, after firing Send message and Receive message transitions once each 
(in that order), two tokens in Message received should be expected.  Once the Send ack transition 
is fired, one token is sent to the lower Buffer full and one token is sent to the Ack sent node.  
Similarly, as each subsequent transaction is fired tokens would move to the requisite place nodes.  
This example shows how a Petri net can quantify C2 system functionality and processes at any 
point, given the firing of any transition or sequence/series of transitions.   
 
When a Petri net is used to model a complex C2 SOA system or its processes, where places 
correspond to measurement instrumentation points, assessments of timing, transactions, and 
even correctness can be made.  Moreover, rational comparisons between similarly functioning 
components can be equivalently assessed.  Consider a case where a process must sustain a 
certain number of messages per second (Mps) and another process that cannot sustain the same 
Mps.  The process with the higher Mps will explicitly have a higher (ideally better) interoperability 
in its messaging process.  Recall that Petri nets are modeled abstractions.   Thus the two processes 
could easily be separate SOA components or even multiple systems.    
 
Degrees of interoperability between widely-different processes can be combined to give an 
overall indication of system interoperability, where higher values indicate greater satisfaction of 
the defined interoperability.  From a pragmatic perspective, a Petri net can provide a model of 
measurable-points (instrumentation) throughout a process [22] and failures that occur in the 
modeled process can mathematically lower the degree of interoperability.  In this manner, the 
Petri net would represent both the modeled process and the points that are instrumented to be 
measured. Calculations based on tokens before and after n-number of transitions firing, make it 
relatively simple to determine how well the the processes was executed.   
 

Figure 3. Petri net of message communication, adapted from [17]. 
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To this end, using Petri nets interoperability can be determined but not necessarily classified.  For 
example, a process or system have a 54 measure of interoperability, but what does this actually 
mean? Under what circumstances does this measure exist?  In order to comparable across 
processes and systems, measures of interoperability must be taken in categorical context. 
 
4. Operational Interoperability Levels 
Levels of interoperability are not a new notion.  The Department of Defense C4ISR architecture 
working group proposed the Levels of Information Systems Interoperability Model (LISI) [24].  
This model provides a general framework for defining and evaluating system interoperability in 
a simulation during design time. Several other models have been proposed based on the LISI 
model, such as Clark’s [25] Operational Interoperability Model, Tolk’s [26] Levels of Conceptual 
Interoperability Model (LCIM) and Morris’ [27] System of Systems Interoperability Model (SoSI).  
 

 
Level 

 
Description 

 
Exemplar Information Exchange 

0 
Isolated 

Non-connected Manual, hard copy, medium (e.g. disk) exchange 

1 
Connected 

Separate data and applications Tactical data links, file transfers, asynchronous messages, 
e-mail 

2 
Functional 

Minimal common functions; 
separate data and applications 

Basic collaboration, e.g., exchange of annotated imagery, 
maps with overlays 

3 
Domain 

Shared data; “separate” 
applications 

Shared databases, sophisticated collaboration, e.g., 
Common Operating Picture (COP) 

4 
Enterprise 

Interactive manipulation; 
shared data and applications 

Distributed information and applications, simultaneous 
interactions with complex data, e.g., interactive COP 
updates and event-triggered global database updates 

Table 1.  Summarized LISI Model interoperability levels 

Summarized in Table 1, the LISI model is a formal reference model and as such, is an assessment 
implementation of the interoperability maturity model and a structured process for improving 
interoperability between varied information systems.  Reference models do not provide specific 
implementation approaches and generally serve as process or procedural guides. We focus our 
discussion on LCIM because it extends the LISI model with measurable levels that can be 
operationally implemented.  Figure 4 shows a graphical representation of the LCIM model [26].  
Examining this figure, it is apparent that this model extends the LISI Model in its first four levels, 
with more specificity.  The different levels are characterized as follows from [29]: 
 
Level 0: Stand-alone systems.  No interoperability.  
Level 1:  On the level of Technical Interoperability, a communication protocol exists for 

exchanging data between participating systems. 
Level 2:  The Syntactic Interoperability level introduces a common structure to exchange 

information, i.e., a common data format is applied.  
Level 3: If a common information exchange reference model is used, the meaning of the data 

is shared and content of the information exchange are unambiguously defined. 
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Level 4:  The interoperating systems are aware of the methods and procedures that each other 
are employing. The use of the data and the context of its application is unambiguously 
understood by the participating systems 

Level 5:  As a system operates on data over time, the state of that system will change, and this 
includes the assumptions and constraints that affect its data interchange. If systems 
have attained Dynamic Interoperability, they are able to comprehend the state 
changes that occur in the assumptions and constraints that each system or component 
is making over time 

Level 6:  At the conceptual level, the assumptions and constraints of the meaningful abstraction 
of reality are aligned 

 
Targeting intelligent agent simulations, the LCIM levels capture how various layered 
composability approaches can be integrated in order to derive implications and requirements for 
ontologies that describe the universe of discourse in which agents interact with agile applications 
[30]. In this manner interoperability is defined beyond a gross “technical” level to include 
syntactical, semantic, pragmatic, dynamic, and conceptual layers of interoperation.  Tolk et al. 
[30] concentrated on the use of 
ontologies to enrich these elements of 
interoperability, such that they can be 
applied to agent-based simulations of 
complex system-of-systems. 
 
Many of the models and approaches from 
the literature focus on simulation or 
design-time assessment rather than 
operational measurement.  Further, 
many of these models do not account for 
system or operational response and 
instead tend to emphasize data 
interchange concepts such as semantics. 
Carnegie Mellon’s Software Engineering 
Institute (SEI) SOSI model does attempt to 
account for operational concerns, in 
addition to program management and 
organizational interoperability. These 
notions are extremely important and provide global context for interoperability.  Yet Morris et 
al.’s [27] work does not provide methods for operationally quantifying interoperability. Their 
orientation provides a reference for interoperability as an indication of software and 
organizational maturity [28].  To this point, Kasunic and Anderson’s work [30] provides an 
excellent review of command, control, communications, computers, and intelligence (C4I) 
system interoperability levels and metrics.  They define appropriate metrics for notions such and 
over/under utilization, capacity, and latency. They also discuss how such metrics might apply to 
categorical levels. However, like the bulk of the literature they do not offer any means to 
implement measurement of these metrics. 

Figure 4. Levels of Conceptual Interoperability Model [29] 
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We build on the literature to propose a method to categorically aggregate quantitative 
representations of interoperability.  The levels we define follow the basic constructs outlined by 
LISI, LCIM, and related maturity models.  However rather than focus on describing the levels or 
nature of interoperability, our emphasis is on measuring and classifying functional 
interoperability.  Moreover, the levels we propose assume that quantitative measurements can 
be taken either using the Petri net approach we describe above, or any future alternative 
methods.   
 
From an operationally testable perspective, the examination of observables at both the data and 
system level are not independent.  While data interoperability may exist in terms of message 
exchanges or data storage, there are other system resources, e.g. memory, available bus 
capacity, etc. that can be impacted.  Thus making the two components or systems ultimately 
interoperable, but only given certain functions/conditions. Given this, we adopt system-oriented 
levels of interoperability and data-oriented levels of interoperability. 
 
Recalling that we view interoperability from the perspective of single system within a system-of-
systems, interoperability is considered from that system’s interaction with other systems. So 
interoperability is measured and levels are assigned to the component connecting to the 
reference system.   Table 2 shows each level of system-oriented interoperability, with the lowest 
level being zero.  Non-interference/Coexistence interoperability is where the two systems exist 
in the same environment but do not interact – essentially compatibility.  The next level of system 
interoperability is of service.  This level intimates that the measured component/system 
contributes functionality to the reference system.  The next level, additive service contributes 
some complementary functionality.  Mutually supportive defines an exchange of service between 
the measured component/system and the reference system.  Co-Dependence/Interdependence 
introduces a notion of required support for mutual system functionality.  The highest level of 
interoperability is failover, where there is complete redundancy of functionality between the 
measured system and the reference system. 
 

 
Level 

 
Description 

 
Definition 

0 Non-interference / Coexistence  Examined for non-interference, e.g. UL Listed / FCC 
Authorized, etc. 

1 Of service Providing functionality, but is non 
disruptive/additive/duplicative 

2 Additive service Providing a complementary service to other existing 
services 

3 Mutually supportive Providing an exchange of functionality equivalent to 
other services 

4 Co-Dependence / Interdependence Providing required support for other services to 
operate and requiring exchange of functionality 

5 Failover Providing completely redundant service as 
replacement to other services 

Table 2.  System-Oriented interoperability levels 
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Table 3 shows the levels of data-oriented interoperability.  As with system-oriented 
interoperability, level 0 is the lowest and 5 is the highest level of interoperability.   The data-
oriented levels of interoperability are similar in definition to the LCIM, but take pragmatic 
liberties, so as to be operationally observables and testable.  Again taking the perspective of a 
reference and measured system, Level 0 is essentially compatibility where the measured system 
does not interact or affect the referenced systems schemas or persistent storage.  Level 1 
addresses the situation where the measured system add or modifies the referenced system’s 
schema or storage in order to exchange data or messages.  Level 2 defines interoperability where 
the measured system exchanges data that is syntactically correct, but may not be contextually 
valid (e.g. sending a date of June 35, 2016).  Level 3 defines data interoperability where elements 
of the data are exchanges syntactically and semantically correctly and the non-compliant data is 
ignored.  Since Level 3 and greater concern the exchange of data or messages, directionality must 
be considered.  Given the measured and reference systems, the measured system may exchange 
content as a consumer, generator, or in a bi-directional manner.  Level 4 accommodates 
messages of data where only some of the messages are correctly exchanged syntactically and 
semantically.  At Level 5 data interoperability, all messages are correctly exchanged syntactically 
and semantically. 
 

 
Level 

 
Description 

 
Definition 

 
Directionality 

0 Use existing schemas and 
persistent data tables 

Does not use schemas or uses existing 
persistent schemas/storage N/A 

1 Adds/Modifies schemas  Modifies existing schemas or adapts persistent 
schemas/storage N/A 

2 Syntactic data 
interoperability 

Can exchange data that is syntactically correct, 
but may or may not be contextually valid N/A 

3 Partial data 
understanding  

Exchange of data elements that are partially 
understood, with the balance ignored  

Consumer 
Generator 
Bi-directional 

4 Subset semantic 
interoperability 

Full semantic understanding of the full data for 
a subset of messages 

Consumer 
Generator 
Bi-directional 

5 Full semantic 
Interoperability 

Full semantic understanding of the full data for 
all messages 

Consumer 
Generator 
Bi-directional 

Table 3. Data-Oriented interoperability levels 

Interoperability levels allows the measurement of interoperability states to be categorized per 
the process as defined by a Petri net.  We extend the literature with operational levels rather 
than those used in modeling and simulation.  Modeling and simulation provide grounding for our 
levels, but we extend beyond the notion of data to the system level.  This division between data 
level and system levels allow interoperability to quantified both in terms of connectivity 
(functionality) and data (semantics).  The approach to implementing the operational levels 
requires defining non-overlapping threshold measures for each level within each, the system and 
data-oriented levels.  In the next section, we outline a simple sue case involving a tactical SOA C2 
system. 
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5. Use Case:  Tactical Service Oriented Architecture 
As a command and control use case, consider a combat operations center that must loosely 
couple and compose software components from a variety of legacy and new reporting systems, 
planning and assessment tools, decision aids, topological data systems (TDS), and visualization 
interfaces.  A tactical service oriented architecture (TSOA) is uniquely suited for such an 
environment, as publication and subscription (pub/sub) capabilities can abstract the information 
needs of heterogeneous clients’ information provisions and requirements.  At the cores of this 
C2 environment would be a service oriented infrastructure (SOI) that would host the service bus, 
form the meta data repository, and be responsible for pub/sub functionality.   
 
In a practical implementation, the SOI would require connecting systems/components to 
interface through some sort of connector to utilize services.  For certain types of functionality, 
generalized connectors could be used and for specialized functionality, e.g. translation services, 
non-standard information handling, and other custom capabilities system-specific connectors 
could be implemented connecting to the SOI using an application programmers interface (API).  
In this environment interoperability is particularly critical as the range of connector and scope of 
the TSOA system-of-systems would be dynamic and necessarily interdependent.  Moreover, 
quantitatively determining interoperability on an ongoing basis, as new connectors were created 
over the lifecycle of the SOI, would necessitate credentialing of new connectors/systems to make 
SOI robust and SOI maintenance manageable. 
 
In this use case, it would be necessary to implement the Petri net and operational interoperability 
levels, where there would exist a Petri net for each type of connector functionality.  The SOI 
would represent the reference system and the connector under test is the measured system.  To 
this point measurement of certain elements of the system would need to be defined.   Table 4 
shows a representative list of measures recommended by the DoD C4ISR working group.  These 
are most applicable to our system-oriented interoperability levels.  Each measure would require 
a Petri net model that describes the instrumentation and various system states to actually 
measure the operation of the connector-under-test and its impact on the SOI. 
 
Acceptable thresholds would need to be defined for satisfaction of each operational 
interoperability level and this would be implicitly documented by the Petri net in the weights of 
each arch and the placement and quantities of the M0 tokens.   Returning to Figure 3, the example 
of message communication, data latency can be measured by introducing many tokens and 
weighting the arcs between buffers and acks with transmission capacity.  Again assuming the 
Petri net represents the points where measurements can be taken, it is a simple additive process 
to determine data latency.  In this manner the connector and SOI can be actually exercised.  Given 
that an acceptable level of latency is known and assigned to the system-oriented and data-
oriented interoperability levels this quantitative value can be attributed to system-oriented level 
1 and data-oriented level 2.   
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Specific Issues   Measurement Category Recommended Measure   
Compliance With Standards  Technical Performance  LISI generic level of interoperability  

Systems Interoperability   Technical Performance   LISI expected level of interoperability   

Operational Interoperability  Technical Performance  LISI specific level of interoperability  

Operational Interoperability  Technical Performance  Connectivity 

Operational Interoperability   Technical Performance   Capacity 

Operational Interoperability  Technical Performance  System Overload 

Operational Interoperability  Technical Performance  Under-utilization 

Operational Interoperability   Technical Performance   Under-capacity 

Operational Interoperability  Technical Performance  Data latency 
Table 4. Metrics for interoperability [30] 

The progression up the operational levels can be tested by introducing additional Petri net-based 
tests.  This notion in and of itself is not novel as it has been applied in other non-command and 
control setting for such applications as SQL-injection security testing [31].  The same approach 
can be applied here to validate that appropriate data handling occurs.  From a practical 
perspective this is relatively simple to implement as instrumenting and measuring database 
schema changes and stored data-value state is facilitated by the requisite database management 
system functionality.  Similarly, with regard to data-level performance, e.g. data rate sustainment 
measures, such as persistence, read, and write all can be modeled and implemented using the 
same construct. 
 
Continuing with the example, the initial communications Petri net only tested the transmission 
of data, it did not model any validation. Assuming a representative Petri net was model for 
validation was created and that corresponding instrumentation exists to measure that Petri net’s 
places the communication data validation could be quantified and measured against the elevated 
system and data-oriented levels.  In this same manner process of connector validation could be 
implemented using automated tools, only requiring a Petri net model of new connector 
capabilities. 
 
6. Conclusion 
The United States Department of Defense and their Joint Vision 2020 [32] articulates the 
necessity for multinational and interagency cooperation and interdependent command and 
control (C2) to deliver a full range of inter-service and coalition capabilities. The Joint Vision 
explicitly calls out interoperability as a foundational element and relies on systems-of-systems to 
bridge participant systems.  As we progress towards that vision and to underscore the key 
enabler, the need for quantifiable interoperability measures in fielded/operational systems has 
already become increasingly necessary.  This paper presents a mathematically grounded method 
for modeling and quantifying interoperability, a reference for categorical classification of the 
measured quantities, and describe the approach given a tactical service oriented infrastructure. 
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Our work extends the literature in four key areas.  First, we examine interoperability from a 
fielded or operational system-of-systems perspective, i.e. a focus is on post-implementation 
interoperability.   Second, we adopt Petri nets as a means to functionally model measureable 
instrumentation and quantify interoperability, based on that model. Third, the pragmatic 
perspective taken in the first area requires a system-centric posture without ignoring system-of-
system centric considerations, rather than simple concentration on one or the other.  This is 
realized in the outlined interoperability levels.  Lastly, our contributions combine these areas into 
a generalized methodology for operationally determining interoperability between two or more 
components/systems and classifying them at a thresholded level as illustrated in the use case.  
We extend the state of the art by applying Petri nets to SOA components, going deeper than 
design, simulation, or system-level models.   This perspective shows that true measurement of 
interoperability must go beyond the definition or compliance with contemporary standards or 
implementations of design-time requirements.   
 
We have illustrated the concept of descriptive interoperability levels that would be applicable to 
an operations SOI and demonstrated the potential that Petri nets can provide in quantifying 
interoperability as assigned to these levels.  To what degree they can support the dynamic and 
conceptual notions, however, is topic of ongoing research.  We assume that the research we are 
contributing to with this paper will enable further discussions on operational interoperability and 
the increased awareness and characterization of compatibility requirements will reduce the 
element of interoperability (or lack thereof) “surprise”, that often occurs when trying to 
interconnect C2 systems.  
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