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Defining Military Levels for Cyber Warfare by Using Components of Strategy: 
Ends, Ways, and Means 

 

Abstract 

Strategic, operational and tactical levels in military are designed to simplify operational planning. 
The military levels are applicable to conventional warfare domains; land, sea and air. Whereas, 
military levels associated to emerging cyber warfare domain are not fully developed. The evolution 
of cyberspace as a “domain” is in manifold. Recognizing cyberspace as a warfare domain, and 
deeming cyber as a capability within another domain require different structuring. As a complex 
connected battle-space, cyberspace requires development in theories, concepts and policies. 
Adaptation of the existing C2 structure, and military levels to cyber domain will not fully reflect the 
characteristics of cyberspace. The military levels for cyber domain should be developed and 
improved within its own framework and requirements. A strategy is described with respect to means, 
ways and ends. However, description of military levels in conventional warfare domains are mostly 
based on means. This paper extends the study military levels for cyberspace within the strategy 
framework; means, ways and ends. 

Introduction 

Command and control (C2) is the management structure in military. The C2 is composed of three 
warfare levels. These are strategic, operational and tactical levels, which are designed to mitigate 
the management of related uncertainties. Existing military warfare levels are mainly based on the 
“means”, which is part of the strategy theory. Strategy is the set of ideas that deems any capability 
as means or ways to achieve national or coalition objectives.  

War is a duel in an extensive scale [1] and it is a universal phenomenon [2] which is in 
transformation. The ones who wage the war decide what type of means and ways to employ in the 
war to achieve the desired “end”. Consequently, they design the warfare. The evolution and 
transformation of a warfare domain requires to consider tactical, operational, and strategic levels 
contribution in the C2 structure. In doing so, a comprehensive synchronization, integration of 
powers in the theater can be attainable for the emerging warfare domains that is cyberspace. 

Cyber warfare as an emerging warfare domain, is confronted with peculiar challenges. Cyberspace 
is an interconnected space with the conventional warfare domains. The complex connected battle 
space renders the interconnectedness an important contingency in the evolution of cyberspace to a 
warfare domain. Challenges for the cyberspace are not limited to interconnectedness. For instance, 
the traditional warfare domains are not man made, whereas cyberspace is. The range of the 
cyberspace cannot be expressed with physical confinement and cyberspace is broadening in 
surface and depth. All of these require a comprehensive systemic approach to delineate the C2 
structure of cyberspace. 
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Cyberspace threats, in or through cyberspace, has become part of the military operations. Because 
of the reliance to the cyberspace, these threats can engender serious consequences.  

The cyber-attacks against Estonia in 2007 as well as Lithuania and Georgia in 2008 are among the 
recent examples. Following these cyber-attacks, political leaders could not overcome the 
uncertainty while responding to these attacks with a proportional use of force. In operation against 
Georgia, the Russians synchronized cyber-attacks with ground operation. By doing so, a synergy 
between different domains to establish favorable conditions for the ground force invasion was 
generated [3]. In this perspective, cyberspace capabilities are not different than the traditional 
warfare capabilities. We propose a definition of military levels for cyber warfare by using all 
components of strategy, means, ways, and ends.  

What is Cyberspace? 

The recognition of cyberspace as a warfare domain is a contentious. The definition of cyberspace 
can be found in JP 3-12R [4]; 

 “A global domain within the information environment consisting of the 
interdependent networks of information technology infrastructures and resident 
data, including the Internet, telecommunications networks, computer systems, 
and embedded processors and controllers.” 

The joint publication recognizes cyberspace as one of the five interdependent domains, the four 
physical ones and the cyberspace. Cyberspace consists of three layers, physical network, logical 
network and cyber-persona. Each of these layers are mediums where any type of cyber operation 
(CO) can be conducted [4].  Cyber operations ramify into three, offensive cyber operations, 
defensive cyber operations, and Department of Defense (DOD) information network operations.  

The interconnectedness of cyberspace and the four physical domains emanates from the long 
lasting reliance of military systems to the cyber assets such as internet, intranet, and network 
systems. The recognition of cyberspace as a warfare domain has transformed cyber assets to cyber 
capabilities and the subsequent developments resulted in CO doctrine. The CO doctrine elucidates 
the employment of cyber capabilities by the joint forces to achieve objective in or through 
cyberspace [4]. CO is considered among the information related capabilities (IRC), which are 
available to the joint force, “means”, to use[5]. The IRCs are the “ways” [5] which are used to gain 
advantage in the information environment. The integrated employment of IRCs “to disrupt, to 
influence, to corrupt or usurp the decision making of the adversaries, and protect the owned 
systems” [5] is called Information Operation (IO). The IOs do not possess capabilities, however, 
CO does: [4]: 

“A cyberspace capability is a device, computer program, or technique, 
including any combination of software, firmware, or hardware, designed to 
create an effect in or through cyberspace.” 
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Since CO can generate effects on the belligerents, or to compel the adversaries to fulfill desired 
will by cyber capabilities. At the confluence of this capability attribution, cyberspace warfare level 
and C2 studied will be incomplete. A new approach is necessary in cyber military warfare levels 
to attain a compatible C2 for CO.  

Levels of Warfare 

In the US military doctrine [6] military warfare levels—strategic, operational, and tactical— are 
described as the links between tactical actions and national objectives. 

A nation determines the national guidance that addresses strategic objectives and allocates 
necessary resources in support of political end states. Strategic level, as the highest level of military 
power, has close interaction with the political level. 

Operational level links military strategy and tactics by establishing operational objectives 
determined based on the operational needs [6]. Securing national interests in a region might be a 
political end state while deterrence of adversaries in the region would be strategic level objective. 
Aligned with and to support strategic level objective, a peace support operation to stabilize the 
region might be planned and executed at the operational level.  

The tactical level, on the other hand, is where the battles and engagements are planned and 
executed. The requirements in the tactical level are determined by the military objectives assigned 
to tactical units or joint task forces (JTFs). Activities at this level focus on the ordered arrangement 
and maneuver of combat elements in relation to each other and enemy to achieve combat objectives 
[6]. 

Warfare levels enhance the commanders’ abilities to design and synchronize operations; to allocate 
resources, and to assign tasks to the appropriate command. The levels of warfare are not discrete; 
rather they represent a spectrum with no definite boundaries in between the levels. [5] 

The levels of warfare are defined with the size of operations. Strategic level is associated with 
theater level strategy while operational level deals with campaigns or major operations and tactical 
level contains battles, engagements and small-unit, crew actions [6]. Size of operations is a 
function of space and time according to the existing frameworks. 

Levels of warfare are also associated with certain levels of military commands. For example, the 
U.S. Combatant Commands are associated with operational level and a Joint Task Force is 
associated with tactical level. Similarly, tactical level commands are usually single service units 
or joint task forces to some degree while operational level commands are generally joint forces. 
Different than operational and tactical levels, assignment of interagency capabilities and 
coordination takes place at the strategic level. Interagency coordination may include unity of 
efforts if unity of command is not the case. 
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What can Means, Ways and Ends Provide? 

Activities within or related to military operations can be categorized into four levels, shown in 
Figure 1, three of them belonging to military structure. Understanding basic features of these levels 
enhance understanding their relation with components of strategy- means, ways and ends: 

The political level’s principle role is to set national level goals for national power instruments 
including the military. All military actions are expected to satisfy those goals set by political level. 
Synchronization of national power instruments’ efforts takes place at the political level.  

The strategic level’s primary role is to allocate necessary resources from military power to 
operational level commanders. Coordination of the military actions with the other national powers 
takes place at this level. 

The operational level translates strategic goals to tactical actions. In doing so, operational level 
constituents assume a synchronization role. It is also the operational level where the decisions 
about how operations will be conducted and in which way assigned forces will be used are made.   

Tactical level is the level of execution of the strategy which is developed by higher levels. The 
role of the tactical level commanders is to further develop those strategies into pure military 
activities for tactical level units.  

Armed forces is a multi-level structure, with horizontal and vertical relationships, that all actions 
within same level and of different levels, are to be synchronized. Each level develops its own 
strategy with its components: the “means”, “ways”, and “ends”. 

In the complex connected battlefield single type of forces no longer determine the outcomes. 
Because, other types of forces various tactics are involved [7]. In this regard a multi-directional 
characterization will enhance the C2 and decision making in the complex connected battlefield. 

Horizontally, “means” and “ways” at each level are used to achieve ends for that level. Vertically, 
as a result of hierarchic structure, activities of lower levels are to be aligned and support activities 
of higher levels. The “ends” of strategic level should be supported by the ends of operational and 
tactical level. And lower level’s means and ways are to be subsets of higher levels’.  

 The strategy developed at each level contributes to overall military strategy. Similarly, 
components of overall military strategy consist of strategy components of each level (see Figure 
1).  
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Figure 1 Components of military strategy and their relations with each other. 

Though each level contributes to components of overall military strategy, their contribution levels 
are different (see Figure 2). Some levels play more dominant role on certain component of the 
overall military strategy. It is the political level to decide the ultimate goals. Military levels are 
expected to utilize their own characteristics to attain the political goals. Consequently, decisive 
role of developing military ends is played by the political level.  

Political level sets ultimate goals but leave military structure to develop means and ways to achieve 
set goals. It is primarily the strategic level’s responsibility to assign necessary military capabilities 
to be used. Strategic level has the authority over all capabilities of military power and is to decide 
which capabilities are necessary and sufficient to achieve those goals set by the political level. It 
is also the strategic level where the translation of political goals into military objectives takes place. 

Once the strategic level decides which capabilities to be used, those capabilities are given under 
the authority of the operational level commanders. Strategic level provides directions on how 
assigned capabilities are to be used but actual decision on how to use those capabilities is made at 
the operational level.  

What left to the tactical level commanders, in this regard, is the execution of the strategy with the 
allocated resources and described ways to achieve the political objectives.  
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Figure 2 Warfare levels’ activities on components of strategy 

From this perspective, the political level is the key stakeholder for the “ends”. The political 
dominates decisions about this component while the strategic level is the key stakeholder for 
means and the operational level is for ways of overall strategy.  

Dominance of each level on certain components of strategy does not mean that the other levels are 
isolated from those components. The ensuing domination is because of authority delegation over 
the lower levels. By doing so, an effective command and control, which is based on principles of 
“centralized planning and decentralized execution”, can be enabled.  

What makes cyberspace different in terms of warfare levels and strategy components? 

The emerging cyber warfare domain does not have established doctrine that elucidates the 
structures of forces and procedures for operations. The current cyber operations doctrinal manual 
codifies how cyber operations are conducted. In this framework, the question to answer is what 
exactly cyber forces look like. The doctrine and force structure delineates what constitutes a 
Marine Expeditionary Unit or an Army Brigade Combat Team. Nonetheless, research on such 
composition of the cyber forces is incomplete [8]. The introduction of well-developed and 
commonly understood cyber force structure will render means and ways classification easier. As 
mentioned earlier cyber capabilities are considered among the IRC. IRCs are the “ways” and joint 
forces is the “means”. This bifurcation constraints the CO discussion, therefore, CO and 
cyberspace requires peculiar improvements and developments.  

Due to specific issues associated to the cyberspace, such as unclear boundaries, reluctant 
approaches of states to share incident information, and the distinct use of terminology (e.g. the 
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term “command and control” is different for of bot nets and military), adaptation of a hybrid level 
approach or a combination of means ways and ends from different levels.  

Akin to this conventional classification, the definitions of military levels for cyber-warfare should 
be associated with cyber command levels. Establishment of a cyberspace command and Cyber 
Operations Coordination Centre is deemed necessary to delineate the strategic, operative and 
tactical goals [9]. Our categorization of cyber space operations will enhance the definitions of 
organizational tasks of cyber command and operations center.  

Tallinn Manual [10] also addresses means, ways and ends using the terminology  means, methods 
and effects but does not make an overall assessment the determination of the level of the warfare. 

This paper aims to define military levels for cyber warfare by using components of strategy theory. 
In the subsequent sections we discuss each of these components with respect to CO. 

“Ends” Perspective 

The “ends” represents the objectives and desired end state that are expected from the military 
operation. The “ends” is also a consequence that can be determined at the end of the operation. 
COs are unique in this regard because the asymmetric nature of cyberspace can give rise 
consequences that can correspond to the “ends” of other military levels. Consequently, cyber 
operations pose unique challenges in determining the achievements of objectives in the designated 
military level.  

Cyber-doom scenarios, for example, discuss the hypothetical stories about the prospective impacts 
of cyber-attacks.  We have not seen or come even close to prospective chaos and destruction [11]. 
However, we can say that cyber-doom scenarios, like cyber Pearl Harbor, are good examples of 
how “means” at lower levels can give rise to “ends” at strategic levels.  

The operation Olympic Games demonstrated the real world feasibility of striking high value 
heavily defended targets with bits alone [12] can have detrimental effects. Stuxnet was a precision-
guided cyber weapon with a payload being executed only when the target met all predetermined 
conditions [13]. The stealth process of the cyber operations demonstrates that an “ends” at the 
strategic level was targeted in the operations. This kind of operations should be categorized as 
strategic, with the ends perspective.. 

These examples show that unlike the operations in traditional domains, and regardless from the 
size of operations or the level of command executing the operation, CO can have means and ways 
in lower levels with ends in the higher level and cannot be solely categorized by means and ways. 

Talllinn Manual (TM) [10] evaluates the “means” and “ways” of cyber warfare mainly at tactical 
and operational level. TM focuses on the ends to make a decision on the legality of the CO. From 
this point TM can be regarded as an ends oriented study.   
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“Ways” Perspective 

The “ways” is the necessary action (or sequence of actions) to achieve the desired end state or the 
objective. The “ways” is the implication of the “means” throughout the operations to fulfill the 
objective. 
 
A cyber-kill chain model can be used to identify the “ways” that can affect other military levels of 
cyber warfare. Seven steps (reconnaissance, weaponization, delivery, exploitation, installation, 
C2, and action on targets) are defined by IBM’s cyber kill chain.[14]. 
 
Among the seven steps, reconnaissance, delivery and C2 can be regarded as “ways”. The 
geographic diversity of botnets to be subject to C2, complexity of delivery techniques, scope and 
precision of accuracy of reconnaissance activities determine on which level a CO is, from the ways 
perspective.  
 
 “Means” Perspective 

The “means” is the required resources to attain the necessary activities to achieve the “ends”. In 
the context of our approach, in assessing the level of operation in cyberspace, composition of the 
forces become important. One of pivotal changes for the cyber warfare is the change of 
composition of forces.  

Unlike the other domains, operational cyber capabilities are not solely possessed by the military 
force. Other national or international agencies with cyber capabilities may also play important role. 
They are part of national power even though not part of military power. Since they have similar or 
complimentary capabilities, coordination between agencies contributes to the determination of the 
level of operations for warfare levels. Composition of cyber force can swing from pure military to 
interagency structure. Hence, considering the force composition might be a good indicator for 
determining the warfare level of CO. 

This paper provides that the strategic level operations, involvement of the different agencies and 
departments along with their capabilities become the decisive parameters in the categorization. 

Similar to the other domains, joint COs, for example a joint headquarter level cyber operation, 
composed of CERTs from separate services, will be regarded as operational level whereas 
operations with the involvement of a single service cyber force, should be regarded as tactical level 

An Alternative Method to Define Military Cyber Warfare Levels for COs 

In addition to the proposed solution given above there is another method that we can use for 
defining the military levels of a cyber-operation. We will show that this categorization will be 
suitable especially for kinetic-cyber operations. 
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Regardless of the information that a cyber-attack is performed with any level of means and ways 
and for obtaining any level of ends, we can use the “impact” factor as for the metrics. In this case 
we add a 4th column to our initial proposal shown in Figure 3: 

 

Figure 3 Proposed Impact Factor to the existing means, ways and ends. 

The impact of an attack will be defined as the sum of consequences after the ends have been 
attained. Impact metrics will have a time dimension and the measured impact of the cyber-attack 
can change levels at different timeframes like short, medium and long. 

In the cyber exercise Black Hat Asia 2014 [15] it has been demonstrated how an upstream provider 
of a maritime Automatic Identification System (AIS), being used on the maritime vessels can be 
compromised by a cyber-attack [15]. According framework of this paper, this attack has been done 
with the tactical level “means” and “ways”. The “ends” will, however, be tactical since it became 
possible to alarm the bridge of a ship triggering maneuvers to avoid collision. 

However, this attack exposes the vulnerability of a mandatory and extremely common maritime 
equipment. The common use of the AIS equipment and global dependence on the AIS network for 
maritime situational awareness will urge the maritime community utilizing AIS information to 
reconsider on the design of the system. 

In this situation we may expect that the consequences of the design review will have an impact on 
the overall architecture of maritime situational awareness systems. Taking into consideration the 
huge maritime community including the number of users worldwide, base stations, vessels, 
military applications etc., it would be sensible to say that the impact of such a vulnerability will be 
at strategic level. 

The attack to a maritime equipment is just an example how a tactical level of cyber compromise 
may lead to strategic level impacts. Such risks may be also valid for the air traffic and ground 
transportation. 

Another example can be the exploitation of UAVs. Civilian UAVs have much lower standards of 
protection against hostile actions. These commercial and entertainment drones generally do not 
have intrusion detection or security mechanisms presented or activated, and can easily be hijacked 
or disrupted [16] from far distance. This type of vulnerability may lead to exploitation of UAVs 
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for counter attacks leading to potentially dangerous consequences. Legislative and regulatory 
initiatives, like FAA regulations dating back to 70 years ago are now being discussed [16]. In our 
framework, as in this example COs with longer term impacts on regulations are considered as the 
strategic level.  

A final example can be the cyber-attacks to electric grids in the late 2015. The cyber-attacks in 
Ukraine [17] are the first publicly acknowledged incidents resulted in power outages. The attackers 
used multiple approaches to exploit communication tools, operator technology for restoration 
efforts, and facility infrastructure essential to many operator activities [17] which we categorize as  
“means” and “ways” at tactical level. Since the effected population was limited, and the infected 
power grid was isolated from the national network “ends” will also be evaluated as the tactical 
level. 

This case brought up the vulnerability of Industrial Control Systems against cyber-attacks. Sharing 
malware information between nations, architectural modifications from power stations to recover 
the power grid and building ICS-CERTs are now being discussed. All these discussions are 
evaluated as the strategic level impacts of a cyber-attack and consequently these attacks are 
regarded as strategic level with the impact perspective. 

Kott et.al [18] define in their domain taxonomy that kinetic operations have linear effects of which 
the impact is known, immediate, and attributable to an adversary. Cos have non-linear effect whose 
impact may be hidden, unknown, undetected for periods of time and non-attributable to an 
adversary. The attack on AIS networks was a combination of kinetic and cyber operation also 
called as cyber-kinetic operation. The “kinetic nature” of the attack resulted in at tactical level 
ends, however it was the “cyber nature” of the attack that has made the impact at strategic level. 

Considering similar cyber-attacks scenarios, due to the characteristics of these kind of cyber-
attacks, it can been seen that the impact of cyber-attacks with “means”, “ways” and “ends” at 
tactical levels will either remain at the tactical level or jump to the strategic level in certain 
timeframe. In this case we can describe that operational military level will not be in effect for these 
kinds of cyber-attacks. 

One of the major challenges of attaining cyber resilience in an organization is underestimating 
cyber-attacks. Since the “ends” of most cyber-attacks are not in the physical domain or the “ends” 
remain at the tactical level, decision makers at strategic levels may flaw in understanding the 
situation accurately. Evaluating the impact of a cyber-attack will bring into surface the risk factor, 
which is the convolution of the probability and impact, and result in decision makers at higher 
echelons having a correct understanding of the situation. Removal of an operational echelon level 
can also positively contribute to the understanding the impact of the cyber-attacks.  

Once the impact of cyber-attack is evaluated and anticipated by the decision makers at the strategic 
level, it will enable better resource allocation for vulnerabilities. Simplification echelons for cyber-
attacks will also help enabling the correct reallocation of resources.  
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Future Research 

JP 1-02 [19] defines key terrain as an area where the seizure or retention of “affords a marked 
advantage to either combatant”. Using the example above, command and control servers and the 
associated information may constitute key terrain in cyberspace. Having access to an adversary’s 
C2 system or exploiting the data from /to a C2 system may afford us a marked advantage over our 
adversary. As discussed in Cyber Operations and the Warfighting functions [8] cyber operation 
doctrine needs to be developed within a warfare framework. The evolution of this concept also 
requires characterization of cyberspace warfare domain.  

To overcome the ambiguities, there is a need for development of theory and related concepts, 
which address the issues akin to the cyber forces seizing key cyber terrain or cyber forces 
establishing cyber domain superiority – synonymous to air and maritime supremacy measured in 
degrees of superiority where opposing forces find themselves incapable of effective interference 
within the operational area [4, 8, 19].  Cyberspace is considered as a force multiplier, and mere 
cyber war may not be real. However, cyberspace itself can ruin the decision making mechanism 
in and through cyberspace, cyber capabilities along with information related capabilities [5, 20] 

Russians could have attacked more strategic targets or key infrastructure via kinetic means. 
However, they chose cyber targets that created vast amounts of chaos rather than resulting physical 
destruction [21]. The discussed components of the strategy can be re-considered to evaluate the 
longer term impact of the cyber operations. This will provide important insights to the C2 evolution 
and development of the cyber warfare. 

Cyberspace domain characteristics needs to be defined, and developed. This can be done in the 
system of system approach and complex adaptive system context [20]. This requires intensive 
collaboration between academia and military.    

Summary  

 Since cyber warfare is a developing domain and not mature yet, some extensive academic 
work in addition to military side is needed to develop a doctrine for cyber warfare. This paper 
provides contribution to the academic side of this work. The paper seeks ways to describe military 
levels for cyber warfare. In the traditional warfare context, operations are characterized by the 
warfare levels: strategic, operational and tactical. On the contrary, for the cyberspace operations 
this is not straight forward to do. Indicators of certain levels such as composition of the force - 
single service, joint or interagency - might be useful to determine the operations’ levels and will 
definitely enhance the understanding of the cyber operational environment. 
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