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Abstract: This paper describes how C2-Simulation interoperability standards, particularly the 
Coalition Battle Management Language (C-BML), are being used to underpin the delivery of The 
Technical Cooperation Program (TTCP) nations’ (Australia, Canada, New Zealand, United Kingdom 
and United States of America) Virtual Interoperability Prototyping and Research Environment (VIPRE 
/ “viper”) initiative.  Built on the latest service-oriented paradigms, VIPRE is an on-demand, agile, 
distributed and coalition C2 and Simulation (C2Sim) environment that supports a broad range of 
unclassified and classified experimentation across the five nations.  C-BML provides a means of 
triggering the behaviours of simulated entities derived from operational plans developed using 
operational command and control applications.  Simply put, it enables a functional interface between 
C2 systems and simulations, allowing faster-than-real-time course of action analysis, mission 
preparation, mission rehearsal and more efficient training. 
 
This paper gives a brief summary of the lessons learned from this and related activities, gives an 
example of a VIPRE test case where a UK C2Sim test-bed has been used to demonstrate C2Sim-
base Joint Mission Planning using the NATO Comprehensive Planning Directive (COPD) for guidance 
and offers insight into the future direction and exploitation of C-BML by the UK. 
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1 Introduction and Background 

 
This paper gives an insight of recent work which has been conducted in the UK to develop a number 
of Command and Control to Simulation (C2Sim) experimentation capabilities to support use cases 
such as Course of Action (COA) analysis, mission preparation and mission rehearsal.  The work 
builds on earlier work discussed in this forum [1] which focussed on the development and use of a UK 
C2Sim test-bed [2] used in a number of national and coalition experimentation activities.  These 
included The Technical Cooperation Programme (TTCP) [3], [AUS, CAN, NZ, UK and USA] Coalition 
Attack Guidance Experiment (CAGE) programme.  One of the developments arising from CAGE was 
the use of virtualisation, whereby complex experimentation systems could be realised using virtual 
machines and this has led to the Virtual Interoperability Prototyping and Research Environment 
(VIPRE) initiative. 
 
The aims of the VIPRE initiative are: 

 To simplify the establishment and reuse of experimentation and development capabilities in a 
networked coalition environment by the use of contemporary virtualisation and 
containerisation technologies. 

 
The goals of CAGE were to: 

 Identify the current barriers, and define improved techniques, to deliver effective coalition 
Network Centric Warfare (NCW); 

 Provide recommendations for technologies, systems, tactics, and doctrine to improve coalition 
NCW effectiveness; and 

 Extend and cross-validate results by the appropriate experimental design and comparison of 
simulation and constructive modelling. 

 
The impact of achieving C2 to Simulation Interoperability can have wide benefits, these include: 

 Reducing the manpower support needed for national and coalition Computer Aided Exercises 
or Experimentation; 

 Connecting national and coalition partners’ C2 to simulation systems together to enhance our 
mission planning, mission rehearsal and decision support to operations; and 

 Using the same method to directly connect and control future Autonomous Systems that will 
not rely on ground control stations or man-in-the-loop. 

 
It has been widely recognised for many years that research activities involving C2 concepts and 
systems must be underpinned by well conducted experimentation [4] and environments such as a UK 
C2Sim test-bed operating in the CAGE environment go a great distance towards providing such a 
capability. 
 
TTCP has run a number of CAGE events over the years, the most recent was CAGE IIIb which was 
conducted in the spring of 2015.  These experiments have always had a strong C2Sim element with 
operational C2 systems being stimulated by a variety of real-time simulations, particularly by the 
generation of Common Operational Pictures (COPs) and Recognised Air and Surface Pictures (RAP, 
RSP) based on the behaviours of simulated units and entities.  However, the converse flow of 
information from C2 to simulation system has traditionally tended to be quite limited. 
 
CAGE investigated not only technological interoperability, but also procedural (tactics, techniques, 
procedures/standard operating procedures) interoperability and enabled coalition analysis.  CAGE IIIb 
was conducted in a distributed environment with nodes in AUS(1), CAN(3) and UK(2).  National sites 
are connected via the Combined Federated Battle Laboratories Network (CFBLNet) [5].  Each 
participant used national C2 equipment and Modelling and Simulation (M&S) systems.  In the case of 
the UK a Coalition Battle Management Language [6] (C-BML)-enabled C2Sim system was used, the 
only site to do so.  Where practical, the Military Scenario Definition Language (MSDL) [7] was used 
for initialisation purposes. 
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Figure 1 – Architecture for UK CAGE IIIb Node 

 
Figure 1 shows the architecture for one of the UK nodes showing that as well as having a C2 network 
and DIS and HLA-e simulation networks there were C2Sim and exercise control networks too.  Often 
C2Sim still needs to work alongside other capabilities in the same environment.  At the end of this 
event, one of the technical leaders in Canada wrote: 
 

“My keen interest in this case is looking at trying to make C2-Sim, Sim-C2 and Sim-anything 
easier to implement at least here at Canadian Forces Warfare Centre” 

 
This represents the state of CAGE and hints at its environment at the end of the 2015 
experimentation programme.  Some of the technical lessons identified in CAGE have been 
incorporated in the thinking behind the VIPRE initiative: 
 

 There is still a need to run C2Sim alongside conventional networked applications and 
services; 

 There is a need for a readily-available, distributed, open, scalable and reusable capability to 
support experimentation across multiple initiatives; 

 This environment would need to be pre-accredited (as far as possible) with a standard toolset 
including national C2 systems and simulations; and 

 C-BML is a key enabler to integrate Live C2 systems with the underpinning synthetic 
environment. 

 

2 VIPRE – the Virtual Interoperability Prototyping and Research Environment 

 
The core of the UK CAGE system was provided by components drawn from the UK C2Sim test-bed 
supplemented by a number of other shared and networked applications.  Figure 1 shows over twenty 
different systems, applications and gateways, some of which were represented by single instances, 
others by multiple instances.  Physically these were run on a number of separate computers at the UK 
sites and connected using at least five different categories of network traffic.  Similarly, distributed 
across the CFBLNet were a corresponding collection of coalition applications. Each application is 
justified and contributes to the value of the environment and the realism.  Operational personnel 
attending a CAGE event had all the tools they use in an operational environment.  Even a relatively 
straight-forward experimentation environment can become complex and challenging very quickly. 
 
What are the challenges?  The main categories relate to system integration, interoperability, 
configuration, initialisation and finally execution and analysis.  Even with good system integration and 
test plans agreed on by all parties there will always be problems where a particular system does not 
behave quite as expected or the expert who understands its finer subtleties is not available.  
Sometimes two systems which claim to follow the same standard interpret it differently.  In the 
operational world NATO Federated Mission Networking (FMN) [8] specifies a rigorous accreditation 
process where many of these types of problems are resolved before they are allowed to be used.  In 



 

 

the development of an experimentation environment time and resources are scarce so other 
approaches are necessary. 
 
In this context virtualisation means creating a computer image of a completely configured computer 
operating system: network, firewall and environment settings, directory and file structures, 
applications, background services, utilities, user accounts, licences, etc.  This image may then be 
copied and run on a number of host computers using hypervisor software and will behave just as it did 
when running natively. 
 
Virtualisation thus simplifies at a stroke the need to do error-prone replication of often complex system 
configuration settings.  It also provides a means of archiving completely working configured systems.  
In the case of CAGE, VMWare hypervisors and virtual machine tools have been used [9]. 
 
Currently the UK is also investigating the related technology of software containerisation.  This 
provides a simpler run-time environment than a full virtualised operating system together with a 
number of supporting tools and capabilities.  The Docker system [10] will be used for initial 
investigations.  It is also being used by NATO Modelling and Simulation Group MSG-136 in its 
experimentation programme. 
 
A number of VIPRE use cases have been developed including one specifically focussed on C2Sim 
experimentation: 
 

 To investigate the potential benefit of integrating Live, Virtual and Constructive Simulation 
tools with C2 Systems to support Mission Preparation, Planning, Rehearsal and possibly 
Execution, including Course of Action Analysis; 

 To validate and verify advanced C2-Simulation Interoperability technologies; and 

 To investigate the benefits of C2-Simulation in support of Humanitarian assistance & disaster 
relief scenarios. 

 
Referring back to Figure 1, the UK CAGE application groups were in fact deployed on six virtual 
machines, each of which could be prepared and pre-configured using a separate development 
environment. 
 

3 Joint Mission Planning 

 

3.1 JMP Overview 

One of the VIPRE use cases is to investigate how linked C2Sim systems may be used to support 
Joint Mission Planning (JMP) processes conforming to the NATO Comprehensive Operational 
Planning Directive (COPD) [11] in a number of key functional areas.  The UK C2Sim research 
programme developed a prototype multi-echelon C2Sim JMP demonstration capability using Faster-
Than-Real-Time (FTRT) simulation support.  The top level requirements included the following: 
 

 To show the benefits to the planning and operational cycle in key functional areas; 

 To reduce the time taken to conduct planning; 

 To show the ability to work concurrently with subordinate & superior organisations, sharing 
and exchanging plans; 

 To compare multiple courses of actions faster; 

 To better visualise the options that are investigated; 

 To be used as the basis of an audit; 

 To show the utility of using standards; and 

 To be easy to use. 
 

The COPD is a process for developing plans for NATO operations and covers six phases of an 
operation: 

 

 Indications and Warnings 

 Assessment of the Crisis 

 Development of Response Options 

 Planning – this is split into developing the concept of operations (CONOPS) and the 
operational plan (OPLAN), respectively 



 

 

 Execution 

 Transition 
 

It also covers the interactions between different echelons in the command chain throughout the whole 
process from the highest strategic to the lowest operational levels.  Each of the planning activities 
may be required for a number of functional areas (Table 1).  The COPD specifies that war-gaming or 
simulation support should be used where appropriate. 
 

 Functional Area  Functional Area  Functional Area  Functional Area 

A Concept of 
Operations 

L Psychological 
Operations 

W Civil-Military 
Cooperation 

HH Rear Area 
Operations 

B Task 
Organisation  

M Arms Control  X Public 
Information 

II Joint Fires 

C Forces and 
Tasks  

N Nuclear 
Operations 

Y Conflict 
Termination 

JJ NATO Crisis 
Response System 

D Intelligence  O Information 
Operations 

Z Spare  KK Operational 
Analysis Support 

E Rules of 
Engagement 

P Electronic 
Warfare 

AA Legal  LL Lessons Learned 

F Maritime 
Operations 

Q CIS  BB Training and 
Rehearsals 

MM Military Police 

G Land Operations  R Logistics  CC Command 
Information 

NN to 
XX 

Spare 
H Air Operations  S Movements  DD Space 

Operations 
I Amphibious 

Operations 
T Environmental 

Support 
EE Engineer 

Support 
J Force Protection  U NBC Defence  FF Financial 

Support  
YY Miscellaneous 

K Special 
Operations 

V Search, Rescue 
and Recovery 

GG Non-NATO 
Force 
Procedures 

ZZ Distribution 

Table 1 - Functional Areas used in the COPD 

The use of simulations or war-gaming to support the development of Courses of Action (COAs) is 
recommended in the COPD and MSDL/C-BML enabled simulations running FTRT have a part to play 
for many of the functional areas.  This forms the basis for the JMP use case. 

3.2 The JMP Process Used 

The JMP process investigated requires digital plans to be developed at one echelon, in this case 
brigade level and communicate to subordinate echelon planners who would evolve their battalion 
plans and implement and evaluate them using a FTRT Course of Action Analysis (COAA) simulation 
capability.  This is elaborated on later in this section. 



 

 

3.3 Architecture 
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Figure 2 - JMP Architecture 

Figure 2 shows the top level architecture for the Joint Mission Planning demonstration system.  It also 
shows the main information flows for C2Sim messages: C-BML orders and reports; MSDL 
initialisation data and networked simulation interoperability data.  The similarities with the CAGE 
architecture, Figure 1, will be apparent. 
 
The components form four main functional sets:  

 Planning Systems – to permit planners to prepare their plans in digital form; 

 Simulations – to represent the forces being controlled and their environment; 

 Analysis Tools – to help assess the effectiveness of alternative plans; and 

 Infrastructure – including C2Sim middleware to permit the seamless interoperation of the 
various components. 

The planning systems used were a mixture of operational systems used in the UK: 

 The Bowman ComBAT Information Platform 5.5 (BCIP 5.5) Battlefield Information System 
Application (BISA) GUI.  BCIP is the main C2 application used by the British army; 

 The NATO Integrated Command and Control system (ICC) which is one of a number of 
Functional Area C2 tools used in NATO; 

 An exemplar BML system developed for this JMP demonstration which is capable of creating, 
editing, distributing and consuming C2Sim documents and messages – MSDL, C-BML Orders 
and C-BML Reports.  These capabilities do not exist in any of the C2 planning systems in 
operational use in the UK. 

Constructive Computer Generated Force (CGF) Semi-Automated Force (SAF) simulations were used: 

 OneSAF – for the simulation of ground forces; and 

 JSAF – to simulate air and maritime forces 
In particular, the OneSAF FTRT and analysis capabilities were used extensively. 
OneSAF analysis tools were used to provide the require COAA functionality. These include the Data 
Collection and Specification Tool (DCST) and a web-based analysis support tool.   
 
Infrastructure consisted of a physical network and a number of message handing and translation 
services. 

3.4 JMP Experiment 

3.4.1 Scenario Overview 

The demonstration was based on a scenario set in the fictional Scandinavian country of Bogaland. 
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Figure 3 – JMP Demonstration Scenario 

Figure 3 shows the military overall situation.  A Coalition Joint Task Force (CJTF) consisting of 
France, the UK and the USA is deployed against an array of infesting enemy forces.  Coalition ground 
forces include air units based at Linköping and Uppsala and naval forces in the Bay of Motala.  The 
UK area of operations centred on Motala and consisted of 1 Armoured Infantry BDE consisting of 
three infantry BNs with logistics, artillery, recce and engineer support.  Air support consisted of a 
fourteen aircraft of different types.  Royal Navy support consisted of a frigate providing Naval Gunfire 
Support (NGS).  The air and maritime assets were simulated in JSAF. 

The scenario was developed in OneSAF (ground forces) and ICC (air forces).  MSDL files were 
generated to describe: the order of battle (OrBAT); unit and equipment dispositions; and tactical 
graphics.  The single naval unit was added manually. 

3.4.2 Experimental Processes 

Following the concurrent development processes proposed in the JMP process three demonstration 
phases were shown: briefing, back-brief and rehearsal. 
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Figure 4 – JMP Development Phases 

Figure 4 shows the top-level information flows and processes used when developing plans using 
integrated planning and simulation tools. 

3.4.3 Generate BDE Plan 

The BML GUI was used to generate initial draft brigade plans in C-BML format 

The BDE plans were distributed to the subordinate BNs and displayed on their C2 systems. 



 

 

Concurrently, a OneSAF simulation was initialised with the BDE plan and run in FTRT mode to 
provide initial indication of the BDE plan’s failings, strengths, etc. 

3.4.4 Develop BN Plan 

On receipt of the BDE plan the BN plan could be developed, again using a BN level BML GUI, and 
executed FTRT in a separate copy of OneSAF.  The BN plan is worked up using the same initial 
information that is given in the BDE plan but can be taken down to the lower company (COY) and 
platoon (PL) echelons.  It is here that alternative BN COAs may be tried and their results assessed.  
For example, different deployment of units, different tempos, requests for BDE assets, air and/or 
naval assistance. 

A back-brief is sent to BDE command so that points identified with the help of the simulation can be 
included in a revised COA. 

In a fuller demonstration the other BDE components (Infantry BNs, CSS, etc) would also run this 
process concurrently. 

3.4.5 BDE Rehearsal 

When all the BN back-briefs have been received the BDE plan can be refined and re-assessed with 
help from the simulation.  At this point it is then possible to use the developed scenarios (MSDL) and 
orders (C-BML) to conduct a traditional mission rehearsal supported by simulation running in either 
real-time or FTRT. 

3.4.6 Analysis 

To support the decision making processes the OneSAF logging, analysis and information visualisation 
tools were used.  These tools support a number of typical operational analysis activities and can be 
tailored to support specific analyses, e.g. force exchange ratios, entity breakdown, logistics, C2 
messaging. 

4 Future Developments and Exploitation 

Potential technical developments of the VIPRE concept include the investigation of using software 
containers to provide a light-weight form of virtualisation and the use of new tools to help manage 
VIPRE components, e.g. a searchable component/sub-component registry or repository, tools to help 
orchestrate the systems of systems, discovery tools, etc.  This will involve using the outputs from 
NATO MSG-136 “Modelling & Simulation as a Service” [12] which will support the development of 
C2Sim as a service. 

The use of VIPRE for developing coalition experimentation and other investigations of use cases such 
as the one outlined here (plus several others not raised) continues.  The development of use cases 
relevant to the needs of the operational user, showing new ways of thinking and working will lead to 
exploitation opportunities.  The work described here also has relevance to the work being conducted 
by NATO MSG-145 “Operationalization of Standardized C2-Simulation Interoperability” [13] which has 
amongst other objectives a remit to promote exploitation of the C2Sim standards, MSDL and C-BML. 

5 Conclusions 

The use of the UK C2Sim test-bed to provide an early set of components in the VIPRE system has 
been a very useful test-case.  The VIPRE concept enables C2 and simulation service-based 
architectures to be deployed easily.  Previous architectures were time-consuming to establish and 
could be difficult to replicate. 

The JMP use case demonstrated using this test-bed has shown the type of capability which can be 
developed easily.  VIPRE thus supports new ways of working with integrated simulation supporting 
the military decision and planning processes.  The more easily the C2Sim architecture can be 
deployed and used, the more readily it will be accepted as a valuable tool to help such activities as 
joint mission planning. 
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