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Abstract

For addressing data-sharing and data-synchronization challenges associated with developing resilient 
network-centric operations, conceptual models for a cloud-based experimentation framework have 
been under ongoing development. The overarching objective is to develop cloud-computing oriented 
model-based system-of-systems engineering (MBSE/SOSE) processes that better support Intelligence, 
Surveillance, and Reconnaissance (ISR) communications/networking mission-support capabilities.

Most recently, attention has focused towards addressing communications/networking specific cross-
layer dependencies which include components within the physical and data-link layers. Within the 
context of such lower-layer dependencies, of particular interest are long-haul RF/microwave line-of-
sight (LOS) ad-hoc networks operating within contested anti-access area-denial (A2/AD) 
environments. Thus, adaptive ISR communications services are being explored and assessed.

Initial results from data-intensive use-cases, such as the streaming of Full Motion Video (FMV), 
illustrate how resilient cross-layer communications services can help to dynamically adapt to denied - 
disrupted/disconnected, intermittent, low-bandwidth (D-DIL) operating conditions. Such capabilities 
help to optimize the robustness and resiliency of cross-layer data-transport and data-mediation services.

A near-term goal is to explore and prototype self-adaptive autonomic-computing capabilities that 
dynamically optimize the configuration, provisioning, and scheduling of point-to-point connectivity 
(i.e. virtualized communications channels) for a variety of time-sensitive mission scenarios. Thus, a 
concurrent focus of the work reported herein, is to establish a capability to identify and assess 
applicable metrics/indicators for providing self-adaptive data-synchronization services. Such self-
adaptive (e.g. autonomic-computing) capabilities help optimize ISR communication services and 
ensure timely information flows that may span a wide range of participating entities. Throughout the 
paper, footnotes are included to assist readers with more specialized and domain-specific topics.1

1 Note to the reader: Technical references are enclosed in square brackets and listed at the end of the paper. The 
superscripted footnotes provide links that help facilitate an introductory understanding of concepts and topics that may 
be more common in one technology domain but otherwise not familiar or as applicable to the population at large. For 
accessing links and enlarging graphics as desired or needed, viewing a soft-copy on a large screen is recommended.



1. Introduction and Executive Summary
As has been highlighted for a government-wide inter-agency initiative, called the Information Sharing 
Environment (ISE), there is an ongoing cross-cutting objective to "provide the right information to the 
right stakeholder at the right place and time" [1].2 Such information-sharing capabilities are especially 
critical for Information Dominance and Network Centric Warfare (ID/NCW).3 

Figure 1, an early high-level view of an example enterprise-networking initiative (circa 2011) [2], 
further highlights the critical need and requirement for highly-responsive network-enabled information-
exchange services.4 Ideally, such communication services are able to concurrently optimize the richness
and quality of information, while ensuring end-user quality-of-experience (QoE) and quality-of-service 
(QoS) objectives are being met.5 As highlighted within this conceptual view, "achieving the decisive 
information advantage for the warfighter" is a primary objective and key performance parameter for 
network operations (NetOps) and respective infrastructure components, such as the Global Information 
Grid (GIG).6 Note that both the physical and spectral aspects of the information transport are 
fundamental key enablers for assuring the delivery of such enterprise service bus (ESB) capabilities.7

Figure 2, from a more recent publication (circa 2015) [3], illustrates the progress towards further 
development of enterprise information system (EIS), enterprise architecture (EA), and enterprise 
engineering (E2) oriented capabilities.8 The diagram highlights the continued evolution and maturity of 
a range of applicable ongoing infrastructure oriented ID/NCW efforts (e.g. Cyber quadrant).  The 
respective quadrants also highlight a multi-faceted categorization and taxonomic representation of both 
the conceptual and physical aspects of enterprise networking, which include information transport and 
infrastructure (ITI) components such as networking and wireless communication.9 

2 Information Sharing Environment (ISE; http://en.wikipedia.org/wiki/Information_Sharing_Environment)
ISE home page (http://www.ise.gov/) 

3 Information Dominance Corps (IDC; http://en.wikipedia.org/wiki/Information_Dominance_Corps)
Network-centric warfare (NCW; http://en.wikipedia.org/wiki/Network-centric_warfare)
NCOW (Network-Centric Operations and Warfare; http://en.wikipedia.org/wiki/NCOW)

4 Requirement (https://en.wikipedia.org/wiki/Requirement)
Information exchange (https://en.wikipedia.org/wiki/Information_exchange)

5 Media richness theory (https://en.wikipedia.org/wiki/Media_richness_theory)
Information quality (https://en.wikipedia.org/wiki/Information_quality)
Quality of experience (https://en.wikipedia.org/wiki/Quality_of_experience)
Quality of service (https://en.wikipedia.org/wiki/Quality_of_service)

6 Key Performance Parameters (https://en.wikipedia.org/wiki/Key_Performance_Parameters)
NetOps (https://en.wikipedia.org/wiki/NetOps)
Global Information Grid (https://en.wikipedia.org/wiki/Global_Information_Grid)

7 Enterprise service bus (ESB; https://en.wikipedia.org/wiki/Enterprise_service_bus)
8 Enterprise information system (EIS; https://en.wikipedia.org/wiki/Enterprise_information_system)

Enterprise architecture (EA; https://en.wikipedia.org/wiki/Enterprise_architecture)
Enterprise engineering (https://en.wikipedia.org/wiki/Enterprise_engineering)
Enterprise integration  (https://en.wikipedia.org/wiki/Enterprise_integration)
Enterprise application integration (https://en.wikipedia.org/wiki/Enterprise_application_integration)

9 Categorization (https://en.wikipedia.org/wiki/Categorization)
Classification (https://en.wikipedia.org/wiki/Classification)
Taxonomy (general; https://en.wikipedia.org/wiki/Taxonomy_%28general%29)
Ontology (information science; https://en.wikipedia.org/wiki/Ontology_%28information_science%29)



As highlighted by the above figures, and further illustrated in the following sections, view-modeling 
architectures and respective standards (e.g. DoDAF, TOGAF) are integral to the development of ITI 
support services (i.e. ESB capabilities) that can adapt and continuously evolve with new technologies 
and unanticipated emerging threats (e.g. Cyber/EW).10 As highlighted within figure 2, a range of multi-
faceted problem domains and subdomains (i.e. areas of concern) encompass enterprise infrastructure 
services (e.g. messaging, data storage) and end-user requirements (e.g. collaboration, mobility).11

Much progress has been made towards an evolutionary transformation to an operational ITI framework 
that addresses emerging threats (e.g. Cyber/EW) while supporting ID/NCW capabilities.  Within this 
context of maturing ITI framework capabilities, there are a growing number of fundamental challenges 
that include both the need for addressing functional requirements for improved functional capabilities, 
while also addressing the non-functional requirements (e.g. "-ilities") that help to further improve both 
systems-engineering and enterprise-engineering support, responsiveness, and agility.12

A key consideration for ID/NCW is the model-based design, configuration, and provisioning of 
information-sharing services specifically tailored, managed, and optimized to support well-informed 

10 View model (https://en.wikipedia.org/wiki/View_model)
Department of Defense Architecture Framework (DoDAF; 
https://en.wikipedia.org/wiki/Department_of_Defense_Architecture_Framework)
The Open Group Architecture Framework (TOGAF; 
https://en.wikipedia.org/wiki/The_Open_Group_Architecture_Framework)
Department of Defense Information Enterprise Architecture (DoD IEA; 
http://dodcio.defense.gov/TodayinCIO/DoDInformationEnterpriseArchitecture.aspx)
Joint Information Environment (https://en.wikipedia.org/wiki/Joint_Information_Environment; 
http://www.disa.mil/about/our-work/jie)

11 Problem domain (https://en.wikipedia.org/wiki/Problem_domain)
Domain knowledge (https://en.wikipedia.org/wiki/Domain_knowledge)
Domain analysis (https://en.wikipedia.org/wiki/Domain_analysis)
Domain model (https://en.wikipedia.org/wiki/Domain_model)
Domain engineering (https://en.wikipedia.org/wiki/Domain_engineering)

12 Functional requirement (https://en.wikipedia.org/wiki/Functional_requirement)
Non-functional requirement (https://en.wikipedia.org/wiki/Non-functional_requirement)
Architecturally Significant Requirements (https://en.wikipedia.org/wiki/Architecturally_Significant_Requirements)
List of system quality attributes (https://en.wikipedia.org/wiki/List_of_system_quality_attributes)

Fig. 1 Enterprise Networking Example: Conceptual View Fig. 2 Enterprise Information Systems: High-Level View



maneuvering of geographically-dispersed forces.13 Other network-centric initiatives and methodologies 
share similar characteristics (e.g. network-enabled capability, network-centric organization).14 Thus, 
information and communications technology (ICT) and unified communications are key enablers for 
providing critical infrastructure components for information-sharing and related ID/NCW services.15 

Within anti-access area-denial (A2/AD) operating environments, a variety of non-kinetic Cyber and 
electronic warfare (Cyber/EW) threats can degrade the communications/networking capabilities of an 
ID/NCW ICT framework. Most recently, ID/NCW services include the incorporation of cyberwarfare 
and related technologies that address emerging needs.16 Thus, ID/NCW reference models, architectures,
standards, and associated ICT frameworks must continue to evolve and adapt to both emerging 
technologies (e.g. software-defined cloud-computing frameworks) and threats (e.g. Cyber/EW).17  

From an Enterprise Architecture and Service Oriented Architecture (EA/SOA) perspective, ID/NCW 
strategy, roadmap and related documents discuss applicable technology focus areas and respective 
science and technology (S&T) objectives (STOs) [4-7].18 This ongoing effort, as further discussed 
herein, continues to concentrate on an ID/NCW technology focus area, identified as "Information 
Transport and Infrastructure (ITI)" [4].19 The three ITI STOs are considered particularly applicable: (i) 
Assured Connectivity and Access in all Operating Environments; (ii) Persistent Network Awareness 
and Control; (iii) Bandwidth-efficient Communication Capabilities.

Thus, the information transport and infrastructure (ITI) focus area and respective S&T objectives 
(STOs) address critical ID/NCW capability needs for which distributed concurrency control, data/file 
synchronization, data-transport management (i.e. "data in use", data streaming, traffic flow), and 
content delivery/distribution networking (CDN) are critical enablers.20 

Furthermore, agile network-enabled command and control (C2) and tactical-ISR both require a 
distributed-computing ITI framework that is resilient (i.e. tolerant, robust) to adverse events that may 
otherwise cause denied, disrupted/disconnected, intermittent, and limited-bandwidth (D-DIL) 
communication/networking conditions. D-DIL conditions are especially a concern for time-sensitive 

13 Distributed operations (http://en.wikipedia.org/wiki/Distributed_operations)
Maneuver warfare (http://en.wikipedia.org/wiki/Maneuver_warfare)

14 Network-enabled capability (NEC; https://en.wikipedia.org/wiki/Network-enabled_capability)
Network-centric organization (https://en.wikipedia.org/wiki/Network-centric_organization)

15 Information and communications technology (ICT; 
https://en.wikipedia.org/wiki/Information_and_communications_technology)
Unified communications (https://en.wikipedia.org/wiki/Unified_communications)
Decision support system (https://en.wikipedia.org/wiki/Decision_support_system)
Augmented cognition (https://en.wikipedia.org/wiki/Augmented_cognition)

16 Cyberwarfare (http://en.wikipedia.org/wiki/Cyberwarfare)
17 Reference model (https://en.wikipedia.org/wiki/Reference_model)

Reference architecture (https://en.wikipedia.org/wiki/Reference_architecture)
Technical standard (https://en.wikipedia.org/wiki/Technical_standard)

18 Service-oriented architecture (SOA; http://en.wikipedia.org/wiki/Service-oriented_architecture)
Service-oriented programming (https://en.wikipedia.org/wiki/Service-oriented_programming)

19 U.S. Navy Information Dominance Science and Technology Objectives, 2014 (last accessed April 2016; 
http://www.defenseinnovationmarketplace.mil/resources/USN_ID_STO_ED1_2014_DISTA_LR.pdf)

20 Distributed concurrency control (http://en.wikipedia.org/wiki/Distributed_concurrency_control)
Data synchronization (https://en.wikipedia.org/wiki/Data_synchronization)
Data in Use (http://en.wikipedia.org/wiki/Data_in_Use) 
Content delivery network (CDN; https://en.wikipedia.org/wiki/Content_delivery_network)



mission-tasks executing within contested (e.g. A2/AD) operating environments. In such situations, an 
emerging diversity and growing number of types of non-kinetic (e.g. Cyber/EW) and kinetic attacks 
can induce a corresponding variety of different types of D-DIL conditions. To address such emerging 
threats, there is a need to more explicitly model and understand dynamically-changing types of sources 
of degradation that can cause different types of D-DIL conditions that impact mission success.

An ongoing focus of work, as described herein, is to further explore and survey applicable 
technologies, reference models, architectures, resources, and capabilities (e.g. cloud-based distributed 
computing).21 Of particular interest are models and resources that can be utilized for incremental 
continuous-improvement of a persistent converged-infrastructure with standardized generically-defined
shared-services.22 The goal is to provide a model-based system-of-systems engineering 
(MBSE/SOSE)23 oriented approach that can help to better identify/discover, characterize, and minimize
the operational impact of such ID/NCW and A2/AD related events that can degrade ID/NCW ITI 
frameworks and cause D-DIL conditions which impact overall mission performance. 

Thus, such applicable models, methods, and techniques help to identify, represent, and optimize the 
respective value-chains and enable performance engineering capabilities that address both functional 
and non-functional requirements.24 Application performance engineering is particularly of interest, due 
to the ongoing focus on methods "to develop and test application performance in various settings, 
including mobile computing, the cloud, and conventional information technology (IT)".25

The ITI S&T objectives (STOs), as discussed previously, "provide a basis for harmonizing ID S&T 
objectives with the other Navy Enterprises to avoid duplicative development" [4]. For incrementally 
improving and evolving such capabilities, MBSE/SOSE methods/techniques will continue to be critical
enablers for ensuring mission readiness and responsive systems-engineering support. 

The need for ITI oriented research is also highlighted by a recent Office of Naval Research (ONR) 
initiative, called "Exchange of Actionable Information at the Tactical Edge (EAITE)" [8]. As stated 
within a description of EAITE, "the S&T challenges are as follows: (i) Ability to distribute 
functionality based on mission and information needs without centralized, single-point-of-failure 
control or dependence upon reachback communications capability; (ii) Algorithms to effectively 
control information dissemination given competing mission needs, changing network state, and 
resource availability; (iii) Timely collection and efficient sharing of relevant network awareness in 

21 Cloud computing (https://en.wikipedia.org/wiki/Cloud_computing)
Distributed computing (https://en.wikipedia.org/wiki/Distributed_computing)
Computer network (https://en.wikipedia.org/wiki/Computer_network)
Cyberspace (https://en.wikipedia.org/wiki/Cyberspace)

22 Continual improvement process (https://en.wikipedia.org/wiki/Continual_improvement_process)
Converged infrastructure (https://en.wikipedia.org/wiki/Converged_infrastructure)
Shared services (https://en.wikipedia.org/wiki/Shared_services)

23 Model-driven engineering (MDE; http://en.wikipedia.org/wiki/Model-driven_engineering)
Systems engineering (SE; https://en.wikipedia.org/wiki/Systems_engineering)
Model-based systems engineering (MBSE; https://en.wikipedia.org/wiki/Model-based_systems_engineering)
System of systems engineering (SOSE; http://en.wikipedia.org/wiki/System_of_systems_engineering)

24 Value chain (https://en.wikipedia.org/wiki/Value_chain)
Performance engineering (https://en.wikipedia.org/wiki/Performance_engineering)
Requirement (https://en.wikipedia.org/wiki/Requirement)
Non-functional requirement (https://en.wikipedia.org/wiki/Non-functional_requirement)

25 Application performance engineering (https://en.wikipedia.org/wiki/Application_performance_engineering)



dynamic communication environments (not just local connectivity information); (iv) Effectively 
adapting to different and heterogeneous underlying network communication connectivity" [8]. Thus, 
for addressing such S&T challenges, improvements to cross-cutting data-synchronization, data-
transport, and data-mediation services are considered critical for the way-ahead.

Figure 3 (from [9]), in conjunction with figures 4 and 5 (from [12]), highlight the type of ITI 
framework components and respective communication services that have been the focus of our ongoing
work. Of particular interest are long-haul RF/microwave line-of-sight (LOS) components of land-air-
sea links deployed within an area of responsibility (AOR) and operating within a distributed ITI 
framework (i.e. ad-hoc network of airborne-networking backbone and tactical-edge nodes).26 Figure 3 
is from the Joint Aerial Layer Network (JALN) Initial Capabilities Document (ICD) (as approved in 
August 2009) [10] and provides an example of a notional high-level operational view (i.e. OV-1) of 
demonstration capabilities for addressing emerging A2/AD threats.

As highlighted by the upper block of the diagram in figure 4 (from [12]), such infrastructure 
components focus on the "off-board communication links" that support platform-to-platform 
communication and networking capabilities. Figure 5 (also from [12]) illustrates an example of a type 
of model-based virtual-network experimentation architecture that facilitates assessment of ITI 
frameworks relative to possible D-DIL related events that may impact and degrade mission-critical 
information-exchange capabilities. 

Figure 6, from the Joint Communication Simulation System (JCSS) home page, highlights another 
example GOTS/COTS resource.27 The JCSS tool similarly enables analysis and assessment of expected
(i.e. baseline) ID/NCW ITI framework capabilities. As illustrated, JCSS enables stakeholders to assess 
performance, relative to operational scenarios and expected loads (i.e. traffic generation models).28 

Note that existing data-transport and data-synchronization oriented tools, such as JCSS, typically have 
limited support for mission scenarios that include potential D-DIL related Cyber/EW events and 
associated degradation of the NCW/ID infrastructure that may impact ID/NCW operations. 
Furthermore, integration and interoperability (I&I) and cloud-based ITI framework challenges, as 

26 Area of responsibility (AOR; https://en.wikipedia.org/wiki/Area_of_responsibility)
27 JCSS Home Page (http://www.disa.mil/Mission-Support/Enterprise-Engineering/JCSS/About-Us)

Government off-the-shelf (GOTS; https://en.wikipedia.org/wiki/Government_off-the-shelf)
Commercial off-the-shelf (COTS; https://en.wikipedia.org/wiki/Commercial_off-the-shelf)

28 Network traffic simulation (https://en.wikipedia.org/wiki/Network_traffic_simulation)
Traffic generation model (https://en.wikipedia.org/wiki/Traffic_generation_model)

Fig. 3 Aerial Layer Networking: Example Fig. 4 Airborne Platform Architecture: Example



previously discussed, are not specifically incorporated and addressed.29 Such I&I and ITI oriented 
challenges are the focus of the work described herein. In particular, this survey/overview and 
supporting discussion works to address the question of how to best develop a mission-driven 
experimentation-based S&T (and operational assessment/validation) framework that includes the 
respectively applicable measures of performance/effectiveness (MOP/MOE) metrics/indicators and 
enables continuous improvement of ITI framework services.

As highlighted within figures 1-6 and the following sections, much progress has been made within a 
range of domains and areas of specialization (i.e. domains of discourse), wherein each separately 
addresses various aspects of the associated ID/NCW ITI S&T needs.30  

The goal is to continue to incrementally leverage the longstanding ongoing trends toward virtualization 
of system functions (e.g. abstraction, encapsulation, virtual function, generic function, function 
overloading, late/dynamic binding, duck typing, multiple dispatch, dynamic dispatch).31  This trend 
towards virtualization is complicated by the variety of types of capabilities and methods that support 
the decoupling of implementation details from more application-specific and hardware-specific 
constraints. A variety of hypervisors and virtual machine (VM) managers provide a broader scope and 
basis for hardware virtualization.32 Network functions virtualization (NFV), which typically includes 
network virtualization and I/O virtualization, further incorporates software-defined networking (SDN) 
and related technologies (e.g. software-defined environments).33 

29 System integration (https://en.wikipedia.org/wiki/System_integration)
Interoperability (https://en.wikipedia.org/wiki/Interoperability)

30 Domain (software engineering) (https://en.wikipedia.org/wiki/Domain_%28software_engineering%29)
Domain of discourse (https://en.wikipedia.org/wiki/Domain_of_discourse)

31 Virtualization (https://en.wikipedia.org/wiki/Virtualization)
Abstraction (computer science) (https://en.wikipedia.org/wiki/Abstraction_%28computer_science%29)
Encapsulation (https://en.wikipedia.org/wiki/Encapsulation_%28object-oriented_programming%29)
Virtual function (https://en.wikipedia.org/wiki/Virtual_function)
Generic function (https://en.wikipedia.org/wiki/Generic_function)
Function overloading (https://en.wikipedia.org/wiki/Function_overloading)
Late binding (https://en.wikipedia.org/wiki/Late_binding)
Duck typing (https://en.wikipedia.org/wiki/Duck_typing)
Multiple dispatch (https://en.wikipedia.org/wiki/Multiple_dispatch)
Dynamic dispatch (https://en.wikipedia.org/wiki/Dynamic_dispatch)

32 Hypervisor (https://en.wikipedia.org/wiki/Hypervisor)
Virtual machine (VM; https://en.wikipedia.org/wiki/Virtual_machine)
Hardware virtualization (https://en.wikipedia.org/wiki/Hardware_virtualization)

33 Network functions virtualization (NFV; https://en.wikipedia.org/wiki/Network_functions_virtualization)

Fig. 5 Virtual-Network M&S Architecture: Example Fig. 6 JCSS: Operational Workflow



Section two provides background and context that helps to provide a working introduction to the need 
and associated payoff for developing the type of capabilities described herein. Related work with multi-
tier goal-oriented workflow management is covered within this context of ISR mission-support. 

Within section two, complementary connectivity and link management efforts are discussed in some 
detail. For supporting D-DIL conditions within A2/AD environments, various aspects of inter-related 
data-synchronization services (e.g. C2SS) and directional line-of-sight (LOS) ad-hoc networking (e.g. 
connectivity management, link management) efforts are surveyed and reviewed.

Section three covers metrics, indicators, and capability assessment models, within applicable 
technology domains. Examples from resilient networking models, capability assessment models, and 
wireless networking are covered within this section.

Sections four through six cover three inter-related types of model-based information-transport and 
infrastructure (ITI) frameworks and environments: (1) enterprise service bus (ESB) frameworks; (2) 
autonomic-computing frameworks; (3) process-aware cloud-based software-defined environments. 
Within each of the sections, a range of applicable examples are surveyed and reviewed, with the intent 
of identifying similarities and differences between the respective domains and architecture models.  

Section seven reviews two application-focused modeling efforts that focus on complementary types of 
mission-support services. The first example focuses on a conceptual model for Joint Aerial Layer 
Networking (JALN) command and control (C2). The second example focuses on an architecture model
for supporting Navy Full Motion Video (NFMV) enterprise service bus (ESB) capabilities. This section
focuses on the need for developing an overarching meta-model that includes the conceptual integration 
and interoperability (I&I) of a broad range of both systems-support and operations-support ITI services.

Section eight further discusses the various aspects of technology domains and respective samples that 
were reviewed and surveyed within the previous sections. The need for a more conceptual integration 
and interoperability (I&I) of such models is reiterated and discussed in more detail.

Sections nine and ten respectively provide a summary/conclusion and short discussion of future work. 
The remainder of the paper includes sections for acknowledgements and a list of technical references.

2. Background: Previous/Ongoing Tactical-ISR Support Efforts

2.1 Multi-Tier Goal-Oriented Workflow Management

The diagram in figure 7 illustrates how generic baseline performance indicators (e.g. KPIs - key 
performance indicators) can be associated with standardized baseline widgets to develop mission-
specific business activity monitoring resources (e.g. dashboards) tailored to a specific stakeholder 
context.34 Such constructs can, in principle, have baseline default configurations for standardized 
mission tasks (e.g. UJTL, DoDAF activities), mission essential task lists (METLs), and master scenario
event lists (MSELs).35 This type of mission-representation and execution support capability has 

Network virtualization (https://en.wikipedia.org/wiki/Network_virtualization)
I/O virtualization (https://en.wikipedia.org/wiki/I/O_virtualization)

34 Business activity monitoring (BAM; https://en.wikipedia.org/wiki/Business_activity_monitoring)
35 Universal Joint Task List (UJTL; https://en.wikipedia.org/wiki/Universal_Joint_Task_List)

UJTL, updated quarterly (http://www.dtic.mil/doctrine/training/ujtl_tasks.htm; 
http://www.dtic.mil/doctrine/training/ujtl_tasks.pdf)



continued to mature. A separate section discusses these developments in more detail, while providing 
examples of resources that can be incorporated into a virtual-networking experimentation framework.

Figure 8 illustrates an adapted version of the generic Goal, Question, Indicator, Metric (GQIM) process
that is a variant of the Goal Question, Metric (GQM) methodology.36 The diagram has been tailored to 
illustrate the applicability to ID/NCW oriented applications. GQM, GQIM, and more recent variants, 
such as GQM+Strategies, are examples of methods that provide concepts and actionable steps for 
creating the links between goals, objectives, workflow, and measurement-based decision-making.37 
Thus, baseline templates can be developed and deployed as stakeholder-specific dashboard elements. 

Furthermore, such mission-thread performance metrics and indicators can be dynamically tailored to 
better reflect and support D-DIL variants of typical mission-execution profiles. This type of business-
logic based workflow-support capability has also continued to mature. For example, rule-based 
management systems (RBMS) represent such business-logic as business-rules within EA/SOA tool-
suite (e.g. Wildfly) business-rule engine resources (e.g. Drools).38 Improved capabilities for semantic 
interoperability, content management, lexicon services, and advanced wiki-style user-interfaces, are 
examples of rapidly maturing technologies that further enable rule-based approaches [19-22].39 Thus, 
the applicable parameters of MOPs, MOEs, and related performance assessment models can be 
represented, managed, and dynamically tailored during the execution of the respective mission-threads 
and scenarios. The development of this type of capability is an ongoing S&T objective of this effort.

Universal Joint Task Manual, CJCSM 3500.04F, 1 June 2011 
(http://www.dtic.mil/cjcs_directives/cdata/unlimit/m350004.pdf)
Joint Mission Essential Task List (JMETL) Development Handbook, Sept 2002 
(http://www.dtic.mil/doctrine/training/trainingsystem/JMETLbook.pdf)
DJTEP, Instruction 310-50-4, 4 April 2016, 
(http://www.disa.mil/~/media/Files/DISA/About/Publication/Instruction/di310504.pdf)

36 GQM (https://en.wikipedia.org/wiki/GQM)
Goal-Driven Measurement (http://www.sei.cmu.edu/measurement/tools/goaldriven/index.cfm)

37 GQM+Strategies (https://en.wikipedia.org/wiki/GQM%2BStrategies)
38 Business rule management system (BRMS; https://en.wikipedia.org/wiki/Business_rule_management_system)

Rule-based system (https://en.wikipedia.org/wiki/Rule-based_system)
Drools (https://en.wikipedia.org/wiki/Drools; http://www.drools.org/)
WildFly (https://en.wikipedia.org/wiki/WildFly; http://www.wildfly.org/)

39 Semantics of Business Vocabulary and Business Rules (SBVR; 
https://en.wikipedia.org/wiki/Semantics_of_Business_Vocabulary_and_Business_Rules)
Universal Data Element Framework (UDEF; https://en.wikipedia.org/wiki/Universal_Data_Element_Framework)
Semantic interoperability (https://en.wikipedia.org/wiki/Semantic_interoperability)

Fig. 7 Standardized Dashboards and Widgets: Example Fig. 8 Standardized Widgets and Indicators: Example



2.3 Data-Synchronization Services

Figures 9-10 are diagrams from the C2SS effort, a previously discussed project [23]. The first diagram 
(figure 9) illustrates the concept of using dependency-injection, adapter, and other applicable patterns 
for in-line insertion and weaving of C2SS aspects and respective functionality.40  In principle, this 
includes the ability to insert context-dependent C2SS functions that help to continuously improve data-
synchronization capabilities. Note that aspect-oriented software development and programming 
techniques were originally developed to address the need to logically-encapsulate (i.e. virtualize) cross-
cutting areas of concern and functionality (e.g. reporting, data logging).41 For service-oriented 
architectures/models, this translates into conceptually managing similar types of methods (e.g. data 
synchronization) that may be associated with a number of different ITI framework services.

Overall, C2SS types of services are intended to augment existing ITI frameworks with data-
synchronization functions that resolve capability gaps and S&T challenges. Due to the open number of 
possible types of mission-execution environments, different types of solution implementations are 
anticipated and expected. Thus, as highlighted, the definition and use of generic interfaces and abstract 
methods (i.e. services) hide implementation and context-dependent details, enabling continuous 
improvement through incremental incorporation of alternative context-dependent variants.42

Figure 10 illustrates how functional data paths can be traced from the mission-threads and activities of 
a given mission-area, to the specific widgets that provide the necessary information to the respective 
stakeholders. This type of dataflow oriented mapping of information-support requirements can be 
utilized for tracing information-exchange requirements of the respective widgets. 

Thus, the technical details of the ITI framework dependencies (e.g. physical/logical network topology, 
schedulability, worst case execution time) can be factored into the logical dataflow constraints and 

40 Software design pattern (https://en.wikipedia.org/wiki/Software_design_pattern)
Dependency injection (https://en.wikipedia.org/wiki/Dependency_injection)
Adapter pattern (https://en.wikipedia.org/wiki/Adapter_pattern)
Aspect (computer programming) (https://en.wikipedia.org/wiki/Aspect_%28computer_programming%29)
Aspect weaver (https://en.wikipedia.org/wiki/Aspect_weaver)

41 Aspect-oriented software development (https://en.wikipedia.org/wiki/Aspect-oriented_software_development)
Aspect-oriented programming (AOP; https://en.wikipedia.org/wiki/Aspect-oriented_programming)

42 Abstract methods (https://en.wikipedia.org/wiki/Method_%28computer_programming%29#Abstract_methods)
Virtual function (https://en.wikipedia.org/wiki/Virtual_function)
Information hiding (https://en.wikipedia.org/wiki/Information_hiding)

Fig. 9 C2 Data-Synchronization Services (C2SS) Fig. 10 Dataflow and Data-Path Mapping/Tracing



information exchange requirements (IERs) that are more directly associated with potential operational 
impact (e.g. total latency, operator response).43 The work discussed herein is considered a continuation 
of an ongoing effort that works to further address MBSE/SOSE S&T challenges associated with 
developing this type of mission-driven performance assessment capability. Note that a primary goal of 
this research is to explore how to best represent and support an ability to assess variants of C2SS 
algorithms and methods/techniques against a representative range of D-DIL conditions that may be 
encountered within A2/AD environments. In short, the goal is to identify a suite of algorithms and 
methods that enable the resulting ITI framework to be as reliable, dependable, available, robust, fault 
tolerant, and resilient as possible, while also supporting an ability to gracefully degrade, if necessary.44

2.4 Directional LOS Ad-Hoc Networks: Connectivity and Link Management

Figure 11 highlights the correspondence of logical-layering of directional line-of-sight (LOS) ad-hoc 
networking support, in terms of the layering of subdomains of types of functionality (i.e. logical 
scoping and encapsulation) that span multiple layers of the OSI protocol stack.45 

Figure 12 illustrates the corresponding layering of logical subdomains of the multilayer (i.e. multitier) 
models of the OSI protocol stack, enterprise architecture (i.e. EA/SOA) stack, and cloud-services 
stack.46 Note that from a cloud-computing perspective, the functionality of software-intensive systems 

43 Network topology (https://en.wikipedia.org/wiki/Network_topology)
Logical topology (https://en.wikipedia.org/wiki/Logical_topology)
Latency (engineering) (https://en.wikipedia.org/wiki/Latency_%28engineering%29)
Responsiveness (https://en.wikipedia.org/wiki/Responsiveness)
Throughput (https://en.wikipedia.org/wiki/Throughput)
Network delay (https://en.wikipedia.org/wiki/Network_delay)
Worst-case execution time (WCET; https://en.wikipedia.org/wiki/Worst-case_execution_time)
Bandwidth (computing) (https://en.wikipedia.org/wiki/Bandwidth_%28computing%29)
Bandwidth management (https://en.wikipedia.org/wiki/Bandwidth_management)
Traffic shaping (https://en.wikipedia.org/wiki/Traffic_shaping)
Active queue management (https://en.wikipedia.org/wiki/Active_queue_management)
Network scheduler (https://en.wikipedia.org/wiki/Network_scheduler)
Scheduling (computing) (https://en.wikipedia.org/wiki/Scheduling_%28computing%29)
Scheduling analysis real-time systems (https://en.wikipedia.org/wiki/Scheduling_analysis_real-time_systems)
Modeling and Analysis of Real Time and Embedded systems 
(https://en.wikipedia.org/wiki/Modeling_and_Analysis_of_Real_Time_and_Embedded_systems)
Model checking (https://en.wikipedia.org/wiki/Model_checking)

44 Reliability (computer networking) (https://en.wikipedia.org/wiki/Reliability_%28computer_networking%29)
Dependability (https://en.wikipedia.org/wiki/Dependability)
Availability (https://en.wikipedia.org/wiki/Availability)
Robustness (computer science) (https://en.wikipedia.org/wiki/Robustness_%28computer_science%29)
Fault tolerance (https://en.wikipedia.org/wiki/Fault_tolerance)
Resilience (network) (https://en.wikipedia.org/wiki/Resilience_%28network%29)
Survivability (https://en.wikipedia.org/wiki/Survivability)

45 OSI model (https://en.wikipedia.org/wiki/OSI_model)
Abstraction layer (https://en.wikipedia.org/wiki/Abstraction_layer)
Scope (computer science) (https://en.wikipedia.org/wiki/Scope_%28computer_science%29)

46 Multilayered architecture (https://en.wikipedia.org/wiki/Multilayered_architecture)
Multitier architecture (https://en.wikipedia.org/wiki/Multitier_architecture)
Domain (software engineering) (https://en.wikipedia.org/wiki/Domain_%28software_engineering%29)
Domain engineering (https://en.wikipedia.org/wiki/Domain_engineering)



can be mapped into more highly virtualized domains, such that there can be a number of different 
logically defined domains that support the respective "as-a-Service (aaS)" areas of functionality.47 

Thus, from an end-user perspective, there may only be Software-as-a-Service (SaaS) or possibly Data-
as-a-Service (DaaS) interfaces that interact directly with the user within the respective application 
domain (i.e. user-layer).48 Within a cloud-computing model of computation, service developers and 
providers would typically interact with a variety of ITI framework oriented service domains, such as 
the following: Platform-as-a-Service (PaaS), Infrastructure-as-a-Service (IaaS), Networking-as-a-
Service (NaaS), "Metal/Hardware-as-a-Service (MaaS)".49 

From an object-oriented distributed processing perspective (e.g. RM-ODP), the highly-desirable feature
of "information hiding" is provided by encapsulation of generic functionality. This enables the hiding 
of more implementation-specific details by definition of the respective generic (i.e. standardized) 
application programming interfaces (APIs).50 This also enables opportunities to simultaneously 
optimize the degree of coupling and cohesion between inter-dependent areas of system functionality.51

For the type of directional LOS networking support that has been the focus of ongoing efforts, the 
connectivity and link management mission-support EA/SOA based ISR communications-services 
conceptually map into such layered architectures and respective domain-specific "services stacks" (i.e. 
OSI, EA/SOA, cloud). Thus, the ongoing focus towards generically defined cross-layer connectivity 
and link-management capabilities that can be represented within the respective conceptual models.

47 Virtualization (https://en.wikipedia.org/wiki/Virtualization)
As a service (https://en.wikipedia.org/wiki/As_a_service)

48 Software as a service (SaaS; https://en.wikipedia.org/wiki/Software_as_a_service)
Data as a service (DaaS; https://en.wikipedia.org/wiki/Data_as_a_service)

49 Platform as a service (https://en.wikipedia.org/wiki/Platform_as_a_service)
Infrastructure as a Service (IaaS; 
https://en.wikipedia.org/wiki/Cloud_computing#Infrastructure_as_a_service_.28IaaS.29)
Network as a service (NaaS; https://en.wikipedia.org/wiki/Network_as_a_service)

50 Object-oriented design (OOD; https://en.wikipedia.org/wiki/Object-oriented_design)
RM-ODP (https://en.wikipedia.org/wiki/RM-ODP)
ITU-T Rec. X.906 | ISO/IEC 19793 (http://www.lcc.uma.es/~av/download/UML4ODP_IS_V2.pdf)
Information hiding (https://en.wikipedia.org/wiki/Information_hiding)
Application programming interface (API; https://en.wikipedia.org/wiki/Application_programming_interface)

51 Coupling (computer programming) (https://en.wikipedia.org/wiki/Coupling_%28computer_programming%29)
Cohesion (computer science) (https://en.wikipedia.org/wiki/Cohesion_%28computer_science%29)

Fig. 11 ISO Model (Services Stack): ISR-Support Example Fig 12  OSI Model vs. EA vs. Cloud-Services Stack



As highlighted within the more detailed block diagram in figure 13 (from [24]), there are a number of 
logical-layer services that are needed for facilitating mission-driven connectivity management and 
logical IP-based dataflow management. Thus, within these middleware layers, the respective 
application-layer tasks, such as Warfighter tasks (e.g. C2, ISR) and mission-support tasks (e.g. data-
synchronization, entity management) are supported.52 Such logical-layer services collaboratively work 
with physical-layer oriented RF/microwave LOS link-management tasks to establish objective and 
threshold values for link-management MOPs/MOEs that can most effectively support Warfighter 
policies and needs (i.e. QoS, IERs). Within the context and perspective of the OSI protocol stack, the 
diagram (figure 13) illustrates RF/microwave LOS comms/networking link-management challenges.53 

Figure 14 is a high-level cloud-based conceptual view that highlights the mapping of the connectivity-
manager and link-manager functionality (i.e. services) into their respective layers of a cloud stack.  

As seen in figure 13, the EA/SOA oriented services stack parallels the comms/networking oriented OSI
model (i.e. protocol stack).54 Note that due to the focus on "data in motion" and "data in use", an 
EA/SOA data-layer (data-services layer) for managing "data at rest" (e.g. data persistence) is assumed 
but not shown.55 In terms of mission performance (i.e. operations workflow) and mission-dependent 
information-exchange requirements (e.g. MOPs/MOEs), the RF/microwave LOS link-manager is a 
number of layers removed from the end-user. In other words, there is a need for logical-layer and 
application-layer support services that enable and augment mission-driven link-management services. 

As highlighted within the above figures, the logical-layer communications services are encapsulated 
into a connectivity-manager that functionally decouples the physical-layer communications services 
(e.g. link-manager). Thus, for various application-layer entities (stakeholders) that may concurrently 

52 Middleware (https://en.wikipedia.org/wiki/Middleware)
Middleware (distributed applications) (https://en.wikipedia.org/wiki/Middleware_%28distributed_applications%29)

53 Telecommunications link (https://en.wikipedia.org/wiki/Telecommunications_link)
Data link (https://en.wikipedia.org/wiki/Data_link)
Common Data Link (CDL; https://en.wikipedia.org/wiki/Common_Data_Link)
Tactical Data Link (https://en.wikipedia.org/wiki/Tactical_Data_Link)

54 OSI model (http://en.wikipedia.org/wiki/OSI_model) 
Protocol stack (http://en.wikipedia.org/wiki/Protocol_stack) 

55 Data in Use (http://en.wikipedia.org/wiki/Data_in_Use) 
Data at Rest (http://en.wikipedia.org/wiki/Data_at_Rest) 
Persistence (computer science) (http://en.wikipedia.org/wiki/Persistence_%28computer_science%29) 
Persistent data (http://en.wikipedia.org/wiki/Persistent_data) 

Fig. 13 ISR Communication Services: Block Diagram Fig. 14 ISR Communication Services: Cloud-Based View



participate within a specific commonly-understood task (e.g. element of the UJTL taxonomy), the 
logical data-layer (e.g. connectivity manager) services enable dynamic management and adaptivity of 
physical-layer dependencies, via interaction with physical-layer (e.g. link-manager) services. 

In addition to a number of open technical challenges associated with developing this type of mission- 
driven RF/microwave LOS comms/networking support capability, there is also an organizational need 
for collaboratively defining, assessing, and validating MOPs/MOEs that quantify the range of 
associated data-synchronization requirements (e.g. data-integrity, information-exchange latencies). In 
other words, an incremental workflow-driven MBSE/SOSE process and associated experimentation 
testbed is needed for developing best-practices (e.g. SOPs) that help to establish mission-dependent 
objective and threshold values that constrain and drive link-management policies and requirements.56 
From a workflow-management perspective, the connectivity-manager can directly interact with end-
users for optimizing the coordination of information-exchange and data-synchronization requirements.

Figures 15-21 (from [25]) conceptually illustrate how existing standards (e.g. UJTL, NIEM, UML) can 
be leveraged for developing an initial RF/microwave LOS link management capability.  Figure 15 
illustrates that the tasks (and mission-thread subtasks) of a mission essential task list (METL) can be 
explicitly defined and respectively managed in terms of interdependent information exchange 
requirements (IERs). As illustrated in figure 16, standardized sequencing diagrams such as Unified 
Modeling Language (UML) interaction/sequence diagrams, enable the representation of the operational
and technical details for how processes need to operate with each other and in what order.57  

From a standardized task management (e.g. UJTL/UNTL driven workflow) perspective, the 
representation and management of IER related information (e.g. latency distributions for prototypical 
information-exchange events) helps to identify and assess the parameters and respective 
objective/threshold values that determine the risk status for a specific mission task (e.g. UJTL/UNTL) 
or collection of tasks (e.g. METL). This type of task-execution information is critical for the network-
scheduling and business-logic aspects of battle management. Note that this type of task planning and 
workflow management is, in principle, supported within recently developed standards and battle 

56 Best practice (https://en.wikipedia.org/wiki/Best_practice)
Standard operating procedure (SOP; http://en.wikipedia.org/wiki/Standard_operating_procedure) 

57 Sequence diagram (https://en.wikipedia.org/wiki/Sequence_diagram)
System sequence diagram (https://en.wikipedia.org/wiki/System_sequence_diagram)
UML Interaction diagram (https://en.wikipedia.org/wiki/Unified_Modeling_Language#Interaction_diagrams)
Message sequence chart (https://en.wikipedia.org/wiki/Message_sequence_chart)

Fig. 15 Mission-Essential Task List with IERs Listed Fig. 16 Example Task: DoDAF/UML Sequence Diagram 



management language (BML) capabilities [26-27].58 

Figures 17-20 highlight the technical aspects of mission-task IERs, and their respective execution 
profiles. As illustrated by the horizontal dashed-lines in figure 17, a baseline mission-thread may have 
identified relatively fixed objective and threshold levels for the respective information-exchange 
latencies. During mission execution, the respective EA/SOA/Cloud based communications services 
may in fact have a highly-variable timing profile (e.g. red-line in figure) that determines under which 
time-intervals the IERs may be met for a given task. Due to the nonstationary stochastic nature of such 
profiles, time-indexed estimates of the respective probability distributions are necessary for potentially 
tracking such data-synchronization variability and associated risks.

Figure 18 illustrates a more desirable situation where the estimates of the dynamically changing 
information-exchange timing-profiles are tracked and enable the dynamic self-adaptive management of
the respective communications services. In this case, the communications services (e.g. traffic shaping, 
network scheduling) are able to better schedule the respective IERs, relative to the anticipated time-
intervals where such requirements can be expected to be satisfied. 

Figures 19-20 illustrate how communications services may also, in principle, interact with the 
respective end-users to dynamically tune demand-response related parameters, such as more commonly
practiced for electrical grids (versus information grids).59  Methods/techniques, resources, and 
standards developed within the context of value chains, supply chains, supply chain management 
(SCM), and extended enterprise models, are also applicable.60 

Thus, the overall capacity planning, provisioning, and dynamic management of the physical layer (via 
the link-manager) and logical layer (via the connectivity-manager) enables the self-adaptive and 

58 Battle management language (BML; https://en.wikipedia.org/wiki/Battle_management_language)
59 Demand response (https://en.wikipedia.org/wiki/Demand_response)

Smart meter (https://en.wikipedia.org/wiki/Smart_meter)
Smart grid (https://en.wikipedia.org/wiki/Smart_grid)

60 Value chain (https://en.wikipedia.org/wiki/Value_chain)
Supply chain (https://en.wikipedia.org/wiki/Supply_chain)
Supply chain management (https://en.wikipedia.org/wiki/Supply_chain_management)
Supply chain management software (https://en.wikipedia.org/wiki/Supply_chain_management_software)
Supply-chain operations reference (SCOR; https://en.wikipedia.org/wiki/Supply-chain_operations_reference)
Extended enterprise (https://en.wikipedia.org/wiki/Extended_enterprise)

Fig. 17 Connectivity Management: Example Need (As-Is) Fig. 18  Connectivity Management: Objective (To-Be)



collaborative tuning/optimization of the communications services and associated physical resources.61 
This includes, in principle, SCM-related techniques/methods that incorporate rapidly-deployable sea-
launched unmanned-platforms, each with multiple high-bandwidth RF/microwave LOS links. Thus, the
potential risk of not being able to meet IER constraints during mission-execution, is further minimized.

Families of possible variations of event scenarios can be generated, relative to a given baseline use-
case. Furthermore, for a broad range of possible ad-hoc data-sharing and virtual-teaming situations, 
naming-conventions, controlled-vocabularies, and standardized information-exchange models (e.g. 
NIEM, JC3IEDM) enable namespace-management and unambiguous communication relative to a 
specific mission-task context.62 Thus, through the utilization of established standards (e.g. UML 
sequence diagrams, UJTLs, NIEM), mission-task specific information-exchange MOPs/MOEs can be 
determined, assessed, and ultimately validated by collaborative experiments and operational exercises. 

Most importantly, much needed MOP/MOE estimates need to be generated within the respective design
phases of the inter-dependent subsystems (e.g. RF/microwave LOS link management, UxS mission-
area applications). Thus, the respective IER related statistics can provide improved working baselines 
for collaborative assessment and validation of mission-driven link-management MOPs/MOEs. 

For example, risks due to information-exchange delays and compromised data-integrity (e.g. D-DIL 
conditions), can be represented and managed at the stakeholder workflow-level of mission-support 
services. Within the commercial sector, business-rules approaches are another example of this type of 
management of dynamic work environments. Business rules are especially useful for establishing and 
managing policies for how to manage situations that are outside normal (i.e. baseline) operating 
conditions. From a systems design perspective, this type of information is useful for assertion oriented 
and process calculus methodologies (e.g. design-by-contract, pi-calculus, process calculi) that utilize 
conditional-execution specifications (e.g. precondition, postcondition, invariant).63 In addition, rule-

61 Capacity planning (https://en.wikipedia.org/wiki/Capacity_planning)
Provisioning (https://en.wikipedia.org/wiki/Provisioning)

62 Information sharing (https://en.wikipedia.org/wiki/Information_sharing)
Virtual team (https://en.wikipedia.org/wiki/Virtual_team)
Naming and Design Rules (https://en.wikipedia.org/wiki/Naming_and_Design_Rules)
Controlled vocabulary (http://en.wikipedia.org/wiki/Controlled_vocabulary)
National Information Exchange Model (NIEM; http://en.wikipedia.org/wiki/National_Information_Exchange_Model)
JC3IEDM (https://en.wikipedia.org/wiki/JC3IEDM)

63 Assertion (software development) (http://en.wikipedia.org/wiki/Assertion_%28software_development%29) 

Fig. 19 Connectivity Management: Multiple Tasks and
Overlapping IERs Across Multiple Comms Channels

Fig. 20 Connectivity Management: Direct Support of
Mission-Specific Comms/Networking Event-Streams 



based systems are examples of event-driven and declarative programming types of systems designs that
are  commonly utilized for time-sensitive distributed-control applications and cyber-physical systems.64

3. Metrics, Indicators, and Capability Assessment Models

3.1 Resilient Networks: Example Taxonomies of Metrics and Indicators

Figures 21-24 (from [28-29]) are high-level views that are available at the ResiliNets architectural 
framework wiki.65 The example diagrams and associated reference model were previously generated as 
part of an early initiative. Figure 21 highlights a time-ordered view of resilience principles in terms of 
prerequisites, tradeoffs, enablers, and behavior. 

Figure 22 provides a view of an example taxonomy and data-model of resilience disciplines (e.g. fault-
tolerance, survivability, availability, maintainability/serviceability).66 Figure 23, is a high-level 
representation of the overall ResiliNets, which provides a taxonomic conceptualization that captures 
many of the characteristics of other applicable feedback-based conceptual models, such as Boyd's 
OODA Loop and the Monitor-Analyze-Plan-Execute (MAPE) loop of autonomic-computing models.67 
Figure 24 illustrates the multi-faceted aspects of the various components and mechanisms that must be 

Design by contract (http://en.wikipedia.org/wiki/Design_by_contract) 
Precondition (http://en.wikipedia.org/wiki/Precondition) 
Postcondition (http://en.wikipedia.org/wiki/Postcondition) 
Class invariant (http://en.wikipedia.org/wiki/Class_invariant) 

64 Hollywood principle (https://en.wikipedia.org/wiki/Hollywood_principle)
Event-driven architecture (https://en.wikipedia.org/wiki/Event-driven_architecture)
Process control network (https://en.wikipedia.org/wiki/Process_control_network)
Distributed control system (DCS; https://en.wikipedia.org/wiki/Distributed_control_system)
Cyber-physical system (CPS; https://en.wikipedia.org/wiki/Cyber-physical_system)

65 ResiliNets Wiki, last access April 2016 (https://wiki.ittc.ku.edu/resilinets/Main_Page)
Highly-Dynamic Airborne Ad Hoc Networking (https://wiki.ittc.ku.edu/resilinets/Highly-
Dynamic_Airborne_Ad_Hoc_Networking)

66 Resilience (network) (https://en.wikipedia.org/wiki/Resilience_%28network%29)
Fault tolerance (https://en.wikipedia.org/wiki/Fault_tolerance)
Survivability (https://en.wikipedia.org/wiki/Survivability)
Availability (https://en.wikipedia.org/wiki/Availability)
Serviceability (computer) (https://en.wikipedia.org/wiki/Serviceability_%28computer%29)
Reliability, availability and serviceability (computing) 
(https://en.wikipedia.org/wiki/Reliability,_availability_and_serviceability_%28computing%29)

67 Feedback (https://en.wikipedia.org/wiki/Feedback)
OODA loop (https://en.wikipedia.org/wiki/OODA_loop)

Fig. 21 Resilience Principles



taken into account when working to architect highly resilient networks. Note that in principle, there are 
a number of similarities with the complexities involved with the development of cyber-physical and 
other intelligent systems architectures that include distributed hierarchical control and networked-
control elements.68 

From a MBSE/SOSE perspective, these model views provide an example of a well developed 
characterization of the types of desired features and attributes (i.e. non-functional requirements) of a 
robust and resilient enterprise framework (EA/SOA, cloud, ITI framework). Thus, ResiliNets provides 
an example of a relatively well-developed reference model and architecture for developing resilient ITI 
frameworks. Ideally, much of the conceptual reference model and results from more recent initiatives, 
can also be leveraged, tailored, aligned, and mapped into the type of ITI framework needed for 
addressing D-DIL conditions which may occur within A2/AD operating environments

3.2 Capability Assessment Models: Example Framework

Figures 25-28 (from [30]) are a set of diagrams generated by an effort that is working towards the 
development of a capability-assessment framework. Figure 25 illustrates that much progress has been 

68 Cyber-physical system (CPS; https://en.wikipedia.org/wiki/Cyber-physical_system)
Cybernetics (https://en.wikipedia.org/wiki/Cybernetics)
Intelligent control (https://en.wikipedia.org/wiki/Intelligent_control)
Hierarchical control system (https://en.wikipedia.org/wiki/Hierarchical_control_system)
Networked control system (https://en.wikipedia.org/wiki/Networked_control_system)

Fig. 23 ResiliNets Strategy Fig. 24 ResiliNets: Multilevel Mechanisms

Fig. 22 Resilience Disciplines: Example Taxonomy



made towards developing reference models for developing standardized capability assessment 
frameworks. Note that continuous improvement (i.e. optimization) is an integral element of the process 
and works closely with operations oriented activities. As previously discussed, there is a separate 
MBSE/SOSE I&I challenge associated with how to best incorporate and adapt this type of capability 
assessment framework for data-transport and data-mediation experimentation purposes.

Figure 26 (from [30]) illustrates the taxonomy of the characteristics of the service measurement index 
(SMI).69 Note that the SMI defines a framework and method for the calculation of a relative index, 
which may be used to compare IT services against one another, or to track services over time. 

Figure 27 (from [30]) is a table that summarizes a number of the main components (i.e. elements) 
which typically need to be considered when assessing an ITI (e.g. enterprise computing) framework. 
This helps to provide a more well defined structure for an assessment process that measures specific 
characteristics and best captures the data needed for assessing capabilities. Figure 28 (from [30]) is a 
diagram that provides an overview of the overarching phases of a typical capability assessment process.

69 Service Measurement Index (SMI; https://en.wikipedia.org/wiki/Service_Measurement_Index)

Fig. 26 Service Measurement Index (SMI): Taxonomy Fig. 27 Assessing ITI Components

Fig. 25 Capability Assessment Overview



As highlighted by the figures, there are many components to the assessment process. Much of these 
quality attributes and metrics align with those highlighted from the ResilNets example. A distinct 
notable difference is the emphasis on methods and procedures for assessing ITI components, as 
illustrated in figure 27. Nonetheless, the overall combination of these components provides a solid 
foundation to develop service capabilities through rigorous assessment. 

3.3 Wireless Networks: Example Quality of Service (QoS) Taxonomies

Figure 29 (from [31]) is a more specific example of a wireless-networking focused taxonomy that 
provides a classification system and data model for wireless-communications oriented quality of 
service (QoS) metrics that can be incorporated into a unified ITI framework.70 Figure 30 (also from 
[31]) is an example taxonomy of the types of QoS based enhancements for which QoS metrics can 
assess the respective contribution to achieving QoS goals and objectives. 

Figures 31-33 (from [32]) provide high-level views of system characteristics and associated 
metrics/indicators, as they even more specifically apply to wireless sensor network optimization.  
Figure 31 highlights a time-ordered taxonomic representation of a number of parameters that 
respectively apply to the inputs, constraints, and outputs of such self-adaptive systems. Figure 32 
illustrates a classification (i.e. taxonomy) of optimization objectives. Figure 33 provides a illustration 
of the inter-relationships between multiple optimization objectives for wireless systems. 

Figure 34 (from [33]) is another example from a recent tutorial survey on quality of experience (QoE) 
of HTTP adaptive streaming (HAS). This example taxonomy highlights additional system 
characteristics and associated metrics/indicators, as they directly apply to HAS QoE influence factors. 
For EA/SOA/Cloud web-based full motion video (FMV) and related event-streaming applications, this 
example highlights a number of critical QoE factors that must be assessed and monitored.

70 Quality of service (QoS; https://en.wikipedia.org/wiki/Quality_of_service)
Mobile QoS (https://en.wikipedia.org/wiki/Mobile_QoS)
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Fig. 32 Classification of optimization objectives 

Fig. 31 Generic multi-objective optimization problem in wireless networks 

Fig. 33 Relation between desirable objectives in wireless networks



Figure 34 illustrates a video-streaming application of the taxonomy, while also highlighting similarities 
and differences between a typical-versus-adaptive HTTP streaming video scenario. For the adaptive 
case, realtime measurements (sensing) in conjunction with segment requests and respectively 
segmented downloads, enables quality-based (i.e. QoE/QoS) adaptation. Figure 35 further highlights a 
dynamic adaptive streaming over HTTP (DASH) use-case and respective configuration.71

The above survey illustrates the wealth of examples that can be leveraged for identifying system-level 
metrics and indicators that provide a basis and foundation for the qualitative characteristics and 
objectives for the type of ITI framework of interest. From this example body of work, a relatively well 
developed set of model-based goals/objectives, requirements, system constraints, and performance 
specifications can be readily selected and utilized for initial experimentation and prototyping. 

As will be highlighted in the following sections, there are a number of other applicable examples of 
related results. Thus, the complexity of a conceptual model of the overarching ITI framework, may be 
yet another challenge that must be addressed. For example, applicable metrics/indicators and other 
quality-related parameters (e.g. characteristics, factors) directly apply to the technologies discussed in 
the following sections: (i) Enterprise Service Bus (ESB) Frameworks; (ii) Autonomic-Computing 
Frameworks; (iii) Process-Aware Software-Defined Environments; (iv) Mission-Support Services (e.g. 
JALN-C2, data/information fusion) models; (v) Application-Domain Architectures; (vi) Cross-Layer 
Content-Delivery. Ideally, the distillation of the overarching goals/objectives and associated constraints,
as reviewed within this section, will drive the development of a converged architecture that provides a 
more unified meta-model that encompasses the functionality that is surveyed in the following sections. 
Much of the discussion section focuses on these sorts of emerging challenges. 

4. Enterprise Service Bus (ESB) Resources: Examples

4.1 Open-Source Enterprise Service Bus (ESB) Projects

Figure 36 (from [35]) is a high-level view of the Apache Camel architecture, which is the Enterprise 
Service Bus (ESB) component of the distributed data framework (DDF), which is the open sourced 

71 Dynamic Adaptive Streaming over HTTP (DASH; 
https://en.wikipedia.org/wiki/Dynamic_Adaptive_Streaming_over_HTTP)
Adaptive bitrate streaming (https://en.wikipedia.org/wiki/Adaptive_bitrate_streaming)

Fig. 34 HTTP Streaming: Typical vs. Adaptive Fig. 35 Dynamic Adaptive Streaming HTTP (DASH)



version of the DCGS Integration Backbone (DIB).72 Thus, the DDF utilizes the Apache Camel 
implementation of the data-transport and data-mediation patterns defined within the widely adopted 
Enterprise Integration Patterns (EIP) book that describes sixty-five design patterns for the use of 
enterprise application integration and message-oriented middleware.73 

As discussed in more detail in [36-37], Apache Camel is an open source Java framework that focuses 
on making integration easier and more accessible to developers. It does this by providing: (i) concrete 
implementations of all the widely used EIPs; (ii) connectivity to a great variety of transports and APIs; 
(iii) easy to use Domain Specific Languages (DSLs) to wire EIPs and transports together.74 To further 
describe how Camel is organized, the following paragraph provides a short discussion of Components, 
Endpoints, Processors, and DSLs.75

As highlighted, Camel enables the explicit definition of a context for Endpoint interfaces. By using 
URIs, endpoints enable messages to be exchanged (i.e. sent/received) in a uniform logically defined 
manner.76  Processors, as defined within Camel, are used to manipulate and mediate messages in 
between Endpoints. Thus, processors "handle things in between endpoints", such as data-mediation or 
data-transport (e.g. endpoint-to-endpoint routing). A routing engine utilizes a DSL to wire endpoints 
and processors together to form routes. Camel is utilized within a variety of EA/SOA frameworks and 
infrastructure projects (e.g. Apache ServiceMix, Apache ActiveMQ, and Apache CXF).

Figure 37 (from [38]) is a high-level architecture diagram for the Apache Synapse project, which 
defines proxy services for supporting EIP functionality (e.g. data-transport and data-mediation 
patterns).77 As highlighted by the diagram, Synapse supports the creation of Proxy Services, which 
allows users to easily create virtual services on the ESB layer to front existing services. Note the more 
explicit emphasis and focus on QoS in-line support for addressing the respective requirements (e.g. 
security, caching, throttling, reliable messaging).

Fundamentally, Apache Camel similarly provides a type of proxy service for implementing EIP 
functionality, but Camel is not defined, designed, implemented, or managed as such. As stated within 
[43], Camel and Synapse are different in their architecture and technologies utilized to implement an 
Enterprise Service Bus (ESB) functionality. In principle, this type of functionality includes the 
utilization of message mediators and brokers for orchestration as ESB routes.78 According to [43], such 

72 Apache Camel (https://en.wikipedia.org/wiki/Apache_Camel)
73 Enterprise Integration Patterns (EIP; https://en.wikipedia.org/wiki/Enterprise_Integration_Patterns)

Architectural pattern (https://en.wikipedia.org/wiki/Architectural_pattern)
Software design pattern (https://en.wikipedia.org/wiki/Software_design_pattern)

74 Pattern language (https://en.wikipedia.org/wiki/Pattern_language)
Domain-specific language (DSL; https://en.wikipedia.org/wiki/Domain-specific_language)

75 Component (https://en.wikipedia.org/wiki/Component-based_software_engineering#Software_component)
Component (UML) (https://en.wikipedia.org/wiki/Component_%28UML%29)
Communication endpoint (https://en.wikipedia.org/wiki/Communication_endpoint)
Typed communication endpoint (https://en.wikipedia.org/wiki/Typed_communication_endpoint)
Information processor (https://en.wikipedia.org/wiki/Information_processor)

76 Uniform Resource Identifier (URI; https://en.wikipedia.org/wiki/Uniform_Resource_Identifier)
77 Proxy pattern (https://en.wikipedia.org/wiki/Proxy_pattern)

Proxy server (https://en.wikipedia.org/wiki/Proxy_server)
Apache Synapse (https://en.wikipedia.org/wiki/Apache_Synapse; http://synapse.apache.org/)

78 Mediator pattern (https://en.wikipedia.org/wiki/Mediator_pattern)
Mediated communication (https://en.wikipedia.org/wiki/Mediated_communication)



differences require the creation of a separate construct that utilizes and extends enterprise topology 
graphs (ETG) for developing a common representation that spans the domain specific semantics. This 
provides an example of the type of I&I resources needed for addressing different types of resources 
(e.g. Camel, Synapse) that may be utilized across the respective ITI frameworks of individual clouds.

These Apache ESB (i.e. Camel, Synapse), as well as other wireless computing examples such as the 
Network Implementation Testbed using Open Source platforms (NITOS testbed) [44], illustrate the 
value of extending and augmenting existing open-source capabilities with more generalized model-
based management/support of the respective data-transport, data-mediation, and data-synchronization 
services. A number of other ESB oriented examples further support this perspective (e.g. [45-46]).

4.2 Distributed Data Framework (DDF)

Figures 38-39 (from [47]) further illustrate the functional components of the DDF/DIB architecture. As 
described in the reference for the figures, "the DIB is a cohesive set of modular, community-governed, 
standards-based data services focused on enterprise information sharing. DIB provides a common 
framework to enable the construction of cloud services such as Platform as a Service (PaaS) type of 
services for data exposure and transformation, and for enabling applications and users to discover and 
access information from a wide range of distributed sources" [47]. 

Thus, the DDF/DIB provides an example candidate resource that can be further evolved, refactored, 
and improved for addressing a variety of emerging information/data transport and data-mediation 
needs. Note that for each separate organizational entity, distinct ITI constructs are assumed to be 
defined and instantiated to support the respective domain-specific ITI-related needs. 

Process Driven Messaging Service (https://en.wikipedia.org/wiki/Process_Driven_Messaging_Service)
Message broker (https://en.wikipedia.org/wiki/Message_broker)

Fig. 36 Apache Camel: High-Level Architecture Fig. 37 Apache Synapse: High-Level Architecture

Fig. 38 Distributed Data Framework (DDF) Fig. 39 DDF: Translate Queries, Transform Response 



The focus of the proposed experimentation framework is to facilitate development of a MBSE/SOSE 
approach and performance-based ITI framework that bridges the seams, while concurrently closing the 
conceptual-model and systems-level I&I gaps. For MBSE/SOSE applications, such gaps typically span 
across ad-hoc aggregations of an open number of possible comms/networking resource instantiations.

5. Autonomic Computing Frameworks

5.1 Experimental Autonomic Frameworks: Example

Figure 40 (from [48] via [49]) illustrates a high-level conceptual model of an autonomic manager that 
primarily executes a Monitor-Analyze-Plan-Execute (MAPE) loop, relative to a given managed 
element. Figure 41 (from [49]) is a high-level block diagram of the Rainbow Framework, which is an 
example of an architecture-based variant of the autonomic-computing MAPE model. 

As highlighted within [49], Rainbow is a particular instance of an architecture-based self-adaptation 
framework, wherein probes are utilized to monitor the target system and gauges are utilized to 
aggregate and abstract monitored information to update the respective control models (maintained with 
the model manager). These models consist of system architecture and environment models that are used
to reason about the target system and its execution context. Rainbow uses an architecture evaluator to 
detect when a target-system is in a state suitable for repair, an adaptation manager to select an 
appropriate repair strategy, and a strategy executor to carry out the actions in the strategy, along with 
appropriate infrastructure for effecting changes in the target system. This type of autonomic-computing 
framework is of interest due to the architecture-based self-adaptation capabilities that are supported.

Figure 42 (from [50]), is a high-level block diagram which illustrates that two additional components 
were added to the Rainbow framework to facilitate discovery capabilities. As highlighted within the 
diagram, discovery gauges directly interact with a model that is hosted by the model manager. Such 
interaction enables the dynamic creation of necessary model components to represent the dynamically 
discovered elements of the target system. The information for the creation of architectural elements 
comes from discovery probes, which are responsible for initializing the probes that report data about 
the dynamically discovered elements of the target system. In this way, whenever any component begins
to report data, it first registers through discovery to generate a matching architecture model that is 
hosted by the model manager. This type of architecture-based discovery capability is an example of a 
metaprogramming extension to Rainbow, whereby the framework is configured with an ability to 
dynamically adapt and reconfigure the baseline system model, relative to underlying meta-modeling 

Fig. 40 Monitor-Analyze-Plan-Execute (MAPE) loop Fig. 41 Rainbow: Example of Autonomic Management



assumptions, such as the ability to safely reconfigure the given model.79

Figure 43 (from [51]) is a more recent example of how the Rainbow framework has been augmented 
with model-level metaprogramming (e.g. self-reconfiguration, self-modification, introspection) 
capabilities. As highlighted within the diagram, a meta-adaptation manager and respective meta-
adaption strategies have been added to enable enhanced reflection and introspection capabilities.80 
Ideally, this type of meta-adaptation and respective meta-modeling capabilities will continue to be 
developed and further incorporated into autonomic-computing frameworks, such as Rainbow. A 
number of references reinforce the viability of embedding multi-level meta-modeling capabilities 
within the respective models of computation for self-adaptive (i.e. autonomic) systems [52-68].

5.2 Self-Adaptive Workflow-Oriented ESB Architectures

Figures 44-45 (from [69]) illustrate an ESB-based logical architecture that incorporates adaptation and 
monitoring within the context of workflow management and automation (e.g. BPMN, XPDL).81 Note 
that the ESB is working in concert with an "adaptation and monitoring engine (decision mechanisms)" 
and a workflow execution engine (e.g. WS-BPEL engine). As highlighted in figure 45, adaptation 
requirements are achieved by monitoring of events that trigger adaptation mechanisms implemented for
supporting the respective adaptation strategies.

Autonomic computing and other self-managed architectures tend to address similar QoS issues within a

79 Meta (https://en.wikipedia.org/wiki/Meta)
Metaprogramming (https://en.wikipedia.org/wiki/Metaprogramming)
Metamodeling (https://en.wikipedia.org/wiki/Metamodeling)
Metaobject (https://en.wikipedia.org/wiki/Metaobject#Metaobject_protocol)
Metaclass (https://en.wikipedia.org/wiki/Metaclass)

80 Self-modifying code (https://en.wikipedia.org/wiki/Self-modifying_code)
Reflection (computer programming) (https://en.wikipedia.org/wiki/Reflection_%28computer_programming%29)
Type introspection (https://en.wikipedia.org/wiki/Type_introspection)

81 Event-driven process chain (https://en.wikipedia.org/wiki/Event-driven_process_chain)
Workflow patterns (https://en.wikipedia.org/wiki/Workflow_patterns)
Workflow Patterns, home page (http://www.workflowpatterns.com/)
Business Process Model and Notation (BPMN; https://en.wikipedia.org/wiki/Business_Process_Model_and_Notation)
XPDL (https://en.wikipedia.org/wiki/XPDL)

Fig. 42 Rainbow: Extended with Discovery Gauges Fig. 43 Rainbow: Extended with Meta-Adaptation Manager



much broader scope than is within the context of EIP focused ESB-based architectures.82 Due to the 
rapid maturity of such adaptive-workflow capabilities, these are additional areas of work that may 
provide the flexibility/agility needed to address D-DIL conditions.

5.3 Autonomic ESB Models: Example Architectures and Frameworks

Figure 46 (from [70]) illustrates the implementation stack for an autonomic ESB called Cilia.  As 
further described within [70], the baseline ESB (i.e. mediation framework) is a tailored integration of a 
number of open-source resources and tools (e.g. ROSE, iPOJO, JVM, OSGi) that have been augmented
to include autonomic-computing (i.e. self-adaptive, self-healing) capabilities. For purposes of this 
review, note that in addition to managing data-transport, the Cilia framework also handles the execution
of the mediation chains. For example, a number of common mediators and bindings have been defined 
for implementing the applicable enterprise integration patterns (EIPs).

Figure 47 highlights data-transport, data-mediation, and data-synchronization related aspects of the 
ESB functionality that are monitored by Cilia autonomic manager. Note that these are examples of the 
types of functional parameters that need to be monitored for the types of mission-dependent IERs 
discussed in previous sections. Thus, Cilia is an example of an autonomic ESB that addresses the same 
types of data-synchronization requirements that are the topic of the ongoing work described herein. 

Ideally, a meta-model can be created for capturing the similarities and differences between the ESB 
services supported by the DDF and the services provided by an autonomic ESB, such as Cilia. This 

82 Autonomic computing (https://en.wikipedia.org/wiki/Autonomic_computing)
Autonomic networking (https://en.wikipedia.org/wiki/Autonomic_networking)
Self-management (computer science) (https://en.wikipedia.org/wiki/Self-management_%28computer_science%29)

Fig. 46 Cilia: Implementation Stack Fig. 47 Cilia: Example ESB-Aspects Monitored

Fig. 44 Adaptive ESB: Logical Architecture Fig. 45 Adaptive ESB: Strategies and Mechanisms



higher level of abstraction would enable the creation of a baseline model for which the respective 
implementation-specific variations between ESB instantiations, such as DDF, Apache Synapse, and 
Cilia, can be more explicitly identified and managed. 

Within this context, the logical separation of ESB concerns (i.e. data-transport, data-mediation, data-
synchronization) versus MAPE-K (i.e. autonomic computing) services can, in principle, be 
independently represented and merged/weaved into application-specific and platform-specific 
configurations.83 Architecturally, this is another example of the types of open research challenges that 
are the focus of ongoing work. From a practical and pragmatic perspective, the issue is ultimately a 
question of where and how the adaptation and reconfiguration logic is to be represented and executed, 
and at which level of abstraction (e.g. modeling-level vs implementation-level). A number of other 
related references help to provide additional perspective and supporting points-of-reference [71-96].

6. Self-Optimizing ITI Frameworks: Example Architecture Models

6.1 Software Defined Environment (SDE) Examples

Figure 48 (from [98]) is a diagram from a software-defined cloud-computing reference. As highlighted 
by the example architecture, the control layer plays a key role in admission-control within the 
application layer. Note that within the control layer, a planner, performance-monitor, and energy-
manager work in concert with both a network-manager and cloud-manager. 

Figure 49 is a high-level block diagram of a more fully virtualized software defined environment 
(SDE) where the business-needs respond to service-delivery operational-level agreements and, 
subsequently, drive both the "workload definition, orchestration, and optimization" and "software-
defined management" aspects of the organizational infrastructure. This in turn drives the dynamic 
provisioning and configuration of software-defined environments, which rely upon software-defined 
networking, computing, and storage/data component services.

83 Concern (computer science) (https://en.wikipedia.org/wiki/Concern_%28computer_science%29)
Separation of concerns (https://en.wikipedia.org/wiki/Separation_of_concerns)
Abstraction principle (computer programming) (https://en.wikipedia.org/wiki/Abstraction_principle_
%28computer_programming%29)
Core concern (https://en.wikipedia.org/wiki/Core_concern)
Single responsibility principle (https://en.wikipedia.org/wiki/Single_responsibility_principle)

Fig. 49 Software Defined Environment (SDE) Fig. 48 Software-Defined Architecture: Example



Figures 50-52 are from a recently published introduction to software-defined networking [99]. The 
high-level block diagram in figure 50 further illustrates the characteristics of a SDE architecture.  
Figure 51 is an abstract view of an SDE infrastructure, wherein the available compute and storage 
resources are interconnected by the networking resources. This abstract view of the resources includes 
the pooling of resources with similar capabilities (for compute and storage), connectivity among these 
resources (within one hop or multiple hops), and additional functional or nonfunctional capabilities 
attached to the connectivity (load balancing, firewall, security, etc.).

Figure 52 illustrates the role of continuous optimization, as a value-added service and an integral 
component of highly virtualized cloud-based ITI frameworks (e.g. SDE). The software quality 
parameters and key performance indicators (KPIs) help to parameterize the stakeholders (e.g. users) 
utility functions and drive the optimization process that dynamically manages the virtualized 
infrastructure. Note that a number of SDE focused books have recently become available. For example 
a more hand-ons oriented SDE book [100] and other references [101-103] provide additional 
information regarding more specific SDE and SDN models and framework implementations.

6.2 Self-Optimizing Networks: Resilient, Cognitive, and Autonomic Models

Figure 53 (from [104]) is an example of a resilience management framework that utilizes a SDN-based 
network infrastructure. The use of management patterns, resilience management functions, and event 

Fig. 52 Outcome-Optimized Framework for Software Defined Environments: Example

Fig. 51 Capability-Based Resource AbstractionFig. 50 Software Defined Environment: Ex. Architecture



monitoring/correlation provide a patterns-based event-driven approach. Also, note that the resilience 
targets are determined by the respective service level agreements (SLAs). Allowable deviations are a 
function of the role assigned to a given managed object. Thus, much of the desired or necessary 
characteristics of the previously discussed data-transport, data-mediation, and data-synchronization 
related capability-needs are also addressed within this example resilience management framework.

Figures 54-59 are from an example of a dynamically self-adaptive (i.e. autonomic) architecture 
framework that focuses on the model-based design of reconfigurable wireless networks [105]. In terms 
of the system function blocks and data-flow, this type of architecture model has many similarities to the
type of inherent structure illustrated within the previously reviewed diagrams.

Fig. 53 Resilience Management Framework: Example

Fig. 54 Reconfigurable Networks: Ex. Topics Fig. 55  Layer-Specific Reconfiguration: Examples

Fig. 56 Spectrum Exploration and Exploitation: Ex. Fig. 57 Main Steps in CLR Scheme



Figures 60-62 (from 106]) provide another set of block diagrams that highlight a MAPE-K type of 
hierarchical feedback model within a web-based multi-layered architecture framework. In this case, the
focus is on development of mechanisms for quality of experience (QoE) optimization of video traffic, 
which is an applicable use-case for ITI communication services. 

Thus, from a design patterns and respective meta-modeling perspective, there may be opportunities for 
developing platform-independent models (i.e. meta-models) that capture the similarities and differences
between a variety of domains, which include reconfigurable video-streaming, reconfigurable networks, 
wireless networking, resilient networking, autonomic computing, and ESB architecture models. 

Fig. 58 Cognitive Loop: Ex. Fig. 59 Weighted Cognitive Map (WCP): Wireless Node Ex.

Fig. 60 Dynamic QoE Optimization: Ex. Framework Fig. 61 Dynamic QoE Optimization: Ex. Architecture

Fig. 62 Distributed End-to-End QoE Assurance System: Example



7. Standardized ITI Frameworks: Application Architectures

7.1 Joint Aerial Layer Networking: Command and Control (C2) Concept

Figures 63-65 (from [107]) highlight a recently published command and control (C2) concept for the 
Joint Aerial Layer Networking (JALN) initiative. As highlighted within figure 63, JALN is particularly 
close to the type of applications and respective ITI frameworks that are the central focus of ongoing 
research efforts. Figure 64 highlights a notional representation for risk analysis and course of action 
(COA) planning. Figure 65 is a more comprehensive dataflow oriented diagram that illustrates a 
notional C2 process for managing the shared communications and wireless networking resources 
provided by a JALN type of capability (i.e. ITI framework). 

Fig. 63 JALN: Notional Architecture Fig. 64 JALN: Notional Risk Analysis and COA Application

Fig. 65 Notional Command And Control (C2) of JALN Process



Much of the hierarchical feedback and information flow characteristics within the JALN diagrams have
many similarities to the high-level views of the related high-level architecture-models that have been 
surveyed in the previous sections. For the JALN C2 concept, the focus and scope of the effort is the 
adaptive management and optimization of the use of the respective ad-hoc network of LOS data links.

7.2 Navy Full Motion Video (NFMV): Example Architecture

Figures 66-68 (from [109]) illustrate a recently developed ITI oriented architecture that focuses on 
Navy full motion video (NFMV) data-transport and data-mediation needs. Figure 66 is the high-level 
operational view (OV-1) for the overarching architecture model. Figure 67 highlights where the NFMV
functionality and respective ISR communications services fit within the context of the Joint Capability 
Areas (JCA) taxonomy. Figure 68 depicts the "NFMV rich services enterprise service bus (ESB)" that 
resulted from the architecture modeling effort.

Fig. 66   NFMV: High-Level View (OV-1) Fig. 67 NFMV: Capability Taxonomy (CV-2)

Fig. 68  NFMV: Rich Services Enterprise Service Bus



Ideally, the JALN C2 conceptual model and related ITI architecture components, such as the NFMV 
rich services ESB, can be integrated and aligned with an overarching meta-model that more 
comprehensively includes the breath and depth of the ITI related technology domains that have been 
covered within the respective sections of this paper. In particular, the connectivity/link management, 
and autonomic-computing aspects of data-transport, data-mediation, and data-synchronization services 
(i.e. areas of concern) need to be more explicitly addressed, represented, and incorporated. 

8. Discussion
For developing performance-based metrics and associated experimentation support for data-transport, 
data-mediation, and data-synchronization, the previous sections provided representative examples of 
the areas of work that need to be addressed. Much of the discussion was from a MBSE/SOSE 
perspective and position of adopting, tailoring, and merging models/methods that are available within 
their respective application domains. In contrast to the more immediate incremental focus of the 
previous sections, this section focuses on the long-term end-goals, objectives, and desired outcomes. 

The examples provided within the previous sections are meant to communicate the breadth and depth 
of the current architecture modeling and MBSE/SOSE challenges that impact the development of a 
performance-based experimentation framework that focuses on the development of performance 
metrics and indicators for data-transport, data-mediation, and data-synchronization capabilities. As 
noted in the previous sections, much progress has been demonstrated within a number of applicable 
domains. From one perspective, this added knowledge and awareness helps to better inform the 
development of an experimentation framework. Alternatively, this wealth of related work and rapidly 
maturing technologies (e.g. virtualization, SDE) further complicates the nature of the effort. 

As indicated within the previous sections, much of the technologies surveyed can incorporate and 
immediately leverage available models, frameworks, and resources, while also providing the basis for a
roadmap for longer lead-time objectives. A key distinction of this effort is the intent to incorporate 
taxonomies of functions, algorithms, and their generic context-dependent utilization. With this context, 
an added objective is to more explicitly incorporate conceptual and abstract models that are otherwise 
more removed from the engineering and implementation details of ITI frameworks. The end-goal is to 
at least provide an explicitly defined conceptual accounting and mapping for MBSE/SOSE based 
development of ITI frameworks. This type of conceptual milestone for MBSE/SOSE enables the ability
to more directly work through and further develop the foundational aspects of the respective end-goals.

The initial steps are underway for developing this type of virtualization of algorithmic and ITI services 
capabilities. Development of virtual networks of representative RF/microwave LOS nodes provides a 
basis and foundation for assessing how to best accommodate and support this type of highly-virtualized
performance-metric development and experimentation capability. 

9. Summary and Conclusion
Agile network-enabled C2 requires a distributed-computing infrastructure that is tolerant to D-DIL 
communication/networking conditions. This is especially the case for time-sensitive mission-tasks 
operating within A2/AD environments. Under such circumstances, an emerging diversity of Cyber/EW 
and kinetic attacks can induce a growing variety of different types of D-DIL conditions. Thus, there is 
an emerging critical need for more explicitly modeling and understanding the different types of 



dynamically changing sources of degradation that, in turn, can cause different types of D-DIL 
conditions that impact mission success.

The overall focus of this paper has been to further survey the applicable technologies, models, and 
resources, while addressing the practical challenges of implementing a MBSE/SOSE based framework 
that focuses on the need for model-level integration and interoperability (I&I) capabilities. As 
highlighted and discussed throughout the sections, this type of experimentation-based framework needs
to support the development of performance metrics that address emerging data-transport, data-
mediation, and data-synchronization needs. The goal is to provide an assessment capability for mission 
scenarios that may include a variety of D-DIL conditions that may be anticipated in such situations. To 
the extent possible, available resources are to be utilized and tailored as needed for establishing an 
initial experimentation-based metrics/indicators development and assessment capability. 

Within the context of workflow and mission-execution support, section three reviewed an expanded 
selection of model-based standards and methods for resilient ITI frameworks and cloud-based metrics. 

Sections four through six provided an overview of autonomic computing, enterprise service bus (ESB), 
and cloud-computing based software-defined environments. As covered within the survey, there may be
added challenges in terms of the rapid evolution and maturity of virtualization technologies. Thus, a 
need to determine how to best plan and roadmap different levels and types of virtualization that are to 
be incorporated within the incremental development process. 

Section seven reviewed example application-domain operational architectures that apply to tactical 
mission-execution and workflow support. The examples included a notional Joint Aerial Layer 
Networking (JALN) command and control (C2) concept, as well as, a notional Navy Full Motion Video
(NFMV) rich services enterprise service bus (ESB) architecture model.

Section eight discussed the more long-term aspects of this ongoing ITI oriented research effort. In the 
near-term, there are a considerable number of S&T challenges associated with co-evolving existing 
DoD/IC federated data-sharing resources and emerging model-based technologies that can be 
potentially applied and tailored to maritime-afloat ITI frameworks. While incrementally addressing 
such challenges, the goal is to more effectively address the need to establish S&T roadmaps that 
incorporate possibly more disruptive and transformational technology development increments. In 
principle, the desired MBSE/SOSE approach should anticipate both a near-term, as well as, longer-term
evolution towards more fully virtualized distributed-computing infrastructures that more explicitly 
incorporate the elements of conceptual models and architectural components of resilient systems, 
autonomic frameworks, software defined environments, and cognitive networking technologies. 

10. Future Work and The Way-Ahead
This ongoing technology survey has been motivated by the desire to develop a MBSE/SOSE process 
that addresses conceptual I&I needs for EA/SOA/Cloud and related reference models, patterns, best 
practices, standards, and available resources. In particular, recently open-sourced resources are 
recognized as examples of inter-related, as well as inter-dependent, code bases that can be potentially 
co-evolved and tailored to address data-transport, data-mediation, and data-synchronization needs. 

The role and importance of time-sensitive data-transport, data-mediation, and data-synchronization 
services, relative to information-exchange and interaction with unmanned systems (UxS) is area of 



future work. For tactical ISR, the impact of D-DIL conditions on machine-to-machine (M2M), 
machine-to-human (M2H), and human-to-human (H2H) interactions (and collaboration) are of 
particular interest. Working with robotics oriented projects and UxS subject matter experts (SMEs), 
such S&T challenges and associated capability gaps can be further addressed.
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