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Abstract 

MooD International has been working with the UK’s Dstl organisation to develop a system for cyber situation 
awareness that supports the mission commander in taking appropriate action in the face of the overwhelming 
amounts of data typically associated with analysing and responding to cyber events.  The approach exploits 
cause and effect chains across cyber events and mission performance to predict likely consequences of 
actions, whether by a cyber adversary, or the cyber defender.  Significantly, such cause and effect chains are 
embedded in a model that connects and aligns a rich diversity of social and technical capabilities and 
components of the mission landscape. 
 
The initial stages of this work were reported on at the 19th ICCRTS in 2014, and this paper provides an update 
on further progress:  
  

 The application of a persona method to improve the understanding of the concepts that the system 

needs to deal with, including mission thread, decisive conditions, and how these fit with cyber events 

 Investigating the applicability of a general purpose causal graph approach being developed by MooD 

International 

 Work on how the processes of cyber analysis and mission intelligence, and the functioning of 

operational pictures, may evolve given the availability of such a system for cyber situation awareness 

The end result is increasing maturity for a system that is focused on providing transparency into how a mission 
is achieving its outcomes, and so enables decisions on cyber actions to be made on the basis of mission 
outcomes and performance, rather than on cyber network behaviour alone. 
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Introduction 
A strong trend in battlespace management over the past decade has been the recognition that complex, 
integrated mission activity cannot be managed by attempting to compartmentalise individual aspects of the 
mission: 
 
“Notwithstanding the attraction of separating, for example, surface and air activities, there is always a danger 
of creating vulnerabilities along environmental seams, particularly where they are hard to define or frequently 
altering.” [1] 
 
The need to accept and exploit, rather than fight, the complexity of the situation is also appearing in 
information security: the recognition that a sole focus on the protection of boundaries is not enough to 
counter cyber-attack, given the cyber-rich and integrated nature of assets and capabilities in a mission, and the 
pace of innovation in cyber activity. 
 
Both of these trends are apparent to the UK Ministry of Defence (MOD), which is attempting to respond by 
being proactive and agile in operations; in cyberspace this requires understanding the potential impact of 
cyber events on the MOD Enterprise in terms of its ability to deliver core mission objectives. To achieve this, a 
defence enterprise needs strong awareness of the military impact of the threat landscape so that cyber 
security and associated risks can be managed through a balanced, mission-driven process.  With insight into 
threats and their potential impact on mission success, decision makers in capability acquisition or mission 
control can make more informed decisions and investments, and so can plan and act decisively rather than 
reacting to events.  
 
Methods and systems to support Cyber Situational Awareness within defence enterprises have to-date 
focused largely on data and events most directly connected with physical and electronic computer assets 
(networks, physical IT infrastructure, end devices, operating systems, applications), and on providing impact 
assessment functionality related directly to managing these assets (see, for example, [2, 3, 4]). 
 
In 2014 we reported on the work being carried out by the MOD’s Defence Science and Technology Laboratory 
(Dstl) and MooD International [5] to shift the focus onto the context of the mission.  This work exploited MooD 
software to create a system with three major components (see Figure 1): the ability to access and transform 
data; a cause / effect model of cyber activity and mission activity; and a user interface that supports decision-
making on mission outcomes. 
  

 
 
Figure 1.  A cause/effect model of cyber activity, drawing on data, and exposed through an operational UI 
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For that paper, the main focus of the work reported related to the ‘Maths’ and the ‘User Interface’ of Figure 1. 
 

Maths 

 
MooD’s causal engine at the time – an implementation of a Bayesian network - was used to connect 'non-
obviously connected’ things – from mission objectives or outcomes through to technical assets.  The key 
concept being that these were not only connected through topology, or reachability, but through the likely 
extent that properties of one thing would be able to influence properties of another, including through 
extended chains of cause and effect.  This gave a highly general ‘lingua franca’ with which to infer the effect 
that a change in one part of the overall situation would result in change in another.  
 
Applying this to cyber situation awareness resulted in the concept of cyber kill chain being defined as a path 
through a directed causal graph containing potential states of network properties of interest, as shown in 
Figure 2.  For example, the likelihood that the status of a server (e.g. integrity) will affect the likelihood of the 
status of related assets (e.g. mission plan).  The same technique applied to the concept of mission thread, also 
shown in Figure 2 – for example, the likelihood of achieving a decisive condition (e.g. operational surveillance) 
will affect the likelihood of achieving the overall mission (e.g. supply state of a forward operating base).  The 
two kinds of path were connected in so far as they joined on properties of the same assets regardless of the 
type of asset, or their particular topology. 
 
 

 
Figure 2. Defining Cyber threads and Mission threads as paths through a directed causal graph. 

 

User Interface 

To support decision-making focused on mission outcomes, visualisations that are ‘mission-grade’ in terms of 
usability and relevance to operations were investigated to reflect, as far as possible, the way that users think 
about their world.  Keeping things as simple as possible, an interactive visualisation was used to represent the 
chains and threads involved (Figure 3). 
 

 
 
Figure 3. The visualisation of threads 
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The visualisation has the ability to express interactions within and between the kinds of inference possible in 
the underlying causal engine: reflecting changing underlying data in terms of resulting effect across the 
network, regardless of where these changes occurred (Figure 4). 
 

 
 
Figure 4. Visualisation of a complete connected thread across cyber-related properties and mission-related properties. 

 
 
From the outset, the intent of the approach has consistently been:  

 to avoid the misreading of risk levels against acquisition or mission objectives;  

 to enable proactive testing of potential interventions ahead of critical events;  

 to focus cyber security action and investment in areas critical to mission success; and  

 to reduce analytical burden of rapidly expanding complexity arising from evolving options.   

The following section gives a brief outline of some of the use cases against which the system was initially 
applied, while the remaining sections focus on three main areas of interest that have been developed over the 
past year: 
 

 Applying a persona method to improve the understanding of concepts that the system needs to deal 

with, including mission thread and decisive conditions, and their fit with cyber events and kill chains. 

 Investigating the applicability of a general-purpose probabilistic approach being developed by MooD 

International, including a simpler approach to causal networks. 

 Initial consideration of questions concerning how cyber analysis processes and mission intelligence 

processes may evolve given the availability of such a system for cyber situation awareness. 

The paper concludes with observations on future applicability.  
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A Causality System for Cyber Situation Awareness: Overview 

The Cyber Situation Awareness Requirement 

A Mission Commander works to a plan for a mission, and needs to understand the status of the world as it 
affects that plan.  Decisions are made in order to: 
  

1. ensure progress towards the mission objective, and 

2. live within constraints concerning the consequences of actions, whether these are to do with 

acceptable conduct, preserving assets for future missions, or balancing speed with effect. 

A Cyber Adversary (typically) has partial sight of this plan, and works in order to achieve an effect – potentially 
the equal and opposite of the Mission Commander’s objective.  The Mission Commander’s team tries to 
uncover the adversary’s ‘mission plan’ through a process of detection and response, and hence determine 
mitigating actions that can ensure freedom of manoeuvre for the Mission Commander.  

The MooD Software 

To make significant headway in managing this situation, we need to see each of these roles as operating not 
independently, but against a common set of things that can interact.  This is the kind of situation that the 
MooD software has been designed for, as shown in Figure 5: 
 

 centered on a model of cause and effect influence, as an encoding of how we understand the world 

to work.  This is the real ‘operating model’ that shows how outcomes are being achieved, rather than 

just how things are connected or aggregated, and that can be used to predict future outcome 

achievement and the positive or negative effect of business change 

 connected to sources of data that give actual status or event information about those concepts, and 

that can help to validate or challenge this model 

 with associated functionality and UI that makes explicit the understanding of how the operating 

model is driving outcomes, exposes the effect of actual and potential change, and that can fit 

seemlessly into operational decision-making processes 

 
 Figure 5. The MooD Platform for managing business outcomes 

 
The visualisation offers a view into significant states of interest at a point in time – past, present or future – 
and their connections through causal influences, all in the context of the ‘business operating model’: the real 
and abstract components of the business, that come together to influence these outcomes.  The model is 
derived from a combination of domain expert input and the results of statistical analysis on data – patterns 
that indicate the potential for cause and effect.  Updates come into the system from a variety of sources and 
are used by the underlying causal engine as ‘observations’ to predict the likely effect on other parts of the 
model.  The model can also be updated through ‘interventions’ that represent actual or potential actions taken 
in the real world intended to improve the achievement of outcomes.  
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A System for Cyber Situation Awareness 

The configuration of the MooD platform to support our initial work on cyber situation awareness is outlined 
above in Figure 1:  the ‘business operating model’ as the backdrop to how mission objectives are being 
influenced, this model being informed by data, and visualised in an operational UI.   
 
Work over the past year has exemplified the system for 
a number of use cases.  For example (note – all data in 
this paper is realistic, but not real), consider a member 
of the Mission Commander’s team looking at logs of 
network activity, generated by the firing of rules in a 
SIEM indicating that certain activity is occurring on a 
network under management, as shown in Figure 6. 

 
This kind of data, with associated detail, might 
suggest that a brute force, rather than targeted 
attack, was taking place.  The Mission 
Commander’s team can note this in the system, 
as shown in Figure 7. 
 
As a brute force attack is known, partly by 
statistical analysis of previous cases, and partly 
through domain expert understanding, to be an 
indicator of an active cyber kill chain, state 
changes across a causal network can be updated 
to highlight the increased likelihood of a 
particular cyber kill chain, thus opening an 
opportunity to test this occurrence against other 
supporting evidence in a way that is transparent 
and visible to all, as shown in Figure 8. 

 
 

In this example, in conjunction with some aggressive port scanning, seen on the very left of the kill chain 
shown in Figure 8, we can see that based on the combined evidence, it is now more likely than not that there 
is ‘Attempted Access’ on the network. 
 

The effect on Mission Objectives 

So far, the functionality described would provide a useful tool for the Mission Commander’s team to organise 
the results of their work, mapped against their emerging knowledge of adversary behaviours (or kill chains), 
and used to ensure transparency and sharing amongst all stakeholders in security operations. 
 
However, we can take this further.  A mission thread, comprising the decisive conditions leading up to the 
achievement of a mission objective is shown in Figure 9.  This plan works in the same way as a kill chain – each 
state may depend on the likely state of others, and supporting evidence may be brought into play to help to 
determine any of these states of interest.  In this example, the mission objective is on the far right – achieving 
a good state of supply at a forward operating base.  Things that contribute to this, or could otherwise influence 
the outcome, feed into this objective.  
 
One question of interest is “What’s the likely impact, based on the things that I know are part of my network 
and business landscape, of an emerging cyber threat?”  In this example, the predicted impact of the attacks 
that are occurring, and now worsening, is seen to the far left of Figure 9 – the integrity of a server implicated 
in the mission is now in doubt. Here, both the regular progress of the mission (establishing ISR capability), as 
well as other influencing factors that may be welcome or unwelcome (loss of mission plan integrity), help to 
determine the likely outcome expressed here in terms of the likelihood of being able to achieve the mission 
objective of achieving a good state of supply at a forward operating base. 
  

Figure 6.  Data from Network Log Analysis 

Figure 7. A Cyber Analyst declares a high 
likelihood of brute force attack 
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Figure 8. Highlighting the likelihood that a cyber kill chain is emerging 
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Figure 9.  A mission thread of decisive conditions and mission objective 
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Assessing the business case for intervention 

As well as helping to assess the likely impact of events on mission outcome, this system can be used to assess 
which mitigating activities might be of most use, and where and when to apply these.  For example, taking 
local control of an affected UAV ISR asset might help – but can it help in time, and does it have an appropriate 
effect?   
 
Figure 10 shows the potential action (highlighted with ‘!’), and also shows where the potential effect 
(highlighted with ‘?’) would be assessed. 
 

 
 
Figure 10.  A mitigation action – intervening in a chain of cause and effect 

 
This use case is central to a proactive approach to cyber situational awareness, enabling possible interventions 
to be explored and tested ahead of implementation.  This is the root of the claim made by this approach that it 
enables Mission Commanders to “work with the benefit of hindsight”. 
 
In this figure – as with the previous – the colours on the landscape model elements indicate relative likelihoods 
of respective states. In this case, in respect of the target outcome, which is the projected state of supply to the 
Forward Operation Base, we can see that the likely effect on the outcome of taking this action is that the 
Forward Operation Base is partially supplied (green colour - 47% likely), with a 28% chance that it is fully 
supplied (red colour) and a 25% chance that it is not supplied (light blue colour).   
 
Hence a range of candidate mitigations can be explored and ranked visually against projected effect on target 
outcome.  
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Managing unexplained, or un-encountered, activity 

As well as supporting impact analysis across an arbitrary causal network, the system can highlight the likeliest 
causes for unexplained changes in mission state, as shown in Figure 11.   
 

 
 
Figure 11 Diagnosis from effect to likely causes - directing further cyber investigation 

 
The unexplained change, based on supporting evidence, to the operational picture (‘!’  – “why is my imagery 
apparently no longer updating?”), is treated as an input to the causal network, with the likely causes, and so 
most likely areas for investigation, being highlighted back through into cyber kill chain territory – indicating 
which areas that might require further work on e.g. network assets, even if it is ‘all green’ according to current 
cyber monitoring and analysis tools. 
 
As with the previous figure, the colours on the landscape model elements indicate state likelihoods.  In this 
case we can see that the most likely cause of the undesirable state of the operational picture is that 
‘Watchkeeper Location’ showing as ‘Not on Task’, as shown by the red coloured state indicator on the 
respective model element. 
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Personas and User Stories 
In presenting the earlier work, we proposed an approach without saying anything about the roles that would 
operate the new technology.  
 
Given the technical success of the initial proof of concept, one of the most pressing questions was the context 
of usage of such a system.  MooD’s persona method, used in its commercial solution delivery processes, was 
adapted for use with this research project to give: 
 

 A focus on the world as experienced from the context of different stakeholders, or personas; and 

what they need to achieve 

 Techniques to establish what concepts these stakeholders use to understand and manage that world  

 Understanding of the ways in which these concepts should be manipulated to achieve the stakeholder 

outcomes  

The method is intended to establish a much more usable level of technology than is typically delivered through 
traditional system development, through placing a strong emphasis on establishing the ‘mental models’ that 
are in play, consciously or unconsciously, with the various stakeholders. These mental models are expressed 
formally in terms of statements of persona responsibility and associated mission outcomes. 
 
Although intended for aiding the development of interactive systems, we found these techniques helpful as 
part of a process of getting to understand the concepts that would, or would not, work in the causal model.  
 
We have now carried out a study, with domain experts, on the ‘personas’ and ‘user stories’ that has produced 
a way of representing the concept of mission thread, adversary thread and mitigation thread that fits better 
with the ‘mental model’ of the people who deal with these concepts operationally, and that also turns out to 
be simpler than the model used in the initial proof of concept. 
 
Three personas proved to be particularly helpful – the Mission Commander, the Mission Analyst, and the 
Cyber Analyst: 
 
Mission Commander: responsible for the achievement of mission objectives, within the framework of military 
doctrine, and in collaboration with a number of other roles 
Mission Analyst: responsible for giving guidance to the Mission Commander on risk to the mission, and 
potential mitigations 
Cyber Analyst: responsible for identifying mitigations to identified adversary activity 
 
Persona profiles and ‘day in the life’ characterisation allowed a number of interacting user stories to be 
developed, with one primary story being the focus for the work, of a Mission Commander responding to a 
cyber issue.   
 
Figure 12 gives an overview of the interaction between the stories. The figure shows the interaction between 
Stories, from the “Primary Story” (PS) through the logical flow of corresponding required actions.  For example, 
in order to respond to a cyber issue (i.e. the Primary Story), it is necessary first to define a mission thread, an 
adversary thread and a mitigation thread.  Lighter coloured arcs indicate interactions between supporting 
stories. 
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Figure 12. User stories and interactions 

 
The narrative for the Primary Story is given in Figure 13. 
 
This narrative implies several challenges in 
terms of causality, collaboration and 
visualisation, and hence is a useful focus for 
this research: 
 

 account for the essential 

dependencies across different assets 

 do this in a way (‘lingua franca’) that 

enables multiple stakeholders to 

understand each other’s 

perspectives and priorities 

 identify the significance of events 

using these dependencies, whether as part of a mission thread or a thread of adversary activity, and 

so act in a more rapid cycle than the adversary  

 track progress in real time, with continual recalculation of potential status to inform time-sensitive 

decisions 

 test and compare multiple alternative interventions 

 notify and bring together a number of stakeholders 

 handle the changing shape of a mission – mitigation may be a major sub-thread of a mission, with a 

change to objectives 

Note the last point in particular.  We anticipate that a major concern of the Mission Commander, Mission 
Analyst and Cyber Analyst is the causal interaction between an evolving adversary kill chain, and the Mission 
Commander’s reconfiguration of their mission thread – this is more akin to the military concept of campaign 
planning and red teaming [6] than conventional notions of impact assessment or remediation (see e.g. [7] for a 
comprehensive review of methods and tools from MITRE Corporation). 
 
 

  

Figure 13. The Primary Story narrative 
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Exploiting advances in causality 
MooD International has been developing an enhanced approach to causal modelling outside of the cyber 
situation awareness domain, for use in generating transparency and understanding of impact in business 
performance management more generally. 
 
This approach has a small number of concepts, implemented in an underlying causal engine capable of working 
with updates based on either intervention at a point in a causal model, or on the basis of updates to properties 
of the underlying business operating model.  The core of the model is a causal network – a set of directed 
acyclic graphs that connect properties via conditional probabilities – the causal influence being the extent to 
which the likelihood of one property is influenced by that of others. 
 
The work on personas has been helpful in understanding 
whether this can be applied successfully in the cyber 
situation awareness domain.  As indicated in the 
introductory example in this paper, we believe that this 
essential model of causality can be used to represent the 
state of a potential cyber kill chain at any point, 
interpreting each step in a kill chain as being a likely 
precursor to the next step.    In Figure 14, three nodes are 
shown, representing states of specific network assets at a 
specific point in time: 
 
Database Port Scan: the likelihood that a certain level of 
database port scanning is occurring 
Network Port Scan: the likelihood that a certain level of 
network port scanning is occurring  
Reconnaissance: the likelihood that a certain level of 
reconnaissance activity is occurring 
 

The state of ‘Database Port 
Scan’ will influence the likely 
state of ‘Reconnaissance’, but 
not the state of ‘Network Port 
Scan’ (arguably this could be 
otherwise), based either on 
statistical analysis of prior 
cases, or based on the 
judgement of cyber analysis 
domain expertise.  In this very 
simple model, other 
contributing influences are 
omitted – such as e.g. ambient 
threat levels, motivation, the 
public visibility of value of 
assets on the network, and so 
on. 
 
Likewise, Figure 15 shows 
nodes representing decisive 
conditions in a mission plan. 
 
 

Figure 15 Mission thread decisive conditions as a causal fragment 

 
In this fragment the integrity of Full Motion Video (‘FMV’) being received at a point in time is influenced, in 
part, by the location of the ‘Watchkeeper’ airborne component that carries the associated imaging technology. 

Figure 14. Cyber kill chain as a causal fragment 
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While we were prepared to develop something specific for the needs of cyber analysis, we believe that this 
general approach works – in particular the notion of ‘state change’ is highly compatible with the results of 
statistical analysis and the concept of chains of influence works across both cyber kill chain and mission thread. 
 
The necessary conditions for this mechanism to work are that these influences are: 
 

 located within the context of particular elements of an associated business operating model; and 

 time-sensitive, in that a change of state in one property may have an effect on others at some point in 

the future (i.e. not necessarily instantaneous). 

Further developments in the underlying platform, stimulated by work in domains other than cyber situation 
awareness, have not yet been tested, but may prove to be useful here.  In particular, the following are likely to 
be of value: 

 supporting probabilities across continuous values (e.g. to predict the most likely quantity of supplies 

that will be at a base at a point in time) in addition to discrete states;  

 the ability to bind nodes in the causal model directly to source data (i.e. to automatically feed the 

kind of source data indicated in Figure 5, and so give flexibility over the degree to which the ‘human in 

the loop’ is required); and 

 introduction of techniques from recent advances in Artificial Intelligence, including an extension to 

support the Monte-Carlo Tree Search (MCTS) method and associated machine learning algorithms, 

currently being implemented in the games industry (see for example [8]).  These techniques have the 

potential to recommend the most likely events and the optimum mitigations to put in place in priority 

order for the most likely scenarios 

However, the following (semi-)technical topics are as yet unresolved, and would benefit from further example 
deployments in order to more fully understand what will be required: 
 

1) Scale: handling domain expert input at scale, leading to evolving libraries of mission threads and 

cyber kill chains. 

2) The extent to which we would want to classify, or highlight, states as ‘good’ or ‘bad’, indicating 

‘red team’ vs. ‘blue team’ activity – and the question as to whether this classification would be 

redundant given a sufficiently expressive causal network. 

Each of these topics is being addressed in the context of continuing development of MooD’s underlying 
platform, and further enhancements will be re-validated against the cyber situation awareness case in due 
course. 
 
As an associated observation, in applying a general Causal Engine to Cyber Situation Awareness, with a method 
focused on mission objective, it seems artificial to limit adversary concerns only to cyber activity. Other causes 
of disruption, including non-adversarial activity (e.g. environmental characteristics), are likely to be of keen 
interest to the mission commander, and could be managed in the same causal system.  
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The changing role of the cyber analyst 
Since the initial publication of this work in [5], the approach has been being applied to increasingly realistic 
examples, regarding both the cyber domain (networks, cyber-attack) and the mission domain (mission threads 
and assets).   This is informing our view on, for example, the appropriate level of granularity to work at, but 
also on the Command and Control (C2) processes and roles and processes that are impacted by this approach.   
 
We are now actively engaging with the appropriate communities in cyber security and mission command and 
control to determine how it can be feasible to introduce this new approach to C2, comprising revised roles, 
procedures and operational boundaries, and with a much more dynamic configuration of everything required 
to support a mission. 
 
Figure 12 gave a view on a collection of interacting user stories and personas.  As noted earlier, the way in 
which we are characterising these processes can be compared with campaign planning and red teaming, 
although carried out in near-real-time.  These idealised personas overlap to some extent with existing roles 
and processes around cyber security, intelligence analysis and C2; and also with roles and processes associated 
with mission capabilities (both CIS capabilities and asset-based capabilities). Visualising these overlaps in this 
way may be beneficial in locating all relevant roles within a common thread / adversary environment, as 
indicated in Figure 16. 
 

 
Figure 16. The domains of interest in this approach to Cyber Situation Awareness 

 
A key observation from this work is that these roles are not independent, as exemplified by the simple concept 
of joining a cyber kill chain to a mission thread.  Furthermore, collaboration across these roles poses technical 
challenges, such as sourcing timely and relevant data from both network and mission sources, and also some 
role-based challenges: 
 

 Establishing the right common language – as described in Figure 16, a shared view on mission, 

objectives, risk and potential effect of actions 

 Establishing the joint processes suggested by the stories in which several roles work together, 

resolving the associated policy and doctrine questions concerning authority and decision-making 
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 The status of the system, or rather the constituent causal model, as an actor itself in decision-making, 

drawing on historical contributions from many other roles and missions 

 The ‘shadow’ role of the adversary, and the extent to which the shared view that is created across 

these roles also reflects the view of the world held by that adversary, and their own objectives – the 

‘flipside’ of the shared view held by the ‘blue’ team 

 The extent to which cyber events and assets become viewed as ‘just’ another source of failure modes 

for a mission, with the resulting question over the role of the cyber analyst – is this actually a more 

generally-skilled ‘risk and mitigation analyst’? 

In addition, the role of the Cyber Analyst itself may differ from that of a current cyber security analyst, 
especially as they progress from consideration of network data through to more proactive involvement in 
discovering supporting evidence in the context of the playing out of a specific mission, and making an explicit, 
real-time ‘red teaming’ use of the concept of cyber kill chain. 
 

Taken together, the answering of these questions should significantly enhance the technology readiness level 
of this approach, and we intend to address some of these questions in forthcoming work. 

Observations on Future Applicability 
 
Our work over the past year has developed our causality-based approach to cyber situation awareness in four 
areas: personas, the further application of underlying causal mechanisms, a consideration of the changing 
roles involved in cyber analysis, and some thoughts on the scaling out of the approach.   
 
The last point in particular deserves particular highlighting.  A Causal Model of the kind that we are working 
with encodes within it many possible future scenarios, each of which would take time to play out, and each of 
which would be overtaken by events as soon as that scenario itself started to play out.  We see a great 
opportunity with our approach to blur the perhaps unhelpful distinctions between ‘strategy’ and ‘execution’, 
or ‘strategy’, ‘tactics’ and ‘operations’ that has been such a strong feature of management and C2 approaches 
to how enterprises change and adapt.  This, in conjunction with more advanced search techniques suitable for 
applications that are highly operational, and able to operate across a changing landscape of data, is likely to 
form a major theme in our future work. 
 
To sum up, we began this work with a hunch that the approach to causality being taken by MooD International 
would be helpful in addressing the Dstl requirement to find ways of making cyber situation awareness 
‘anticipatory and mission relevant’.  We were quite prepared for modifications to the underlying technology to 
be required to specifically to support these scenarios.  However, we have found that in working in the four 
areas described above, that has not been necessary, and there has been a much higher use of the underlying, 
general MooD platform than we anticipated.   
 
We find this very encouraging in providing another point of validation that the MooD approach is highly 
applicable to multiple domains and industry problems.  The distinguishing feature of our approach is not 
specific to cyber – it is the ability to derive a model of business operations that can add significant explanatory 
power to how events of any sort are influencing the achievement of business outcomes.  This has the potential 
to radically change an organisation’s view of how and why they might be using ‘management information’ 
across an enterprise, and the value that this outcome-focused approach can bring to collaborative decision 
processes under conditions of uncertainty and rapid change. 
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About MooD International 
MooD International is a UK-based software enterprise that aid organisations gain increased transparency and 
control of their business, transform business operations to new delivery models and optimise service delivery 
for the achievement of business outcomes.  MooD’s achievements in successfully delivering generations of 
software driven by innovative, R&D focused technology projects that extend the boundaries of technical 
feasibility and knowledge have been recognised by successive Queen’s Awards for Innovation, and most 
recently for International Trade. 
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