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Abstract: 

Agility is a desirable characteristic of command and control (C2) organizations. In 
this paper, we propose a new scheme to enable agile C2 ― Information System 
Defined C2 Organization (ISDC2O). A C2 organization model consisting of 
substantive organization and information system which are combined by a virtual 
layer is first proposed. The virtual layer, containing a series of templates, is the 
interface between substantive organization and information system. Entities in 
substantive organization are mapped to the virtual layer and interactive with each 
other via information systems. The C2 organization can be reconstructed dynamically 
by changing the mapping between entities and the virtual layer, and adjusting the 
information workflow in information systems. The proposed scheme emphasizes the 
importance of information system in the procedure of organization construction, 
which gives the C2 organization the ability to evolve with the change of combat 
missions and circumstances. 
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1. Introduction 

In order to improve the network-centric joint operation capacity, C2 organization 
should have the ability to construct flexibly and adjust dynamically according to the 
combat mission, power composition and combat circumstance. Fixed organization 
architecture is difficult to cope with different combat mission. Even for the same 
combat mission, it is necessary to adjust the organization architecture when power 
composition and combat circumstance change. 

C2 organization has been defined in many ways[1,2,3]. Common to these definitions 
is that C2 organization is an organization composed by C2 unites aiming at 
accomplish a specific mission[4]. C2 agility[1], the ability to identify, select and if 
necessary modify the current C2 organization when faced with the mission and 
circumstance changes, was proposed in 2003. Since then, this concept has been a hot 
topic in the field of C2. Hayes focused attention on the long term importance of 
agility in military affairs and pointed out significant measurement issues[5].Mitchell 
examined possibilities for target generation based on an understanding of the 
adversary’s agility. A High Value Target List (HVTL) was designed to diminish 
adversarial agility[6]. Chan and Alberts extended the C2 agility to information and 
communications networks, and pointed out that in addition to the selection C2 



approach, one should simultaneously consider a set of design choices for the 
supporting communication and information networks[4]. 

In this paper, we study a new scheme to enable agile C2 by using information 
systems. A C2 organization model consisting of substantive organization and 
information system which are combined by a virtual layer is first proposed. The 
virtual layer, focusing on information processing and decision making, is maintained 
by information systems. Entities in substantive organization are mapped to the virtual 
layer and interactive with each other via information systems. Through this scheme, 
the information system is able to define the C2 organization and the agile C2 where 
the flexible design and implementation of C2 organization is achieved. 

2. C2 Organization Model and Implementation Approach 

2.1 C2 organization Model 

In the existing C2 organization models, combat entities, such as commanders, soldiers, 
tanks and so on, are the main part of C2 organization model. Information systems are 
auxiliary tools that provide information service to combat entities and support the 
operation of C2 organization. However, with the development of big data and 
artificial intelligence technologies, the functions of information systems go beyond 
the simple functions like data collection and transmission. Information systems even 
become the key condition to enable and enhance agile command and control. As a 
result, the information system is the indispensible component rather than an auxiliary 
tool of C2 organization. 
 

 
Figure 1: C2 Organization 

As shown in Figure 1, the substantive organization is a static discretion of the 
relationship between entities. The operation of the organization is supported by the 
information system. So the C2 organization model is a hierarchical model as shown in 
Figure 2 which is similar to Open System Interconnection (OSI). 



 

            

Figure 2: C2 Organization Model          Figure 3: C2 Organization Model  

with Virtual Layer 

Similar to the existing C2 organization, the substantive organization studied in this 
paper contains C2 units, intelligence units and fire-control units. Besides, in our C2 
organization model, the entities in the substantive organization include the computing 
systems that process and manage information automatically. Thanks to the advanced 
information technology, these computing systems can substitute for human beings to 
accomplish some task. Therefore, the computing system is regarded as one type of 
entities. 

In the substantive organization, there are abundant types of entities, especially 
when both the human systems and the computing systems are taken into consideration. 
This phenomenon brings a crucial issue of the C2 organization about how to assemble 
the diverse types of heterogeneous entities as a C2 organization with the support of 
information system. To solve this problem, a virtual layer is proposed in our C2 
organization model which acts as an interface between the substantive organization 
and the information system. The virtual layer shields the information system from the 
heterogeneity of entities to facilitate the standardization of information systems and 
the communication of different entities. 

As shown in Figure 3, the virtual layer is composed of a series of templates. There 
are two basic elements in a template: role and information link. Role describes a unit 
that is able to process information and make decisions. It is a four-tuple as following: 

 :Role Responsibility, Requirement, Rule, Method  

 Responsibility describes the task assumed by the role and the target of the task; 
 Requirement is the conditions that should be met for an entity to play this role and 

fulfill its responsibility; 
 Rule is the constraints and the procedures for carrying on the role’s responsibility. 

For example, the fighting doctrine is a part of the rule; 
 Method is the method by which the role carries on its responsibility. 

The status and the function of a role can be depicted from the above four aspects. 
Meanwhile, the requirements of the mapping between an entity and a role are 
specified. A role performs information interaction with other roles rather than isolated. 
Information link, another basic element in the template, represents the information 
relationship between roles. It is a three-tuple as following: 



 :Information Link Direction, Type, Role  

 Direction specifies whether the information flows into or out of the role; 
 Type describes the type of the information relationship; 
 Role is the role at the other end of the information link. 
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Figure 4: Mapping between Entity and Template in C2 Organization Model 

Based on the operation demands, authorized users can define and modify the 
templates. In fact, it is an important component of the C2 organization design to 
define the templates. As shown in Figure 4, the entities in the substantive organization 
are mapped to the templates in the virtual layer when an entity meets the role’s 
requirement. When an entity is mapped to a template, an instance corresponding to 
the template will be generated in the information system. All the entities are 
maintained by the information system, and are organized as an information workflow 
to fulfill specific tasks. The part about information system will be detailed in the next 
section. 

The virtual layer proposed in this paper has two advantages. Firstly, it shields the 
information system from the heterogeneity of entities. Secondly, it depicts the 
instances in the information system through an engineered manner by using the 
standardized templates. Based on the approaches discussed above, we can integrate 
the information system with the substantive organization to construct a complete C2 
organization. 

2.2 Information System Defined C2 Organization 

One of the important requirements of agile C2 is that C2 organization is flexibly 
reconstructed to adapt to the uncertain operation tasks and the fickle battlefield 
circumstance. Fortunately, the paradigm of C2 organization presented in the previous 
section obviously supports this requirement. As aforementioned, the entity in the 
substantive organization ultimately will be transformed into a corresponding instance 
in the information system. Thus, it is easy to adjust the role of each entity and the 
relations among entities of the C2 organization by controlling the mapping between 
the entities and the templates, and the interconnect relationships among the instances 



in the system respectively. Embracing this idea, a new scheme for implementing C2 
organization is proposed in this paper: Information System Defined  

 
Figure 5: Workflow in C2 Organization Model 

Command and Control Organization (ISDC2O). The details for this idea are described 
as follows. 

In the ISDC2O scheme, the operation of the C2 organization can be considered as a 
group of units that carrying out a series of activities on information processing and 
decision making to complete a specific mission. The C2 organization accomplishes a 
given mission by conducting a series of basic task. To complete a basic task, the 
instances in the system are connected based on the predefined interactive relations to 
form a workflow as illustrated in Figure 5. A workflow runs as follows: once there is 
information arrived at an instance, the current instance needs to process the 
information or/and make decision according to its responsibility, rule and method 
predefined in its corresponding role. This information streams among the instances 
along with the workflow. The workflow is declared to be ended when the information 
arrives at the last instance in the workflow. In another words, the basic task which this 
workflow is designed for is completed. 

A workflow is created to complete a basic task. The information system needs to 
maintain multiple workflows to meet the different requirements of different tasks. 
Instance mapped from one single template may appear in multiple workflows, which 
means that the instance participates in multiple basic tasks. In addition, workflows can 
be newly created or reconstructed flexibly to copy with the changes of operation task 
and battlefield circumstance in the information system. 

In the C2 organization model proposed in this paper, the instance, in fact, is the 
reflection of the entity in the information system. Hence, we can say that the entities 
whose corresponding instances are in one single workflow form a sub-organization to 



complete the basic task. Then, we derive a novel scheme for constructing a C2 
organization: Information System Defined Command and Control Organization 
(ISDC2O). The key idea of this scheme is achieving flexible reconstruction and 
evolution of C2 organization via defining the role of the entities as well as creating, 
maintaining, and reconstructing the workflow in the information system to copy with 
the changes of combat missions and battlefield environments. This model supports the 
agile C2 from following aspects. 
 Fast construction of C2 organization 

As mentioned above, the construction of C2 organization can be summarized as 
defining the template according to the requirements of operation task, mapping the 
entities on the templates, and creating a corresponding instance in the information 
system. Then, workflows are constructed based on the given course of actions (COA). 
A C2 organization is able to be quickly implemented by the mapping between the 
entities and the instances. 
 Self-adaptive adjustment of C2 organization 

During the combat operation, the C2 organization possibly needs to be changed or 
rebuilt according the current operation task and battlefield environments. The 
information system can generate suggestions on organization adjustment by mining 
the valuable information collected using advanced information technologies such as 
data mining and artificial intelligence. Relying on this approach, ISDC2O is able to 
adaptively adjust the C2 organization. 

3. ISDC2O-Supported Information System 

3.1 Information System Architecture 

Based on the analysis mentioned above, an ISDC2O-supported information system 
has to meet the following properties: 
 The system architecture should logically be start-like structure. All the C2 units 

are equally connected to a central platform in which instances are created by 
mapping the entities on the template and the workflows are maintained 
dynamically. In order to facilitate the creation and reconstruction of workflow, the 
information interactions among the entities should logically be routed via the 
central platform. 

 The terminal system should be standardized and expandable. With the star-like 
structure, each entity connects to the central platform logically via standard 
terminal system. As responsibility and method vary over different roles on which 
the entities mapped, it is necessary for the terminal system to be expandable to 
meet the different function requirements. Therefore, the terminal system should 
be a standardized basic system which can be extended by obtaining the 
corresponding applications to meet the functional requirements of its role 
configured. 

To meet the above requirements, we proposed the system architecture with the idea 
of ‘small terminal, big centrality’ as shown in Figure 6. The terminal system is a 



standardized basic system which supports users to flexibly load or offload its Apps  

 
Figure 6: Information System Architecture 

that represent the basic application in the system (similar to those in the smart phones). 
In addition, the terminal system is directly connected to the central platform, which 
can obtain Apps, data and information service from the central platform. Thus, the 
terminal can use Apps to construct its own system that may different from others to 
meet its own requirements. The central platform is powerful in data processing, 
storage, communication and is responsible for maintaining the key components of the 
system. For example, Application Warehouse (similar to Apple app store) maintains 
all of the Apps in the system; Workflow Management is responsible for the workflow 
life-cycle management; Decision Supporting is designed to provide decision 
assistance by using the advanced technologies such as big data, artificial intelligence 
technology. 

In fact, the central platform is a logic concept, which is made up of a series of 
physical machines and routers. Furthermore, it can be accessed by all the entities and 
provides unified services and management for users connected. 

3.2 Information System Operation Model 

The operation model of the system can be seen in Figure 7. Each entity is configured 
with a terminal system and needs to be authorized to join the central system. In fact, 
the terminal system plays a role of medium for the entity to connect the central 
platform. Once the entity is connected to the central platform, it will be transformed 
into an instance in the system. The Workflow Controller in the central platform 
manages all the workflows in the system and controls the relationship of information 
relay among the instances in a workflow. In the procedure of operation, with the 
changes of operation task and battlefield environment, the system defines the C2 
organization in the following two ways. 

 Change the mapping between the entities and the templates 

As the entity is able to access to the central platform with different identifications 
and its current identification can also be reconfigured by authorized users, the 



mapping between the entity and template thus can be reconstructed to reallocate  

 

Figure 7: Information System Operation Model 

roles to the entities. 
 Change the workflow in the information system 

The information system is able to control the information interactions among the 
instances by creating a new workflow and reconstructing existing workflows. By this 
method, the corresponding organization relationships among the entities are changed 
to reconstruct the C2 organization. 

4. Summary 

In this paper, we propose a new scheme to enable agile C2―Information System 
Defined C2 Organization. The C2 organization can be reconstructed dynamically by 
adjusting the role which the entity plays and the information workflow among 
instances. The proposed C2 organization model emphasized the importance of 
information system in the procedure of organization construction, which gives the C2 
organization the ability of evolving with the change of combat missions and 
circumstance. Thanks to the ISDC2O-supported information system, command and 
control becomes much agiler. The superiority is embodied in the following three 
aspects: 
 The adjustment of organization is more flexible 

In the ISC2O scheme, the information system is not pre-defined and fixed. Entities 
can access services from the central platform through terminal systems according to 
the role they play. Meanwhile, authorized users are able to reconstruct the C2 
organization by adjusting the entities’ role and the information workflow in the central 
platform, which makes the adjustment of organization much more flexible. 
 The adjustment of organization is more intelligent 

In the ISDC2O scheme, the central platform collects the status information of all the 
entities through the terminal systems. By analyzing the status information with the big 
data and artificial intelligence technology, the central platform is able to find out the 



organization adjustment demand, and then proposes the optimization solution. This 
operation mode makes the C2 organization self-adapted to the combat circumstance. 
 The command and control is more convenient 

In the ISDC2O scheme, the entities can focus on their own responsibilities, and 
access services from the central platform through terminal systems. The interference 
and constraint coming from the organization reality can be eliminated. Besides, the 
virtual layer offers a logical and engineered manner to design and control entities in 
the substantive organization, which make the command and control more convenient. 
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