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Abstract 

 

As cyberspace is now commonly considered the fifth domain of warfare after land, sea, air, and 

space, the Canadian Armed Forces (CAF) are adapting to meet the challenges that come with 

operating in such an environment. These challenges include an evolving set of threats, new 

capabilities, and a dynamic environment where the speed at which actions are taken is unlike any 

other. 

 

The CAF have established an initiative to adjust the governance structure for cyber command 

and control (C2), and introduce a framework for defensive cyber operations (DCO) that 

considers the dynamic nature of this environment. This may require resource investment, re-

alignment of current authorities, responsibilities, and accountabilities, and the reorganisation 

and/or creation of new organisations within the CAF. A set of options was developed by the 

CAF to address the governance structure of cyber forces and the DCO framework. Criteria were 

developed to assess the options at a high level, and two complementary table-top wargames were 

conducted in order to compare the proposed options in greater detail.  The first game focused on 

the DCO framework while the second game focused on the cyber C2 governance structure.  

 

Both wargame designs combined aspects of the Matrix Game approach with the Concept 

Development Assessment Game model. The specific design of each game was uniquely tailored 

to meet the CAF’s objectives, and incorporate lessons learned from previous games. This paper 

discusses the high level assessment criteria, game designs, measures of game success, and 

presents the results and lessons learned related to game execution. 

 

1. Introduction 

 

The Canadian Armed Forces (CAF) are adapting to meet challenges that come with operating in 

cyberspace such as an evolving set of threats, new capabilities, and rapid decision making. In 

order to maintain freedom of manoeuvre in cyberspace, the CAF has established an initiative to 

adjust the governance structure for cyber force command and control (C2), and introduce a new 

comprehensive operational framework for Defensive Cyber Operations (DCO)
1
.  

 

Adjusting the cyber C2 structure may require resource investment, re-alignment of current 

authorities, responsibilities, and accountabilities (ARAs), and the reorganisation and/or the 

creation of new organisations within the CAF. The new operational framework for DCO, which 

takes the form of a standing operation, will define an assessment and decision making process 

that is aligned with the new cyber C2 structure. The decision making process is focused on cyber 

defence at the strategic and operational levels, rather than on information technology security 

and technical aspects such as confidentiality, integrity, and availability. 

 

Four options for the cyber C2 structure were identified by the CAF: the status quo and three 

incremental levels of change (minor, moderate, major). The CAF also identified a second set of 

                                                 
1
 Defensive Cyber Operations are operations conducted in or through the cyber domain to detect, defeat and/or 

mitigate offensive and exploitative actions to maintain freedom of action in that domain. [Defence Terminology 

Bank] 
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three options for the DCO operational framework which are complementary to those for the 

cyber C2 structure.  Generic option names are used in this paper to allow sharing of the research 

with a wide audience. 

 

2. Study aims 

 

With multiple options for the way ahead, the CAF desired a valid, unbiased, and repeatable 

approach for determining the advantages/disadvantages and issues/opportunities of each option, 

in order to inform senior decision makers.  The options were to be assessed individually, as well 

as compared/contrasted with each other to determine their relative merits.   

 

For both the cyber C2 governance structure options and the DCO framework options, the CAF 

wished to assess: 

• the clarity and simplicity of the associated ARAs;  

• the degree of unity of command and unity of effort; 

• the degree of responsiveness, agility, and flexibility;  

• the effectiveness of integration, deconfliction, and synchronization of cyber operations; 

• the ease of interoperability with partners and allies; and 

• the implementation effort and scale of investment. 

 

In the case of the cyber C2 governance structure, the CAF also wished to assess the effectiveness 

in conducting cyber force employment (FE)
2
, force generation (FG)

3
, force development (FD)

4
, 

force management (FM)
5
, and human resources (HR)

6
 functions. For the DCO framework, the 

CAF wished to capture key strategic and operational level decisions and tasks during each of the 

four phases of the framework; these data would inform development of the operational plan for 

the standing operation. 

 

Due to the level of effort involved in developing the options, it was requested that the analysis of 

cyber C2 governance structures take place in two stages. Firstly, a high level analysis would be 

conducted in order to identify the two most viable cyber C2 structures. In the second stage, these 

two cyber C2 structure options would be developed and analysed in greater depth.  For these 

reasons, a combination of high level assessment (Section 3) and wargaming approaches 

(Sections 4 and 5) was chosen to meet these objectives. In the case of the DCO framework, the 

high level analysis was conducted during the wargame and therefore was treated as an option 

comparison (Section 5).  

 

 

 

                                                 
2
 At the strategic level, force employment is the application of military means in support of strategic objectives. At 

the operational level, it is the command, control, and sustainment of allocated forces. [Defence Terminology Bank]  
3
 Force generation is the process of organising, training and equipping forces for force employment. [Defence 

Terminology Bank] 
4
 Force development is a system of integrated and interdependent processes used to identify, conceptualize, and 

implement necessary changes to existing capabilities or to develop new capabilities. [Defence Terminology Bank] 
5
 Force management refers to the institutional management of forces, such as the geographical positioning of units. 

6
 Human resources encompass recruitment, career management, professional development and education. 
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3. High level assessment 

 

Criteria development 

Various references were consulted in the development of criteria to compare the cyber C2 

governance structure and DCO framework options. Guiding principles for high level assessment 

criteria can be found in Taylor (2014) who identifies key attributes of high level mandatory 

requirements (HLMR). First and foremost, HLMRs define the ‘what’ not the ‘how’; that is, they 

are solution independent. They should have a purpose (e.g. address a capability gap accurately 

and completely) and be traceable to specific needs. Each requirement should capture a single 

concept, and be expressed clearly and precisely. HLMRs should be realistic, feasible, and as a 

collective, complete.  

 

The first source examined for potential assessment criteria was the Integrated Capstone Concept 

[Chief of Force Development, 2009] which provides an over-arching concept to inform and 

shape how the CAF will meet the challenges of the future security environment.  The concept 

states that the CAF needs to be comprehensive, integrated, adaptive, and networked in order to 

be strategically relevant, operationally responsive, and tactically decisive. More specific to C2, 

CFJP 01 Canadian Military Doctrine [Department of National Defence, 2011] identifies six 

principles of command: unity of command, span of control, chain of command, delegation of 

authority, freedom of action, and continuity of command.  

 

Special consideration was given to assessment criteria for accountability, as authority and 

responsibility have little meaning without accountability. The five principles of accountability 

[Auditor General of Canada, 2002; Bost and Avarello, 2003] are: clear roles and responsibilities, 

clear performance expectations, balance between expectations and capacity, performance 

measurement and reporting, and continuous improvement.  

 

Two additional concepts examined were governance and organisational coherence. Holladay 

(2012) defines coherence as “the degree to which parts of a system “fit” with each other or with 

the external environment”.  Coherent systems have shared goals and consistent patterns of 

decision making and interaction, and are able to respond and adapt effectively to change 

[Holladay, 2012]. With regards to governance, Bodeau et al (2010) provide five dimensions 

across which to measure cyber governance: strategic integration, allied disciplines, cyber risk 

mitigation approach, adaptability and agility, senior engagement, and cyber risk analytics.  

 

Cyber C2 structure high level assessment results 

The concepts and principles presented above were combined to create high level criteria to assess 

and compare the cyber C2 structure options (Table 1). A total of 21 questions were developed for 

the cyber C2 structure criteria with each question utilizing a 5-point Likert-style response scale 

where “1” is the best score and “5” the worst.  A group of subject matter experts (SMEs) 

individually answered the high level analysis questions for each of the four cyber C2 governance 

structures under consideration. The raw scores where then converted to ranks (1
st
 to 4

th
 place): 

for each question the option with the best score was given a rank of 1, the second best score a 

rank of 2 and so on, with ties allowed. A weighting scheme for the assessment questions was 

provided by the CAF. The data was analysed using the Multi-criteria Analysis and Ranking 
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Consensus Unified System (MARCUS) (Emond, 2006) which determines a group consensus 

ranking based on a set of input rankings from multiple assessors and criteria weights.  

 

Table 1: Cyber C2 structure high level assessment criteria 

Main Criteria 

Categories 

High Level 

Analysis Criteria Assessment Questions 

Clear roles and 

responsibilities 

Chain of command There is a clear hierarchical command structure throughout all 

levels of operations. 

Unity of command There is a single clearly identified commander with the authority to 

direct and control the cyber resources. 

There is a single clearly identified commander who is responsible 

and accountable for the success or failure of cyber operations. 

How easy will it be to collaborate and coordinate cyber operations 

with network operations? 

How easy will it be to collaborate and synchronize cyber operations 

with other CAF mission areas? 

Organisational 

coherence 

How well aligned is the C2 structure with the broader CAF 

command structure? 

How well aligned is the C2 structure with the broader DND 

organisational structure? 

How logical is the C2 structure from the perspective of our partners 

and allies? 

Interoperability Multi-disciplinary 

approach 

How easy will it be to collaborate and interoperate with Shared 

Services Canada under the C2 structure? 

How easy will it be to collaborate and interoperate with public 

security partners under the C2 structure? 

How easy will it be to collaborate and interoperate with allies under 

the C2 structure? 

How easy will it be to collaborate and interoperate with research 

and commercial partner organisations under the C2 structure? 

How easily could the roles of point of contact with relevant 

partners (other government departments, allies, research/ 

commercial partners, etc.) be formalized, vice being informal roles, 

in the C2 structure? 

Adaptability Transformability How easily would the C2 structure evolve and/or adjust with 

changes to the strategic environment in order to achieve the desired 

outcomes? 

How easily would the C2 structure evolve and/or adjust in response 

to lessons learned, in order to achieve the desired outcomes? 

Agility How easy would it be to shift cyber resources in response to rapidly 

changing circumstances, under the C2 structure? 

To what extent would the C2 structure enable commanders to make 

(timely) responsive decisions to cyber events and demands? 

Balance between 

expectation and 

capacity 

Implementation 

effort 

What degree/level of cultural change would be anticipated if the C2 

structure is implemented? 

What degree/level of resistance to the cultural change would be 

anticipated if the C2 structure is implemented? 

How well could resistance be mitigated (via a communications 

plan, training, senior leader championship, etc.)? 

Scale of investment What is the scale of increase in person-years (including operators, 

planners, staff, and administration), over the currently approved 

increases, associated with the C2 structure? 
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The consensus ranking results are shown in Table 2. The ‘major change’ option was consistently 

ranked as the favoured choice under the first three of the four main criteria.  In terms of balance 

between expectation and capacity the ‘moderate change’ option was found to be the worst, 

followed by the ‘major change’ option. A sensitivity analysis using alternate weighting schemes 

for the criteria was conducted; the relative rankings of the cyber C2 structure options remained 

unchanged, indicating the results are robust to changes in criteria weights. Based on these results 

and other strategic level factors, such as the ‘minor change’ option representing a feasible 

interim step towards the desired end state, the CAF selected the ‘minor change’ and ‘major 

change’ options for more detailed examination in the cyber C2 structure wargame. 

Table 2: Consensus ranking for the cyber C2 structure options 

Main Criteria Category Status 

quo 

Minor 

change 

Moderate 

change 

Major 

change 

Clear roles and responsibilities 4
th
 3

rd
  1

st
   1

st
  

Interoperability 4
th
  3

rd
    2

nd
  1

st
  

Adaptability 4
th
  3

rd
  2

nd
  1

st
  

Balance between expectation and 

capacity 

1
st
  2

nd
  4

th
  3

rd
 
 

 

 

 

4. Wargame design 

 

At the wargame stage, the key stakeholders were engaged to gather their viewpoints and 

assessments for the options analysis. The assessment of the options proposed was conducted via 

scenario-based table-top games. Scenarios/vignettes were used as a backdrop to facilitate 

discussions on how the various options would deal with the situations and provided a mechanism 

to identify possible problems/gaps with the options. The wargames concentrated on collecting 

insights from operational and planning staff officers as well as intelligence and cyber SMEs.   

 

The wargame design used consisted of a hybrid between two game methodologies: the Concept 

Development Assessment Game (CDAG) and the Matrix Game. Both of these consist of 

qualitative analytical methods that provide a structured approach for collecting insights from 

SMEs. Although similar in overall structure, the approaches differ in the way they are designed 

within their phases.
7
  

 

Concept Development Assessment Game 

The CDAG [HQ SACT, 2014] was developed as a joint effort between NATO Allied Command 

Transformation (ACT) staff and the Netherlands Defence Research Agency (TNO) in 2009. It 

was inspired by the series of Disruptive Technology Assessment Games created through the 

NATO Science and Technology Organisation. The CDAG is a table-top game that focuses on 

challenge and discussion of conceptual documents, and assesses them within an operational 

                                                 
7
 Other variants of these structured table-top games include the Disruptive Technology Assessment Game (DTAG) 

[Adlakha-Hutcheon and Hubbard, 2010] and the Methodology for Assessing Disruptions (MAD) [Adlakha-

Hutcheon et al, 2012]. 
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context provided by a scenario and vignettes. The goal of the CDAG is to “play the concept” and 

through playing it, discover gaps, holes, or improvements to make. 

 

Each run of a CDAG generally consists of four phases and there can be several iterative runs 

during the course of one CDAG. A single run will typically take half a day to complete. 

1. Briefing Phase. At the beginning of each run, the vignette pertinent to that run is 

briefed, providing the operational context.  Each team is then briefed on their individual 

tasking providing clear guidance on what is expected of the player teams. Some CDAGs 

give the teams a template to fill in and brief during the plenary phase. Some direct the 

players to use specific concept cards for specific vignettes. 

2. Teamwork Phase. The teamwork phase is where the players complete the task set in 

the previous phase. The players have to discuss their tasks, read the relevant concept 

and technical cards, come up with a plan and prepare a brief for the following phase. 

The concept cards represent the concept, elements of the concept, or documentation 

under test. They help to summarize the documentation in an easily digestible format and 

to guide discussions towards specific parts of the documentation. 

3. Plenary Phase. The plenary phase is a discussion session that consists of a panel of 

experts (challenge board) and the player teams. Each team presents the outcome of the 

tasking from the previous teamwork phase which is then followed by a structured 

discussion either lead by a panel of experts and/or driven by the players’ questions. This 

phase is a very important part of the CDAG process for the data collection.  Every 

player should take part as this is where the group has to agree (or agree to disagree) on 

important discussion points. 

4. Questionnaires (optional). Data is collected during the entire game, but formal data 

questionnaires can be administered after each run and/or at the end of the game. 

 

Matrix Game 

The Matrix Game methodology [Zegers, 2011] was developed by the Defence Science and 

Technology Organisation (now known as Defence Science and Technology Group) in Australia 

for interagency harbour security and force protection exercises. The Matrix Game focuses more 

towards a structured framework to organise discussion and draw out participants’ expert 

knowledge, concentrating on strategic planning issues as well as interagency interaction and 

processes. It is designed to stimulate an exchange of views and resolve any disputes through 

discussion, to test institutional relations within a multi-agency setting, and to identify critical 

issues.  

 

Similar to a CDAG, the Matrix Game also considers a phased approach. The participants in a 

Matrix Game are typically formed into teams each representing some organisational entity, or set 

of concerns. The basic structure of gameplay in a Matrix Game is a series of “turns”, where each 

turn represents a discrete allotment of virtual time, typically one week. Each turn is designed to 

take about one hour to play. Within each turn, the activities are divided into distinct phases.  

1. Scenario and injects: At the beginning of each turn, an update of the scenario along 

with injects is presented to the teams.  

2. Team planning: The teams then break out to discuss their response to these injects. At 

this time, the teams fill out “turn sheets” which capture their understanding of the 

situation, their decisions, and reasoning. The turn sheet is usually divided into 
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categories to structure the information collected from participants. These categories 

vary according to the goals of the particular game. 

3. Plenary: In plenary, the teams present their decisions and actions to the rest of the 

group. Once all the teams have gone around the table, discussions about interoperability 

issues normally ensue, along with considerations raised by the facilitators. The 

outcomes of the teams’ actions from the turn are presented and the game proceeds with 

the new events for the next turn.  

 

The cyber game methodology 

The cyber games consisted of two separate wargames; one to assess the DCO operational 

framework and the second to assess the cyber C2 governance structure. The game design 

consisted of a hybrid between the CDAG and the Matrix Game where each run of the CDAG had 

a series of turns within it.  The Hybrid-CDAG used for the wargames is depicted in Figure 1. 

 

Figure 1: The hybrid CDAG model 

The DCO wargame assessed three variations of the DCO framework against a set of three 

vignettes within a larger operational scenario. Each run examined one of the framework 

variations against one of the vignettes; see the run matrix in Table 3. A typical run consisted of a 

briefing stage and three turns where the turns corresponded to the phases of the DCO framework. 

For example: Turn 1 considered decisions and tasks from the DCO Phase 1; Turn 2 considered 

decisions and tasks from the DCO Phase 2; and Turn 3 considered tasks from the DCO Phases 3 

and 4. The turn sheet was divided into four categories of questions that were meant to help steer 

the teamwork stage of the run. An example of these questions is presented in Table 4. 
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Table 3: Run matrix for the DCO game 

DCO Wargame 

Three Options:  Op1; Op2; Op3                                                          Three Vignettes: V1; V2; and V3 

 
Day 1 Day 2 Day 3 Day 4 Day 5 

AM Orientation 
Run 2 

Op1; V2 

Run 4 

Op2; V1 

Run 6 

Op2; V3 

Run 8 

Op3; V3 

PM 
Run 1 

Op1; V1 

Run 3 

Op1; V3 

Run 5 

Op2; V2 

Run 7 

Op3; V2 
After Action 

Review  

 

 

Table 4: Turn sheet
8
 questions for the DCO game 

Category Questions 

Tasks What are your tasks in this situation?  

Decisions 

What decisions should you/your organisation make? 

Who needs to be involved in the decision making? 

What are the DCO C2 relationships (supported/supporting relationships)? 

Who needs to be aware of the decisions made? 

Expected Decisions of 

other Teams 

What decisions/actions would you expect of other organisations? 

Who needs to be involved in the decision making? 

Who needs to be aware of the decisions made? 

Desired Effects and 

Requirements 

What are the desired effects of these decisions? 

What resources or enablers would be required? 

What information/communication links would be required? 

 

The cyber C2 wargame compared two variations of the C2 structure against six vignettes/use 

cases. This wargame focused on organisational responsibilities rather than a process for 

conducting operations and therefore an overall operational scenario was not required. The game 

instead used a series of independent use cases to set the scene for the discussions. The first series 

of runs examined the first cyber C2 structure variant against each of the use cases. A typical run 

for this series consisted of a briefing stage and two turns where the first turn examined FE related 

questions and the second turn examined FG, FD, FM, and HR questions. For the second series of 

runs, which examined the second C2 structure variant, the two turns were combined into one 

plenary session as it was anticipated that many of the conclusions reached in the first series of 

runs would remain relevant for the second cyber C2 structure and therefore discussion could 

focus on any differences. It was also anticipated that with each successive run the time required 

for the plenary session would decrease as the understanding of the C2 structure increases over 

time and the number of outstanding issues to discuss decreases; see the run matrix in Table 5.  

An example of the questions for the cyber C2 wargame turn sheets is presented in Table 6. 

                                                 
8
 Turn sheet questions were modified from Heidi et al, 2012 and Collin et al, 2013. 
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Table 5: Run matrix for the cyber C2 game 

Cyber C2 Wargame 

Two Options:  Op A; and Op B                            Six Use Cases: UC1; UC2; UC3; UC4; UC5; and UC6 

 
Day 1 Day 2 Day 3 

AM Orientation 

Run 2 

Op A; UC2 

Run 7: Op B; UC1 

Run 8: Op B; UC2 

Run 3 

Op A; UC3 

Run 9: Op B; UC3 

Run 10: Op B; UC4 

Run 4 

Op A; UC4 

Run 11: Op B; UC5 

Run 12: Op B; UC6 

PM 
Run 1 

Op A; UC1 

Run 5 

Op A; UC5 
After Action Review 

Run 6 

Op A; UC6 

 

 

Table 6: Turn sheet questions for the cyber C2 game 

Category Questions 

Force Employment 

Provide examples of strategic/operational level FE decisions that need to be 

made and who should have the ARAs to make them. 

 

Do you see any issues/concerns with the proposed Options and ARAs that are 

relevant to FE in this situation? 

 

Do you see any benefits of the proposed Options and ARAs that are relevant to 

FE in this situation? 

Force Generation, 

Force Development, 

Force Management, 

Human Resources 

Based on the FE discussion where do you see the ARAs lying for: FG; FD; FM; 

and HR? 

 

Do you see any issues/concerns with the proposed Options and ARAs that are 

relevant to FG/FD/FM/HR in this situation? 

 

Do you see any benefits of the proposed Options and ARAs that are relevant to 

FG/FD/FM/HR in this situation? 
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Data Collection and Analysis Techniques 

A combination of qualitative and quantitative data collection methods was used to capture the 

participants’ data from the wargames. These included: 

• Observations collected by the defence scientists; 

• Participants’ judgements and insights collected within the turn sheets; 

• Participants’ questionnaires for wargame assessment and option comparison; and 

• After Action Review conducted by the players at the end of the wargame. 

 

The technique used to analyse the observations and the turn sheet data consisted of consolidating 

the data, removing duplicates and then drawing out overarching themes. The themes were used 

to categorise the data and form a framework in which to organise the recommendations for 

implementation in development of the operational plans.  The After Action Reviews were re-

examined in the context of the themes to ensure that the outcomes raised in the reviews were also 

covered. 

 

The game assessment questionnaires focused on game design and execution, with Likert scale 

responses for each question. These were analysed based on the observed patterns in the scores, as 

well as the median and mode scores as measures of central tendency.  The results were used to 

identify whether or not the game design enabled/supported the game objectives, and capture any 

lessons that can help improve future games.  

 

The goal of the option comparison questionnaires was to re-assess the various options based on 

how well they met a set of high level criteria, similar to those presented in Section 3. The data 

were then analysed using MARCUS (Emond, 2006), and the results used to inform decision 

makers as to which option(s) would best meet the CAF’s needs. 

 

Measures of success 

The success of wargames is heavily tied to the objectives of the games being met and whether or 

not the client (decision maker) obtains the information required to meet a stated goal (or make a 

decision). For these wargames the main objectives were to: 

1. Identify the advantages/disadvantages and issues/opportunities of each option; 

2. Compare options to determine their relative merits against a set of criteria; and  

3. Contribute to the refinement of the proposed options. 

 

The turn sheets used in the DCO framework and cyber C2 structure games were designed to 

elicit specific information in support of game objectives 1 and 3.  The questions on the DCO 

framework turn sheets (Table 4) enable capture of key strategic and operational level decisions 

and tasks during each of the DCO phases. The questions on the cyber C2 structure turn sheets 

(Table 6) capture data on where ARAs for FE, FG, FD, FM, and HR should lie under each 

option, as well as associated benefits and issues/concerns. The data collected through the turn 

sheets provided valuable insight to the client and contributed significantly to the success of the 

games. The analysis results from the turn sheets are not currently releasable and will not be 

discussed further in this paper.   
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5. Wargame results for option comparison 

 

DCO framework option comparison 

As the DCO framework is in the form of a standing operation, the main interest was in aspects of 

FE at the strategic and operational levels. Drawing on the same set of concepts and principles 

discussed in Section 3 and military SME inputs, criteria were derived to assess and compare 

options for the DCO framework (Table 7). A 5-point Likert-style response scale where “1” is the 

worst score and “5” the best was developed for each assessment question.  

  

Table 7: DCO framework assessment criteria 

Main Criteria Sub-criteria Assessment item 

Comprehensive Unity of purpose Effectiveness in communicating strategic and operational 

intents/missions/goals and objectives 

Multi-disciplinary 

approach 

Ability of strategic leadership to facilitate collaboration 

/coordination with relevant internal partners. 

Ability of strategic leadership to facilitate collaboration/ 

coordination with relevant external partners. 

Ability of operational headquarters (Op HQ) to facilitate 

collaboration with relevant partners on cyber operations. 

Clarity and simplicity of 

DCO ARA 

DCO authorities are centralised and held by the fewest 

individuals. 

Planning process Ability to access information and apply resources to 

accomplish mission objectives. 

Command Centricity Unity in command Single, clearly identified commander at the strategic, 

operational and tactical levels. 

Span of control Sufficient resources for effective C2. Ability of an authority or 

a commander to control or access a cyber capability. 

Chain of command Clear, hierarchical command structure. Bypassing levels in 

exceptional circumstances only. 

Delegation of authority Authority to conduct cyber operations is clearly delegated and 

traceable. 

Freedom of action Ability of subordinate commanders to execute tasks, 

independent of superiors’ intervention. 

Continuity in command Clear succession of command. 

Promulgation of 

direction 

Ability to derive missions, tasks, and objectives from tasking 

orders issued by a controlling HQ.  

Effectiveness in 

conducting FE 

Social Do authorities and the structure take advantage of networking 

to increase situational awareness, and take advantage of 

opportunities? Level of interaction with the cyber capabilities 

within the Operational and Tactical HQs. 

Technical Ability to request defensive cyber support across strategic, 

operational, and tactical levels. 

Authorities’ and Commanders’ ability to access external 

partners. 

Adaptive Flexible, agile, 

responsive, and 

delegated decision 

making 

Is the C2 structure capable of shifting cyber resources to 

respond to rapidly changing circumstances? Does the C2 

structure allow commanders to make responsive decisions to 

cyber events and demands? 

Transformability Ability to evolve or adjust with changes to the strategic 

environment. 

Survivability Is C2 of DCO capabilities and network operations sufficient to 

withstand, maintain freedom of action during, and recover from 
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Main Criteria Sub-criteria Assessment item 

cyber attacks? 

Cognitive How readily available is situational awareness for cyber to the 

Op HQ in order to facilitate creativity in planning? 

Integrated Within the CAF Level of coordination of cyber operations between Commands 

and Level 1s at the joint level. 

Within the DND/CAF 

plus key partners 

Level of coordination at the Op HQ involving other 

government departments with cyber mandates. 

Whole of Government 

(WoG) 

Level of coordination at the strategic/WoG level. 

Level of coordination at the Op HQ level with WoG. 

Implementation effort 

and scale of 

investment 

Targeting, rules of 

engagement, legal 

Effort required and impediments to develop and entrench DCO 

ARAs and rules of engagement in the current CAF targeting 

process. 

Techniques, tactics and 

procedures (TTPs) 

Modification of existing or implementation of new TTPs. 

Training, exercises and 

rehearsals 

Training, exercises, and rehearsals required prior to the 

implementation of the DCO decisional framework. 

Interoperability Harmonisation of the DCO framework with those of other 

government departments and allies. 

 

At the end of the DCO framework wargame the players individually answered the assessment 

questions for each of the three framework options under consideration. The raw scores where 

then converted to ranks (1
st
 to 3

rd
 place): for each question the option with the best score was 

given a rank of 1, the second best score a rank of 2 and so on, with ties allowed. The data was 

analysed using MARCUS (Emond, 2006), where the criteria weighting scheme was provided by 

the CAF.  

Option 3 emerged as the preferred choice for the new DCO framework (Table 8). The consensus 

in favour of Option 3 was clear for five of the six main criteria; on the basis of implementation 

and scale of investment, the preference for Option 3 over Option 1 was much less pronounced. A 

sensitivity analysis of the weighting scheme indicated the results are robust to changes in criteria 

weights. 

Table 8: Consensus ranking for the DCO framework options 

Main Criterion Option 1 Option 2 Option 3 

Comprehensive 2
nd

  3
rd

  1
st
  

Command centricity 2
nd

  3
rd

  1
st
  

Effectiveness in conducting FE 2
nd

  3
rd

  1
st
  

Adaptive 2
nd

  3
rd

  1
st
  

Integrated 2
nd

  3
rd

  1
st
  

Implementation effort and scale of investment 2
nd

  3
rd

  1
st
  

Overall 2
nd

  3
rd

  1
st
  

 

Cyber C2 structure option comparison 

At the end of the cyber C2 structure wargame, the players directly compared the ‘minor change’ 

(Option A) and ‘major change’ (Option B) structures. As the CAF wished to ascertain whether or 

not Option B would be worth the additional investment required, the comparison questions 

explicitly addressed the delta between the options in terms of: ARAs; adaptability and agility; 

and cooperation, collaboration, and interoperability. The questions answered by the players are 
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shown in Table 9; each question has a 5-point Likert-style response scale with “1” representing 

much worse/much harder/disagree and “5” representing much better/much easier/fully agree. 

 

Table 9: Cyber C2 structure option comparison questions used in the wargame 

 
 

Across all questions, the median score was either “somewhat better “ (score of 4) or “much 

better” (score of 5), with at least 71% of respondents rating Option B as somewhat or much 

better than Option A, and no-one rating Option B as much worse than Option A on any question. 

In general the modes equalled the medians indicating a clear consensus, with three exceptions for 

Median 

Score

Question Scale description

I don't 

know

(0) (1) (2) (3) (4) (5) N=14

To what degree are the ARAs for FE clearer and 

simpler under Option B than A?

much worse (1) to 

much better (5) 0 0 1 5 5 3 4

To what degree are the ARAs for FG clearer and 

simpler under Option B than A?

much worse (1) to 

much better (5) 0 0 0 1 5 8 5

To what degree are the ARAs for FD clearer and 

simpler under Option B than A?

much worse (1) to 

much better (5) 0 0 0 0 7 7 4.5

To what degree are the ARAs for FM clearer and 

simpler under Option B than A?

much worse (1) to 

much better (5) 0 0 0 0 10 4 4

To what degree are the ARAs for HR clearer and 

simpler under Option B than A?

much worse (1) to 

much better (5) 0 0 0 1 11 2 4

The C2 structure and ARAs for Option B are a 

significant improvement over those for Option A.

fully disagree (1)  

to fully agree (5) 0 0 1 0 7 6 4

How readily could the C2 structure of Option B 

evolve/adjust to changes in the strategic 

environment in order to achieve the desired 

outcome compared to Option A?

much harder (1) to 

much easier (5) 1 0 2 4 3 4 4

How much easier would it be to shift cyber 

resources in response to rapidly changing 

circumstances under Option B compared to Option 

A?

much harder (1) to 

much easier (5) 1 0 0 0 9 4 4

To what degree would commanders be better able 

to make (timely) responsive decisions to cyber 

events and demands under Option B compared to 

Option A?

much worse (1) to 

much better (5) 1 0 0 2 8 3 4

How well aligned with the DND/CAF organizational 

structure is the C2 structure of Option B compared to 

Option A?

much worse (1) to 

much better (5) 1 0 1 0 4 8 5

How much easier would collaboration and 

coordination of cyber operations with the 

supporting disciplines be under Option B compared 

to Option A?

much harder (1) to 

much easier (5) 1 0 0 3 6 4 4

How much easier would collaboration and 

coordination of cyber operations with the 

Environments, Commands, and Level 1s be under 

Option B compared to Option A?

much harder (1) to 

much easier (5) 1 0 0 2 3 8 5

How much easier would collaboration and 

interoperability of cyber operations with external 

partners be under Option B compared to Option A?

much harder (1) to 

much easier (5) 1 0 0 0 5 8 5

Do you agree that transitioning from Option A to 

Option B would be worth the additional investment 

required?

fully disagree (1)  

to fully agree (5) 2 0 1 0 3 8 5

Score Count
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which the results were bi-modal. In terms of ARAs for FE, an equal number of respondents rated 

Option B as the same as or somewhat better than Option A.  For FD ARAs, ratings of “somewhat 

better” and “much better” were equal in number. The final modal tie was observed on the 

question concerning the readiness of Option B to evolve/adjust, with an equal number of scores 

of “about the same” as “much better”. Overall, the majority opinion viewed Option B (‘major 

change’) as an improvement over Option A (‘minor change’), with 78% of respondents agreeing 

or fully agreeing that transitioning to the ‘major change’ option would be a worthwhile return on 

investment.  

 

6. Game evaluation 

 

The focus of the game evaluation was to assess how well the wargame design and its execution 

enabled/supported the wargame objectives and to capture any lessons that can help improve 

future games. For example, the results obtained from the DCO wargame were used to improve 

the design for the cyber C2 wargame. The evaluation was conducted by means of a questionnaire 

that was distributed to all participants at the end of each wargame.  

 

The questionnaire consisted mostly of Likert scale-based questions and a few comment-based 

questions. The Likert scale ranged from Disagree (corresponding to the value of “1”) to Agree 

(corresponding to the value of “5”). There was also an “I don’t know” option (corresponding to 

the value of “0”); by default, any such responses were excluded from the calculation of the 

median score. We will first discuss the comment-based questions as the results obtained from 

these help support the areas of concern identified in the Likert scale-based questions. 

 

Results from the comment-based questions 

There were two comment-based questions in the DCO game questionnaire and only one for the 

cyber C2 structure game. In both games the participants were asked “In what way(s) could the 

wargame design be improved?”, and in the DCO game the participants were also asked “What 

could be added or removed from the turn sheets to make them more effective?” Several 

suggestions for improvement to the wargame design were provided. These are organised by 

themes in Table 10. 

 

In the DCO framework game participants also provided comments on how to improve the type 

of information captured in the turn sheets. Recall that the turn sheet questions were used to drive 

the discussions in the plenary phase of the turns/runs. Participants’ comments related to the 

design of the turn sheets are as follows: 

• Add the specific, agreed-upon criteria for the analysis. This would help focus thoughts 

and ensure key aspects are captured in each Option/Vignette/Phase; 

• Cater the turn sheets to each Phase, as not all questions were relevant in all Phases; 

• Add space for pros/cons and thoughts on each option; and 

• Focus players' thoughts by asking them to list the top three items of each Phase. 

 

The comments captured during the DCO framework game helped to improve the design for the 

cyber C2 structure game. Some of the suggested improvements incorporated into the cyber C2 

game include: an increase in the number and spread of the vignettes/use cases used (three for the 

DCO game versus six for the cyber C2 structure game); electronic data capture for the turn sheet 
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data and questionnaires; and increased focus in the turn sheets on the ARAs and capturing the 

benefits and issues for each option.  

 

Table 10: Participants’ comments on improvements to the wargame design 

Theme DCO Game Comments Cyber C2 Game Comments 

Read-ahead package 

and introductory briefs 
 Include overarching strategic and 

policy documents in the read-

ahead package. 

 Include a glossary of cyber terms 

with specific definitions. 

 Include fewer details for the 

scenario background and more 

details on the vignettes. 

 Send information package on 

methodology and associated 

templates ahead of scheduled 

wargame to participants. 

 Each organisation should provide 

their documents that defined their 

ARA. 

Options and Vignettes  More focus can be given to 

defining touchpoints throughout 

the decision making process, to 

clarify roles and expectations. 

 Include some case studies (e.g. 

issues handled in the past) to 

demonstrate why the status quo 

must change. 

 The use cases were far more 

effective for discussion of FE. 

They did not include sufficient 

detail to deal with FG, FD, FM or 

HR (e.g. use cases framed in 

training, experimentation, 

collective and individual training 

would help to frame these issues). 

Plenary Discussions  The break-out sessions could be 

better moderated.   

 Electronic capture of data would 

be better than pen/paper based. 

 Focussing the discussion more 

around the agreed upon criteria 

would help shape thought 

processes through all 

options/vignettes.  

 Keep the format, but create a limit 

(time and number of times) a 

participant can speak to the 

group.  

 A better draft of the ARAs for 

each option would have been 

preferred. It was mostly focused 

on authorities and not enough on 

responsibilities and 

accountabilities. Such a document 

would have offered a better basis 

for discussions. 

Other  All stakeholders could be involved 

from the beginning of the study, 

not just at the wargame. 

 Avoid timings that overlap with 

summer leave periods and break 

the wargame into shorter sessions 

to limit the number of consecutive 

days away from the office. 

 An organisational expert should 

have attended the wargame. 

 

Results from the Liker scale-based questions 

Table 11 below presents the score breakdown and median scores for questions common to both 

game questionnaires. Each game questionnaire also contained questions unique to that specific 

game, either because of the nature of what was being wargamed (i.e. a process versus a structure) 

or because of improvements made to the cyber C2 structure game based on the results of the 

DCO game. These game-unique questions are presented in Table 12. The survey results indicate 
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that in general the participants felt that the wargame design was good and execution went well; 

for all questions a majority of the participants answered with either “somewhat agree” (score of 

4) or “agree” (score of 5). The medians for most questions indicate that more than half of the 

participants agree with the statement in the question.   

 

Table 11: Results from common game questions 

 
 

Table 12: Results from game-unique questions 

 

Median 

Score

Median 

Score

Question
(0) (1) (2) (3) (4) (5) N=20 (0) (1) (2) (3) (4) (5) N=14

The introductory briefings on the first morning 

properly prepared you for wargame play.
2 0 0 0 4 14 5

2 0 0 1 4 7 5

You understood the methodology that was applied 

in the design of this wargame (i.e. the use of plenary 

discussions and individual data capture).

1 0 0 0 2 17 5

1 0 0 0 8 5 4

The Vignettes/Use Cases used for the wargame 

covered enough of the breadth of Cyber Operations 

to meet the game objectives.

3 1 0 1 12 3 4

1 1 0 1 5 6 4

The questions you answered in the turn sheets  for 

each turn captured the right information needed to 

focus the plenary discussions.

1 0 2 1 7 9 4

1 1 1 1 5 5 4

The wargame design provided a structured way to 

assess the options.
1 0 0 0 4 15 5

1 0 1 0 7 5 4

You are satisfied that the wargame design used 

allowed the game’s objectives to be met.
0 0 2 0 5 13 5

3 0 0 1 5 5 4

You are satisfied with the overall schedule and how 

it was executed.
0 0 0 0 6 14 5

1 0 0 1 3 9 5

You are satisfied with the room set up and the 

facilities used for the wargame.
1 1 2 1 7 8 4

1 0 0 0 2 11 5

Score Count

Cyber C2 Game

Score Count

DCO Game

Median 

Score

Question
(0) (1) (2) (3) (4) (5) N=20

The information provided in the read-ahead package 

was well organized and easy to understand.
1 0 0 0 6 13 5

You have the right expertise to play your assigned 

role in the wargame.
1 1 1 0 11 6 4

There was enough time allocated to examine and 

discuss phase 1 for the options. 
0 0 1 1 5 13 5

There was enough time allocated to examine and 

discuss phase 2 for the options.
0 0 1 2 6 11 5

There was enough time allocated to examine and 

discuss phase 3/4 for the options.
0 0 2 2 4 12 5

In general, there was enough time allocated to play 

each of the vignettes.
0 0 0 1 4 15 5

Median 

Score

Question
(0) (1) (2) (3) (4) (5) N=14

The training on the first morning on how to use the 

electronic data collection system was clear and 

properly prepared you for wargame play. 2 0 0 0 3 9 5

You are satisfied with electronic data collection 

system used to support the wargame. 1 0 0 0 2 11 5

Questions found only in the DCO Game Questionnaire

Score Count

Score Count

Questions found only in the Cyber C2 Game Questionnaire
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For the DCO framework game, there were four questions for which participant responses had a 

median less than 5; the median score was 4 or “somewhat agree”. This indicates there were some 

concerns with the vignettes used, the information requested within the turn sheets, the facilities 

used for the wargame, and the assigned roles during the wargame. These areas of concerns were 

also reflected in the comment-based questions discussed earlier. Based on these concerns 

adjustments were made to the cyber C2 wargame design; however, there still remained areas for 

improvement. Although the breath of vignettes/use cases had been increased, participants still 

would have liked more variety. The turn sheets were altered to focus more on the issues and 

benefits but the participants still felt that important information was not being captured. 

Participants also felt that the structured approach needed more refinement such as time limits for 

individual comments and more information provided ahead of the game. Despite these 

shortcomings, participants were generally satisfied with how the wargames were executed. 

 

7. Summary 

 

In order to maintain freedom of action in the highly dynamic cyber domain, the CAF is 

examining options for adjustments to the current governance structure for cyber force C2, and 

introducing a new operational framework for DCO. This paper presented an unbiased and 

repeatable approach to assess, compare, and contrast the options under consideration in order to 

determine their advantages/disadvantages, issues/opportunities, and relative merits. The first step 

consisted of developing and applying a set of high level criteria against which the options were 

assessed, analysed, and ranked. Various principles related to C2, governance, accountability, and 

organisation coherence were combined to create high level assessment criteria for both the cyber 

C2 structure and DCO framework options. Two table-top scenario wargames were conducted to 

examine the cyber C2 structure and DCO framework options in greater detail. The wargames’ 

design was a hybrid of two methodologies, in which the turn and turn sheet concepts of the 

Matrix Game were used within a CDAG run.  

 

A combination of qualitative and quantitative data collection methods were used to capture the 

desired information to meet both the CAF’s and the games’ objectives. The data collected and 

analysis results provided valuable insight to the CAF and contributed significantly to the success 

of the games.  In particular, the turn sheet data enabled identification of specific advantages/ 

disadvantages of the options, the ARAs required for cyber C2, and key tasks and decisions 

required for DCO. The results of the DCO framework game evaluation were used to improve the 

game design for the cyber C2 structure wargame. While overall the wargame design and 

execution were viewed positively by the game participants, there remains room for 

improvement; the lessons learned from each of these games will inform design and execution of 

future CDAGs, Matrix Games, or hybrid games. 

 

The approach of high level assessment combined with detailed wargaming provided a structured 

and effective means to inform decision making for option selection. It also enabled capture of 

detailed information and feedback that will inform the CAF as it continues to evolve its cyber 

capabilities to meet future challenges. 
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