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Abstract 

 
Defense industry research and development is hindered by limited information sharing between 

operational stakeholders and researchers. Research and development activities are often defined by 

project managers who are well intentioned but have limited access to or understanding of actual 

operational challenges. Deliverables are evaluated in sterile settings with limited feedback from 

practitioners. The Cyber Immersion Lab (CIL), a US Cyber Command development and experimentation 

activity, is tightening the feedback loops between cyber practitioners and research communities. The 

research project described in this paper addresses a 2015 US Cyber Command effort to assess mature 

cyberspace network mapping capabilities for operational fit in the Cyber Mission Force. The research 

project comprised complementary investigative strategies including a field study of cyber mission teams 

to understand their work processes; market research to identify candidate network mapping tool 

capabilities; and an experiment involving 20 members of Cyber Protection Teams (CPTs). This paper 

describes how rich measures were developed and employed to assess the abilities of tools to support 

decision making in operational settings. These measures go beyond traditional measures of accuracy, 

speed, and failure rates. The methodology of this project illustrates how cognitive engineering can 

strengthen materiel solutions by orienting developers on tangible operationally relevant objectives. 
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Background on Cyberspace Network Mapping 

 

In 2015 the United States National Defense Authorization Act acknowledged that the 

Department of Defense (DoD) did not possess the ability to quickly map large portions of 

cyberspace. Maps of cyberspace that depict internet-scale topologies as well as details of 

individual devices and their physical and logical connections enable situation awareness for 

cyberspace operations. The Defense Authorization Act directed the DoD to determine what could 

be done to enable U.S. Cyber Command (USCYBERCOM) to develop network mapping 

capabilities. This paper reports on a study conducted at the Cyber Immersion Laboratory (CIL) 

of USCYBERCOM to explore operational requirements for network mapping and to assess 

software tools to potentially satisfy those requirements. The goal was to inform the cyber 

research and development (R&D) community of system capability gaps that require further 

development.  

 

For many years, cyberspace mapping had been perceived as either an information technology 

problem or a signals intelligence function. The earliest reference to “network mapping” is from 

1996, although precursors to network mapping such as “ping” and “tracert” have been in use 

since the 1980s. Subsequently, researchers described the use of Internet Protocol routing data to 

generate network topologies (Mansfield et al., 1996). Tools would discover and map large-scale 

network topologies using traceroutes (Donnet, et al., 2006); enable comparisons of active and 

passive scanning methods (Webster, et al., 2006); enable comparisons of methods including 

ICMP, SNMP, ARP, DNS and OSPF for discovering devices and their connectivity; and provide 

methods for mapping serial router paths across the Internet (Dabbagh, et al., 2012). In 2009, the 

DoD established USCYBERCOM with the mission of operating and protecting information 

networks. Recent responses to cyber intrusions have illustrated how network mapping is an 

integral part of sense-making in cyberspace operations. 

 

The term "network map" is very often a metaphor. In many cases, the "map" is a spreadsheet 

listing machines, groups of machines, nodes, firewalls, routers, etc. By "network map" we mean 

a graphical representation that shows subnets, boundary nodes, and other key elements of cyber 

networks. Network maps can enable the analysis of friendly and adversarial cyber activities. 

Indeed, CPTs often create diagrams (on paper or a whiteboard) during their missions. Figure 1 

presents an example of a network map in the sense of a network diagram. At this scale of the 

printed page, the finer details cannot be read, although one can clearly see the subnets, the 

boundary nodes of those subnets, and icons for such things as routers and servers. In practice, 

network diagrams need to be inspectable down to the finest detail. 

 

A typical network map will include many of the following characteristics: subnets; the number 

and types of devices; the applications, services, and operating systems of devices; roles of 

devices; the physical and logical architecture of the network including communication paths; 

high value systems; open ports and external connections; directory service information; user 

privileges and roles; software configurations; router configurations; and normal and aberrant 

traffic patterns. In essence, network maps can provide the critical location-based information 

(logical and physical) and the role-based information required by analysts and decision makers to 

better understand a network.  
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Figure 1 - An example network map 

Market Survey and Field Study  

 

The primary purpose of this study was to assess the operational fit of cyberspace network 

mapping capabilities for the Cyber Mission Force. The project included multiple complementary 

investigative strategies that began with two preliminary and concurrent activities.  

 

One preliminary activity was a market survey of mature network analysis capabilities. The 

research team identified 30 government, commercial, and open-source tools that purported 

support for the process of creating network maps. These tools fell into five categories: 

Drawing – tools that could be used to manually create network diagrams 

General Network Analysis – tools that can process relational data to produce a graphical 

depiction of those relationships 

Information Technology Network Analysis – tools that can process IT-specific data to 

produce a graphical depiction of that data 

Data Services – tools (often appliance-based) that collect proprietary network data on live 

networks and can graphically represent that data 

Survey and Analysis – tools that can be deployed by a user to collect network data and 

render that data into a graphic 

The complete catalog of all tools documented in this project is not releasable outside of the U.S. 

Government because it contains proprietary information for some of the commercial products.  
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Another preliminary activity was a field study consisting of interviews with 24 members from 

U.S. Army, U.S. Air Force, U.S. Navy, and U.S. Marine Corps CPTs. The interviews covered 

the activities of the various sub-teams within CPTs and their particular missions.   CPT members 

were very clear on the need for tools to enable network visualization, represent the cyber-

physical relationships, and monitor network activity.  The interviews also resulted in a model of 

CPT work process. This model helped document issues that impact effective cyber work, and 

thus, informed the design of an experiment to assess tools for operational fit.  

The Work Process of Cyber Protection Teams 

 

Cyber Protection teams (CPTs) perform multiple missions at the national level and for military 

service departments. Missions range from vulnerability assessments to improve network 

defenses, response to network intrusions, and active defense to protect critical systems from 

anticipated attacks. Figure 2 presents a general model of the CPT work process and serves as a 

framework to discuss network mapping activities. The model was developed from interviews 

with CPT members. 

 

Current network analysis by CPTs is shaped by a number of factors: Network privileges 

determine access to data; network ownership sets thresholds for detectability and impact on 

network operations; mission parameters determine response times and mapping strategies; team 

member expertise influences cognitive strategies; and supported organization complexity 

increases coordination requirements. 

 

As a part of protecting, securing and recovering a network, CPTs perform a wide range of 

complex tasks. These tasks include: identification of network vulnerabilities; identification of 

exploitation paths; identification of exfiltration paths; detection and identification of network 

changes; determination of how to shape and redirect traffic; determination of how to disable and 

disrupt a network; identification of critical network assets; determination of status and the 

ownership of implants; determination of a target’s relationship to the physical world (i.e., 

location and function); identification of a persona or target user; determination of operational 

risk related to network vulnerabilities; and providing descriptions of cyberspace operations and 

their effects. 
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Figure 2 - A model of CPT work processes 

 

Experimental Assessment 

 

The market survey and field study formed a foundation for an experimental assessment. From 

the market survey, the research team selected a subset of tools that were characterized as Survey 

and Analysis and that seemed designed to enable the mapping of a network.  The field study 

provided several key things. First, it helped in developing a scenario for CPT members in using 

the network mapping tools in an operationally relevant manner transposed into an 

experimentation environment. The scenario and the tasks are summarized in Table 1. 
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Table 1 - Scenario and tasks used in the experiment 

The Port Authority Mission is to promote waterborne transport to provide intra and interstate 

commerce, public transportation, and economic benefit to the State and its residents. Critical network 

functions include: 

 Monitoring transportation activities at metropolitan port and maritime waterway systems.  

 Monitoring and maintaining environmental controls, sensors, and data feeds. 

 Monitoring and maintaining email service. 

 Operating, maintaining, and defending waterway traffic control systems. 

 Monitoring and maintaining network security services, including malicious activity detection, 

disruption, isolation, and analysis. 

 Storing sensitive historical financial information related to appropriations received, scheduled 

and unscheduled maintenance.  

 Upgrading and continuously posturing networks against current and emerging threats. 

Complete the following tasks in this order: 

1. Determine what scans to run to understand the network topology. 

2. Enter scan configuration / parameters with the tool to scan network data.  

3. Use the scan results to develop a map of the network with the tool.  

4. Annotate or highlight sensor locations on tool-generated map. 

5. Use your network map to identify network boundaries and annotate them your map.  

6. Use your network map to identify and annotate critical assets.  

7. Use the tool to identify and annotate the following network attributes (device role, netflow, 

services, open ports, suspicious connections, and vulnerabilities) 

8. Annotate the map with additional vulnerabilities provided from an external source.  

9. Export your map into graphical and tabular formats to share.  

 

Second, the field study suggested operationally meaningful measures to assess network mapping 

performance. The conceptual measures and their operational definitions are presented in Table 2. 

These measures helped ground the experimental assessment. Emphasis was placed on evaluating 

the cognitive work at the work system level, beyond traditional human performance measures. 

For some of the measures, measurements could be made from actual performance indicators and 

data records (e.g., time to complete tasks, formats for export) whereas others were made using 

brief questionnaire forms that were completed both between sub-tasks and after the full set of 

scenario tasks had been completed.  
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Table 2 - The network mapping measures identified through the field study 

 
 

Twenty participants from operational CPTs took part in the network mapping experimental 

assessment. They were formed into 10 teams to reflect the current practice of two-person teams. 

The ages ranged from 20 to 43 years old with a median age of 28.  Participants came from the 

following service branches: Navy = 12 (60%); Marine Corps = 6 (30%); Army = 2 (10%). Most 

of the participants had 7+ years of military service. Participants’ cyber defense experience varied 

from less than one year to 16 years, with a median of 3 years. Team members had little 

experience operating in CPTs, ranging from zero months to two years, with a median of one year. 

In general, the participants did not report having a great deal of experience using network 

mapping tools, but they reported that they often used Microsoft Visio, Nmap, Microsoft Power 

Point, Zenmap, and Metasploit for network mapping activities.   

 

The network mapping experiment took place over a span of two weeks, with three different 

survey and analysis tools. (We attempted to include a fourth tool in this assessment, but were 

unable to install and configure the tool despite four days of effort.)  The tool and vendor names 

will be anonymized and referred to as tools A, B, and C. Two, eight-hour work day sessions 

were allocated to each tool. The first day consisted of training provided by the tool 

representatives/developers to the CPT members. During the second day, participants were asked 

to use the tool to perform tasks related to building or using network maps in an incident response 

scenario (see Table 1). Each two-person team was provided a scenario introduction and a 

network map that represented an outdated product they might receive from a network owner. 

Figure 1 (above) shows an example of the network-owner provided map. The participants were 

cautioned that this map might be incomplete, out of date, and it might contain errors. The 

purpose of these cautions was to emulate what CPTs often experience when beginning an 

analysis.  Although as we learned, CPTs are often provided no map (either diagram or 

spreadsheet) by the supported organization. As Figure 1 suggests, the network under analysis 

Evaluation 

Category

Measure Operational Definition Measurement Method

Sufficiency Number of tasks completed with tool Observer Notes

Efficiency Time required to complete assigned tasks Observer Notes

Accuracy Completeness and correctness of survey data Compare table of devices discovered with table 

of devices provisioned in environment

Transparency Ability to display what types of data were used Participant questionnaire

Data Integration Types of data used to make map Participant questionnaire

Map Richness Network attributes rendered on the map Review of participant generated maps

Exportability Formats possible for exporting data and 

products

Participant log

User Feedback Ease of use/learnability Participant questionnaire

Map Interactivity Ability to explore and annotate the map Observer Notes

Support to Job Learning Prompts from tool for normative processes Participant questionnaire

Assistance Required User requests for help Observer Notes
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ty CPU Usage CPU usage over time Virtual machine monitoring application

Memory Usage Memory usage over time Virtual machine monitoring application
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was realistically large and cannot be presented in print at a scale sufficient for detailed 

understanding. The tool representatives/developers were also asked to use their tool for the same 

tasks as the CPT members in order to provide an “expert user” control group for using the tool.  

 

Typically, CPT members operate in two-person teams with one person using software tools on a 

laptop computer while the other observes and assists over the shoulder. The member that is not 

on the computer often suggests hypotheses, proposes subnets that should be scanned, identifies 

enclave boundaries, and (as we learned) sketches a diagram of the network. Participants in this 

experiment operated in a similar manner.  

 

A research team observer was assigned to each of the participant teams. As participants worked 

through the sequence of tasks (see Table 1, above), they made notations of task completion time 

and answered questions about the software (e.g., Did it allow you to complete the task?).  

Analysis 

 

The data from participant questionnaires, observer notes, and work system performance was 

analyzed to address the primary measures identified in Table 2. Great effort was made to collect 

data relevant to each measure; however, after data processing and analysis, only a subset of the 

measures provided useful insights. This is not to say the set of measures identified in Table 2 are 

inappropriate, only that the procedure we employed experienced difficulties that made some 

measurements uninterpretable. The results are structured around the measurements that were 

interpretable in our study.  

 

Sufficiency 

 

Sufficiency reflects the degree to which a tool aids in task accomplishment.  In this experiment, 

teams were assigned nine tasks, related to network mapping in an incident response scenario.  

For each tool and each team, the observer notes were used to determine which tasks the teams 

completed.  Table 3 shows how the three tools compared on the sufficiency measure. 

 
Table 3 - Sufficiency results across tools. 

Measure Definition / Description Tool A Tool B Tool C 

Sufficiency Number of tasks completed 

across teams. 

(min = 0, max = 9) 

M = 5.9 

SD = 2.4 

Mdn = 5 

M = 2.8 

SD = 1.4 

Mdn = 2 

M = 5.9 

SD = 2.4 

Mdn = 5 

Number of teams completing all 

tasks
1
 

(N = 9) 

2 1 2 

 

 

                                                 
1 One team’s data was not usable for this metric across all 3 tools. Therefore, the total number of teams are 9 
for the sufficiency measure.  
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Most teams did not complete the tasks with the tools. The fact that all the tools had at least one 

team complete the tasks indicates that the scope of the tasks and assessment evaluation 

timeframe were within reason. However, future efforts will need to better calibrate the 

experiment tasks with the available time.  

 

Efficiency 

 

Tool efficiency was evaluated by analyzing the observers’ notes and tracking the times they had 

logged for each team working on each task. This was an approximate measure due to its reliance 

on the observers’ attentiveness and diligence in indicating when tasks started and stopped. The 

efficiency results for each tool on the tasks are shown in Table 4.  

  
Table 4 - Time (in minutes) for participant teams to complete tasks across the tools. 

 
 

For all three tools, the bulk of participants’ time was spent on tasks 2 and 3 – entering scan 

parameters into the tool, and developing a map from the returned data. The average time for each 

of these tasks was on the order of tens of minutes, and in some cases in the hour plus range for 

Tools A and C. The remaining tasks involving annotating the map and exporting data were 

accomplished in less time for all tools.  

 

There were a few noticeable differences among the tools in terms of time for some of the tasks. 

During Tool B’s exercise day, there were several significant technical issues with the 

experimental network resulting in it being offline for several hours. This hampered the teams’ 

ability to use it for the entire day. Therefore, many teams were observed to either skip some tasks 

or do them in a severely time-compressed manner. One of Tool B’s strengths was its export 

capability that seemed to have decreased the amount of time on task 9 – map export. One of Tool 

C’s strengths (discussed later) was its network map visualization component. Much of this 

component was automated and seems to have required less of the analysts’ time on task 3 

relative to the other tools. The time for Tool A on task 6, annotate critical assets, was noticeably 

Task A B C A B C A B C

1. Determine what scans to run to understand 

the network topology.
31.4 17.9 22.4 23.0 4.1 25.4 8 9 9

2. Enter the scan configuration / parameters to 

scan the network data.
176.1 45.8 134.8 85.7 28.9 22.7 8 9 9

3. Use the scan results to develop a map of the 

network.
93.0 54.0 40.9 77.8 73.5 41.5 7 2 9

4. Annotate or highlight sensor locations on tool 

generated map.
19.8 3.5 5.5 33.5 2.1 5.0 4 2 6

5. Use your network map to identify network 

boundaries and annotate your map.
7.0 2.0 13.5 3.8 0.0 16.1 4 2 4

6. Use your network map to identify and 

annotate critical assets.
9.8 1.5 2.0 7.4 0.7 0.8 4 2 4

7. Use the tool to identify and annotate network 

attributes.
3.0 3.0 3.7 2.0 1.7 1.5 3 3 3

8. Annotate the map with additional 

vulnerabilities. 
4.5 2.0 11.0 3.4 0.0 14.1 4 2 2

9. Export map and data files. 
12.6 6.0 23.8 8.6 5.7 18.3 5 2 6

Total 357 136 258

Average time (mins) Standard deviation time (mins) # Teams completing task
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longer than the other two tools. A partial explanation for this result is Tool A was the first to be 

evaluated in the framework and the CPT participants took a few extra minutes to conceptually 

understand what “critical asset” meant in the context of the scenario instructions. Therefore, the 

time difference for task 6, cannot be tied to tool design alone.   

 

Map Richness  

 

Participant teams were asked to generate output files in the form of a network map image 

(.png, .gif, .jpg, etc.) and data files (.csv, .xls, etc.) that listed nodes of the networks and their 

features. Each team’s output files were evaluated for “richness” in order to determine the 

features of the various tools and the ability of participants to represent the scenario networks.  

 

The output maps varied greatly across teams ranging from maps with no nodes or connections to 

complex maps with hundreds of nodes and connections organized spatially to indicate network 

enclaves. Some maps included annotations with node level details, while others did not. 

Unfortunately, due to disclosure agreements, examples of the maps cannot be shown.  

 

The output data files were also examined with respect to the number of nodes they contained and 

the details included for each node. The data files varied in complexity across tools ranging from 

seven to twenty data fields for each node in the network. The three tools all reported the 

following fields in common; IP address, device type, device name / label, and operating system. 

Beyond those fields, the tools varied in whether or not they reported other data fields such as 

MAC address, DNS name, open ports, confidence, device status, or geo location to name a few.  

 

A high benchmark for output file quality was determined after sampling the set of team output 

files to determine what could be achieved given the time constraints and teams’ familiarity with 

the tools. The high benchmark for the network map image considered whether or not a third 

party such as a network owner or other network analyst could interpret the output image and get 

a gist of the network. The high benchmark for the data files considered whether a significant 

portion of the exercise network nodes were included in the data file and how many of the data 

fields included relevant information for the networks. Not all teams were able to output an image 

or data file with the tools on the exercise days. Of the output files that were provided for a given 

tool, the number of team output files that were comparable to the high benchmark were counted 

and are depicted in Table 5.  

 
Table 5 - Output file quality for the three tools. 

Measure Definition / Description Tool A Tool B Tool C 

Map Richness % of teams  that provided an output 

image map with the tool. 
80% 20% 90% 

% of teams that provided a high 

quality image map with the tool. 
10% 0% 70% 

% of teams that provided a data file 

with the tool. 
50% 80% 70% 

% of teams that created a high 

quality data file with the tool. 
40% 50% 40% 
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As Table 5 shows, Tool C was the most effective tool for generating maps in terms of annotation 

and rich detail. Tool B was the most effective tool for generating data files (.csv, .xls) that 

provided information about the network environment.  

 

Exportability  

 

One critical task was for teams to export their network maps and associated data with the intent 

of sharing their work. Those outputs were examined to determine what types of products teams 

produced with the tools. The number of teams able to export map images and data tables in the 

requested format are shown in Table 6. 

 
Table 6 - Number of Teams that exported a file of a given type by tool.  

Export Type File Format A B C 

Image 

.jpg 6 0 0 

.bmp 4 3 0 

.gif 4 0 0 

.png 3 0 9 

.pdf 7 1 0 

.html 3 1 1 

Data 

.txt 3 0 2 

.csv 2 8 3 

.xls 2 0 2 

.xml 1 0 0 

 

All three tools contained some functionality to export both an image as well as tabular data.  Of 

the tools tested, Tool A offered the widest variety of export formats. Microsoft Visio is a 

relatively common tool in use by current CPT teams for making network maps; however, a Visio 

export format was not supported by any tools.   

 

User Feedback 

  

A key aspect of the network mapping tools’ functionality is the perceptions and feedback of the 

users. The CPT participants provided feedback throughout the experiment regarding their 

interactions with the tools across the scenario tasks.  

 

Table 7 presents results from the participant’s ratings of the tools. For each task, tools were rated 

using two Likert scales: (1) Did the tool help do the task? And (2) How easy/difficult was it to 

use the tool? For this analysis, responses were categorized as Easy/Helpful = 6-7, Difficult/Less 

Helpful = 1-2. The table shows where there was and was not a convergence of the ratings based 

on the mode as well as the mean of the ratings. Our reason for looking at concordance of the 

mode and the mean was because these relatively small data sets were not Gaussian. Therefore, 

generalization from any one measure of central tendency would be suspect. 
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Table 7 - Ratings of the tools for each of the tasks 

Task Tool A Tool B Tool C 

1. Determine scans 

 
FAVORABLE FAVORABLE LESS FAVORABLE 

2. Enter configuration, 

parameters 
FAVORABLE FAVORABLE LESS FAVORABLE 

3. Develop map 

 
DIVERGENT RATING DIVERGENT RATING FAVORABLE 

4. Annotate sensors 

 
DIVERGENT RATING FAVORABLE FAVORABLE 

5. Identify boundaries 

 
LESS FAVORABLE LESS FAVORABLE DIVERGENT RATING 

6. Identify critical assets 
 

LESS FAVORABLE 

 
 

7. Annotate network attributes 

LESS FAVORABLE DIVERGENT RATING 

TOOL NOT 

DESIGNED FOR THIS 

PURPOSE 

8. Annotate vulnerabilities 

LESS FAVORABLE LESS FAVORABLE 

TOOL NOT 

DESIGNED FOR THIS 

PURPOSE 

9. Save files FAVORABLE DIVERGENT RATING FAVORABLE 

 

Based on the participants’ responses, only Tool C was suited to the creation of a network map 

(task 3). Both Tool A and Tool B were suited to the task of network scanning (tasks 1 – 2). None 

of the tools seemed suited to the tasks of identifying subnet boundaries and identifying critical 

assets. All of the tools had some limitations with regard to saving files, although for some file 

formats both Tool A and Tool C made file saving easy. 
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Figure 3 - Distribution of teams' reported likelihood of using the tools if provided in the future.  Note: 

1  = would never use; 7  = would certainly use 

 

The most direct question that best summarizes the participants’ perceptions of the tools was, “If 

provided with the tool, how likely would you use it in the future?” Figure 3 summarizes the 

responses to this question. Each tool had a wide distribution across the response scales between 

extremely favorable and extremely unfavorable ratings. Open-ended comments provided some 

context for particular ratings such as the following comment following a positive rating for a tool. 

"[I would use this tool for] continuous monitoring of the network before it had been 

penetrated, so as to more easily detect intrusion. [Identify] performance issues, and to 

create an initial map of the networks." 

And this comment from a participant who gave a tool an unfavorable rating:  

"We are currently employed in short periods of times on other networks. This tool would 

be better used for long-term deployment, not incident response."  

 

Team members were asked “How difficult was the task overall?” This question was intended to 

gather participants’ perceptions of the scenario tasks, independent of the tools being used. Table 

8 summarizes the question responses.  
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Table 8- Task difficulty, averaged by task across teams and tools, sorted by easiest to most difficult. 

Note: 1 = very hard, 7 = very easy 

 
 

Support to Job Learning 

 

Given the relatively new role of CPTs and the relative inexperience of analysts using network 

mapping tools, an important requirement for any new tool is to support skill acquisition. 

Government agency budgets are limited in providing new training for analysts. Tools that are 

easy to learn, use and understand have a better chance of adoption and leverage. Tools that help 

practitioners perform their roles better will strengthen the workforce. 

 

Several questions asked participants to provide feedback into how well the tools supported 

analysts’ learning the network mapping tasks. Specifically, did the tools indicate when task steps 

were completed or when a new phase of the analysis began? The results for these questions are 

summarized in Table 9.  

 
Table 9 - Support to job learning results across tools. 

Measure Definition / Description Tool A Tool B  Tool C 

Support to job 

learning 
Percentage of tasks that tool 

indicated user should perform  
33% 16% 0% 

Percentage of tasks that users 

indicated tool helped with  
50% 16% 33% 

Percentage of tasks that the 

tool indicated user completed  
33% 0% 66% 

 

Overall, these data indicate that these tools poorly implement this particular design requirement.  

Although ease of use has gained broad acceptance for software design, the need for tools to help 

practitioners acquire skills is less understood. 
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Acceptability 

 

CPTs deploy on missions with limited computational resources, therefore, it is important to 

understand the demands from particular tools on these limited resources.  For this experiment, 

we measured central processing and memory usage to assess whether each was acceptable given 

the currently available resources for CPTs.  It was hypothesized that there would be some 

differences in these measures, because each tool used different methods and technologies to scan 

the network, analyze data and develop network maps.  The results of these measurements are 

shown in Table 10. 

  
Table 10 - Memory (% usage), and CPU (% usage) data for the three tools. 

 
 

Tool C required much less CPU and memory resources relative to the other two tools. One 

possible explanation for this is Tool C had a command line interface, which may simply have 

utilized less resources relative to a graphical user interface employed by the other two tools. 

There are many uncertainties about how much of the network, memory, and CPU data collected 

in the experiment is attributable to specific processes employed by the tools. Further detailed 

instrumentation and analysis would be required to look at the effects of specific human or tool 

initiated events (e.g. starting a network scan) on network, memory, and CPU usage.  

Findings 

 

The activity of mapping a network can support team sense-making by providing a common, 

visual representation of critical network information.  This information can serve as the basis for 

answering more complex, analytical based questions related to vulnerabilities and exploitation. 

However, the network data needed for the creation of maps are not always accessible by the 

software tools. Furthermore, software tools can be limited in their ability to cope with the fact 

that network features change frequently.  

 

Perhaps the most salient finding is that there are no standards for cyberspace network 

diagramming and symbology. The diagrams that tools create range from "spaghetti graphs" to 

semantically impoverished "eye candy." Developers need to cross the crucial gap between 

visualization and sensemaking.  

 

The research revealed the following important issues for CPTs. 

 The need for CPT members to acquire specialized knowledge (e.g., of exploits, of tools), 

and in general, the need for expertise across the cyber workforce 

 The need to establish an effective authority, trust, and respect relationship between CPTs 

and supported organizations 
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 The need for enterprise-scale coordination (Information sharing within or between teams 

is currently done over the shoulder and reporting to higher headquarters is done by email, 

PowerPoint and video teleconferencing.) 

 The need for tools to support experienced CPT leaders supervising less experienced team 

members 

 The need for more opportunities to train and rehearse 

 The need for better utilization of CPTs (e.g., avoid chunks of time "on hold") 

 The need to enable intelligence analysis and reporting during missions 

 The need for CPTs to get useful post-mission feedback concerning outcome, success, or 

failure 

 The need for CPTs to develop unique methods and work-arounds to cope with limitations 

in their current tools (e.g., using paper to sketch diagrams of networks) 

 

Although support to job learning is important for developing skilled CPT members, network 

mapping is dynamic.  Therefore, it is unclear how much of it can be formalized into a tool’s 

interface and workflow. This is an outstanding challenge for further research since every network 

is unique and a one-size-fits-all approach may not work for a “network mapping” tool.  

 

Our analysis of task difficulty can be a starting point for future tool and training development 

efforts. In particular, efforts could focus on improving the users’ interactions during the most 

difficult tasks such as identifying and annotating vulnerabilities and critical assets. Some of the 

difficulties with these tasks may be cognitive or conceptual in nature. Subject matter expertise or 

knowledge of a particular network may be required. If that is the case, CPTs should be aware of 

this limitation and adopt processes to better address these difficult tasks if they are called upon to 

troubleshoot a new, unfamiliar network.  

 

The tools examined in this study were onerous to install and operate. All of the tools required the 

CPTs to engage in a rather lengthy process of specifying parameters and ranges on a 

considerable variety of scan variables and options. Tools required full credentials to insure 

consistent access to network data. Licensing often limits where/how tools can be used. Tools 

provided no information on, or tracking of tradeoffs between scan time and thoroughness. The 

tools could be hard to direct, and what they did was not transparent. Most of the tools evaluated 

were intended for use as enterprise management solutions. In other words, they are "mega tools" 

that offer so much that it can be difficult to select those functionalities that CPTs need, and then 

enable CPT members to learn how to effectively use those functionalities. 

 

Although no single tool was found to meet all of the network mapping needs of CPTs, Tool C 

offered important improvements relative to the current CPT work process. Despite the CPT 

members' claim that they have tools and work methods that enable them to accomplish their 

missions, there was nonetheless an acknowledgement that certain kinds of tools/functionalities 

would be valuable. The examples were of capabilities that would enable the CPT to take actions, 

and not merely report on findings. Black hole routing was mentioned as a specific example: If 

illegitimate activity is found it should be routed out immediately, switched out to a segmented 

VLAN. Another example was the capability to throttle back on bandwidth. 
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A Vision for a "Cyberspace Sense-making Tool" 

 

Based on our findings, including the work process models, the analysis of tools’ functionality, 

and the desires of CPT members, we can formulate some requirements to improve the CPT work 

process. These include: 

 

 A Semi-autonomous, Rapid Network Mapper. This would be a laptop based tool that can 

integrate all survey data sources (e.g. scans and routing protocols). It would generate 

graphical and tabular products that are traceable, explorable, annotatable, and shareable. 

 Support for distributed sense-making. This would include analysis of networks at 

multiple levels of physical, logical and persona. The visualizations would be echelon-

defined and could synthesize network data with intelligence information. 

 Document /represent information about analytical staleness with time stamping and 

models of network change. 

 Representational aiding to support information sharing. This would depend on making 

information shareable but also making information about the work process (goals, intent, 

progress, etc.) shareable.  

 Support the creation of additional work process models, for such activities as intrusion 

response, targeting, network assessment. Those models would be used in CONOPS 

development and training. 

 

Numerous lessons were also learned about the planning and implementation of experiments on 

cyber work and cyber work tools.  

 

Recommendations for Experimentation 

 

Getting the Right Participants 

 

Most of the CPT participants in the experiment had experience with Visio, Nmap, Power Point, 

Zenmap, and Metasploit. However, most of them had only one to two years’ experience with 

actual incident responses or in training exercises. Some had no actual field experience. This is 

related to the newness of the cyber defense domain, in which a "first cohort" of genuine experts 

is still being groomed. There is an inescapable conundrum that the research needs to avail itself 

of the most experienced and qualified cyber defenders yet those same people are at such a 

premium that they are best deployed in the conduct of the actual work rather than getting side-

tracked into experiments. A potential solution is to identify an experimentation force within the 

Cyber Mission Force.  Six month rotations can be established to formally designate one or more 

cyber teams to participate in interviews and experiments.  Another option is to rotate experienced 

cyber team members between operations and research assignments.  Reflective practitioners 

could help a core research team to identify prospective capabilities and design operationally 

meaningful assessments. 
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Getting the Methodology Right 

 

Experimental design challenges are considerable. For example, it is prohibitively costly to use 

factorial designs. It is unclear what a representative participant sample looks like, and it would 

be impractical to assemble one. It is a challenge to develop good measures that fall at the level of 

human-system integration, and an even greater challenge to decide on what would be good 

metrics (i.e., what level of performance is "acceptable”, which is "good"). Furthermore, deciding 

upon measures of such things as tool utility, usability, and acceptability is just a first step. There 

must be a reliable and robust method for data collection (e.g., task completion time). There must 

be a clear and straight-forward procedure for coding observations and a clear procedure for data 

analysis.  The procedure must not get spoiled by statistical overkill, especially given that this is a 

circumstance in which small sample size limits the applicability of traditional parametric 

statistical testing. 

  

Several of the initial network mapping tool measures identified from the field study of CPT 

members (listed in Table 2) were difficult to address for various reasons. The measures of data 

integration and transparency, for example, were not addressed because they required more 

information about how the underlying network data sources were utilized by the tools to render 

maps and create output files. This level of detail bordered into proprietary and sensitive 

information that the tool representatives were not comfortable discussing at the time of the study. 

The measure of accuracy required an amount of data processing and analysis that was beyond the 

resources of this study. It required access to the ground-truth experiment network configuration 

data, which changed daily per our study and to which we did not have reliable access. Another 

challenge for the accuracy measure was each network mapping tool created different output file 

formats which would have required a great amount of resources to convert and compare to the 

ground-truth data.  

 

Another important finding was how much scope was “just right” in terms of collecting enough 

useful data in the available timeframe. Given that only a small number of teams completed the 

tasks for all of the tools, and one of the exercise days was compressed due to technical issues, 

future assessment events would likely need to change. This would include: a) a need to pare 

down the scenario tasks or cyber range configuration, or b) increase the time for the scenario 

exercise.  

 

It is also important to get the right people to serve as observers and data recorders in the 

experiments. In this experiment there were ten participant teams working concurrently. Each 

team had to be observed by a dedicated Observer, who could perform such functions as asking 

probe questions about the CPT members' activities and reasoning, get technical help for them as 

needed, etc. Due to the nature of cyber work, it is most important for observers to have sufficient 

familiarity with the tasks to allow them to understand the nuanced and often silent team work. 

Practitioners can be trained to be good observers more quickly than experienced human factors 

engineers can be trained to understand cyber work.  
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Coping with Breakpoints 

 

In the conduct of experiments such as the one we report here, it is guaranteed that there will be 

connectivity failures, software installation failures or delays, network emulation problems, travel 

problems (participants, tool representatives), and communication issues. Such issues lead to 

cascades of other problems, such as the need to cope with schedule changes.  

 

Breakpoints are opportunities. Observers should be prepared to conduct brief cognitive 

interviews with CPT members whenever it appears that a "pause" will last for more than 30 

minutes. Such interviews can explore their reasoning, work processes, etc. A viable entry point 

for such interviews would be to ask for a "Recent Day in the Life" story. In our experience shows 

that CPT personnel are highly motivated to share their experiences. Interviews conducted to date 

have not had to rely on a highly structured interview process. Once the interviewer and 

interviewee have established rapport, the substantive discussions "take off." 

 

Knowledge Capture 

 

There is considerable diversity of the kinds of experiences and challenges that CPTs have 

encountered. At every opportunity, available CPT members (at all levels of experience and 

proficiency) should be asked to participate in cognitive interviews to determine workflows, work 

processes, and reasoning strategies across a variety of past experiences and situations. There is 

not a single "nominal" model of this cognitive work. While CPT CONOPS are just now being 

formulated (Cyber Protection Team CONOP, Draft), it may be crucial to establish a variety of 

workflows, likely varying by mission, problem situation, and context. Any given workflow 

model would not be a mandated process, but a template that would be regarded as suggestive of 

how a CPT might conduct an operation-in-context. 

 

Observing Cyber Work 

 

Most cyber work is difficult to observe. As early as possible on the first day of an experiment 

(i.e., during the initial introductions at the start of the training day), the research personnel should 

attempt to identify those participants who seem to be the most sociable, verbal, and intrinsically 

motivated. Two such individuals can be paired as a participant team for the experiment. That 

team would be the one that would be observed by one of the most experienced Observers. This 

procedure is recommended because there will likely be a limited number of Observers that 

cannot adequately attend to multiple teams. It is crucial for Observers to capture the thinking of 

the cyber workers during impasses.  These moments often occur during malfunctions, lengthy 

scanning or data processing activities, or after breaks. 

 

Involvement of Tool Developers 

 

During the design and execution of the experimental assessment, it was critical to involve tool 

representatives. These developers or expert users provided valuable insight into the capabilities 

of their tools that went beyond marketing literature. This, in turn, helped the research team better 

understand what measures were more or less viable and what constituted a “fair” assessment of 

the capabilities.  Experimentation that involves tool developers can provide a rich understanding 
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of domain challenges that helps catalyze good design.  In this experiment, tool representatives 

unanimously reported learning more about cyberspace operations than they had ever anticipated 

and left motivated to deliver better tools.  

 

A "Campaign of Experimentation" 

 

The traditional view is that experiments must involve the factorial manipulation of variables. In 

the case of cyber work research, factorial designs are prohibitively resource and time intensive. 

Consider for example the combination of participant levels of experience (say, groups of highly 

experienced versus less experienced CPT members) with multiple tools (say, five) to be 

evaluated. That means one must have ten experimental conditions. The assessments of the five 

tools could not be of the same network since the first assessment would familiarize the CPT 

members with the network under study. Thus, multiple simulated networks would be needed. 

The combinatorics rapidly make traditional experimentation impractical. 

 

The traditional view is that experiments must be conducted under tightly controlled 

circumstances; in which all influences other than those of the primary study variables are held 

constant or are eliminated. The difficulty with this is that the world is never controlled.  Things 

are always messy. Cyber work is necessarily subject to numerous ambiguities and unanticipated 

circumstances (e.g., the supported organization does not have a map of their own network; the 

CPT computers do not initialize efficiently, and so forth). If the unpredictability and complexity 

of the world are totally isolated from the experiment, then the experimental procedure will be 

sterile rather than realistic. Thus, in our project we were not worried about allowing the "messy 

variability of the world" to enter into the procedure. The experiment sessions were intended to 

confront the research team with the "expected unexpected," and they achieved precisely that. 

There were challenges involving logistics, scheduling, resource allocation, communications, 

infrastructure, information technology management, and personnel.  

 

The experiment sessions were significant in accelerating the research team's understanding of 

what it means to conduct relatively large-scale experiments on a work process, with tool 

insertion, in the cyber domain. The research team developed a more detailed understanding of 

how to orchestrate these kinds of experiments. Since controlled factorial experimental designs 

are not practical, future research might best be thought of as a "campaign of experimentation" in 

which selected and limited combinations of key variables or conditions are employed across a 

series of mini-experiments. The cyber community as a whole would be well served to collaborate 

in the conduct of more research to achieve the general methodological aim. Future experiments 

will involve multiple teams of cyber workers located at multiple physically distributed locations, 

and orchestrated to conduct network analyses comparing a number of different network analysis 

tools, or to study different work process models. Going forward, it is crucial that the cyber 

community of interest sustain an investment in such a Campaign of Experimentation. 

 

The detailed results of our studies, including the comparative assessment of the network mapping 

tools, can be found in Trent, Beltz, Hoffman (2016).  More findings and recommendations from 

work in the Cyber Immersion Lab can be found in Trent, Hoffman, Lathrop (2016), and Lathrop, 

Trent, Hoffman (2016). 
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Disclaimer:  This paper represents the views of the authors.  It does not represent the position of 

the Department of Defense or U.S. Cyber Command. 
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