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Abstract 

With the emergence of network-centric warfare (NCW), the US Department of Defense (DOD) 

has made strides in moving from traditional hierarchal organizational structures to edge-based 

organization for warfighting.  However, the command and control method is supported by link-

based battle networks requiring the edge nodes to both feed and pull from the network to create a 

cohesive picture for shared battlespace awareness.i  This has created a network that exchanges 

large volumes of data, very often of a redundant natureii.  As the amount of data transmitted is 

proportional to emissions in the electromagnetic spectrum, this creates signals that may be 

proportionally exploited for targeting, creating risk to force.  This paper proposes a method to 

model an edge organization using mission-type orders to understand the required information 

exchange requirements (IERs) in a contested environment to explore controlling that risk.  

Keywords:  contested environment, mission orders, modeling, edge organization 
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A Method to Model a Digital Network Supporting Mission Type Orders for Command and 

Control in a Contested Environment 

Central Idea 

With the emergence of network-centric warfare (NCW), the US Department of Defense 

(DOD) has made strides in moving from traditional hierarchal organizational structures to edge-

based organization for warfightingiii.  However, the command and control method is supported 

by link-based battle networks requiring the edge nodes to both feed and pull from the network to 

create a cohesive picture for shared battlespace awareness.  This has created a network that 

exchanges large volumes of data, very often of a redundant nature.  As the amount of data 

transmitted is proportional to emissions in the electromagnetic spectrum, this creates signals that 

may be proportionally exploited for targeting, creating risk to force.iv  This paper proposes a 

method to model an edge organization using mission-type orders to understand the required 

information exchange requirements (IERs) in a contested environment to explore controlling that 

risk.  The examples and methods are written in the context of naval warfare in a contested 

environment, but the concepts could just as easily apply to land-based maneuver warfare.  

The reader might ask, why mission command would matter in the context of Great Power 

Competition (GPC).v  Simply stated, operations in a contested environment must be considered 

along with historic trends moving in the direction of edge organizations and network centric 

warfarevi.  Traditional battle networks are easily disrupted and exploited, and the resolution to 

this vulnerability logically lies in mission command; broadcast feeds are resilient and extremely 

hard to disrupt continuously, while the same cannot be said for feeds from the tactical edge 

which are extremely brittle and prone to exploitationvii.  Therefore, what is achievable in a 

contested environment is a highly asymmetric digital network with large throughput available to 
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the tactical edge, but not in returnviii.  A shift from central control to mission command leverages 

this advantage. 

Mission Command 

Mission Command is defined by JP 3-31ix as “the conduct of military operations through 

decentralized execution based upon mission-type orders.”  Mission-type orders are defined by JP 

3-50x as “an order to a unit to perform a mission without specifying how it is to be 

accomplished.” 

As there is no consensus on a standardized format for Mission-type orders, we can start 

with the desired attributes of mission-type orders.  They are: 

• Description of the situation, strategic objectives, and limitations. 
• Clear and succinct description of tasks and their purpose, which should include 

sufficient specificity to enable mission accomplishment. 
• Description of the main and supporting efforts to enable subordinates to self-

synchronize. 
• Description of risk tolerance. This is not to be confused with operational risk 

management as it pertains to safety.  Rather, it is a determination, in the face of 
uncertainty, of when to expose friendly forces to potential attack or destruction in 
order to exploit opportunities that can lead to decisive results. 

• Identification of the fleet commander's critical information exchange requirements to 
reduce communications. 

• Targeting priorities and target-weapon pairing guidance to enable husbanding of 
critical but limited precision munitions. 

Mission-type orders are not sailing orders.  Erase the image of submarines getting 

underway during WWII and the Skipper opening his safe and receiving his sailing orders 24 

hours after getting underway.  Mission-type orders can be updated routinely, to ensure a shared 

battlespace awareness and common purpose amongst the operating forces.  In many instances, 

rich broadcast feeds from the operational commander to the tactical edge will be available 

allowing the transmission of data tracks to show blue and red dispositions, intelligence and 

imagery data, as well desired schemes of maneuver and target priorities.  What is missing is the 
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contribution of the tactical edge as a shared Intelligence Surveillance Reconnaissance (ISR) node 

due to the risk to force presented by exploitation of signalsxi.  

Edge Organization 

Given the above attributes, a comparison to attributes of an edge organization (Alberts, 

Power to the Edge figure 29)xii as follows: 

 

If we focus on the Edge Organization attributes in the right column, we can see the 

proposed attributes for mission-type orders are supported with the exception of the Information 

Management category of Post-Pull.  What this illuminates is the loss of the tactical edge as a 

contributing ISR node to the network.  However, given risk to force considerations, this is a 

worthy trade and the gap that is left can be filled by unmanned and remote sensingxiii.  Note: this 

does drive a need for composable kill-webs to disaggregate the sensor from the shooter. 

218 Power to the Edge

Comparison of Hierarchies v. Edge Organizations

loyalties and reward structures are misaligned. Any effort at
reform or revolution must ultimately overcome these barriers.5

COMPARISON OF HIERARCHIES V. EDGE 
ORGANIZATIONS

To first order, hierarchies keep power concentrated in the cen-
ter (centers in hierarchies have developed powerful stovepipes)
while edge organizations move it to the edge.

The ability of any organization to provide the means and
opportunities (that constitute power) to those with the respon-
sibilities for dealing with situations and for accomplishing tasks
vary as a function of the familiarity of the situation/task at

Figure 29. Comparison of Attributes of Hierarchies and Edge Organizations
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Cultural Considerations 

As can be seen, Mission Command is a good fit with Edge Organizations and the 

described supporting battle networkxiv.  However, there are cultural issues that must be 

considered to successfully implement Mission Commandxv.  To name a few: 

• High-degree of trust must exist between commander and subordinates, and amongst 
the subordinates themselves. 

• An aggressive warfighting esprit de corps, offensively minded. 
• Risk tolerant with an eye toward the calculus of acceptable risk vs. payoff 
• Shared Battlespace Awareness 
• Understanding of commander’s intent and the role each unit plays in the overall 

scheme of maneuver. 

As can be seen, these softer skills are harder to model, but not impossible.  Models exist 

with Information Science theory, and represent not only information flow, but trust development, 

and evaluation of enterprise understandingxvi.   

A training system, robust wargaming and the proper leadership go far toward creating 

these cultural prerequisites for mission command, but are outside the scope of what is proposed 

for modeling in this paperxvii.  The reader should simply be aware that the effort in the cultural 

domain can be modeled by other means, and require as much, if not more, effort as architecting 

the battle network to implement Mission Command. 

Modeling Software 

There are dozens of software products that could be used for modeling the proposed 

battle network architecture.  Attributes to consider for this purpose would be: 

• Ability to model a variety of networks and their routing protocols 
• Ability to model asymmetry 
• Ability to model environmental propagation in the electromagnetic spectrum (EMS) 
• Model entities exist for existing naval systems 
• Ability to represent various size IERs under varying conditions 
• Ability to model hierarchical multi-layered disparate networks. 



MODELING MISSION COMMAND IN A CONTESTED ENVIRONMENT  8 

After reviewing the above attributes and considering access to modeling tools, the Naval 

Simulation System (NSS) is a suitable tool.  The NSS has all of the desired attributes mentioned 

above, has a large library of navy system entities, and much of the architecture work is extant 

due to its use by Commander Pacific Fleet (CPF), OPNAV N81 and Navy Warfare Development 

Command (NWDC) for campaign analysis. 

Proposed Battle Network Architecture 

As drawn from the central idea, the proposed battle network architecture would be 

adaptable to the phase of operations.  It would adapt to operations in a permissive environment 

through mildly to highly contested.  An essential requirement would be the de-conflation of 

business and combat systems.  These systems must be completely isolated from each other so 

that the combat system can scale to the operational environment.  Business systems and their 

application for morale purposes should not encumber the combat system.  This allows the 

combat system to focus on the primary mission of supporting command and control. 

Operations in a Permissive Environment.  In this case, the EMS is not contested, so 

full symmetric data flow is permitted.  The tactical edge can participate as a contributing ISR 

node, and sensors are allowed to actively radiate to more fully develop organic and shared 

battlespace awareness.  Broadcast feeds from operational headquarters and national sources are 

available.  Local Mobile Ad Hoc Networks (MANET) are available to tactical units for 

information sharing at the tactical edge to enhance self-organization.  This has the added benefit 

of reducing data reliance on SATCOM and publishing data locally via regioncast protocols 

where it is most relevant. 
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. 

Operations in a Mildly Contested Environment.  Here, the operating forces desire to operate 

in modified Emissions Control (EMCON) to maintain a favorable Tactical Situation (TACSIT), 

but are not operating inside the Weapon Engagement Zone (WEZ), and thus have more freedom 

of maneuver both physically and spectrally.  Broadcast feeds remain available.  MANET use is 

restricted to Low Probability of Intercept (LPI) waveforms.  Organic sensors shift from active to 

passive mode, and the participation of the tactical edge as an ISR node is done in temporal 

windows of opportunity. 
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Figure 2. Communications in a Mildly Contested Environment 

Operations in a Highly Contested Environment.  Risk is extremely high.  Operating forces are 

within the WEZ and the adversary’s ISR complex is robust.  Broadcast feeds are available 

intermittently.  MANET use remains restricted to LPI.  Sensors are passive, but can take 

advantage of multi-static effects to develop organic battlespace awareness.  Operating forces are 

bifurcated into the scouting force and the striking force.  The scouting force uses stealth, 

deception and attritable unmanned to persist in the WEZ developing battlespace awareness and 

acting as the blunt force to delay and degrade the adversary.  The striking force takes advantage 

of temporal opportunities to isolate key adversary units and destroy them in detail. 
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Figure 3. Communications in a Highly Contested Environment 

Structure and Format of Mission-Type Orders 

Given the above vignettes, the structure and format of Mission-Type Orders must be 

plastic.  Orders from the operational commander to the tactical edge via broadcast feeds could be 

very robust, but must be made to scale to persist in environments with limited throughput.  

Responses from the tactical edge would range from full participation as an ISR node, down to 

brevity codes acknowledging receipt of mission orders and the intent to comply or not.  There is 

also another class of data used to self-organize the tactical edge, whereby the use of LPI 

networks would enable coordination of effects and shared battlespace awareness.  Modeling will 

flesh out the details of the size and required network throughput to support these IERs, but 

nominally would range from tens of bytes to hundreds of megabytes operating over networks 

that operate from kilobits per second to tens of megabits per secondxviii.  The content would 

include any or all of the attributes elucidated above for Mission-Type Orders. 
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Evaluation 

In the context of the above vignettes, develop the required IERs to execute Mission 

Command and model them in NSS.  Identify friction points within the models to evaluate the 

proposed battle network architecture versus current baseline architectures and evaluate 

performance in terms of combat effects achieved and risk to force.  Evaluation of resiliency of 

the network should include the benefits of reducing dependence on a brittle space segment, and 

continuity of operations in the face of asymmetric adversary effects.  Also evaluated should be 

the architectures support for a move toward more edge organizations and the ability for the 

tactical edge to self-organize and quickly exploit temporal opportunitiesxix. 

Hypothesis 

IF the proposed battle network architecture is used, THEN the required IERs will flow in 

a manner that reduce risk to force. 

Conclusion 

A shift from Central Command to Mission Command is proposed, but the supporting 

combat systems must be adapted to ensure successful execution in the face of a peer adversary.   

The US Navy has a heritage of Mission Command, but most of that has atrophied over the last 

two decades.  We must determine if a redesign of the current battle networks is needed to support 

a shift to Mission Command in light of the emerging threat.  Without assurance in our supporting 

technologies, it will be impossible to get on with the hard business of building the cultural 

underpinnings of trust and initiative needed to operationalize Mission Command. 
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