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MANAGEMENT OF DEPLOYMENT STRESS IN THE CYBER AGE 
 

M.C. van’t Wout (Council for Scientific and Industrial Research) 

H. Pieterse (Council for Scientific and Industrial Research)  

S.V. Ball (Council for Scientific and Industrial Research) 

Abstract 

An overview of the literature on military-related stress confirms that stress remains part of the deployed 
soldier’s life, whether it relates to concerns about his family back home, the nature of the military 
environment, accumulated stress, combat stress, or traumatic stress. All stress related to deployment is 
discussed under the umbrella term “deployment stress”. Since the identification of combat-related stress 
more than a century ago, a debate has emerged on whether psychological debriefing should be done or not. 
This paper circumvents the debate on whether debriefing works or not by proposing a comprehensive process 
of utilising information technology to assist the deployed soldier to manage stress and to provide a tool for 
health care professionals and military commanders to identify psychological risks and consequently enable 
timeous intervention. The discussion starts by defining stress in the context of the military, giving an overview 
of current processes of managing combat-related stress in the South African National Defence Force, with 
specific reference to the challenges and limitations of the current process, including a debate on whether 
psychological debriefing should be done or not. These challenges have underscored the need to develop 
alternative stress management tools for the operational environment in the cyber domain, to augment 
current procedures.  This chapter will therefore propose a model of user requirements for the development 
of a psychological health protection system for operational forces where software applications (tools) can be 
merged on a secure internet-based platform as a stress management tool for operations to minimise the risks 
related to deployment stress. 

Keywords:  Deployment stress, psychological debriefing, psychological health protection system, deployment journal 

1. INTRODUCTION 

The military environment is characterised by high levels of stress. An overview of the literature on 
military-related stress confirms that stress remains part of the deployed soldier’s life, whether it relates 
to concerns about his family back home, the nature of the military environment, accumulated stress, 
combat stress, or traumatic stress. All stress related to deployment is discussed under the umbrella 
term “deployment stress”.   The American Institute of Stress defines Combat/Operational Stress and 
Combat Operational Stress Reaction as “the sum of the physical and emotional stressors experienced 
due to combat or extended operations and their manifestations” (American Institute of Stress, 2018:1). 

Since the identification of combat-related stress more than a century ago, a debate has emerged on 
whether psychological debriefing is an effective measure for the management of this risk. This paper 
circumvents the debate on whether debriefing works or not by proposing a comprehensive process of 
utilising information technology to assist the deployed soldier to manage stress and to provide a tool for 
health care professionals to identify psychological risks and consequently enable timeous intervention. 

Stress refers to a psychological and physiological state that results when certain features of an 
individual’s environment, called stressors, create discomfort, anxiety or a feeling of being overwhelmed 
(Gordon, 2002).  According to Nevid, Rathus and Greene (2008:142), the term stress refers to “pressure 
or force placed on a body” or to “pressure or demand that is placed on an organism to adapt or adjust”. 
A source of stress is called a stressor. Stressors include psychological factors, such as educational 
demands and expectations, social or relationship problems and serious or life-changing incidents, such 
as the death of a loved one, divorce or a job termination (Nevid et al, 2008). Stressors also include daily 
challenges, such as traffic jams, and physical environmental factors (noise, climate).  Other examples 
of stressors include war, crime and disease, as well as role conflict, role overload, task ambiguity, 
uncertainty and competition.   

Any event has the potential to be a major stressor.  A person may experience symptoms of stress 
regardless of the nature of the event.  It is thus not the event itself, but the reaction of a person to the 
event and/or the meaning he/she ascribes to the event that determines the amount of stress.  The 
generally accepted critical factor in how well a person copes with stress is his/her personality (Brecht, 
1996).  This is, however, not the only factor.  Other factors playing a role in coping skills include physical 
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wellbeing, culture, coping styles, expectations, social support, optimism vs pessimism, psychological 
hardiness, previous experiences and already existing psychological problems  (Nevid et al, 2008; US 
Army, 2004). 

Stress is thus a normal reaction to an abnormal or even normal situation.  In a threatening situation, 
stress serves primarily the function of self-preservation (protection), enabling one to focus one’s full 
attention on a particular threat, mobilise maximum physical energy and prepare for action in order to 
respond to the threat. Stress consumes physical, cognitive and emotional energy and if not managed 
properly, may have serious adverse effects (Brecht, 1996; US Army, 1994; US Army, 2004; Wise & 
Rieck, 1993; McFarlene, Atchison, Rafarlowicz, & Papay,1994).  It may become debilitating and detract 
from a person’s quality of life.   

The above implies that stress has to be managed.  If a person experiences too little stress, he/she could 
become under-stimulated, lethargic and experience a lack of challenges.  If, on the other hand, 
excessive stress is experienced, a person will show signs and symptoms of burn-out.  The latter is 
associated with being over-stimulated, emotionally exhausted, distressed (experiencing anxiety) and 
even distancing him-/herself from others (Brecht, 1996).  Barlow and Durand (1999) identify stress and 
trauma as being among the main contributors to the etiology of psychological disorders.  Munroe and 
Simons (1991) adds the basic premise that stress activates a diathesis, transforming the potential of 
predisposition into the presence of psychopathology. 

Stress within the range of common experience can lead to adjustment disorder, depression, 
somatoform disorders or substance abuse.  More extreme stressful experiences may lead to post-
traumatic stress disorder (PTSD).  Since the military operational environment is marked by a relatively 
high incidence rate of extremely stressful or traumatic experiences, the assessment, treatment and 
management of stress is of high interest to Defence Forces around the world.  This paper will therefore 
focus on the management of operational stress and propose a technology solution for this purpose. 

To achieve this aim, the indicators of stress will firstly be explored.  Secondly, the current methods of 
assessment and management of operational stress will be described.  Natural language text as a data 
type will then be briefly discussed as background to the proposed solution for assessment of operational 
stress levels.  The methodology for data collection and analysis will then be described to enable 
management of operational stress. 

2. INDICATORS OF STRESS AND ANXIETY 

Stress may develop gradually over time and is therefore difficult to recognise.  Furthermore, the manner 
in which a person presents symptoms of stress differs from person to person (Brecht, 1996). Given the 
great variety of individual reactions to different events, it is almost impossible to produce a fully 
comprehensive list of stressors that will apply to everyone (Gordon, 2002) or to assume that all 
individuals will show the same amount or type of symptoms.  A large amount of stressors exist in 
operations.  In the military environment, soldiers are often reluctant to admit that they experience stress 
or fear.  Such soldiers’ stress thus goes unnoticed until it becomes debilitating, which is too late (US 
Army, 2004).  Stress is the body’s reaction to a stressor and is generally a short-term experience, while 
anxiety is the sustained mental health state that can be triggered by stress (Hurley, 2019). 

Anxiety disorders are a class of psychological disorders of which excessive anxiety and avoidance or 
maladaptive behaviour are the main features (Nevid et al, 2006; Louw & Edwards, 1993). Nevid et al 
(2006:169) describe anxiety as “a generalized state of apprehension and foreboding.”  Anxiety disorders 
all have in common an original experience of anxiety and the subsequent development of patterns to 
cope with it.  Apart from physiological responses to stress (sweating, rapid heartbeat, stomach cramps 
and muscle tension), anxiety disorders also include intense feelings of psychological distress and an 
anticipation of future threat (Meyer & Salmon, 1984).  PTSD is a type of anxiety disorder that occurs in 
response to a traumatic event (Nevid et al, 2006). 

The US Army field manual on the management of stress in army operations lists and describes signs 
of stress.  Brecht (1996) also provides a checklist of stress symptoms.  A summary of these signs of 
stress is given below. 

Physiological symptoms or signs include fatigue, diarrhoea and/or nausea, dry mouth, “freezing”, 
headaches, hot/cold spells, tension, sweating, pounding heart, frequent urinating, numbness or tingling 
(pins and needles). 

https://www.psycom.net/stress_vs_anxiety
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Behavioural symptoms are drinking more coffee, smoking more, alcohol abuse, violent outbursts, 
depression, change in eating patterns, sleep disturbances, cognitive problems, inability to concentrate, 
low self-esteem. anxiety and forgetfulness. Emotional reactions to stress include nervousness, 
nightmares, frustration, loneliness, irritability or moodiness, guilt, aggression and apathy.  Brecht (1996) 
and the US Army field manual (2004) emphasise that people should be vigilant about recognising signs 
and symptoms of stress in themselves and in others.  

In order to enable the analysis of collected data and provide input into the development of the interactive 
questions for the proposed data collection methodology, existing theories and instruments for the 
assessment of levels of stress were explored.  Table 1 shows a summarised example of this exploratory 
process.  Further detail on the analysis of the dimensions of stress and anxiety and the translation 
thereof into the interactive elements in the mobile application, fall outside of the scope of this paper. 

Table 1: Indicators of Stress 
Generalised Anxiety Disorder 

(DSM5) 

The Symptom 

Checklist-90-R (SCL-

90-R) 

US Army Leaders' Manual 

for Combat Stress 

Control, FM 22-51 /Battle 

Fatigue 

US Army Leaders' Manual for 

Combat Stress Control, FM 22-51 

/Misconduct Stress Behaviours 

and Criminal Act 

Depression, Anxiety, 

and Stress Scale 

(DASS) 

Penn State Worry 

Questionnaire 

(PSWQ) 

Excessive anxiety and worry Somatization Hyper-alertness Mutilating enemy dead Depression Worry as 

unidimensional 

construct  

Difficulty to control worry Obsessive-compulsive 

behaviour 

Fear Not taking prisoners No positive feeling   

Associated with >=3 of the following 

symptoms 

Interpersonal sensitivity Anxiety Killing enemy prisoners No initiatives   

- Restlessness, feeling keyed up or 

on edge. 

Depression, Irritability Killing non-combatants Had nothing   

- Being easily fatigued. Anxiety Anger, Rage Torture, brutality Rather touchy   

 - Difficulty concentrating or mind 

going blank. 

Hostility Grief, Guilt Killing animals Unsure about things   

 - Irritability.  Phobic anxiety Self-doubt Fighting with allies Wasn't worth much   

- Muscle tension.  Paranoid ideation Inattention, carelessness Alcohol and drug abuse Wasn't worth much   

- Sleep disturbance (difficulty 

falling/staying asleep, restless 

Psychoticism Physical stress complaints Recklessness Anxiety   

  
 

Loss of confidence Indiscipline Dryness of mouth   

  
 

Loss of hope and faith Looting, pillage Breathing problem   

  
 

Depression Rape Trembling   

  
 

Insomnia Fraternisation Worried   

  
 

Impaired duty / performance Excessively on sick call Close to panic   

  
 

Erratic actions, outbursts Negligent disease , injury Action of my heart   

  
 

Freezing, immobility Shirking, malingering Felt scared   

  
 

Terror, panic running Combat refusal Stress   

  
 

Total exhaustion Self-inflicted wounds Hard to wind down   

  
 

Impaired speech or 

muteness 

Threatening/killing own leaders 

("fragging") 

Intolerant, Rather 

touchy 

 

  
 

Apathy Going absent without leave Nervous energy   

  
 

Loss of skills and memories Desertion Getting agitated   

  
 

Hallucinations, delusions 
 

Difficult to relax   

  
 

Impaired vision, touch or hearing  Over‐react   

  
 

Weakness and paralysis 
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3. TRADITIONAL METHODS OF ASSESSMENT OF OPERATIONAL STRESS 

Stress is related to a number of physical and psychological problems and should therefore be managed. 
Management of stress is the responsibility of both the individual and employment organisations.  
General stress can be managed by measures such as ensuring good nutrition, enough rest and 
relaxation, regular exercise and participation in group sports/activities, positive social interaction as well 
as through interventions to increase positive thinking, rational and solution–oriented conduct (WebMD, 
2018). 

These stress management measures are by far not an exhaustive list.  The choice of measures and 
priority given to the implementation of organisational stress management in the military depend on the 
leadership style and opinion of the particular commander.  Although such measures are largely a 
command function, stress management is also an individual responsibility. In the military context, 
however, the organisation bears a greater responsibility for the management of stress due to the 
operational environment being fraught with stressors.   

It is for this reason that military forces implement formal processes for the management of deployment 
stress.  One such stress management measure in the South African military context includes mid-
deployment interventions where military psychologists do assessments and/or interventions by going 
to the deployment area themselves.  Activities may include psychological educational programmes, 
specific interventions and critical incident stress debriefing where required.  

The US Army Leaders' Manual for Combat Stress Control, Field Manual 22-51 (1994) lists the following 
control measures for deployment stress: 

(1) Monitor the signs of stress and recognise when and if they change. To be effective, this recognition 
should be done pro-actively, before the stress becomes disruptive and causes dysfunction. 

(2) Identify and monitor the causes of stress - the stressors and classify these identified stressors into 
those which can be controlled versus those which cannot be controlled.  

(3) Implement measures for stressors which can be controlled by focusing the stress in the desired 
direction, either up or down. 

(4) Help soldiers adapt to the stressors which cannot be changed. 

(5) Learn (and teach) how to directly lower (or raise) the stress level within the individual soldier as 
needed, at specific times, in specific situations. 

Current management of deployment stress or trauma (to prevent/treat PTSD or other related disorders) 
involves both the prevention and treatment or rehabilitation of military personnel.  Various military forces 
follow procedures to deal with traumatic incidents (making use of trauma debriefing) and provide for the 
treatment of soldiers or veterans suffering from PTSD.  The first step is, however, always the monitoring 
and identifying signs of stress.  Critical Incident Stress Debriefing (Plaggemars, 2000) refers to the post-
crisis, usually one to 14 days, seven-phase, structured group discussion aimed at establishing post-
crisis psychological closure in order to prevent acute symptoms or development of PTSD.  It also aims 
at assessing the need for follow-up with groups or individuals.  Accurate assessment for PTSD can be 
gauged by a structured clinical interview and a complete battery of diagnostic tests (Tull 2008).  This 
current management approach is challenging in terms of capacity of military psychologists, as well as 
time and space – there are only a limited number of deployable military psychologists and being able 
to effectively assess and engage with all deployed soldiers are problematic.  Infrequent and sporadic 
engagements of this type is also not ideal.  Furthermore, the structured assessment questionnaire 
completed during post deployment demobilisation may not be optimally reliable as the probability of 
soldiers indicating that they require psychological services whilst preparing to go home, is low. 

The most prevalent method currently used for the assessment of deployment stress is administering of 
self-report measures during a post-deployment or mid-deployment programme.  Such measures are 
mostly in pen-and-paper format and serve as screening instruments to flag the need for follow-up 
psychological services for individuals. This may involve well known instruments such as the PTSD 
Checklist (PCL) or a customised post-deployment checklist (per Military Force) completed by all 
returning soldiers in order to screen for possibilities of acute stress or possible later development of 
PTSD (which can only be diagnosed after one month).   Identified individuals (flagged) who have been 
exposed to stressful situations will then be interviewed by a clinical psychologist for further assessment.  
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Individuals in need of further treatment will be referred for psychotherapy at their respective home units 
or if necessary, will be hospitalised. 

McDonald and Calhoun (2010) did a critical review of the diagnostic accuracy of the PTSD Checklist. 
They conclude that self-report measures are subject to response biases, misinterpretation, and 
considerable measurement error caused by contextual factors.  This emphasises that self-report 
measures such as the PCL are not appropriate as stand-alone diagnostic instruments for the 
assessment of deployment stress, as they lack the reliability and validity of thorough clinical interviews 
(McDonald & Calhoun, 2010). 

O’Brien (2013) proposed a methodology for a mobile health approach to monitoring PTSD in Miliary 
veterans, which is similar to the solution proposed in this paper in terms of the data collection 
methodology.  O’Brien, however, makes use of questions from existing psychometric measures, 
presented to participants on a mobile platform – it is thus also a self-report measure (O’Brien, 2013).  
The proposed solution for this paper makes use of a different data type and data analysis methodology 
for the screening of high levels of operational stress, as well as being a stress management measure 
in itself. 

Knight (2017) quotes Susan Borkin, PhD, a psychotherapist and author of “The Healing Power of 
Writing: A Therapist's Guide to Using Journaling With Clients” as stating that journaling offers many 
benefits, including the opportunity to engage in cognitive reprocessing.  Stressful and traumatic 
memories are frequently unprocessed; these memories may be disorganised and fragmented.  Journal 
writing thus serves as a tool to assist in creating a new perspective to such memories by allowing the 
individual to process them in an organised manner as opposed to just replaying it. This processing 
enables a cognitive shift with respect to the traumatic experience.  Knight goes on to describe the trend 
of online journaling as being favoured over paper-based journaling.  Digital journaling tools may also 
contain a range of features that create a richer experience for the user, such as support for voice 
dictation, and automatic recording of date, time, location, and weather details. Some of these tools even 
allow for the integration of additional media, such as photos and graphics, into digital journal entries 
(Knight, 2017).  

4. METHODOLOGY: DATA TYPE AND ANALYSIS TECHNIQUES 

The data type used for analysis in the proposed solution is textual data, and more specifically natural 
language text data. Textual data is qualitative data (non-numerical data) which come in many different 
formats, for example interview transcripts, film, and audio recordings, as well as the natural language 
textual data collected using software platforms such as websites. This section further explores natural 
language text data as well as various analysis techniques that can be used for textual data analysis, 
such as Neuro-Linguistic Programming analysis, Natural Language Processing (NLP) and Sentiment 
Analysis. All of the mentioned techniques can assist with the identification of deployment stress and 
anxiety. 

4.1 NEURO-LINGUISTIC PROGRAMMING 

Neuro-linguistic Programming was developed in the Unites States of America (USA) in the 1970's. It 
has achieved widespread popularity as a method for communication and personal development. Neuro-
Linguistic Programming is referred to by the same abbreviation used for natural language processing 
(NLP), but for clarity will not be used to refer to neuro-linguistic programming. The title was coined by 
the founders, Bandler and Grinder in 1975 and it refers to purported systematic, cybernetic links 
between a person's internal experience (neuro), language (linguistic) and patterns of behaviour 
(programming). It is in essence a form of modelling that offers potential for a systematic and detailed 
understanding of an individual’s subjective experience – it thus focusses on how the mind “codes” its 
cognitive processes into language.   Neuro-Linguistic Programming is like a user’s manual for the brain. 
(Tosey & Mathison, 2003; James, 2015). 

Neuro-Linguistic Programming has identified that a person’s way of thinking and which representational 
system they are using is reflected in the choice of words, phrases and language used.  It is furthermore 
assumed that the descriptions used to describe what a person is thinking are not metaphorical, but are 
actually real and accurate descriptions of the pictures held in the mind.  If someone therefore says, ‘I 
cannot see what you mean”, it means they are genuinely unable to make a picture in their head about 
what is being said. (Excellence Assured, 2019) 
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The ways in which people represent the world internally, through sensory imagery (principally visual, 
auditory and kinaesthetic) and language is of prime interest in Neuro-Linguistic Programming.  This 
includes the way internal representations are structured, both in themselves (e.g. the location, size, 
brightness etc. of visual imagery), and dynamically (e.g. as sequences).  It is assumed that the structure 
of internal representation shows regularities for, and is unique to, each individual.  Another assumption 
holds that there are systematic relationships between this structuring and that individual's language and 
behaviour – that the internal representations and cognitive processing are reflected in various ways, in 
a person’s language. (Tosey & Mathison, 2003) 

4.2 NATURAL LANGUAGE PROCESSING 

Natural language processing or NLP is a subfield of computer science and Artificial Intelligence (AI), 
focusing on the interactions between computers and human (natural) languages (Khurana, Koli, Khatter 
& Singh, 2017). Computer scientists, philosophers, linguistics and psychologists often explore and 
establish various theories and techniques for programming computers to effectively process natural 
language data. The purpose of NLP is to understand and interpret natural language or speech 
computationally, which in return allows for the development of appropriate techniques to perform 
desired tasks (Chowdhury, 2003).  One such technique is to evaluate and make inferences about 
individual’s psychological or mental health states (Calvo, Milne, Hussain & Christensen, 2017). 
Previous research studies (Strapparava & Mihalcea, 2008; Nguyen, Phung, Dao, Venkatesh & Berk, 
2014; Homan, Johar, Liu, Lytle, Silenzio & Alm, 2014; Coviello, Sohn, Kramer, Marlow, Franceschetti, 
Christakis & Fowler, 2014; Coppersmith, Dredze, Harman, Hollingshead & Mitchell, 2015)  
demonstrated the use of NLP to detect specific emotions, mental health topics, distress/suicide ideation, 
emotion contagion and depression. All of these studies focused on the linguistic features of the textual 
data.  

Linguistics or natural language understanding is the scientific study or science of language (Halliday & 
Webster, 2006) and involves word formation, syntax, semantics and pragmatics (Khurana et al. 2017). 
The purpose of linguistics is to assist with machine reading comprehension (Khurana et al. 2017) and 
one example is the word-based text analysis program, called Linguistic Inquiry and Word Count or LIWC 
(Pennebaker & King, 1999). 

4.2.1 LINGUISTIC INQUIRY AND WORD COUNT (LIWC) 

Pennebaker and King (1999) found language to provide rich information about individual’s social 
personality factors, relationships, belief, fears and thinking patterns (Pennebaker, Boyd, Jordan & 
Blackburn, 2015). Based on the value of textual data, Pennebaker and King [10] created the text 
analysis program called LIWC to evaluate various emotional, cognitive and structural components 
present in textual data (Pennebaker et al. 2015). 

The current version of LIWC2015, which includes both the standard downloadable and web-based 
application, rely on an internal default dictionary. This dictionary defines the words to be counted in the 
target textual data and is composed of almost 6400 words, word stems and select emoticons.  
Furthermore, the dictionary also defines various categories that can be used for classification of the 
textual data. These categories include, but are not limited to, social words, positive emotion, negative 
emotion, cognitive processes and personal concerns (Pennebaker et al. 2015). The output dimension 
of each category reflect the percentage of total words within the provided textual data. Table 2 highlights 
the psychological processes categories and various sub-categories of LIWC2015 that will be of 
relevance concerning the identification of anxiety and deployment stress. 

Table 1: Applicable LIWC2015 categories 
Category Keyword Examples Category Keyword Examples Category Keyword Examples 

Affective processes Social processes Personal concerns (stressors) 

Positive Emotion love, nice, sweet Family daughter, dad, aunt Work job, majors, task 

Negative Emotion hurt, ugly, nasty Friends buddy, neighbour Home kitchen, landlord 

Anxiety worried, fearful   Leisure cook, chat, movie 

Anger hate, kill, annoyed   Death bury, coffin, kill 

Sadness crying, grief, sad   Religion altar, church 
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New to the LIWC2015 is the inclusion of the following four summary variables: analytical thinking 
(captures the degree of formal, logical, and hierarchical thinking patterns), clout (reveals relative social 
status, confidence, or leadership), authenticity (indicates being more personal, humble, and vulnerable), 
and emotional tone (evaluates both positive and negative emotion dimensions). These four summary 
variables can offer the grounding work to establish a platform to identify psychological risks from natural 
language. 

4.2.2 SENTIMENT ANALYSIS 

NLP went a step further than just for computers learning to understand natural language. Sentiment 
analysis is one such development, wherein computers do not only understand what humans say, but 
also what they mean. When using computer command language, programmers use very specific syntax 
and structure, whereas natural language used between people allows for many liberties such as 
variation in sentence length, layering extra meaning, saying the same thing over in multiple sentences.  
Furthermore, humans do not just communicate using word and their explicit meanings; human 
communication is also filled with nuance, symbolism, humour, sarcasm and proverbs – making it very 
complicated for computers to understand. 

Humans are able to perceive if someone that is communicating is bored, angry or curious.  In the same 
manner, word choice and punctuation reveals a lot in a text message – and more specifically regarding 
the current attitude of the person.  Humans are thus good at gauging sentiment.  Sentiment is like a 
combination of tone of voice, word choice, and writing style all rolled into one.  Sentiment analysis in 
computing, therefore, aims to enable computers to understand the way humans communicate by 
understanding more than the objective definition of words (Raval, 2017). 

Performing sentiment analysis requires the automated process of identifying and categorising the words 
present in the textual data. Available LIWC2015 categories, such as positive emotion and negative 
emotion, can assist with classifying the polarity of the textual data. Generally, sentiment analysis follows 
a 3-way classification model: positive, negative and neutral. 

Within the context of this research, the output of sentiment analysis process can provide valuable 
information regarding the emotional and psychological state of individual who submitted the textual 
data. This assessment in turn can be valuable indicators of potential anxiety and deployment stress. 

5. PROPOSED TECHNOLOGY SOLUTION 

The focus of this section is to present the proof of concept technology solution for a psychological health 
protection system directed at the management of operational stress.  The previous section introduced 
various techniques that can assist with the analysis of textual data. These available techniques will 
therefore form the foundation for the proposed solution.   Providing a web-based application for the 
assessment of deployment stress is not an innovation in itself. There currently exists a variety of both 
mobile and web-based journaling applications, such Day One, Journey, Penzu and Five Minute Journal, 
that can be utilised for deployment journaling. The focus of these applications is to provide users with 
ease of use, a pleasant user interface, simplistic exporting and synchronizing between different devices. 
The above-mentioned features confirm that the intended purpose of these journaling applications is 
simply to provide a platform to receive textual data and not necessarily handle sensitive or classified 
information. Furthermore, these applications were not developed to interface with other external 
systems. Therefore, the development of a new and custom-made journaling application is required. 
Although it is custom made and different from existing applications – the solution proposes a better 
deployment stress management process using some existing and some new ingredients. The eventual 
purpose of the proposed technology solution will be to assist Defence Forces with the timely 
management and psychological debriefing of individuals experiencing anxiety and deployment stress. 

The proposed technology solution includes the functionalities of a mobile web-based application (app) 
for deployment journaling as a data collection method to obtain natural language textual data and the 
subsequent analysis of the data by the text analyser solution. The remainder of this section further 
discusses these functionalities and concludes by illustrating the application of the proposed technology 
solution.  
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5.1 DEPLOYMENT JOURNALING AS DATA COLLECTION METHODOLOGY 

Deployment journaling is simply a notebook created by a soldier to record their emotions and feelings 
as events occur during military deployment. Deployment journaling becomes a vital platform to balance 
emotions and express one’s feelings in a private space. Therefore, deployment journaling can capture 
valuable information regarding a soldier’s psychological state, such as anxiety and stress levels, in a 
natural language format. It is thus imperative to be able to collect and analyse such textual data in an 
automated and timeous manner. 

Collection of textual data from traditional paper-based deployment journals is a tedious and time-
consuming process, which will require the use of optical character recognition (OCR) technologies. 
Relying on OCR to convert handwritten text into machine-encoded text can be an extensive process 
that may introduce conversion mistakes. Such mistakes will influence the outcome of the textual data 
analysis concerning the identification anxiety and deployment stress. This paper, therefore, propose 
the use of a web-based deployment journaling application. 

The web-based deployment journaling application will consist of a front-end and a back-end. The front-
end will follow a responsive web design to allow for appropriate rendering of the website on a variety of 
devices (smartphones, tablets or desktop computers), regardless of screen sizes. A graphical user 
interface (GUI) will be developed for the web-based application using HyperText Markup Language 
(HTML) and JavaScript. The look-and-feel of the GUI will be user-friendly and interactive to provide 
guidance for the deployment journaling and enable soldiers to communicate their emotions and feelings 
by entering natural language textual data in provided text boxes. To assist the soldier during this 
process, a series of open-ended questions aimed at encouraging the soldier to share his/her current 
experiences and thoughts will be provided. Transferal of the collected textual data will occur by means 
of jQuery AJAX requests. 

The development of the deployment journaling application will provide support for both online and offline 
collection of textual data. Should the soldier be deployed in an environment with no or low cellular or 
wireless connectivity, interfacing with the application will still be supported and the collected textual data 
will stored temporarily on the device. Once the device receives connectivity, the collected textual data 
will be transferred to the back-end of the proposed technology solution. 

The back-end of the web-based deployment journaling application will be primarily responsible to 
receive the textual data from the front-end and store the collected textual data in a secure database 
(e.g. Postgres). Since this proposed technology solution must be capable of handling textual data 
collected from multiple soldiers, that textual data accumulated for each specific soldier will be stored 
along with additional tags, such as force number, question responded to, date and time, location and 
deployment description. Once the back-end servers have received the textual data for a specific soldier, 
automated analysis will commence in order to flag indicators of potential anxiety and deployment stress.  
The produced results will be made available to military psychologist(s) regarding a soldier’s anxiety 
levels in near real time. This will allow the military psychologist(s) to provide timeous interventions where 
and when needed. 

The proposed technology solution will involve personal, classified, as well as potentially sensitive 
information. Therefore, appropriate security measures such as encryption using the Advanced 
Encryption Standard, will be included in the solution to ensure privacy and confidentiality of the 
information during data collection, transferal of the textual data and data warehousing. This will include 
housing the database on a secure server protected by a firewall and ensuring the flow of information 
occurs using a secure network protocol suite, namely Internet Protocol Security (IPsec). Role-based or 
two-factor authentication will ensure that only the appointed psychologist for this task has access to the 
raw data. In addition, physical security measures will also be applied to the system and data, such as 
a secured facility and restricted access.   

Soldiers will be encouraged using positive reinforcement to perform bi-weekly deployment journaling 
using the proposed web-based mobile application. The app is also designed in an interactive manner.  
Elements of reward for frequent journaling, such as points, hugs, sweets, medals or tokens for post 
deployment retrieval of actual awards will be added to the app. This will ensure adequate collections of 
textual data at regular intervals. The following section describes the analysis of the natural language 
textual data collected by the application. 
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5.2 ANALYSIS OF NATURAL LANGUAGE TEXTUAL DATA 

At the core of the proposed technology solution is the analysis of the natural language textual data. This 
is performed by the text analyser solution, which is responsible to streamline and automate the 
identification of anxiety and deployment stress. Analysis of the collected data will continue in an 
automated manner, within specified parameters (e.g. monthly, quarterly, six-month period). Figure 1 
illustrates the steps and processes of the analysis of the natural language textual data as performed by 
the text analyser solution. 

 

Figure 1: Flow diagram for the text analyser solution 

The text analyser solution resides on a separate server and receives, as input, textual data from the 
secure database. Before initiating the textual data analysis, it is necessary first to perform sensitisation 
and pre-analysis on the received textual data. Sanitisation involves inspection of the textual data to 
allow for the removal of non-alphabetic characters and numbers. Furthermore, sanitisation will also 
remove all punctuation from the textual data and convert the text to lowercase. The pre-analysis step 
divides the textual data into individual sentences, and each sentence into a list of words. The 
sensitisation and pre-analysis phase ensures the textual data is in a suitable format to permit quick and 
efficient textual data analysis. 
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The textual data analysis phase is primarily responsible to interpret the sanitised and pre-analysed 
textual data with the intended purpose of identifying anxiety and deployment stress. In order to obtain 
the relevant information regarding psychological risks, the phase relies on LIWC2015 and sentiment 
analysis. Specifically for LIWC2015, the focus will be on the sub-categories of psychological processes, 
social processes and personal concerns (see Table 1). Sentiment analysis will provide an overview of 
emotional state (positive, negative or neutral) of the soldier. 

The outputs provided by the LIWC2015 and sentiment analysis phases will produce appropriate 
information to recognise anxiety and deployment stress. However, not all of the produced outputs will 
carry equal weight since certain produced outputs provide information of higher relevance concerning 
the identification of anxiety and deployment stress. It is, therefore, necessary to assign appropriate 
weights to the produced outputs to ensure suitable classification of the results according to the proposed 
indicators. 

The outcome of the text analyser solution provides the indicators of anxiety and deployment stress as 
three dimensions, namely emotional tone (positive or negative), psychological state (mental condition) 
and depression (a feeling of sadness). Collectively, these dimensions provide a well-structured and 
comprehensive overview of a soldier’s psychological state concerning anxiety and deployment stress. 
The psychologist will then review the results to identify additional recommendations, prepare for 
possible interventions or determine if psychological debriefing will be necessary. 

5.3 APPLICATION OF PROPOSED TECHNOLOGY SOLUTION  

The previous sections described the use of deployment journaling as a data collection methodology 
and the analysis of natural language textual data with the intended purpose of identifying anxiety and 
deployment stress. This section details the application of the proposed technology solution as a 
psychological health protection system. Figure 2 visually illustrates the various components of the 
proposed technology solution, as well as the interaction between these various components. 

 

 

Figure 2: Proof of concept psychological health protection system 

The web-based deployment journaling application will be made available to all deployed soldiers and 
will be accessible from either desktop computers or mobile devices, such as smartphones and tablet 
computers. The developed application will also support an offline mode, to permit access to the 
application when deployed in location with no or limited connectivity. Upon first usage of the application, 
the soldier must register and create a user account, which will contain personal details and force 
number. This information will be securely stored on the database server and will be used by the military 
psychologist(s) to associate the results provided by the text analyser to a specific soldier. Besides 
submitting answers to the open-ended questions, soldiers will also be requested to submit additional 



12 
 

information, such as deployment location or description, daily self-report stress gauge with deployment 
journal entries – or some of these tags may be automated on the data collection application (e.g. date, 
time, location). Military psychologist(s) can use the additional information as supporting documentation. 

Transferal of the collected natural language textual data will occur across the Internet using a secure 
connection. The secure connection will be established using IPsec, a protocol suite that authenticates 
and encrypts the packets of data sent over the Internet. Incorporation of this protocol suite will ensure 
the integrity and confidentiality of the sensitive and classified information as it flows from the web-based 
deployment journaling application to the web server. The firewall will be responsible to control and 
monitor the flow of incoming network traffic and should only permit network traffic related to web-based 
deployment journaling application to reach the web server. 

Upon receiving the textual data from the web-based deployment journaling application, the web server 
stores the data in the secure database server. All forms of sensitive or classified information, such as 
soldier’s personal details and deployment description, will be stored as encrypted data. Decryption of 
the data will only occur when made accessible to the previously authenticated and approved military 
psychologist(s) assigned to the management of operational stress of specific force structure elements.  
Psychologists are required by law to protect and maintain confidentiality of psychometric data.  The 
data collected in this proposed solution is regarded as psychometric data as it is intended for the 
measurement of a psychological construct, namely stress.  The raw data will therefore only be 
accessible to the assigned psychologist and never to other persons or departments (e.g. human 
resources or commanders).  The journaling app has an introductory video message informing users 
about the intent of the app and the confidentiality of personal data in order to reassure users that what 
they say in their journaling content will not have a negative impact on their careers or work environment. 

The analysis server houses the text analyser solution. A separate server is utilised to ensure the security 
of both the web and database server, should the analysis server be compromised. Furthermore, 
providing the text analyser solution with dedicated resources will ensure the analysis of the textual data 
occurs in a timely manner. The text analyser solution will retrieve the required data from the database 
server as new deployment journal entries are submitted. For each entry submitted, analysis of the 
textual data will be performed and results regarding indicators of anxiety and deployment stress will be 
provided. The produced results will be stored securely on the database server, allowing the results to 
be viewed at differ time intervals (daily, weekly or monthly). Military psychologist(s) can access the 
analysis server to view the results, which will allow them to make informed decisions regarding the need 
for intervention or psychological debriefing. 

The proposed deployment journaling application of the technology solution provides several benefits to 
both deployed soldiers and military psychologists. Firstly, the developed deployment journaling 
application offers consistency in the form of standardised methods used for collection and analysis of 
the textual data. Therefore, there will be no bias and all deployed soldiers will be evaluated using the 
same methods. Secondly, specific built-in features and functionality of the deployment journaling 
application will enhance the security of the application, as well as ensure the integrity of the textual data 
during transit and at rest. Thirdly, the offline and online capability of the deployment journaling 
application ensures timeously collection of data at regular intervals and prevents the manual capturing 
of data. Finally, the responsive web design of application enhances the usability of the deployment 
journaling application, offering the soldiers a standardised look and feel that will become familiar and 
comfortable to use. 

The application of the proposed technology solution as a psychological health protection system will 
assist Defence Forces with the management of combat-related stress during deployment. It will allow 
military psychologist(s) to identify and potentially minimise the risk related to deployment stress. 

6. CONCLUSION 

In the age of Industry 4.0 in which human and technological system interaction is a primary 
characteristic, an alternative methodology for assessment of operational stress levels are proposed to 
enable an augmented capability for the management thereof in the military environment.  Management 
of stress is the responsibility of both the individual and the organisation.  The military environment is 
characterised by high levels of stressors and hence, Defence Forces place a high priority on the 
management of deployment stress. 
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Young generation (soldiers) are comfortable with using their mobile devices – current societies make 
constant use of interactive mobile technologies to apply to their work, scheduling, for communication 
and entertainment.  This paper therefore proposes a web-based technology solution using mobile 
devices for deployment journaling.  The proposed solution provides a method for assessment 
(screening for high levels of stress) as well as an opportunity for soldiers to reflect on day to day, as 
well as on stressful events, which they would not want to discuss with their loved ones at home, friends 
or commanders.  It may even assist in mitigating the common deployment stressor of boredom. 

The solution proposes creating a confidential platform for deployment journaling and encouraging this 
practice on a regular and frequent basis, e.g. by interactive rewards included in the app.  One of the 
benefits of journaling is that it provides an opportunity for individuals to cognitively process their 
experiences and hence helps to avoid later incorrect recollection that may lead to negative thinking 
patterns.  The app will also provide first-line advice or interactive activities for stress management.  It is 
therefore aimed at addressing stress management from both the perspective of the individual and the 
organisation. 

Deployment journaling will provide natural language text data that will be accumulated over time per 
individual soldier and will be analysed in an automated manner by applying neuro-linguistic 
programming theory, anxiety indicators from different theories and the LIWC model of Pennebaker et 
al (2015).  The results of this method of assessment will provide early warning to the military 
psychologists by flagging individuals that may require urgent support or treatment for high levels of 
anxiety, or which may require follow-ups on return from deployment.  Data obtained in this manner is 
viewed as confidential psychometric data and therefore, this mental health management system is 
designed with maximum security to ensure the confidentiality and privacy of the data.  Data will be 
transmitted and stored in encrypted format and access to raw data will be restricted to the registered 
military psychologist assigned to the particular force structure element. 

The information obtained from this deployment stress management system can also be applied for 
management of mental health of the soldiers between deployments by means of improvements to 
current and/or developing new programmes for awareness, coping skills and other psychological 
training (psycho-education) and therapy/counselling where needed.  Such research will also be done 
by registered psychologists with the appropriate security clearance for such projects.   This solution is 
in the proof of concept stage and will be tested with a sufficient sample group before further 
implementation. 
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