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Abstract 
We propose a cyber mission resilience framework that could enable stakeholders to evaluate and enhance the resilience of 

existing and future national defense weapon systems. Stakeholders can experimentally validate the framework through 

mission-focused analysis and experimentation. Interested partners can help refine the framework by applying it to a wide 

variety of missions and systems. 
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Problem Statement 
Advanced adversaries persistently challenge our ability to protect and operate weapon systems. Due to brittle architectures 

and heavy reliance on information systems, network-enabled communications, and other cyberspace capabilities, US military 

forces may be unable to operate effectively in a contested environment. In the absence of corrective action, missions are at 

risk of compromise, disruption, and failure. 

Proposed Solution 
To counter these risks, a mission resilience and cyber hardening framework has been created to evaluate and enhance 

existing and future national defense weapon systems. This framework builds on existing strategies for understanding a system 

in terms of resilience, identifies foundational resilience/hardening principles for implementation, provides guidance on 

developing mission-based measures of effectiveness for these principles, and introduces an evaluation methodology for 

understanding enhanced resilience. Validating the framework through experimentation will show the impact of these 

foundational principles on mission and system performance. 

Precursor Work 
A landscape assessment was conducted to identify and understand the diverse methodologies, processes, and tools (M/P/Ts) 

presently used in resilience assessments across the DoD. The intent of the assessment was to reveal strengths and identify 

common gaps. Seven applicability areas and nine assessment attributes, shown in Figure 1, were assessed. 



Approved for Public Release; Distribution Unlimited. Public Release Case Number 19-2606 2 

 

Precursor Work 
No single one of the 25 M/P/Ts studied, by itself, currently 

provides the necessary features of a robust cyber resiliency 

assessment for weapon systems. For additional details, see 

Appendix A. In summary: 

 

• Each of the 25 M/P/Ts have strengths and gaps. 

• Some were developed for specific, one-time purposes; 

very few had the ability to evolve to address new challenges. 

• Some were developed with broader usage goals; very few 

addressed cyber resiliency
1
. Often those that claimed to be 

doing cyber resiliencywere actually performing cyber hygiene. 

• Many were solely risk assessments. 

• Very few were specifically developed to assess weapon systems. 

The landscape assessment concluded that DODCAR
2

 was the best starting point for the Cyber Hardening Framework. First, 

it has the strength to be widely adopted across DoD. It can evolve to address future cyber assessment needs. It offers a 

repeatable process to analyze top-tier, persistent adversaries. DODCAR gaps can be mitigated with strengths from the other 

assessed M/P/Ts. For example, a cyber resiliency focus can be provided by Security Control Assessor TTPs
3

 and SCRAM
4

; 

mission impact gaps could be provided through BluGen
5

, Crown Jewel Analysis (CJA)
6

, and Dagger
7

. Finally, dependency 

mapping and analysis can be provided with CJA and Dagger. 

Introducing the Framework 
The cyber mission resilience framework provides a set of principles to disrupt 

an adversary’s ability to achieve objectives through all phases of a cyber 

campaign. While cyber-based weapon systems operate at the technical level, 

they must be designed and deployed as part of a mission, to be employed by 

human operators. 

 

The framework includes four levels, as shown in Figure 2: 

• Mission: The strategically desired organization goal; what the 

organization is trying to accomplish or achieve; what the operators are 

using the set of related weapon systems to achieve. 

• Operational: The weapon system or systems that are employed to 

accomplish a mission, explicitly including people and processes as part 

of the system. 

• Program: A funded effort that provides a new, improved, or continuing 

materiel, weapon or information system, or service capability in 

response to an approved need; funded effort responsible for the 

development, update and sustainment of weapon systems. 

 
1

 The term cyber resiliency used in this paper employs the definition provided by the initial public draft of NIST SP 800-160 Volume 2, 

“the ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or compromises on systems that 

include cyber resources.” 
2

 Department of Defense Cybersecurity & Review, NSA. 
3

 NIST and US Army, Security Control Assessor/Validator (SCA, SCA-V). 
4

 Deborah Bodeau and Richard Graubart. Structured Cyber Resiliency Analysis Methodology (SCRAM), 2016. MITRE PR-16-0777. 
5

 Thomas Llanso, Martha McNeil, Dallas Pearson, George Moore. BluGen: An Analytic Framework for Mission-Cyber Risk Assessment 

and Mitigation Recommendation. Hawaii International Conference on System Sciences 2017. 
6

 MITRE, Crown Jewels Analysis. 
7

 Elisha Peterson, Dagger: Modeling and visualization for mission impact situation awareness. IEEE MILCOM 2016. 

Figure 2. Four levels of a Weapon 
System  

Figure 1. Applicability Areas and Assessment Attributes 

https://csrc.nist.gov/CSRC/media/Presentations/DODCAR-no-class-markings-Pat-Arvidson/images-media/DODCAR_-no%20class%20markings%20-%20Pat%20Arvidson.pdf
https://csrc.nist.gov/glossary/term/security-control-assessor
https://www.tradoc.army.mil/Portals/14/FOIA/System%20Owners%20Guide%20to%20Accreditation.pdf
https://www.mitre.org/sites/default/files/publications/pr-16-0777-structured-cyber-resiliency-analysis-methodology-overview.pdf
https://scholarspace.manoa.hawaii.edu/handle/10125/41884
https://www.mitre.org/publications/systems-engineering-guide/enterprise-engineering/systems-engineering-for-mission-assurance/crown-jewels-analysis
https://ieeexplore.ieee.org/abstract/document/7795296/
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• Technical: The technologies, systems, and processes produced by a program and that underlie operational 

components. 

These principles are informed by representative threats at each weapon system level (mission, operational, programmatic, 

and technical) drawn from such models as the NSA Technical Cyber Threat Framework
8

, ATT&CK
9

, and CAPEC
10

. 

Guidance such as the initial public draft of NIST SP 800-160 vol. 2
11

 assisted in deriving principles that could mitigate the 

threats. Although weapon systems developers are expected to consider all of the foundational principles, the degree and 

manner in which they can be applied will vary. 

 

(a) Framework Principles in Detail 
Table 1 presents the foundational principles (in green) and, as appropriate, supplemental principles (in yellow), at the 

mission, operational, program, and technical levels. For each principle, restatements of aspects of the principle are provided 

as the starting point for developing defender-side tactics, techniques, and procedures (TTPs). An asterisk (*) is used to 

identify those principles that apply to more than one level; note that the bullets for those principles differ based on the level. 

Each principle is subject to evaluation, either through static (i.e., non-runtime or non-operational) process-based analysis or 

through dynamic experimentation. Representative process-based examples (PBE) and dynamic experimentation examples 

(DEE) are provided. 

 

Table 1. Foundational Principles for Weapon Systems 

Principles TTPs Restated, PBEs, DEEs 

Mission Level 

Develop Supporting Cyber Resilient Program, 
Operational, and Technical Principles 

• TTPs: Ensure that principles and practices are in place to provide cyber resiliency at the 

operational, program, and technical levels. 

• PBE: Evaluate TTPs and DOTMLPF-P through paper studies. 

Establish Cyber Dependent Mission Priorities • TTPs: Recognize that not all mission functions or tasks may succeed in light of the APT. 

Identify and prioritize mission tasks, functions, capabilities, and assets based on criticality 

(e.g., those mission functions or tasks that must succeed; those that need to only partially 

succeed; and those that can fail gracefully). 

• TTPs: Avoid taking on, or relinquish, tasks, functions, assets, and capabilities that do not 

support mission priorities 

• PBE: Identify mission-critical assets and prioritize tasks, functions, capabilities based on 

functions or tasks involving cyber that must succeed. 

Incorporate Cyber Threats into Mission 
Planning. 

• TTPs: Understand adversary cyber capabilities and objectives. Prioritize how likely they 

are to achieve a successful attack on critical cyber assets and assess their potential impact 

on such attacks on the mission. 

• TTPs: Define degraded states of mission functionality, that is, establish minimum levels 

of performance for critical services. 

• PBE: Take evolving adversary mission and objectives into account during mission 

planning. Establish minimum levels of performance for critical services. 

Maintain Ongoing Awareness of Key Cyber 
Terrain 

• TTPs: Trace mission essential functions to the critical cyber assets that support them. 

Understand their weaknesses and the potential impacts from their loss. 

• PBE: Understand the weaknesses of mission-essential functions that support critical cyber 

assets. As a technical implementation, analytically monitor their trustworthiness. 

Operational Level 

Respond Adaptively to Risks and Threats * • TTPs: Reconfigure physical and logical access to the weapon system based on near real-

time assessment of operational risk (operational environment, threat environment, etc.). 

Define criteria for transitioning between degraded system states. 

• PBE: Determine how much the weapon system can be physically or logically 

reconfigured. 

 
8

 National Security Agency Cybersecurity Products and Sharing Division, NSA/CSS Technical Cyber Threat Framework v2 (NTCTF 

v2), November 2018. 
9

 Blake Strom, Andy Applebaum, Doug Miller, Kathryn Nickels, Adam Pennington, Cody Thomas. MITRE ATT&CK™: Design and 

Philosophy. July 2018. MP180360. 
10

 Common Attack Pattern Enumeration and Classification (CAPEC), The MITRE Corporation, 2007. 
11

 Systems Security Engineering: Cyber Resiliency Considerations for the Engineering of Trustworthy Secure Systems, Draft SP 800-160 

Vol. 2, NIST and The MITRE Corporation, March 2018. 

https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-resources/ctr-nsa-css-technical-cyber-threat-framework.pdf
https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-resources/ctr-nsa-css-technical-cyber-threat-framework.pdf
https://www.mitre.org/sites/default/files/publications/pr-18-0944-11-mitre-attack-design-and-philosophy.pdf
https://capec.mitre.org/index.html
https://csrc.nist.gov/publications/detail/sp/800-160/vol-2/draft
https://csrc.nist.gov/publications/detail/sp/800-160/vol-2/draft
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Principles TTPs Restated, PBEs, DEEs 

Develop Doctrine and Effective Training to Fight 
Through Cyber Attacks. 

• TTPs: Define a concept of operations, produce guidance, and develop associated training 

regarding how to respond to cyber-attacks. Regularly exercise/test the security and cyber 

resiliency of the weapon system. Employ red teaming or comparable measures to validate 

the effectiveness of security and resilience measures. If a war-time reserve is maintained, 

ensure that the CONOPS addresses its effective use. 

• PBE: Analyze concept of operations documents to provide recommendations. Evaluate 

and improve training through table-top exercises that simulate cyber-attacks. Validate the 

effectiveness of current CONOPS 

Mitigate Potential Disruptions to the Weapon 
System * 

• TTPs: Use a combination of procedures to limit access to and ensure the integrity and 

availability of critical weapon system components and to the weapon system as a whole. 

• PBE: Use cyber table top exercise to determine best ways to limit access to, and maximize 

integrity and availability of, the system. 

Maintain Awareness of Cyber Risk to Mission. • TTPs: Incorporate weapon system cyber health / status data, as well as cyber threat 

intelligence, into operational planning and decision-making cycles 

• PBE: Analyze the system to determine what effects cyber-attacks might have. Initially 

evaluated through technical implementation details and later through using analytic 

monitoring of weapon system cyber health and status data. 

Confuse the Adversary * • TTPs: Use OPSEC and targeted deceptive information campaigns to divert adversary 

activity and alert mission operators. 

• PBE: Include deception and unpredictability topics in training materials 

Programmatic Level 

Control Information • TTPs: Categorize and control all weapon system information (architectures & design, 

source code, trade studies, AoAs, etc.) throughout the system development life cycle 

(SDLC). 

• PBE: Improve information security procedures to ensure only authorized parties are 

granted access to weapon system information. 

Enhance Resilience of the Defense Industrial 

Base 
• TTPs: Incentivize contractors, sub-contractors, vendors, and suppliers (i.e., all entities in 

the DIB with a role in creating, maintaining, upgrading, or disposing of the weapon system 

– for brevity, collectively referred to as vendors) to become cyber resilient in their 

development environments & infrastructure. 

• TTPs: Provide resources (e.g., worked examples, tool recommendations) to aid in vendor 

adoption of cyber resiliency controls and practices. 

• PBE: Incorporate more frequent and effective insider-threat and cyber situational 

awareness training. 

Integrate Cyber Resiliency into the System and 
the Program 

• TTPs: Develop high level system cyber requirements considering the tactical constraints. 

• TTPs: Include the appropriate cyber resiliency technologies and processes as part of the 

program system development life cycle (SDLC); see technical level for details. 

• PBE: Analyze existing weapon system requirements and incorporate rigorous cyber 

requirement verification throughout system acquisition lifecycle. 

Make Cyber Resiliency Training and Awareness 
Effective 

• TTPs: Educate program office employees to recognize and practice cyber security and 

resilience procedures when communicating with vendors, writing documentation, etc. 

Adopt effective means of training/evaluation to make “cyber resiliency” a well-understood 

term in the program office. Define and execute procedures, on an ongoing as well as on an 

intermittent basis, to determine the effectiveness of training and awareness efforts. 

• PBE: Update training procedures and provide examples specific to the weapon system. 

Manage Supply Chain Risk • TTPs: Establish and maintain visibility into the entire supply chain for HW/SW/Services; 

vet all contractors, subcontractors, and suppliers and the provenance of their products. 

• TTPs: Continuously monitor and share information about the supply chain threat 

landscape. Update processes and monitoring to detect potential threats and tactics against 

current or potential vendors, suppliers and similar technologies or components, which may 

be applied against current or future supply chain channels. 

• PBE: Analyze recent supply chain studies and provide training recommendations. 

Diversify the Supply Chain • TTPs: Establish a diversified supply chain to enable rapid acquisition of replacement 

components should issues be identified with specific suppliers. 

• PBE: Analyze recent supply chain studies and provide training recommendations. 

Create and Maintain a War-Time Reserve * • TTPs: Develop, maintain, and hold in reserve alternative and novel implementations of 

critical system elements. 

• PBE: Determine critical system elements, attempt to provide alternative implementations 

for architectural diversity, and create a plan to replace compromised components. 

Technical Level 
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Principles TTPs Restated, PBEs, DEEs 

Assume Compromise • TTPs: Employ technologies and practices to reduce the potential impact or extent of an 

adversary’s presence in the weapon system or its supporting systems. 

• PBE: Layer defenses, partition resources, maximize unpredictability, and minimize 

persistence of an attack 

• DEE: Identify system vulnerabilities and conduct experiment in which these system entities 

are compromised. Determine impact to mission assuming this compromised state. In this 

experiment, employ technologies to reduce the potential impact or extent of an adversary’s 

presence in the weapon system or its supporting systems. 

Identify the State of the System on an Ongoing 
Basis 

• TTPs: Provide operators with real-time awareness of the health & status of the weapon 

system. 

• DEE: Identify ways in which system state can be continually monitored by operators. 

Conduct experiment to determine if monitoring the system can lead to actions that 

improve cyber resiliency. 

Limit and Validate Trust • TTPs: Limit the number of system elements that need to be trusted, and where trust is 

needed employ measures (e.g., MFA) to determine provenance, validate behavior, and 

check the integrity of system elements. 

• PBE: Throughout system lifecycle, incorporate design choices that minimize the need for 

trust between system elements and provide methods for assessing component integrity. 

• DEE: Identify critical system assets. Conduct experiment that limits various subsets of 

these assets to determine when and where trust is needed, and the effects of compromise. 

Mitigate Potential Disruptions to the Weapon 
System * 

• TTPs: Use a combination of technologies to limit access to and ensure the integrity and 

availability of critical weapon system components and to the weapon system as a whole. 

• PBE: Use cyber table top exercise to determine best ways to limit access and maximize 

integrity and availability of system. 

• DEE: Conduct an experiment that uses technology or a combination of technologies to 

limit disruptions to the system. Focus on ensuring the integrity and availability of the 

system and its components. 

Respond Adaptively to Risks and Threats • TTPs: Use a combination of technologies and practices to respond with agility and 

adaptability in response to a cyber-attack. 

• PBE: Maximize awareness of current situation. Based on risk assessment, adapt resource 

usage, minimize attack surfaces, modify privileges, and optimize isolation. 

• DEE: Conduct an experiment to determine how much the weapon system can be 

physically or logically reconfigured. Employ technologies that can respond to cyber-attacks. 

Confuse the Adversary * • TTPs: Provide technical resources and supporting practices to divert, deceive, and mislead 

adversary activity and alert defenders. 

• PBE: Include deception and unpredictability topics in training materials with examples. 

Demonstrate methods of deception that are user-transparent. 

• DEE: Conduct experiment to determine to what extent technologies can be used to 

mislead adversary activity and alert defenders. 

 

(b) Potential Effects on the Adversary 
Fundamentally, all of the principles are meant to disrupt in some way an adversary’s OODA Loop (Observe, Orient, 

Decide, Act) thereby interrupting adversary’s ability to pursue the compromise of the weapon system and the associated 

defender mission. Each of the foundational principles at the operational, program, and technical levels have been mapped to 

each stage and objective of the NSA/CSS Technical Cyber Threat Framework to try and identify more measurable effects. 

The mission level principles are likely to have indirect effects on an adversary that are difficult to measure. 

 

Drawing from the taxonomy in the initial public draft of NIST 800-160 volume 2
11

, Table 2 below describes the types of 

effects the principles are meant to have on an adversary’s ability to achieve its objectives as it moves through the phases of a 

cyber campaign. Some of these effects are planned to be validated in the evaluation activities described later in this paper.  

 

Table 2. Potential Effects on the Adversary 

Intended Effect Impact on Risk Expected Result 

Redirect (includes deter, divert, and deceive): 

Direct threat events away from defender-chosen resources. 

Reduce likelihood of 

occurrence and, (to a lesser 

extent) reduce likelihood 

of impact. 

• The adversary’s efforts cease. 

• The adversary actions are mistargeted or 

misinformed. 
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Intended Effect Impact on Risk Expected Result 

Preclude (includes expunge, preempt, and negate): 

Ensure that the threat event does not have an impact. 

Reduce likelihood of 

occurrence and/or reduce 

likelihood of impact. 

• The adversary’s efforts or resources cannot be 

applied or are wasted. 

Impede (includes contain, degrade, delay, and exert): Make 

it more difficult for threat events to cause adverse impacts 

or consequences. 

Reduce likelihood of 

impact and reduce level of 

impact. 

• Adversary activities are restricted in scope, fail to 

achieve full effect, do not take place in accordance 

with adversary timeline, or require greater 

resources than adversary had planned. 

Limit (includes shorten and reduce): 

Restrict the consequences of realized threat events by 

limiting the damage or effects they cause in terms of time, 

system resources, and/or mission or business impacts. 

Reduce level of impact and 

reduce likelihood of 

impact of subsequent 

events in the same threat 

scenario. 

• The adversary’s effectiveness is restricted. 

 

Expose (includes detect, scrutinize and reveal): Reduce risk 

due to ignorance of threat events and possible replicated or 

similar threat events in the same or similar environments.  

Reduce likelihood of 

impact. 
• The adversary loses the advantage of stealth, as 

defenders are better prepared by developing and 

sharing threat intelligence. 

 

(c) A Self-Assessment Resilience Questionnaire 
To assess how well the various TTPs that the defender employs implement the cyber resiliency principles, the framework 

includes a self-assessment questionnaire. The role of the questionnaire is described in Figure 3. The questionnaire is 

intended to identify whether a given principle has been addressed, and if so, how it has been applied. The questionnaire is 

not intended to be a compliance vehicle; given the diversity of weapon systems, some cyber resiliency principles may not 

apply. Rather, the questionnaire helps identify gaps in the cyber resiliency of the weapon system (as viewed through the 

prism of the cyber resiliency principles), and then help identify opportunities for improvement. 

 

The questionnaire includes questions for 

each of the four levels (mission, operational, 

programmatic, and technical) of the cyber 

resiliency principles. For each principle, 

multiple questions are provided, in order to 

obtain as much information as possible from 

the audience regarding the principle. Over 

fifty questions are included in the 

questionnaire covering all four levels of the 

principles. 

 

For each question, potential answers are 

provided to encourage direct, concrete 

responses. These are not intended to reflect 

“correct” or grade-level responses, but rather 

to elicit a complete understanding of the 

TTPs that the defender is employing. Many, 

but not all, of the questions also include a 

background section, intended to help reader 

better understand the question and possible responses. Figure 4 shows a sample question, including potential responses, 

background, and supporting principle. 

Figure 3: Role of Questionnaire 
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Framework Evaluation, and Effectiveness 

Assessment Approach  
 

The authors are developing a methodology for 

framework evaluation, augmentation, implementation 

and validation.   
The framework will be evaluated for its effectiveness in 

providing guidance, methodologies, and tools for 

gathering relevant information needed to perform 

resilience, risk, criticality, and gap analyses for a given 

mission and mission environment. Also, the framework 

will be evaluated for guidance, methodologies, and tools 

for developing mitigation strategies for the critical system 

components, identifying cyber solutions, validating the 

effectiveness of the mitigations and solutions, guidance 

on continuous monitoring and iterative resilience 

enhancement. The authors will apply the framework to a relevant weapon system, perform analysis, and experimentally 

validate mitigation effectiveness.   
 

A meaningful analysis must identify and gather relevant inputs. In the cyber context, these include, but are not limited to: 

mission scope, mission decomposition, mission needs, mission environments, threats, system decomposition and details, 

dependencies between system components and mission operational steps, and weights/importance of system-provided 

data/services for accomplishing the mission. 

 

The framework shall provide guidance not only for system-centric mitigations, but also for TTPs at mission, program, 

operations, and system levels, needed to enhance overall cyber resilience of the mission. The framework will be evaluated 

by determining the availability, cost of (or difficulty to obtain) input data, determinism and verifiability of analysis results, 

considerations for practical and feasible mitigation decisions, and the validity of the proposed mitigations. 

 

The three focus areas for executing the evaluation methodology, represented by each of the three cyclical processes 

illustrated in Figure 5, are: (1) Evaluating and Refining the Resilience Framework, (2) Evaluating Weapon System Resilience, 

and (3) Experimenting to Validate Mitigation Effectiveness. These three evaluation focus areas are illustrated in Figure 1 and 

discussed below. 

 

 
Figure 5. Experimentation Activity Descriptions 

Framework 
effectiveness 

criteria

Gaps analysis of 
initial framework

Framework 
augmentation 

Framework 
application on 
control system

Framework re-
assessment

Framework
refinement

Recommended 
framework

1.  Evaluating and Refining the 

Resilience Framework

Self 
assessment

Baseline 
resilience 

assessment 
per framework

Resilience 
experimentation 
and weakness 
identification

Mitigations 
selection and 
effectiveness 

evaluation

Post-mitigation 
risk and 

resilience

Goodness of 
mitigations and 

principles

2.  Evaluating Weapon 

System Resilience

Scoping, and 
designing 

experiment/s 

Baseline tests 
with standard 

metrics/methods

Cyber effects to 
be tested

Performance testing 
during/after injecting 

cyber effects
Mitigation 

matrix

Post-mitigation 
performance 

testing for test 
cyber effects

Resilience 
enhancement 

validation 

3.  Experimenting to Validate 

Mitigation Effectiveness

Figure 4: Representative Question 
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1) Evaluating and Refining the Resilience Framework: This is the first set of activities to be completed in the 

process as shown in Figure 5. Among other criteria, the framework evaluation would be conducted to ensure it 

provides proper guidance for mission-based impact analysis
12

 including (a) Mission decomposition and dependency 

description, and (b) Hazard analysis, as described below.   

 

(a) Mission Decomposition and Dependency Description: Whether any aspect of the framework, for 

example a resilience principle, delivers benefits or becomes a detriment will depend on the context. Thus, to 

determine the utility of applying a foundational principle, it is first necessary to specify both the relevant 

mission and the weapon systems supporting that mission. For this reason, mission identification and 

decomposition form the first stage of our approach to quantifying effectiveness of applying the resilience 

framework to any considered weapon system. 

 

The goal of mission decomposition is to develop an understanding of the purpose of the considered weapon 

system in terms of a broader picture of national security. This decomposition can be achieved by applying the 

first step of STPA-Sec
12

, which identifies the requirements of the system. 

The mission decomposition and dependency description activity largely requires the framework characteristics 

shown under “Mission environment and needs” and “Gap analysis inputs” in Figure 6, and will require mission 

and system decomposition to a level where a clear dependency can be established between mission and system 

components. 

 

(b) Hazard Analysis: After mission decomposition, the next step involves identifying unacceptable losses, and 

hazards that could lead to those losses. A loss is a situation where stakeholders lose something of value to the 

mission, whereas a hazard is a system state or set of conditions that, when triggered, could lead to a loss. In this 

stage, unsafe control actions (UCA) need to be identified, which amounts to finding the threats and actions 

where a cyber adversary could trigger the corresponding hazardous system states in the system. Then, we 

identify unsafe control actions by analyzing the hierarchical control structure, informed by system models and 

feedback control loops. An action can be an UCA in five situations: when it occurs when not warranted, when 

it fails to occur when warranted, when it occurs too early or too late, when it occurs out of order, and when it is 

not applied for the proper duration of time. The disruption criticality of a UCA can be characterized by the 

number of unacceptable losses to which it may lead. The second stage consists of a hazard analysis, which aims 

to highlight the most consequential disruptions. This activity requires the framework characteristics shown 

under “Gap analysis outputs” in Figure 6. 

 

The aforementioned evaluation and subsequent gap analysis will help refine the baseline resilience framework for 

application to a real or emulated weapon system. In the framework evaluation activity, all the components of the 

proposed resilience framework will be defined and enumerated (in a sequential order where appropriate). The 

framework will then be tested for its ability to provide guidance to stakeholders for defining, assessing, and 

enhancing mission-specific cyber resilience. Figure 6 provides essential characteristics needed for developing 

Framework Effectiveness Criteria, an activity listed in the very beginning of the processes illustrated in Figure 1. 

 

 
Figure 6. Essential Characteristics of a Resilience Framework 

 
12

 Colonel William Young, System-Theoretic Process Analysis for Security (STPA-Sec), MIT STAMP Workshop, 2017. 

Deterministic 

mission risks

Mission scope and needs

Threats relevant to mission 

and system

System gaps 

and criticalities

Mission 

decomposition

System 

decomposition

Dependency 

descriptions

Mitigation strategy

Tactical cyber solutions

Validation of 

effectiveness of cyber 

solutions

Mission environment 

and needs
Gap analysis 

inputs

Gap analysis 

outputs

Solutions and 

validation

Iterative and continuous resilience improvement

http://psas.scripts.mit.edu/home/wp-content/uploads/2017/04/STAMP_2017_STPA_SEC_TUTORIAL_as-presented.pdf
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2) Evaluating Weapon System Resilience 
A weapon system will be selected and evaluated by exercising the framework on it. The purpose is to demonstrate 

the usability, practicality, and utility of the framework for resilience evaluation toward enhancing the cybersecurity 

aspects of an actual weapon system. The key activities will include choosing a weapon system, identifying methods 

for assessing the system’s baseline resilience, identifying effective mitigations per the resilience framework, and 

establishing the effectiveness of the mitigations. This activity will use analyses and SME-based tabletop reviews, 

which are distinct from the experimentation activities described below under the validation experimentation. 

3) Experimenting to Validate Mitigation Effectiveness 

The purpose of this activity is to validate the framework effectiveness through data-driven empirical assessment of 

system resilience before and after applying mitigations identified by the framework. Empirical evaluation starts by 

establishing the baseline which characterizes the effect of each critical disruption selected in the hazard analysis on a 

live instantiation of the weapon system, or its most relevant components. These effects should be quantified via 

mission performance metric(s). Empirical methods should also assess the effectiveness of mitigations consistent with 

the resilience framework with respect to the most consequential disruptions identified from hazard analysis. This 

activity largely requires framework characteristics shown under “Solutions and validation” in Figure 6. 

 

The framework currently encompasses multiple methodologies, processes, and tools to assess a system’s resilience. 

These are applicable to a wide variety of systems and missions. The risk-mitigation experiments will provide an 

additional level of validation for the framework and mitigations that is hard to achieve using analyses and Cyber 

Table Top Exercises and SMEs. Experimentation is expected to provide data-driven validation beyond the 

conclusions provided by analyses, which may be based on simplified assumptions, tabletop exercises, qualitative 

assessments based on subject matter judgments, and opinions. This activity will select experiments and subsequently 

validate the framework’s cyber resilience strategies and some of the intended effects described in Table 2. 

Conclusions and Future Plans 
The long-term goal is to improve mission outcomes in contested environments. In order to show that the framework is 

widely applicable across the full range of missions, it must be applied more widely. Currently, the framework’s demands for 

experimentation may exceed the capacity and capability of weapon system maintainers. In a future iteration, the framework 

must improve the efficiency of experimentation. Also, ranking relevancy of foundational principles and TTP’s to disruptions 

is a subjective, error-prone and manually intensive process. Future work aims to make this process less subjective. 
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Appendix A: Methodologies, Processes, and Tools Assessed in Landscape Assessment 
 

  

Methodology/Process/Tool Expanded Acronym Organization 

ACTWG Lessons Learned (ALL) Aircraft Cyber Threat Working Group United States Air Force 

ACVAM Avionics Cyber Vulnerability Assessment and 

Mitigation   

Air Force Research Laboratory 

ATT&CK Adversarial Tactics, Techniques, & Common 

Knowledge 

MITRE 

Blue Book™ Blue Book™ Air Force Research Laboratory 

BluGen BluGen Johns Hopkins University Applied 

Physics Laboratory 

CJA and TARA Family Crown Jewels Analysis and  Threat Assessment 

and Remediation Analysis 

MITRE 

CMTA Cyber Mission Thread Analysis RAND, MITRE, Air Force Research 

Laboratory 

CRA SWP Cyber Risk Assessment Standard Work 

Package 

NAVAIR, United States Navy 

CSA Cyber Survivability Attributes Air Force Research Laboratory 

CSRA  Cyber System Risk Analysis Cyber Resiliency Office for Weapon 

Systems, 

United States Air Force 

CTT Cyber Tabletop DASD, Dev. by NAVAIR, 

EWA, Lockheed Martin 

CVRA Cybersecurity Vulnerability Risk Assessment United States Navy 

Cyber OTE Cyber Operational Test and Evaluation 

Methodology 

United States Marine Corps OT&E 

Dagger Dagger Johns Hopkins University Applied 

Physics Laboratory 

DODCAR DoD Cybersecurity Architecture Review United States Department of Defense 

ECRM Enterprise Cyber Risk Management United States Air Force 

IA RAM Information Assurance Risk Assessment 

Methodology 

National Security Agency 

LCRIT Logistics Cyber Risk Identification Tool RAND 

MIRA (MBA) Mission Information Risk Analysis  

(Mission-Based Analysis) 

Johns Hopkins University Applied 

Physics Laboratory 

MORDA Mission Oriented Risk and Design Analysis National Security Agency 

NETCOM SCA-V TTP Network Enterprise Technology Command, 

Security Control Assessor – Validator, Tactics 

Techniques, and Procedures 

United States Army 

OCTAVE Allegro Operationally Critical Threat, Asset, and 

Vulnerability Evaluation Allegro 

Carnegie Mellon University Software 

Engineering Institute 

OSD 1647 VAR OSD Vulnerability Assessment Review for 

Section 1647 of the FY16 NDAA 

Office of the Secretary of Defense 

SCRAM Structured Cyber Resiliency Analysis 

Methodology 

MITRE 

Tabletop MCRA Tabletop Mission Cyber Risk Assessment United States Navy 
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