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Abstract

The annual cyber defense exercise Locked Shields is the world’s largest unclassified defensive
exercise. The exercise participants form “blue teams” that are tasked to defend their critical
infrastructure against an attacking “red team.” The blue teams are scored based on how well
they keep their essential system functions running and the extent to which they manage to
assess and report what they are exposed to. During Locked Shields 2019, 24 blue teams from 30
countries participated in a two-day exercise. The case study presented in this paper focuses on
one of the blue teams. The team consisted of around 60 people from governmental institutions
as well as private companies. The objective of this paper is to explore the possibilities to collect
meaningful data for research on Command and Control, C2, Cyber Situational Awareness, CSA,
and Intelligence in conjunction with an inter-organizational cyber defense team during a cyber
defense exercise. During preparations preceding the exercise, the research team observed the
development of strategy, coordination structures and organization in the temporarily formed
team as it prepared to solve the highly challenging exercise tasks. During the exercise, data
collection included questionnaires, observations, team communication logs, reporting from the
blue to the white team and performance scores. The data collection sought to satisfy needs
within three research themes - 1) command and control, C2, 2) cyber situational awareness, and
3) intelligence. A review of the dataset showed that the data is well suited for further analysis.
The paper presents initial results as well as an outline of how the different types of data collected
contribute to research within the three research themes.
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1. Introduction

The complexity of the cyber domain and the society’s increasing dependency on information
and communication technology place extensive demands on cyber defense teams [56]. While the
technical skills and output of cyber defense teams are in focus for a lot of cyber research, it
is important to embrace that the cyber defense teams also operate in a highly socio-technical
context, that requires skills such as decision making, critical thinking, communication and the
ability to make sense of the situation [21].

There are several challenges when researchers want to examine cyber defense teams. First, it
may prove difficult to access fully manned and operational teams in their original environments,
due to security concerns, etc. Second, the nature of cyber security work is such that it is not
always necessary for the teams to engage in interpersonal communication to be successful [8].
Third, it may be extremely difficult for external observers to capture what is actually going on,
due to the speedy execution of work processes and complex nature of the work, particularly when
combined with the absence of externally observable events [19]. Finally, much of the work, e.g.
reasoning and decision making, can be expected to be carried out by individual team members
solely in the cognitive domain, which in itself is not directly observable [9].

Cyber defense exercises, CDXs, have proved to be useful for the training of cyber security
personnel. The main purpose, arguably, for CDXs are (to provide) "interactive learning oppor-
tunities in realistic scenarios" [29]. Even if the main goal of a CDX is to train technical aspects,
such exercises might also enable training for other work areas, such as legal, ethical, and forensic
work [22]. There are a number of advantages with CDXs. Foremost, they provide a controlled
environment where it is possible to observe attacks in some detail, but also to positively attribute
them to attackers. CDXs further permit training of soft skills, such as the improvement of team-
work and other interpersonal skills [29]. CDXs can also produce scientifically valuable data.
One example is labeled datasets [40, 45] that reflect network activities. While fully artificially
manufactured data are conceivable, it has been shown that they still may have flaws [28]. Data
collected from CDXs is at least created by real people who perform attacks, even if some of them
are carried out using simple standard tools [40].

1.1. Objective and scope
The objective of this paper is to explore the possibilities to collect meaningful data for

research on Command and Control (C2) Cyber Situational Awareness (CSA), and Intelligence
in conjunction with an inter-organizational cyber defense team during a cyber defense exercise.

Data was collected from the Locked Shields 2019 (LS19) with focus on the Swedish Blue
Team. The collected data aimed to address the three research themes mentioned above. The
present paper primarily focuses on the data collection and discusses to what extent the data is
valid for research.

1.2. The Cyber Domain
In military settings, the cyber domain constitutes the fifth domain alongside land, air, sea,

and space. This fifth domain is the only one that is fully man-made. It consists of hardware and
software that are connected in networks through information and communications technologies.
Six characteristics makes it unique compared to other traditional domains. The first is speed ;
latency, “the time it takes to get a response to information sent” [43], is 50 ms in 4G [25]. In
the emerging 5G telecommunications network, latency is expected to be 1 ms or less [37], and
in a future 6G, latency is speculatively expected to diminish even further, to 0.1 ms [50]. The
second is depth; in 1921, Douhet stated that modern air power could hit a target deep behind
enemy lines some distance away [13]. Cyber attacks can hit a target in an office, living room,
and even a smartphone anywhere on earth [1]. The third is obstacles; obstacles in the cyber
domain are generally man-made and consist of security controls such as authentication, firewalls,
and logical and physical separation. Bypassing these requires exploiting flaws in the security
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controls, or physically bypassing logical and physical separation. The fourth is weapons; cyber-
weapons are computer programs, programmed by developers for the purpose of exploiting one
or several vulnerabilities in a target. These programs, or capabilities, have to be tested before
they are deployed. Their development requires a lot of preparation time and operations security,
OPSEC, due to the risk of vulnerabilities being patched. Furthermore, cyber-weapons differ from
traditional weapons due to the risk of cascading effects, making it difficult to assess the risk of
spreading unwanted damage beyond the intended target. The fifth is proxies; the cyber domain
is global and attackers can hide their tracks by exploiting several weakly protected information
systems to make it appear as if an attack is coming from a different country than their own.
This makes attribution difficult, but not impossible to make. The sixth challenge is confidence-,
and security-building measures (CSBM). Countries “exchange information on their armed forces,
military organization, manpower and major weapon and equipment systems [that ensure] military
stability, predictability and transparency” [35], [33]. The challenge with confidence-building
measures in the cyber domain is that they are voluntary [34]. These six characteristics make the
cyber domain unique and complex. Given the characteristics above, there are many challenges
for conducting successful operations in the domain, but there are also plenty of opportunities.

1.3. Cyber Defense Exercises
CDXs are typically constructed to develop defensive skills, while offensive (attack) skills are

practiced in capture-the-flag style exercises. There are different types of CDXs with regard to
scope, time frames and layout [22]. A CDX that aims to train technical personnel typically
involves computers that are interconnected and run a number of services that are to be secured
and remain available to legitimate users. Such an infrastructure, sometimes referred to as a cyber
range, may be set up with either virtual computers and network equipment, dedicated hardware,
or both. Medium-, and large-scale exercises often connect participants at different geographical
locations through secure virtual private networks.

Exercise participants are typically divided into teams that, by convention, are designated
by different colors. Normally, at least one blue team is assigned to defend resources, a red
team is tasked to attack, degrade or destroy the resources, while a white team is the exercise
management, which may include observers and judges [46, 26, 53]. There may be other teams
with additional colours as well.

However useful a CDX may be, there are also a number of drawbacks. The training environ-
ment is still an artificial milieu with a disproportionate amount of malicious activities compared
to the everyday situation [40]. The duration of a CDX is limited, which in turn increases the
workload per time unit of the participants. Furthermore, the absence of background internet
noise [40] or internet background radiation [36], such as scans, diverse automated attacks, mal-
formed packets, flooding backscatter, etc., may contribute to distorting both the psychological
reality of the exercise and the validity when exercise data is used to, e.g., tune intrusion detection
systems [44]. Finally, psychological factors such as workload may be hard to recreate in exercises.
However, the disproportionate amount of malicious activities in conjunction with a competitive
element created by visualizing the performance score contributes to raising stress levels [41].

To summarize, it appears that CDXs are suitable for the training of cyber security specialists,
but also for the collection of data sets that can be used for research.

1.4. Locked Shields
The annual CDX Locked Shields is the world’s largest unclassified defensive CDX. It has

been conducted since 2010 and is hosted by the NATO Cooperative Cyber Defence Centre of
Excellence, CCDCOE [2].

The training audience consists of several blue teams that are tasked to defend an assigned
critical infrastructure against an attacking red team, which in this exercise is a part of the
exercise control. The blue teams are scored based on how well they keep their essential system
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Figure 1: Swedish Blue Team participants.

functions running and how well they assess and report what they are exposed to. The exercise
has continuously grown more popular, and thus expanded to include more and larger teams.
The scenario has matured and the technical infrastructure has been developed over the years,
which now makes the CDX quite complex. There are no formal restrictions on team size, and
each team is responsible for staffing the team with relevant competencies as they see fit. The
live phase of the exercise lasts for two days. There are several scheduled preparatory activities
before the exercise.

The scenario includes a fictious island nation, Berylia. Berylia has traditionally experienced
political and military tensions with the neighbouring island state Crimsonia. Crimsonia possesses
advanced offensive cyber capabilities (the red team). Berylia’s government has asked for support
from other nations. The blue teams enter the picture as rapid reaction teams that have agreed to
support Berylia in restoring their vital information systems. The roles of the Berylian government
are played by members of a white team. The basic scenario has remained the same over the years,
even if injects, technical infrastructure and parts of the scenario have evolved in order to create
new challenges for the participants.

During LS19, 24 blue teams from 30 countries participated in the two-day exercise. During the
two months before the exercise, CCDCOE distributed the scenario, held webinars and provided
textual instructions to the blue teams, mainly through a wiki page. On two occasions - one week
before the exercise and the day before the exercise - the blue teams gained limited access to
the exercise environment, the gamenet, in order to familiarize themselves with the infrastructure
they were supposed to protect. Based on the overall timeline, each team was allowed to structure
their own preparatory work. The composition and preparation phase of the Swedish blue team,
which was the subject of interest for the data collection, is further described in section 3.
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The remaining parts of the paper is structured as follows: Section 2, Background, provides
an overview of various research fields that use data collected during CDXs. The research fields
of interest are presented, as well as different data collection methods that are used in CDXs.
Section 3, Method, describes the method used for the current study. Section 4, Results, details
the review of the collected data, and some initial results are presented. These are followed by a
discussion in section 5. The paper concludes with a summary and conclusions in section 6, and
some notes on planned future work in section 7.

2. Background

This section presents research activities that are conducted in conjunction with CDXs in
general as well as our own research fields of interest. The section is concluded by an overview of
data collection methods used in CDXs.

2.1. Research during Cyber Defense Exercises
In order to acquire an overview of research conducted at CDXs, a search was performed in

the scientific publication database Scopus1. The enquiry yielded 140 articles, of which 99 were
deemed to be relevant. The results were manually clustered into ten categories, that are listed
in Table 1.

Table 1: The characteristics of the 99 articles.

Category Amount
Tools 35
Education 16
Training 13
General 12
Cognition 5
Human Factors 5
Techniques 5
Performance 3
Network 3
Simulation 2

The papers in the tools category discussed tools, testbeds, emulation, frameworks, how red
teams conduct attacks, and monitoring of information flows.

The education category presented papers of lessons learned form various educational efforts,
curricula, course designs, etc. The training and hands-on-exercises category involves papers that
discussed the improvement of sense-making, understanding, and remote code execution, but also
battle space situational awareness.

Next, the a) cognition, b) human factors, and c) performance categories discussed a) cog-
nitive agility and evaluation of human performance; b) the importance of understanding how
adversaries adapt at various attack trajectories for anticipatory defensive measures; and c) how
the performance of human teams in CDXs is affected based on whether systems and procedures
for data collection exist.

Finally, the publications in the techniques category described how techniques that facili-
tate developing attacker profiles enable effective countermeasures and could potentially enhance
situational awareness.

The overview leads to the conclusion that virtually no one has examined C2 issues. Only a few
papers mentioned intelligence aspects, but several papers concerned cyber situational awareness.

1Search term: cyber* AND defence AND exercise*
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Our research fields of interest are command and control (C2), Cyber Situational Awareness and
Intelligence. These three research themes are worthwhile to study as it is hypothesized that they
most certainly affect the effectiveness of cyber defense teams. The fields are inter-related insofar
that timely intelligence provide operators’ with increased cyber situational awareness, which in
turn facilitates command and control that is fit for purpose [54].

2.2. Command and Control
Organized human activity encompasses the division of labour and the achievement of coor-

dination of these tasks [32]. In the military domain, this is generally denoted as command and
control, C2, which is defined as “the exercise of authority and direction by a properly desig-
nated commander over assigned forces in the accomplishment of the mission" [12]. There have
been attempts within military research to replace C2 with terms less associated with traditional
hierarchical approaches, such as focus and convergence [3], and direction and coordination [6].

In other domains, such as business and crisis response, management or administration are
more commonly used terms. Crisis management is characterized by pragmatic decision making
under time and resource constraints, as well as increased needs for coordination and reorganiza-
tion [52]. Inter-organizational crisis management is to a large extent based on emergent networks
of actors - adhocracies [30]. Mintzberg defined adhocracy as one of five different archetypical
structural configurations that organizations can adopt[32]. Each of these structures is associated
with certain coordinating mechanisms, type of centralization/decentralization, and focuses on
different key parts of the organization. Adhocracy is the least structured configuration of the
five. An adhocracy is loosely structured and coordinated through mutual adjustment, allowing
for creativity and initiative, efficient use of resources and rapid adaptation to changes in the
environment [27].

The CDX environment is an environment that typically demands creativity and initiative,
efficient use of resources and rapid adaptation to changes. CDX teams solve highly complex
problems under time pressure and are only partly familiar with the infrastructure they are to
protect. The cyber defense team studied for this paper was a temporarily formed team with no
previously established coordination structure. Thus, it may be categorized as an adhocracy. It
seems that this type of organization may be suitable for the CDX environment. This remains
to be investigated, and will consequently be a topic for further research within the C2 research
theme connected to this case study.

Mission command is another concept of interest to explore for the type of work conducted in
a blue team during CDX. Mission command denotes decentralized leadership and requires and
facilitates initiative on all levels of command [42]. It thus takes advantage of each individual’s
decision-making capability. Initiatives are encouraged down to the individual level. Applying
mission command requires trust, intent focus, initiative, common ground, and risk acceptance
[16], [20]. In order to investigate C2 from a mission command perspective, it is thus relevant to
investigate whether the prerequisites for applying mission command are in place.

As stated in section 2.1, it appears that research on C2/management in relation to cyber
defence teams is scarce. The authors of the few related papers that were found share this view
[8]. Buchler et al. (2018) used an observational protocol assessing certain aspects of teamwork
and leadership. They found that adopting different collaborative and leadership approaches and
varying face-to-face interactions according to the nature of task at hand was beneficial to team
performance. Using observations in cyber defense exercises is not trivial as communication may
occur through technical systems and thus be difficult to observe [19]. A combination of data
collection methods may be an option, employing a pluralist perspective in which various types
of data may contribute in different ways [31].

2.3. Cyber Situational Awareness
Situational awareness, SA, is a concept concerning an individual’s ability to appreciate a

situation. There are several theoretical constructs that seek to frame the concept [38]. A widely
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used model is Mika Endsley’s three-tier model that describes ascending levels of understanding;
level (1) comprises the ability to perceive elements in the environment within a volume of time
and space, level (2) adheres to the comprehension of their meaning, and (3) the capability to
project their trajectory or status in the immediate future [14]. Other theories seek to explain
SA for teams. Shared SA concerns the degree to which team members possess similar SA on
shared requirements [15]. Furthermore, Distributed Situational Awareness (DSA), challenges
and expands the original and shared SA concepts, using the socio-technical system as the unit
of analysis rather than the individual mind, thus assuming that artefacts as well as humans may
possess SA [49]. A concept related to SA is the Common Operational Picture (COP). According
to Wolbers and Boersma [55] there are two distinct prevalent perspectives on COPs in the
literature. First, that it can be seen as an artefact that accumulates and conveys allegedly useful
pieces of information, e.g. the "information warehouse" [11]. Second, it can also be seen as a
process, in which the meaning of the information for various users is actively negotiated in social
interactions, e.g., the "trading zone" [55]. When teams rather than individuals are examined, the
"trading zone" perspective with regards to SA becomes important. Cyber situational awareness
(CSA) which is a special case of general SA, is a heterogeneous academic field [17] of which
several different aspects are studied in the literature. CSA is about having situational awareness
of different aspects of the cyber domain.

Barford et al. [5] suggested that "Situation Awareness (SA) for cyber defense consists of at
least seven aspects" (pp. 3-4), with requirements that need to be fulfilled:

1. awareness of the current situation (which may include network security and the wider cyber
influence),

2. awareness of the impact of the attack,
3. awareness of how situations evolve,
4. awareness of adversary behavior,
5. awareness of why and how the current situation is caused,
6. awareness of the quality and trustworthiness of the situational awareness information, and
7. assessment of plausible futures of the current situation.

All three levels of Endsley’s three-tier model are accounted for in the seven SA requirements.
A computer-based CDX provides a platform to perform CSA measurements, e.g., SAGAT,

SART, QUASA (For a review of SA measurement techniques see Stanton et al. [39]), and oppor-
tunities to observe all relevant aspects of participant performance related to CSA. Furthermore,
Brynielsson et al. [7] have proposed different ways of constructing CDXs with specific scenarios
in which CSA can be measured. In sum, CDXs provide excellent opportunities for scientists to
examine how individuals and teams acquire CSA.

2.4. Intelligence in Support of Cyber Operations
The purpose of intelligence is to provide decision-makers with information collected, pro-

cessed and exploited from numerous sources. This can be information about the threat actor
capabilities, intent and opportunity, but also about one’s own information systems that are crit-
ical for supporting the mission. In other words, intelligence in cyberspace operations consists
of two types; intelligence for supporting cyberspace operations, and intelligence for cyberspace
operations to support other domains [23]. Therefore, as in the other domains, the first step is
to generate an understanding of the operational environment, which in this case is cyberspace.
It consists of three layers: the physical network layer, the logical network layer and the cyber-
persona layer [48].

Intelligence preparation of the operational environment, IPOE, is a methodology that con-
siders all “conditions, circumstances, and influence that affect the employment of capabilities
and bear on the decisions of the commander” [47, p. I-1]. All conditions and circumstances
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that influence the employment of capabilities include the threat’s capabilities, intent and oppor-
tunity, and strengths and weaknesses of own information systems supporting the mission. The
supporting intelligence theory for this research is based on Gill’s (2009) definition as “targeting,
collection, analysis, dissemination and action - as collectively constituting an intelligence ‘cycle’
or ‘process’ ” (p.219).

According to Joint Chiefs of Staff (2018), the physical network layer is comprised of the
physical hardware, or information technology, that enables network communication. The logical
network layer consists of the different protocols, such as TCP/IP and DNS, that enable informa-
tion to be transferred from one place to another. Finally, the cyber-persona layer consists of the
virtualized self of physical people in the form of user accounts, whether they be for e-mailing,
administrative purposes, or social media purposes. Therefore, a target in cyberspace could be
the physical location of an information system, a virtual machine acting as a virtual information
system, and a particular administrator managing either of the two. Each of these three layers
would have to be considered as part of the operational environment, including how the adversary
exploits them.

From a defense perspective, the mission of a defensive operation (DCO) is different. Williams
(2014) noted that defensive cyberspace operations “provide the ability to discover, detect, ana-
lyze, and mitigate threats, to include insider threats” ([54] p.15). This has implications on the
intelligence cycle, because instead of identifying adversarial targets the first step in a DCO would
be to identify which information systems are key for a successful mission. The next step would
be to identify the vulnerabilities or software flaws, in those information systems. Finally, the
intent and capabilities of the threat need to be taken into consideration [54].

Therefore, the intelligence cycle for a DCO would be to identify key information systems,
their vulnerabilities, as well as the threats, followed by analysis, dissemination and action. In
LS19, the Swedish blue team already knew their key information systems. The team was also
aware that they would come under attack by a threat actor known as the red team. However,
the team was unaware of all the vulnerabilities in their information systems and the type of
capabilities that the opposing red team had at their disposal. The role of intelligence would
then be to support the team with actions to patch vulnerabilities, manage misconfigurations,
and to discover, detect, analyze and mitigate the threats. These are the focus areas of the data
collection to assess how intelligence is generated to support the aforementioned actions, a field
that has been neglected academically ([24]; [51] as cited in [4]).

2.5. Data Collection Methods in Cyber Defense Exercises
As mentioned in the Introduction (Section 1), one of the main advantages of performing

training activities in CDXs, is the excellent opportunities to collect data. Twelve papers from
the review of existing literature (Section 2.1) specifically mentioned data collection methods in
CDXs. The paper titles along with their data collection methods are displayed in Table 2.

The table shows that the preferred data collection method is network traffic (papers 3, 5, 6,
10, 11), followed by observations (papers 1, 4, 7, 10). Collection methods that are referred to in
only one paper include data from the red team (paper 10); from injects (paper 10); interviews
(paper 10), network vulnerabilities (paper 6), observer logs (paper 6), red team reporting (paper
10), self-assessment questions (paper 7), self-reporting application (paper 8), wearable social
sensor (paper 1), and yellow team reporting (paper 10). It should be noted, however, that the
naming conventions for the different data sources vary between the papers, meaning that one
data collection method may have different names in the table.

2.6. Data Collection during CDXs
This subsection lists available means of data collection. Collection can be carried out prior

to the live phase of a CDX, as well as during and after it. Before the CDX, planned scenarios,
scoring system construction and other contextual factors are of interest. It is also possible to
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Table 2: Data collection methods in CDXs.

Authors 1 2 3 4 5 6 7 8 9 10 11 12
Year 2017 2003 2013 2015 2016 2012 2011 2018 2016 2017 2011 2012
Activity logs x x
Attacker logs x x
audio x x
E-mail x x
Event logs x x
IDS-logs x x x
Info from RT x
Injects x
Interviews x
Machine logs x x x
Network traffic x x x x x
Network vulns x
Observations x x x x
Observer logs x
Post-event survey x x x
Pre-event survey x x x
RT Reporting x
SA x x
Scores x x x
Self-assessment Questionnaire x
Self—reporting Application x
Survey x x
Team comms x x
User feedback x x
Video x x
Wearable Social Sensor x
YT reporting x

ToT Data collection methods 2 1 7 9 7 4 2 1 3 10 7 1
Note: The papers are:
1. Buchler N., Rajivan P., Marusich L.R., Lightner L., Gonzalez C. (2017) “Sociometrics and observational assessment of teaming
and leadership in a cyber security defense competition”
2. Dodge Jr. R.C., Wilson T. (2003) “Network traffic analysis from the cyber defense exercise”
3. Fink G., Best D., Manz D., Popovsky V., Endicott-Popovsky B. (2013) “Gamification for measuring cyber security situational
awareness” collected data in the same manner as Malviya et al. (2011).
4. Granåsen M., Andersson D. (2015) “Measuring team effectiveness in cyber-defense exercises: a cross-disciplinary case study”
5. Henshel D.S., Deckard G.M., Lufkin B., Buchler N., Hoffman B., Rajivan P., Collman S. (2016) “Predicting proficiency in
cyber defense team exercises”
6. Holm H., Ekstedt M., Andersson D. (2012) “Empirical analysis of system-level vulnerability metrics through actual attacks”
7. Holm H., Sommestad T., Franke U., Ekstedt M. (2011) “Expert assessment on the probability of successful remote code
execution attacks”
8. Jøsok Ø., Hedberg M., Knox B.J., Helkala K., Sütterlin S., Lugo R.G. (2018) “Development and application of the hybrid
space app for measuring cognitive focus in hybrid contexts”
9. Li Y., Xie M. (2016) “Platoon: A virtual platform for team-oriented cybersecurity training and exercises”
10. Maennel K., Ottis R., Maennel O. (2017) “Improving and measuring learning effectiveness at cyber defense exercises”
11. Malviya A., Fink G.A., Sego L., Endicott-Popovsky B. (2011) “Situational awareness as a measure of performance in cyber
security collaborative work”
12. Mullins B.E. (2012) “Developing cyber warriors from computer engineers et al”

follow the formation of a functioning team. Sometimes the participating teams are allowed to
collect information about the training environment, e.g. the networks to be defended, prior to
the exercise. During the live phase there is an opportunity to monitor participant activities,
including the deliverables that they produce. After the live phase, after-action reviews, so called
lessons learned activities and other processes are often of interest.

In order to extract users’ inherent knowledge, for example their intentions, a plethora of tech-
niques, such as questionnaires, surveys, interviews, etc. are feasible. Knowledge elicitation
may contribute with, for example, demographic background data, perceived levels of stress, etc.
For extensive details of knowledge elicitation techniques, see Cooke (1994) [10]. Data derived
from individuals include self-assessments.

Performance metrics include two main types. The users produce direct tangible products,
e.g. various forms of reports as mandated by the upper echelons of the in-game leadership (such
as threat-, situation-, and adversary reports), but they also leave a trail of indirect traces of their
behavior, such as different types of artefacts or logs (IP-traffic at the packet level, Netflow-data,
intrusion detection/prevention systems etc.). A third type of performance metric that emanates
from user performance are the scores that are calculated or awarded by exercise control.

A third data type involves data created due to user actions. Users may engage in team-
work/collaborational activities, strategy/tactics discussions and other meetings. Questions re-
lated to leadership and C2 can also be investigated. User actions can be captured with video
where video cameras can be used to record interesting sequences. Audio can be captured with
microphones at the premises of the exercise, or by recording phone conversations (including VoIP
traffic). Other types of activities, such as the use of equipment, can be caught by the logging of,
e.g., 1) screen captures, 2) keyloggers, 3) mouse movements, and 4) running programs/processes
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in the computers.
A fourth data type is user communication. Here, oral communication, as well as other

manifestations of communication can be captured, e.g., chat-logs, conversations in forums and
e-mail. In the physical domain, images of whiteboards with scribbled information as well as paper
(post-it) notes may contain useful information.

An important data collection method is observations by observers. Information that cannot
be recorded or documented in any other way can be collected by observers who document and
log events. Examples include user behavior in meetings and face-to-face conversations (see oral
communication above). Observers can also take complementary notes on incidents, performance,
teamwork/collaboration, strategy/tactics and leadership/communications, etc.

Finally, it is valuable to collect the reporting from other teams than the one that is
subject to the study, as is information submitted by the exercise control, e.g., injects and other
types of information.

3. Method

The current section describes the participants and the data collected for the case study of the
Swedish blue team during LS19. In order to answer research questions within the three research
themes of interest in this exercise, a number of data collection methods were employed. These
are described in the current section.

3.1. Participants
The Swedish team was composed of around 60 cyber security experts who participated for

the duration of the exercise. A majority of these also participated during the preparatory meet-
ings. The number of participants is somewhat inexact due to last-minute recruitments as well
as last-minute drop-outs of anticipated participants. At an initial meeting six months before
the exercise, the team leader was appointed, and a handful of organizations from the security
sector agreed to participate, forming the primary basis for recruitment of the team members.
For anonymity reasons, these organizations are not explicitly described in this paper. The team
further contained personnel outside the core organizations who were recruited based on personal
knowledge. There was no central funding of participants, meaning that it was up to each organi-
zation to enable exercise participation for their personnel as well as in the preparatory activities.
Several participants reported that they had voluntarily spent considerable time outside normal
working hours for preparations in addition to the scheduled activities during the last weeks be-
fore the exercise. These efforts were based on personal motivation and ambition to maximize
performance during the exercise.

Participant background information was mainly collected from the pre-exercise survey, which
had a response rate of 88%. Among the team members, 70% had their ordinary employment
within governmental institutions, while around 30% worked in private companies. Mean age was
39 years. Mean time at current workplace was 1.9 years, however, the total experience of working
with cyber security-related issues was 4.7 years (ranging between 0-22 years).

The main part of the team participated in the preparations as well as in the two-day exercise.
During the preparation days, preliminary subteams were formed. They were structured according
to competencies, e.g. a Windows team, a Linux team, an Industrial Control Systems team, and
a team responsible for reporting.

3.2. Data Collection during Locked Shields 19
The data collection served to gather all relevant data associated with the CDX that could be

of use for investigating the research areas. Various information channels were used to capture
the data. Unless otherwise specified, the data collection concerned only the Swedish blue team.

Observations were collected by the research team during the game days as well as during
the blue team’s preparatory meetings. During five preparation days preceding the exercise, the

11



research team observed the development of strategy, coordination structures and organization
in the temporarily formed team, as they prepared for the solving of the highly challenging task.
During the game, the observers/research team attended the main meetings and observed the
work in the team. The observers had access to the the Swedish blue team’s wiki and chat
channels, and could thus keep track of within-team conversation, score and reporting during the
game. The observers further attended the hot washup.

A pre-exercise survey handed out to all participants in the Swedish blue team on the first day
of the exercise collected information about the participants’ background, motivation and expec-
tations for the exercise.A post-exercise survey to all participants in the Swedish blue team during
the last day of the exercise collected information about the participants’ perception of whether
the team was composed of sufficient competencies, team performance, within-team collaboration,
situational awareness, strategy and learning.

The performance score was designed and administered by the central white team. During
the exercise, the scoreboard was displayed in real-time to all teams on the wiki page. This meant
that the teams could keep track of their own and other teams’ score at all times. The research
team collected the score by taking a screenshot of the scoreboard approximately every hour. This
means that the score was collected for all teams.

The score was a composite measure. The scoring components were 1) Attack - A negative
score based on successful red team attacks on the blue team’s infrastructure. 2) Availability -
Service uptime, which was automatically measured by scoring agents, 3) Usability - a measure
of the extent to which certain services were available to users. A user simulation team (part of
the white team) manually checked access to services and complained to the blue teams when
services were not available. The score dropped dramatically if the blue teams refused to open
the service. 4) Forensics - Score based on a specific forensic challenge, 5) Injects - tasks assigned
to the blue teams during the game, divided into legal, media, or scenario themes. These were
communicated via e-mail, 6) Adversary assessment - manual assessment of the extent to which
the teams managed to compile the adversary assessment report according to the instructions
by the white team, as well as the quality of the content, 7) Threat and situation reports -
manual assessment of the extent to which the teams managed to compile reports according to
the instructions by the white team, as well as the quality of the content 8) System revert - a
negative score was applied if the blue team damaged part of their infrastructure in a way so that
the white team needed to revert it, 9) Special score - supplementary adjustment of scores based
on mistakes in the initial scoring. The blue teams could make complaints if they found mistakes
in the scoring, which was analyzed and corrected by the white team. A log of corrected scores
was displayed on the wiki page.

Reports were compiled by the blue teams in accordance with the white team’s instructions,
which included timings as well as report formats. Most reports adhered to one of three report
types: 1)Threat reports - compiled and reported as soon as the team noticed a threat of some
dignity to their critical infrastructure, 2) Situation reports - a summary of threat reports and key
events, compiled twice a day, 3) Adversary assessments, which were to be compiled at fixed time
intervals. In total, 10 adversary reports were published. All threat reports, situation reports and
adversary assessments were reported through the blue team’s wiki page. They were accessible
during as well as after the game. Each report type had a specified format and template. For
the threat reports, the white team displayed an overview of the number of threat reports per
team, which was updated continuously. The research team took a screenshot of the threat report
board on nine occasions during the exercise. This enabled analysis of the progress of the threat
reporting. In addition to the three aforementioned reports, the blue teams received additional
tasks during the exercise, which were mainly reported through e-mail, such as legal assessments.
The e-mail communication between the blue team and the white team was exported after game
stop.

Within- and between-team communication, which consisted of chat and e-mail communication,
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was exported immediately after the exercise. The Swedish blue team communicated internally
mainly through a chat-tool, using 22 different chat channels. Sub-teams reported discovered
threats to the reporting sub-team, which then produced and published the threat reports. Based
on input from the research team, the within-team communication for threat reports used the
threat report including a template relating to Endsley’s three levels of situational awareness.
Communication between the blue teams and the white team occurred mainly through e-mail.

Availability of services was displayed to the blue teams on their wiki pages in real-time. The
Swedish blue team denominated this screen their operational picture (Figure 2). This information
was not collected on the first exercise day. However, on the second day, a script was utilized,
which produced a screenshot of the availability of services board of the Swedish blue team every
minute.

Figure 2: Availability of services for the Swedish team at one point of time during LS19.

4. Results

As this paper mainly has a descriptive and methodological focus, the results and discussion
sections primarily aims to respond to the quality of the data collected, and how it will be used
for the thorough analyzes relating to the research themes. Still, some initial analyses have been
conducted, why initial results are presented here.

The response rate for the surveys was high, bearing in mind the fact that a few of the 60
participants in the Swedish blue team did not attend for the full duration of the exercise and
were thus not available for survey completion. The pre-exercise survey was completed by 53

13



participants (88%) and 51 (85%) responded to the post-exercise survey. The survey respondents
decided on their own identification code which they used for both surveys. In this way, the pre-
and post-exercise surveys could be paired afterwards without violating participant anonymity.
After pairing the surveys, it was found that 49 participants (82%) responded to both surveys,
while six (10%) responded to only one of the surveys. Only 8% did not respond to any survey.
There were no major differences in response rate between the sub-teams. Two types of data loss
were found: The six cases where participants only responded to one of the two surveys, and cases
where participants had skipped specific questions in otherwise completed surveys. Additional
preparation of the survey data is necessary in order to handle the data loss. To allow comparisons
when there is data loss, missing data may be replaced by the mean of the whole team for the
particular question, or the mean of the sub-team. The consequences needs to be analyzed, why
for this paper, no comparisons between questions were conducted.

The surveys provided a general overview of the participants’ perception of their participation
in the exercise. Initial results from the pre-exercise survey showed that motivation among par-
ticipants was very high (M=4.5), and that they expected to learn a lot from the event (M=4.7).

Regarding assessment of preparations of technology (T), strategy (S), organization (O) and
ways of working (W), the participants perceived that they were neither prepared nor unprepared
for these issues (M(T)=3.24, M(S)=2.9, M(O)=3.1 and M(W)=3.3). Very similar results were
obtained when they assessed the preparations in their own sub-team.

As for expected position in the competition, the majority of the participants guessed that they
would end up somewhere between the 10th and 15th place out of the 24 participating teams. The
mean was 9th place. The mean result for expected position was somewhat biased, as handful of
the participants submitted their pre-exercise survey after the exercise, thus already being aware
of the team’s actual result - third place - and that at least two of these put the final position as
their expectation in the survey. This means that reaching the third place in the competition was
quite unexpected to most participants, which was reflected in a somewhat joyful celebration at
the Swedish National Defence University pub after the en of the exercise.

In the post-exercise survey, the participants rated the overall team performance as very
high (M=4.7). They further rated the difficulty (D) and workload (WL) as high (M(D)=4.3,
M(WL)=3.9). Collaboration and information sharing seems to have worked sufficiently (M=3.34),
and the collaboration within the sub-team was rated as exceptionally good (M=4.5).

The surveys will be further analyzed within the research themes C2 (questions about strategy,
information sharing and collaboration), and situational awareness (questions about situational
awareness and access to information).

Observations during the preparations provided an understanding of how the Swedish blue
team formed sub-teams and appointed sub-team leaders, established coordination structures
and formed an initial strategy. During the game, the observers noted changes in structures and
strategy, primarily during discussions and meetings between the team- and sub-teamleaders.
Times-points for observations were noted. Observations will constitute the primary source for
analysis of decision making within the team. As there were only three persons in the research
team, the observers could not pin-point specific sub-teams over time. Beside an observational
role, the research team designed and distributed the surveys and conducted the required data
exports, which at times impaired the ability to observe team activity. It is assessed that the
research team managed to note most of the essential decisions made during the meetings in
which team- and sub-team leaders met. However, decisions made in the sub-teams that were not
explicitly mentioned in meetings remained undetected.

Initial results from the observations in relation to the C2 theme revealed that team coordina-
tion in the Swedish blue team occurred mainly in accordance with the adhocratic structure [32],
although there was a loose hierarchy in terms of the division into sub-teams and a management
team. Furthermore, a mission command philosophy was clearly influencing the way in which the
management team approached the subteams. The subteams were given extensive mandates to
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work on their issues and coordinate the work with other subteams, while the focus of the small
management team was to obtain an overview of the situation and team as a whole. Only on a few
occasions did the management team interfere with how the sub-teams chose to prioritize their
tasks. During the second day of the exercise, coordination meetings with the sub-teamleaders
were conducted every second hour, as it was experienced on the first day that some issues re-
quired more work between sub-teams. These coordination meetings were generally kept to less
than ten minutes. During the second day, a temporary team was formed focusing on solving a
specific problem.

Analysis of various reports will be the primary task for the exploration of the CSA research
theme. The content of the Swedish team’s threat-, and situation reports was collected as well as
data about how many threat reports that were produced by each team was retrieved. An initial
analysis of the number of threat reports produced in relation to the total score of the team showed
no correlation between performance and the number of threat reports produced. Thus, detecting
and reporting threats is not a good indicator of performance. One team participant commented
on this, stating that the teams that are less effective in protecting their infrastructure may detect
and report a larger amount of threats than those who protect their infrastructure well. It cannot
be confirmed to what extent the teams reported on the threats that they detected, or to what
extent detected threats correlated with actual threats. The second data set of high importance
for the CSA track is the communication between the sub-teams and individual participants.
Threat reports were submitted internally (within the team) by a chat-channel. The researchers
had added two additional research questions to the threat report template. The response rate of
this approach was 100%. Overall, the CSA side of the research effort acquired good volumes of
high quality data.

Knowing the flows of information and the content of reporting facilitated obtaining an
overview of how intelligence supported the defensive cyberspace operation, i.e., the blue team’s
actions. Therefore, observations, e-mails and chat-logs will be used to assess information flows
in the blue team. The information flows can indicate how information about red team activities
were shared. In addition, information flows can indicate how the blue team’s own assets were de-
fended. Furthermore, analysis of reports, particularly adversary reports, enables the exploration
of red and blue team activities and their capabilities. In addition, the reports provide informa-
tion about targets and attack-vectors. However, further investigation is required to identify any
potential courses of action to plan defensive actions.

To obtain an understanding of events and processes, the observations need to be analyzed in
conjunction with the logged communication (chat, e-mail) and the published threat and situa-
tion reports. This will be useful for all three research areas (command and control, situational
awareness and intelligence).

Analysis of chat communication will need to be combined with other data sources in order
to understand the content in the chat. The chat conversations used a very sparse and technical
language, e.g., "rm -rf", meaning that an asset was destroyed. Without the context in which the
chat message was written, it is difficult to understand the content. A comment from the sub-team
responsible for producing the threat and situation reports was that chat communication worked
very well for the communication between the other sub-teams and the reporting team in order to
extract information for threat reports. However, it was noted that information that was shared
through chat communication but not qualifying for a threat report, such as a vague indication,
were in a few cases omitted due to that no one being responsible for taking care of that type of
information in the chat channels. Suddenly a small issue became a much more severe problem.
Thus, someone had shared information, but no one had payed attention to it. This might be
a drawback with chat communication compared to more structured approaches to information
sharing.
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5. Discussion

The results showed that the data collected for the case study of the Swedish blue team during
LS19 is meaningful and of sufficient quality for further analysis within the three research themes.
Some issues concerning the quality of data were raised in the results section. These and other
issues are further discussed in the current section.

Concerning data quality, it can be concluded that data loss in the collected data will not
impair the ability to conduct the analyses needed in order to explore the research themes C2,
CSA and intelligence. Analysis of different data sources in conjunction will be necessary in order
to make sense of the data. The language in chat logs was sparse, and although the researcher is
acquainted with the terminology used in these logs, it does not make sense until correlated with
other information such as observations or published threat reports.

As the exercise was organized by the CCDCOE, the research team only had part control of
the data. This is the reason why data on the progress of threat reporting, score and network
overview (available services) was collected through screenshots. It will be a time-consuming
task to manually transfer these screenshots to a format that can be further analyzed. Still, the
research team assessed that a screenshot of the information was better than not having access
to this information at all. Using a well-established CDX such as Locked Shields for research is
cost-efficient in that the scenario and scenario injects (including a 70-person red team), set-up,
gamenet (including support personnel), communication infrastructure, participant invitation,
scoring system, exercise control personnel and a lot of the administration already are in place.
Furthermore, Locked Shields has gained a reputation that attracts very proficient cyber security
experts, while it is likely that these people would not feel equally attracted to participate in a pure
research experiment. From a Swedish perspective, one of the greatest benefits of participation
in LS19 was the ability to meet and work with people from other organizations.

Research within an international CDX clearly entails lack of experimental control and reduced
access to data for the researchers, as well as continuous adjustments to fit the data collection
to the exercise schedule. However, it also entails highly motivated, skilled and competitive
participants, and a far more complex exercise environment than a normal research project would
be able to finance.

The initial results from the surveys indicated that the exercise as a whole seemed to have
progressed smoothly, with positive ratings of teamwork, information sharing and strategy, as well
as cyber situational awareness. The high performance score further emphasizes the success of
the team. It is therefore clear that the case studied is well suited for analysis of how a successful
team develops its strategy and what functional structures for coordination in a cyber defence
team may look like.

The participation of the research team can also be viewed as a success story. The team
was engaged from the very beginning of the preparatory phase of the exercise. In this way, the
researchers were able to learn contextual factors, such as the team leadership view on issues such
as strategy and coordination, which may have affected the final outcome of the exercise, that
were not necessarily written down or documented in any other way. The researchers were given
the opportunity to describe their initial planning, which included the aim to be as non-intrusive
as possible. This means that the data collection did not include any "freezes" in the exercise in
order to collect data, neither were there any plans to collect excessive unnecessary amounts of
data (video recordings, key-logging or screenshots). The research team explained their measures
to preserve the participants’ anonymity (if this was requested). The nature of the meetings,
e.g., personal interactions between exercise participants and the research team contributed to
mutual trust and confidence building. The cordial relationship between the researchers and the
participants probably contributed to the high survey response rates and a benevolent attitude
to answering the questions. Having three persons in the research team meant a high workload,
and an appreciation for that every team activity would not be observed. It should be noted that
there could be a limit as to how many researchers are feasible for data collection to reduce the
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risk of collecting too much data, duplicates of data, or disturbing the observed team.
The inclusion of CSA-related questions in the team’s ordinary reporting procedure provided

a less intrusive method for collecting SA-related data than if a traditional probing measure such
as SAGAT or SART had been used. There was no indication of that the inference of SA-related
questions in the internal reporting template disturbed the sub-teams. The internal reporting
template was designed and administered by the reporting team, and the sub-teams were not
aware of that some of the questions in the internal reporting template were induced by the
research team. The research team may have positively affected the SA and even the performance
in the team, in that they directed the team’s attention towards issues useful to include in the
threat reports as well as for the understanding of the threats. This is, however, a risk with all
data collection. For instance, the presence of observers may affect the behavior of the team, and
the questions in the start-up survey may direct the team’s focus towards the issues mentioned
in the survey.

For integrity reasons as well as risk of data overload, the research team made a deliberate
decision to not to capture network activity. It is assessed that network activity logs would
produce a lot of data of which only a small part would be useful. Subsequently, a great deal of
analysis would be required, and there would probably not be a great deal of added value for the
research themes.

For the current paper, a pluralist methodology [31] was employed, where different types of
data were collected in order to address the research themes from several perspectives. It needs
to be acknowledged that some data will almost always suffer from some data loss (for instance
surveys), while other data is more complete, but requiring quite a lot of analytic effort and
needing to be combined with other data in order to interpret it (i.e. communication logs). Some
data is based on subjective assessment (surveys, observations). However who is best suited to
assess the workload, if not those who are experiencing it? The pluralist approach finds answers
in combinations and comparisons of data. The dataset will suit the analysis within all three
research themes, and the same data items may be combined and analyzed in different ways to
correspond to research questions within different themes.

6. Summary and Conclusions

The objective of this paper was to explore the possibilities to collect meaningful data for
research on Command and Control (C2) Cyber Situational Awareness (CSA), and Intelligence
in conjunction with an interorganizational cyber defense team during a cyber defense exercise.
The purpose of the data collection was to explore the possibilities to conduct reserach within
these research areas. A variety of carefully selected data collection methods specifically tailored
to suit the needs for relevant data for our research fields of interest was employed. Our research
has shown that a CDX indeed provided a good opportunity to collect pertinent data to analyze
Command and Control, Cyber Situational Awareness and Intelligence related research questions.

7. Future work

The trove of collected data will be used to write papers according to our research themes.
The working titles of some future papers in the works are: i) Exploring the development of
coordination structures and strategy in a cyber defense team, ii) Acquiring Cyber Situational
Awareness in a cyber defense team, and iii) Intelligence in support of a defensive cyberspace
operation.

The results obtained in this paper is further expected to be useful for refining data collection
methods for CDXs.
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