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Abstract:  

Cyber operations in the Defence context will invariably be required in combinations with other 
military capabilities, each in their own distinct physical and information environments, creating the 
circumstances for Multi-Domain Operations and a need for requisite C2. In this paper I adapt a 
mathematical model for synchronisation of decision-making cycles on networks, a representation I 
have presented over several previous ICCRTS, to formulate this problem. Multiple organisations, 
including an operational-level joint headquarters, an air operations centre, a cyber threat analysis 
centre, an ICT infrastructure management organisation, and a non-government agency interact in a 
context where tactical air assets are deployed, humanitarian assistance is underway, and a 
requirement for defensive cyber operations is triggered. Each of these five organisations are 
modelled using caricature heterogeneous network designs, and each operates on quite different 
time-scales given the technical challenges they face in their separate domains. The baseline form of 
the model incorporates sparse links between the various organisations, and is tuned to exhibit 
synchronised decision-making in the absence of ‘cyber disruption’. Using stochastic noise, I then 
represent the impact of a cyber-attack. I explore the role of added links through the presence and 
interactions of assistant autonomous agents in improving the capacity of the collective to achieve 
synchronised decision-making. 

  



Introduction 

Though labelled variously over the last decade as its scope expanded, from the “Three-Block-War”, 
to Complex Endeavours (Alberts and Hayes 2007), Hybrid and now Multi-Domain, the variety of 
types of operations requiring military forces that may run concurrently is now an established reality. 
Most recently, US Army TRADOC released a concept for Multi-Domain Battle which brings this 
requirement on contemporary and future military forces into dramatic relief (US Army 2017). This 
document rightly points out that Command and Control (C2) is not everything in enabling such a 
form of engagement; nevertheless, C2 is a significant aspect alongside manoeuvre, force projection 
and information warfare. In this paper I advance a long-maturing approach to mathematically 
modelling C2 using networked synchronising limit cycles to represent the role of C2 in multi-domain 
operations. 

To briefly characterise multi-domain operations: this is where traditional kinetic military force may 
be applied in conjunction with non-geographically defined activities, such as Electromagnetic 
Warfare (EW) or Cyber (defensive or offensive), as well as engagement with non-military, or even 
non-government, agencies that themselves undertake work to support communities unavoidably 
living in a battle-space that is nevertheless contested and lethal. The C2 for each of these domains 
may be well-understood given the intrinsic nature of the activities within them, seen unto 
themselves. Approaches to organisational design, such as Contingency Theory or Viable Systems 
Theory, provide principles for how the organisation intrinsically may be structured to be fit-for-
purpose for its domain. But across the entire enterprise, these may be inconsistent. The best that 
may be hoped for, as NATO SAS-143 proposes, is some form of C2 Harmonisation. The mathematical 
approach I present in this paper provides a means for quantifying harmonisation, testing whether 
the juxtaposition of C2 approaches can achieve such harmonisation, and the impact of compromises 
between any subset of C2 approaches on each organisation achieving its goals. 

Approaches to modelling C2 are various. Acknowledging the human dimension of C2, some are 
distinctly qualitative with ordinal or categorical variables of C2 design. Contingency Theory, for 
example, models C2 organisations through variables such as degree of centralisation of decision-
making, and degree of decomposability of tasks with typical low, medium, high values (Donaldson 
2001). The environment, or C2 problem space, can be similarly modelled in terms of degree of 
turbulence or complexity. Quantitative approaches may use network theory to start to put integer or 
real-valued measurements to these variables. Computational modelling (Turnley and Perls 2008) 
includes Business Process Modelling (Aguilar-Saven 2004), in which C2 workflows are represented, 
along with their staff resources and times for tasks; the challenge here is that in complex 
environments it is intrinsically difficult at the operational level to systematically decompose military 
staff work into elementary tasks that are repeatable and therefore reliably measurable. Agent Based 
Modelling (ABM), such as with abELICIT (Manso 2012), is also a common approach. But, as with 
BPM, it is difficult to represent elementary interactions of agents at the operational level genuinely 
bottom-up. Invariably, for both BPM and ABM, some coarse-graining is necessary.  

This leads then to statistical physics based approaches, with which the model used in this paper is 
consistent. In the next section, I will more fully detail the modelling approach. But, broadly, here the 
intent is to combine the network representation with some high-level representation of the 
dynamics of C2. Information flow, analogous to that of fluids, is a natural dynamical process to 
represent in a network, and this has been utilised for example in the Systems Dynamics approach of 
Coyle (1987), and generalised to a queuing theoretic representation (with now flow of discrete 
entities) such as by Levchuk et al (2002) which naturally begins to resemble BPM but with a 
mathematical machinery available for use. One of the most elementary statistical mechanics models, 



the Ising Model (Ising 1925) of magnetic spins interacting on a lattice has been generalised for C2 in 
OrgAhead (Carley and Svoboda 1996) where networked agents perform computations on bits-strings 
flowing from the environment through the C2 system. This also converges on ABM approaches 
where now the computation is some coarse-grained representation of a more complex human 
cognitive process. 

Because of the centrality of Boyd’s Observe-Orient-Decide-Act (OODA) loop in decision making for 
military and non-military organisations (Osinga 2013, Hasik 2013), I have long-argued that a 
mathematical model of networked limit cycles is an appropriate coarse-grained approach to 
represent C2. The most elementary limit cycle is a phase oscillator, which brings one to the 
Kuramoto (1984) model of networked phase oscillators – see (Doerfler and Bullo 2014) for a 
thorough review. Here oscillators are coupled with some strength and seek to synchronise locally or 
globally across the network. In previous work I have presented several instantiations of such a 
model: representing internal C2 structures of, for example, a headquarters, and representing 
adversarial C2 organisations interacting internally and with each other. In the former case, I have 
shown how a stochastic form of the Kuramoto model may represent C2 systems engaging in a threat 
environment which triggers noise within some elements. The noise – a randomised fluctuation of 
some statistical profile – may represent erratic decision-making, or even proactive decision-making 
where an experienced operator executes intuitive judgement-based recognition of patterns in the 
environment. In the adversarial form of the model, both cooperative and competitive C2 processes 
are represented where each force seeks to internally synchronise decision-making while 
concurrently seeking to be ahead of the adversary cycle, as recommended by Boyd. Most recently in 
this forum I showed how a simple modification of the model allows representation of nested 
decision-cycles through a C2 system, particularly when deliberate planning and execution are 
brought together in a single model. Up to this point, the C2 processes exist in a vacuum – detached 
from a context where their synchronisation or incoherence might make a difference. In recent work, 
I have begun to integrate representations of C2 based on the Kuramoto model into the traditional 
equation-based mathematical model of combat, the so-called Lanchester equations (Lanchester 
1916). In this, I seek to overcome one of the basic criticisms of the Lanchester model, that it lacks 
any representation of C21. 

I bring this machinery to bear in this paper into a Multi-Domain Operational context where Cyber 
capabilities play a critical role. To this end, I represent a Joint Task Force (JTF) headquarters, 
structured according to the Common Joint Staff System (CJSS) coordinating with an Air Operations 
Centre (AOC) while overseeing a tactical level blue force engaged with a red force. A humanitarian-
assistance operations is progressing alongside the warfighting, requiring further coordination with 
the JTF. Within all this I portray a cyber operations unit, itself with links back into the organisational 
infrastructure supporting deployed networks. After tuning the model, I depict a targeted cyber-
attack on the blue force organisation and examine the impact of this disruption on the overall 
performance of the force. I will repeat several times throughout the paper that the specific 
organisational structures I represent here are largely fictitious other than elements well-known and 
standardised through shared and openly published NATO/coalition2 structures, or simple common 
sense (that every organisation will have something like a Plans-Operations-Intelligence/Business-
environment structures). My aim is to show how an equation-based approach can represent 
something as complex as the C2 of multi-domain operations, and how using the model one may 

                                                           
1 Elsewhere (Kalloniatis et al 2018, Kalloniatis et al 2019), I have also undertaken further generalisations of the 
Lanchester model for combat to begin to integrate representations of manoeuvre and decision-superiority, but 
for simplicity I do not burden this paper with these details. 
2 Australia-US-UK-Canada 



analyse the potential vulnerabilities of that C2, and test mitigation strategies. However, specifically 
for cyber-vulnerabilities I will show how the time-required to confidently attribute the source of a 
cyber-attack may be manifested in operational outcomes. While this is a fundamental challenge for 
which no silver-bullet exists, I will show, using the formalism of the mathematical model, how 
organisationally the impact of this may be mitigated. For the same reasons, I will not address 
validation of the model other than to say that, an initial validation of Kuramoto based models for 
headquarters C2 was undertaken in (Kalloniatis, 2016), and that in a deliberately fictitious scenario 
such as used here, there is no data to enable quantitative validation. Indeed, one motivation for this 
specific piece of work is to establish the outline of an MDO scenario in this mathematical formalism 
which may be readily modified to match other models, such as are undertaken in NATO SAS-143, for 
cross-validation, or adapted to actual Command Post Exercises for substantial validation. 

The paper is organised accordingly. Next, I will explain the mathematical model in more detail and 
show its relationship to C2. I will then outline the scenario in more detail, unveiling the specific 
mathematical aspects that capture particular structures and processes in the scenario. I then tune 
the model to represent a business-as-usual environment. Here then I introduce the crisis incident: a 
cyber-attack on the system. Penultimately, I explore in the model various mitigation strategies, and 
finally conclude and offer prospects for the future. 

 

Network Synchronisation and C2 

The dynamical equations 

In contrast to previous presentations on the Kuramoto model in this forum I present here a more 
generalised version. Consider agents at nodes i,j,k of a network 𝒢 of size N given by an adjacency 
matrix M  of ones (when agents are connected) and zeroes (when not connected). At each node a 
time-dependent phase  (t) is introduced. Each node is also characterised by an intrinsic frequency 
  which is typically drawn from a random distribution D(). The agents are coupled to each other 
on a network with strength across links  . The dynamics of the system is governed by the 
differential equation 

�̇� (𝑡) = 𝜔 − ∑   ℳ sin μ 𝜃 (𝑡) − μ 𝜃 (𝑡) + Φ , (1) 

where dot above a quantity represents the time derivative. In this equation two more features are 
introduced. The quantities 𝜇  and Φ  are constants that characterise the preferred equilibrium 
synchronisation conditions of the system. Equilibrium occurs evidently when the left-hand side 
vanishes for all agents, thus when the sine function in the interactions on the right-hand side is at its 
local minimum. Thus, we see that the 𝜇  and Φ   characterise the number of loops performed by 
one agent with respect to the other and a relative staggering in phase known as frustration.  The 
latter may be used to represent adversarial agents: clearly both being ahead of each other is 
untenable, so two agents having the same sign of frustration Φ  with respect to each other 
represents a competitive relationship. In this paper I do not model explicitly the adversary Red force, 
so will set Φ = 0. However, the 𝜇  may be used to represent agents with different speeds, fast and 
slow (𝜇 < 𝜇 ), the fast agents seeking to synchronise within a set number of cycles (that need 
not be integer) within the slow agents (Terada and Aoyagi 2016).  

The interpretation of 𝜃  as a phase is seen from the solution in the absence of interactions: 𝜃 = 𝜔 𝑡, 
the solution of a phase rotating with frequency 𝜔 . In the presence of interactions, there will be 



deviations from this behaviour. Underlying the dynamics at any coupling is some collective mode 
that is most easily extracted in the symmetric case, where summing over all agents yields 

�̇� = 𝑁𝜔 

with 𝜔 the mean of the intrinsic frequency ensemble. Thus, the system, if it achieves coherence, 
assumes the form of a collective phase 𝜔𝑡. Whether it actually accomplishes this depends on the 
various structural and intrinsic properties of the system. 

Mapping to C2 

In my use of the model, the phase  𝜃  represents the state in time of an agent’s continuous decision 
loop (which, when discretised leads to the OODA loop, or Endsley decision-making model); the 
intrinsic frequencies 𝜔  represent individual decision-making speeds of agents when left to 
themselves; the network ℳ represents the collection of formal and informal relationships with 
information flows be they ‘Command’ or ‘Situation Awareness’; subtler properties of organisational 
processes may be captured by the μ  and frustrations  Φ 3. The coupling strength represents the 
degree of responsiveness in changes of decision state between agents. I note that significant 
research in Organisational Theory has focused on the notion of coupling, going back to Glassman 
(1973), Weick (1976), Perrow (1984), Beekun and Ginn (2001a,b), Lloyd, Markham and Dodd (2006), 
and Stanton (2006). Weick’s (1976) classification of manifestations of coupling in organisations may 
be aggregated into two sets: coupling as connectivity, and coupling as intensity. Coupling is 
therefore measurable, though most researchers use the former employing graph theory (Beekun 
and Ginn 2001a,b) rather than strength, intensity or frequency of interaction on the network links – 
which is the use I adopt here. 

Measuring order-disorder 

The Kuramoto model provides also a natural measure of effectiveness for synchronisation. For the 
global system this is known as the order parameter r (because for a Kuramoto system of 𝑁 → ∞, 
there is a first-order phase transition, and r detects the boundary between ordered, 𝑟 ~ 1, and 
disordered, 𝑟 ~ 0, states)4: 

𝑟(𝑡) ≡
1

𝑁
𝑒 ( ) . 

Local forms of this quantity capture the degree of synchronisation within sub-systems of size 𝑁  
given by sub-graphs 𝒢  of the overall network,  

𝑟 (𝑡) ≡
1

𝑁
𝑒  ( )

𝒢

, 

to which we shall refer as the local order parameter for the sub-system s.  

                                                           
3 If certain cycles need to be performed concurrently and deliver outputs at the same time, μ

𝑖
 =1 and Φ𝑖𝑗=0 are 

appropriate; if cycles need to be performed serially then some self-consistent staggering using non-zero 
frustrations may be used. 
4 This means that averaged over an ensemble of intrinsic frequencies and time, as coupling is varied there is a 
sharp – step-like – transition of r from 0 to 1, much like the transition from liquid to gas or solid as 
temperature is varied. 



These may be plotted as functions of time. However, typically researchers in the field also compute 
the time-average of these quantities after discarding an initial transient. This may be performed at 
different values of coupling and so I will, in keeping with the field, present plots of the time-averaged 
r as a function of coupling. 

Integrating with Lanchester dynamics 

As alluded in the introduction, other than representing the adversary decision-making arrangements 
explicitly, the model of C2 here makes no reference to the operational environment in which 
decisions are being made. I show here in its most elementary form how this may be overcome. 
Given the historic ties between C2 and warfare, it is fitting to turn to the most traditional 
mathematical model of combat, the Lanchester equations: 

�̇�(𝑡) = 𝜌 𝐵(𝑡) − 𝜅 𝑅(𝑡)

�̇�(𝑡) = 𝜌 𝑅(𝑡) − 𝜅 𝐵(𝑡)
, (2) 

describing undifferentiated Blue B and Red R forces in uniform resupply (the first terms) and 
attrition (the second terms). Though appropriate for the static warfare of the tragic year (1916, viz. 
The Somme) in which the model was published (Lanchester 1916), the model has been rightly 
criticised for not representing the dynamic nature of warfighting of any other era (even the latter 
part of 1918), let alone the other functions of warfare other than logistics and fires. Elsewhere 
(Kalloniatis, Brede, Zuparic and Hoek 2019) I have shown how, by localising the equations to nodes 
of a network, the Lanchester model may be generalised to include manoeuvre warfare. In this paper 
I show how, within the global model of Eq.(2), C2 may be fused. The essence is rather simple and 
takes literally the notion that C2 when effective is a force multiplier (and a force divider when 
ineffective): 

�̇�(𝑡) = 𝜌 𝑟 (𝑡)𝐵(𝑡) − 𝜅 𝑟 (𝑡)𝑅(𝑡)

�̇�(𝑡) = 𝜌 𝑟 (𝑡)𝑅 − 𝜅 𝑟 (𝑡)𝐵(𝑡)
.  (3) 

 

Thus, the full strength of weapons systems represented by the attrition rate or lethality is only 
attained when C2 for one or the other force is maximally coherent, 𝑟~1. Conversely, poor C2 
synchronisation attenuates the logistics and lethality of one or the other force. 

This representation, where the C2 feeds into the combat but not vice-versa may represent the C2 of 
a headquarters in the rear, protected from the fight. Alternately, the force projection of one force 
may impact on the C2 of the other, and so ways of representing combat losses impacting on the C2 
may be achieved by putting B, R dependent attenuation factors in the Kuramoto equation. We 
forego this in this model. 

It also bears mention that the Lanchester equations need not represent only military forces. Given 
the origin of the model in more pervasive predator-prey, or Lotka-Volterra, models, the quantities B 
and R may represent any quantity that waxes or wanes in proportion to the strength of some other 
entity. So, the Lanchester model has been used to represent pure cyber-operations. Generalisations 
of the model may also be used to represent other populations or groups in the operational 
environment, such as the local inhabitants, sympathisers to one side or the other (and thus potential 
combatants) or non-military agencies. I shall show an example of this in this paper. 

A Scenario: The Multi-Domain C2 Model 

I now instantiate this machinery in a Multi-Domain context. To quote a common cinematic 
disclaimer: the scenario depicted here is a work of fiction; organisations, roles and processes are 



either the products of the author's imagination or used in a fictitious manner; any resemblance to 
actual organisations, roles or processes is purely coincidental. Nevertheless, using well-known NATO 
structures and common sense, allows a quite detailed, if fictitious, model. There are six elements 
here which I detail separately and whose pure hierarchical form are shown in Fig.1. 

Joint Task Force Headquarters 

At the heart of the multi-domain operation is a JTF Headquarters structured using the CJSS. For this 
model I do not represent every staff function, specifically I leave out personnel (J1) and logistics (J4). 
So, included are the J2 (intelligence), J3 (operations), J5 (planning) and J6 (communications systems). 
I model down to the Directorate level with separate support to operations and planning staff. Within 
each Directorate I include three team members, one of which is a Cyber point of contact. Given the 
operations-plans divide, I apply fast (‘Crisis Action Planning’) frequencies to all J3 entities and slow 
(‘Deliberate Planning’) frequencies to J5. In keeping with a toy-model, I assign as in (Kalloniatis 2017) 
two operations cycles for every plans cycle. Over the principal staff (J2, J3, J5, J6) is the overall 
commander labelled J0. There are members controlling land and maritime operations through the 
land and maritime pictures, and one maintaining awareness of cyber operations or the impact 
thereof on the Blue force.  

AOC 

The JTF does not include an explicit air operations controller, who instead resides within an 
associated AOC, consistent with common Air Power C2 “Centralised Control, Decentralised 
Execution by an Airman” (Romero 2003). The structure of the AOC is based on a common scheme as 
may be found even in Wikipedia: under the AOC Director there are Plans, Ops and ISR sections. Plans 
includes the staff who prepare the Air Tasking Order (ATO), and who determine Effects. Under Ops 
there are Offensive and Defensive Ops sections and the Senior Intelligence Duty Officer (SIDO); 
importantly here there is the Recognised Air Picture (RAP) manager (node 56) who ensures 
consistency between the ICT systems giving the Air picture, across to the Joint staff (nodes 15 and 
16) with their respective pictures. In ISR there are Targeting Assessment and Fusion teams.  

Digital Information Officer Agency (DIOA) 

Overseeing the maintenance of (among other things) deployed ICT networks is the DIOA. Such 
organisations are typically extensive bureaucracies. Here I represent the essentials relevant to this 
scenario. Under the Chief of the agency, CDIOA, are two sections: Security (DI-Sec) and Operations 
(DI-Ops). These in turn have two staff each. In Security are two Cyber Incident Analysts, and in 
Operations are two staff dedicated to supporting headquarters ICT systems ‘HQSys’. 

Defensive Cyber Operations Centre 

In this fictitious scenario I locate the locus of a Defensive Cyber Operation (DCO) within a 
‘Communications Headquarters’, the analogue of the NSA for the US, or GCHQ for the UK, or ASD for 
Australia. As is well known, these agencies are the centres of SIGINT in these three countries. The 
only logic of placing DCO within such an organisation is because of the ability to draw upon sensitive 
SIGINT for analysing the origin of a cyber threat. Thus under the overall Head of CommsHQ, labelled 
CommsHQ0, are two Directors, one for the operations specifically, the other overseeing the conduit 
to all-source Intelligence. Under the Director of DCO are two Analysts, who try to determine 
attribution of an attack, and two staff who undertake the Response. Naturally, these two must then 
coordinate with the point in the rest of the system where an attack is suspected to have occurred. 

Australian Humanitarian Assistance Agency (AUSHAA) 



The final organisation in this scenario is the (Australian) agency undertaking humanitarian assistance 
in the operational environment. It must coordinate with the military force in the battle-space as well 
as with NGOs that might run specific projects. Compared to the previous, this has a rather simple 
structure: the Head, labelled AUSHAA0, oversees separate Plans and Operations teams. The Ops 
team, in turn, has three deployed members in the specific theatre overseeing various projects with 
local communities. 

The Tactical elements 

At the tactical level we represent three groups: the tactical Blue and Red forces, but also the local 
population. Thus, the key interaction between Blue and Red is warfighting in nature. However, poor 
coordination between the Blue force and its higher headquarters may result in collateral damage, 
which reduces the local population. Humanitarian assistance work supports the local population, 
enabling it to flourish. 

Cross-interactions 

Though each of these organisations are hierarchies, their internal processes lead to internal cross-
functional interactions that supplement the tree-based structures. Thus, at the lowest levels all team 
members communicate with each other as well as up their command structure, and at intermediate 
levels middle-managers communicate with their peers. At the top, particularly in the JTF 
headquarters (or the AOC), the Commander and the principal staff officers form within themselves a 
completely connected network.  

But between the organisations there are also critical interactions that represent inter-organisational 
processes. As alluded earlier, individuals (15, 16 and 56) managing environmental pictures must 
coordinate to achieve a true Common Operational Picture (COP); Directors in the various 
organisations must interact across their levels; and cyber members amongst each other. A DIOA staff 
member responsible for headquarters systems interacts with one of the DCO-Response team in 
CommsHQ who in turn engage with DIOA staff; analysts with each other; and the JTF J2 must engage 
with the Head of CommsHQ, and lower level J2 staff overseeing cyber intelligence with counterpart 
analysts in the communications support headquarters. 

The net result of these interactions leads to a relatively complex, if sparse, connected network as 
shown in Fig. 1.  



 

Figure 1 The C2 network for the Multi-Domain scenario. Large nodes represent deliberate planning 
agents, small nodes reactive response. Purple is the JTF, Blue the AOC, Brown the AUSHAA, Grey the 

DIOA and Red the CommsHQ. 

Organisational Decision Speeds  

Intrinsic frequencies of agents are assigned according to whether they are ‘slow’ or ‘fast’, namely 
deliberative or reactive in their decision cycles.  The size of nodes in the network of Fig.1 indicates 
the decision-speed: slow are larger nodes, fast as smaller nodes. These allocations are made partly 
on common sense – planners deliberately plan using variations on standardised business processes 
(Grant et al. 2008, Guitouni 2006), operators are reactive or responding intuitively (Morewedge and 
Kahneman 2010) often using recognition priming (Klein 1998),. However, the higher level staff are 
generally assigned here to be reactive. While commanders and senior decision-makers often wish for 
reflective time, the property that they have subordinates who are responsible to be reactive on their 
behalf often draws the superior into the fast time-cycle.  That these senior staff have both deliberate 
and reactive subordinates means that they must straddle these two time-frames. This tension is 
deliberately captured in this modelling approach. In particular, I reflect the intrinsic difficulty of 
attribution of cyber-incidents by allotting DCOC Analysts, Response and Intelligence staff to be 
Deliberative.   

  



Within this scheme I then draw one instance of an intrinsic frequency   for each agent by drawing 
randomly from a uniform distribution of between [2,3] and then shifting by −𝜇 . Thus, slow agents 
will have frequencies in the range [0,1] and fast agents in the range [1,2]. Typically in Kuramoto 
based models, where the intrinsic frequencies may be unmeasurable for individual entities other 
than their probabilistic character, one averages over an ensemble of such choices. For the sake of 
brevity in this analysis, I will assume that the individual decision-making of agents is determined and 
test the capacity to achieve mission objectives for this specific ensemble. 

Impact of C2 Synchronisation at the Tactical level 

The final part of specifying the model, apart from parameter choices, is the interaction between 
decision-synchronisation processes and Lanchester type dynamics. I use three tactical level groups5: 
Blue B, Red R, and L, Local to represent undifferentiated tactical adversaries (Blue and Red) and local 
community population numbers 

�̇�(𝑡) = −𝜅 𝑟 𝑅(𝑡),

�̇�(𝑡) = −𝜅 𝑟 (𝑡)𝐵(𝑡),   

�̇�(𝑡) = 𝜌 𝑟 (𝑡)𝐿(𝑡) − 𝜅 (1 − 𝑟 (𝑡))𝐵(𝑡)

 

where 𝑟 (𝑡) and 𝑟 (𝑡) are the local order parameters measured between the, respectively, 
tactical and multi-domain control nodes. In other terms, the first set control the kinetic engagement 
between Blue and Red forces, and the latter group coordinate in humanitarian support work. Thus, 
good C2 synchronisation within these groups, 𝑟 (𝑡) = 𝑟 (𝑡) = 1, results in effective Blue-on-
Red engagement and support to the local community. Contrastingly, poor tactical control means 
that 1 − 𝑟 (𝑡) will be non-zero, leading to larger Blue force collateral damage on the local 
population. In this model the Red force C2 is not represented and so a constant degree of C2 
synchronisation for Red is used, 𝑟 .  

Note that with these equations there is no guarantee that a solution cannot drop below zero and 
become negative. This is clearly unphysical. The treatment for this is either to insert Heaviside step 
functions on the right hand side that switch off all interactions when one or the other is less than 
zero. This means that all subsequent time-evolution will leave the defeated force at zero and the 
system reaches equilibrium. This can be computationally delicate with small numerical errors able to 
accumulate and trigger other nonsensical behaviours. Alternately, one uses the form of the 
equations as given above ignores the solution when one force becomes negative, or to only examine 
the difference between the Blue and Red forces. I shall do the latter. In all cases, care must be taken 
in interpreting results for implications in the C2 and warfighting domain. 

   

Tuning the Model 

The choice of distribution for the frequencies already sets an important time-scale in the model: the 
intrinsic rate of decision-making for the fastest process which might be deemed here the cycle for 
execution of an ATO, or a watch-cycle of the situation room. In the Lanchester-based interactions, 
resupply and attrition rates are significantly slower in comparison to the human-organisational 
decision cycle; typically assumed into these rates are intrinsic weapons strengths but also 
probabilities of target acquisition and thus effectiveness of ISR systems. I choose lethality constants 

                                                           
5 Recognising that the Lanchester model is a particular instantiation of a predator-prey model, when going to 
multiple populations in the environment, this becomes a multi-species Lotka-Volterra model as alluded earlier. 
This is the key to generalising a traditional model, such as Lanchester’s, to complex environments. 



𝜅 = 𝜅 = 0.01, with Blue and Red matching in terms of `weapons systems’, and initial conditions 
𝐵(0) = 𝑅(0) = 100. Growth of the local population is an even slower process, with 𝜌 = 0.0001. 
The average degree of Red C2 synchronisation is taken as 𝑟 = 0.8. The intent here is to make Red a 
true peer to Blue in, not just numerical tactical size of forces and lethality but also average C2 
capabilities.  

The coupling constants are the great unknown now. Rather than tune these, I numerically solve the 
equations of the model for a range of internal and external coupling values, with the former the 
coupling strength inside a given organisation (such as the JTF headquarters, the AOC, and the like), 
and the latter the strength between the organisations. I consider two scenarios here to give a sense 
of the intrinsic non-linearities of the model: one where external coupling is reciprocated, thus 
agency A couples to agency B with the same strength as B to A; and one where the JTF headquarters 
couples to the other agencies but it is not reciprocated. In other words, in the latter case it is the JTF 
headquarters that binds the multi-domain C2 system together. Computations are performed using 
Mathematica v.12 and its inbuilt numerical integration capability whereby the system is solved out 
to a large time horizon where, given the lethality strengths, one force is guaranteed to suffer 
attrition to zero; here t=200 units is sufficient. I call this the engagement time. 

In Fig.2 I show a typical output of the model as a heat-map as a function of internal and external 
coupling. Such plots will figure frequently throughout this paper. In the top row I show the 
difference at the end of engagement time of Blue and Red tactical forces, and the bottom the 
difference between final and initial local population numbers. On the left I show symmetric, and on 
the right asymmetric interaction between the JTF headquarters and the other agencies. For the Blue-
Red plots colours emphasise the victor in the tactical battle. For the local population dark tones 
indicate population loss and lighter population survival.  

Focusing on the left hand plots first, there is an evident ridge close to the axes where there is a 
transition from Red victory to Blue victory, and correspondingly damage to the local population to its 
survival and growth. The ridge is not symmetric because of the heterogeneity of the network 
structure in Fig.1 in its internal and external connections. But the interpretation is straightforward: 
for Blue to have success in its tactical engagement it requires a requisite amount of internal and 
external coupling; and these strengths of coupling also enable successful engagement with the 
population in the battle-space. Indeed, once past the ridge inside the blue region, the outcome does 
not change significantly; there is a sense of wasted effort in coupling beyond a certain threshold. 

However, examining the plots on the right the pattern is significantly inhomogeneous. The region of 
Red victory pushes further into the domain, so for tactical success Blue needs more coupling 
internally and externally but there can be too much of one or the other. Indeed, there is a `sweet 
spot’ of dark blue close to the lower-left corner where both tactical and humanitarian success 
coincide. Beyond that, in the top right plot there are patches of intermediate shade of blue showing, 
at best, Blue survival or simply stalemate in the tactical battle, but in the lower-right plot where the 
local population suffers decline. Thus the multi-dimensional goals of multi-domain operations are 
not mutually met in this region. The stark lesson of this is that when all agencies in the multi-domain 
system mutually agree on the intensity of their interaction with one another, success is ensured. 
When only one (the JTF) does, it is far from assured. 

 



 

Figure 2 Results of computation at end of the engagement time giving heat-maps as a function of 
internal (horizontal axis) and external coupling (vertical axis). On the left are the results for 

symmetric coupling between agencies, and on the right asymmetric coupling where only the JTF 
headquarters couples to other agencies. The top row shows the difference between Blue and Red 

tactical forces at the end of the engagement time coloured to emphasise where Blue or Red achieves 
operational success; the bottom row shows the difference between final and initial local population 

numbers where lighter shades indicate population survival. 

 

Thus far I have shown the basic outcome. How does the C2 explain this result? In Fig.3 I present the 
time-averaged local order parameters for the nodes that control the Blue tactical force (top row) 
and those that engage collectively across the multi-domain environment (bottom row). These are 
now shown as line plots, in the traditional manner, as a function of internal coupling, and different 
lines for increasing external coupling. The typical shape of one of these plots is an increase from 
some low value that is of the order of 1

√𝑁
 for systems of size N (some of which are not so large as 

sub-systems here), with rising coupling leading to a plateau6. At high external coupling (the blue 
curves) this is the case, showing that internal coupling needs to increase up to some level. However, 
with external coupling insufficient this rising behaviour is disrupted. For the asymmetric case, where 
the JTF headquarters is the only organisation interacting with others without reciprocal effort the 

                                                           
6 When averaging over different frequencies is also performed the curves are also smoother and monotonic; 
here I have used only one random frequency instance and so there is some non-monotonicity. 



situation is worse. We observe in both right hand plots that the highest value of the local order 
parameters occur at some intermediate level of external and internal coupling (though for the multi-
domain tactical agents this elevated state is suppressed compared to the purely kinetic control 
nodes). This corresponds to the `sweet spot’ seen in Fig.2. To employ the language of NATO-SAS-
143, the regions in coupling where all C2 actors across their domains of interaction have mutually 
high levels of synchronisation may be termed C2 harmony. In a heterogeneous system, as multi-
domain operations will demand, this will not necessarily be at high levels of interaction strength. 

 

 

Figure 3 Time-averaged local order parameters versus internal coupling strength for tactical (top 
row) and multi-domain tactical (bottom row); left is symmetric and right is asymmetric interactions 

between the JTF headquarters and other agencies. Different curves in each plot correspond to 
increasing external coupling strength the value of which is given in the legend. 

What emerges from this analysis is that in a heterogeneous multi-domain C2 network where 
partners are not mutually interacting with each other with the same intensity, or responsiveness, 
imbalances across the network can create regimes where too much coupling beyond a certain point 
destroys potential local clusters of coherence. Quite simply, one set of C2 actors who have a level of 
internal coherence but who also interact with other C2 actors can be thrown out of coherence when 
those other actors reach in too strongly. In a word, C2 harmony is a delicate thing. 

I may examine the model outputs even more deeply. For example, how do all the `fast’ reactive C2 
actors synchronise amongst themselves across the system, and correspondingly for the `slow’ 
planners? This is shown in Fig. 4, again left is symmetric and right is asymmetric coupling; top row 
shows time-averaged local order parameters across all fast operators (including those in non-kinetic 
domains), and bottom are the planners across all domains. Broadly evident is that a certain requisite 
level of external coupling before the internal coupling can take an effect. Asymmetric coupling is 
again worse. However, comparing fast and slow it is clear that even for symmetric coupling, the 
planners across the multi-domain system never reach high level of synchronisation, with 𝑟 ≤ 0.6 for 
these curves. If the actual decision state as a function of time (namely, the phases 𝜃 ) of the planners 
is examined the answer is exposed. This is shown in Fig.5 for the highest value of internal and 
external couplings from the above, 𝜎 = 2, where now I identify `unsuccessful’ C2 actors as those 
who have failed to synchronise to the leading cluster of their fellow actors (at that speed). Clearly, 
the operators form a single cluster that has twice the slope, and therefore decision speed, of the 
planners. The latter, however, form two clusters with some ahead and the majority behind. By visual 



inspection the two clusters are 𝜋 out of phase. Interpreted in terms of the OODA loop, this means 
some are in the Act stage while the majority are still Orienting. Examining those that are lagging, 
some of them are organisationally immersed with links to fast agents whereas some J5 staff are 
concentrated in the leading group. The cyber-threat analysts are in the lagging pack. No amount of 
increased internal or external coupling changes this property: they are locked out of synchrony with 
respect to each other7. It is a combination of intrinsic properties of the individual actors (their 
intrinsic frequencies) and their structural allocation in the network. A different random seed would 
have different agents in these positions. 

 

 

Figure 4 Time-averaged local order parameters versus internal coupling strength for fast operators 
(top row) and slow planners (bottom row), with symmetric (left) and asymmetric (right) external 

coupling. Different curves in each plot correspond to increasing external coupling strength. 

 

Figure 5 Decision state 𝜃  of planners across the multi-domain system as a function of time; 
`unsuccessful’ indicates failure to synchronise to the leading cluster of fellow agents. 

Simulating a Cyber Attack 

I now turn to the `cyber-incident’ in the model. I consider a scenario where the adversary is able to 
infiltrate the ICT systems to a degree where a virus may be inserted that strikes the member of the 
AOC (node 56) who ensures consistency between the recognised Air Picture and those in the 
corresponding Land and Maritime (15 and 16) domains such that the decision-state of the respective 
agents may be kicked forward or backward erratically; mathematically this means I apply 

                                                           
7 This is often termed frequency synchrony, where phases may be different but frequencies have locked, in 
contrast to phase synchrony where phases are approximately equal to each other. 



multiplicative noise8 across the links between nodes 56-15 and 56-16. This disruption occurs from 
𝑡 = 50 − 90. In the following I consider only the symmetric coupling case; clearly, the asymmetric 
case will be worse. In Fig.6 I show, on the one hand, the noisy input at the disrupted nodes, and on 
the other hand the output in terms of the time-dependent local order parameter, in this case over 
the tactical control nodes. Evidently, the direct disruption of those nodes leads to their loss of 
synchronisation for the duration of the disruption, an effect which spreads across a range of 
adjacent nodes. 

 

 

Figure 6 Noise function across the links (left) and impact on the local order parameter for tactical 
control agents as a function of time (right) 

Intuitively then, time-averaging the local order parameter will lead to a suppressed value compared 
to the noise-less case. For symmetric coupling the difference in tactical forces and local population 
numbers at the end of the engagement are shown in Fig.7. These should be compared to the left 
hand column of Fig.2. As can be seen, the region of Blue force kinetic and non-kinetic success is 
contracted in terms of range of internal and external coupling strengths.  

 

Figure 7 Force differences (left) and local population numbers (right) at the end of engagement as a 
function of internal and external couplings for the symmetric case. 

This already suggests that the C2 actors generally need to tighten their coupling or that in their 
business as usual state (in the absence of noise) they need to operate at interaction strengths 
beyond the transition threshold in Fig. 2. Increased coupling may be achieved by either human or 
technological mechanisms: the human C2 actor reacts more responsively to others, or more efficient 
ICT enables richer communication flows or automated updates of operator systems (Olson and 

                                                           
8 I draw from a Gaussian distribution of mean zero and standard deviation 4; but these are somewhat arbitrary 
choices. 



Olson 2000, Pinelle and Gutwin 2005). I emphasise that, following Weick (1976), in the absence of 
technology, coupling is effortful. Human agents must understand the changes and cues from their 
partners and respond more quickly.  

I could also provide the analogues of Figs.3-4 here but because these are time-averaged over the 
duration of the engagement the impact of the finite duration of the cyber-attack, in suppression of 
the time-dependent local order parameters, is washed out somewhat and plots look broadly similar 
to those previous. The point here is that the impact is felt in the tactical kinetic and non-kinetic 
engagements where the Red force momentarily gains an advantage, and unwanted collateral 
damage is enacted upon the local population. 

However, thus far the actual Cyber Defence Centre has not intervened. A quick response is to 
disconnect the link, severing the means of maintaining consistency between the service-based 
pictures. In the midst of a kinetic engagement with complex manoeuvre between air, land and 
maritime forces this might not be an option.  DCO, nevertheless, straddles the divide between 
internal and external cyberspace operations insofar as exploitation of the cyber environment is as 
much a defensive as offensive approach (Joint Chiefs of Staff 2018), so-called DCO-Responsive Action 
(DCO-RA) missions. Here countermeasures may be deployed “to identify the source of a threat 
and/or use non-intrusive or minimally intrusive techniques to interdict or mitigate threats” 
(Ch.II.3.c). Thus, even short of seeking attribution (which, in the midst of a kinetic engagement may 
not be so ambiguous), determining the nature of the attack facilitates in both anticipating further 
attacks at other points of the network, and gaining intelligence on the adversary. There are risks in 
this; in this scenario the commander is prepared to accept the risk once the range of mitigation 
mechanisms have been laid out. 

To the degree that the DCO responders and the cyber member in the current operations area of J3 
come to consensus, a response is enacted in the system to suppress the cyber-attack; 
mathematically the noise signal is multiplied by the phase difference between these two nodes, 
attenuating the random fluctuations when the phases are nearly identical. Of course, the success of 
this depends on their overall dynamics with other C2 actors in the system. The impact of this 
mechanism on the tactical outcomes is shown in Fig.8.  

 

Figure 8 Heat-maps of force difference and change in local population numbers at the end of the 
engagement time as functions of internal and external coupling for the symmetric interaction case, in 

the presence of noise but now where consensus between the DCO responders and cyber current 
operations staff acts to suppress the noise. 

 



These look qualitatively now similar to the noiseless case of Fig.2 in terms of the contour geometry. 
However, inspection of the numerical range shows that all is not as might desired. The values of 
coupling required to avoid tactical defeat by the Red force are similar, but the best Blue can do is 
achieve marginal success or stalemate; the dark blue region covers values in the range 0-14, half the 
surviving numbers in the absence of the cyber-disruption. The local population numbers are less 
than those prior to the engagement. 

A structural Mitigation Strategy 

The model as presented allows deeper exploration of the factors contributing to this outcome, and 
naturally there are many in a representation as rich as this. One factor can be readily identified, that 
within the DCOC the C2 nodes undertaking attribution and analysis are `slow’ actors. It is 
straightforward in the model to replace these nodes with `fast’ actors (keeping all else the same), 
namely aided by technology to speed up analysis of the disruption. The result is in Fig.9 where the 
region of success for Blue’s tactical engagement and the humanitarian efforts are now elevated 
again compared to the previous result. 

 

Figure 9 Heat-maps as functions of couplings for the symmetric interaction when all DCO nodes are 
fast, for force differences (left) and change in local population numbers (right) at the end of 

engagement time. 

A technological silver bullet such as this may be far-fetched. Can structural change within the 
intrinsically slow nature of cyber-analysis and attribution make such an impact? The original network 
graph suggests that connections between numerous staff with ‘cyber’ responsibilities are in fact 
sparse. The model, to this extent, represents the process that the staff work through the layers of 
their hierarchy in the flow of information for the conduct of their work. However, even this does not 
completely work. Finally, I consider that, even though the cyber-threat analysis may be intrinsically 
slow, the response – once identified – can be fast. This final combination of structure and speed I 
will designate the cyber-risk-mitigated design. In Fig.10 I show zooms into the baseline network 
structure (left) and the mitigated design (right); mathematically these are neighbourhood graphs of 
two-hops from the J3 Cyber control node. Observe in the original design how few DCOC nodes 
(labelled 63 and 66) appear as a consequence of the sparse connectivity, and that the ‘DCOC 
Response’ (66) is a large circle – a slow node. In the risk-mitigated design, more DCOC nodes appear 
arising from the higher connectivity, and the DCOC response node (66) is small – the DCO responder 
is a fast agent while the cyber-attribution analyst remains a large (slow) node. 



 

Figure 10 Local neighbourhood graphs for the baseline (left) and final structural-speed cyber-risk 
mitigated design (right) 

The computational result for such an organisational design is given in Fig.11, where now more 
regular contours give the transition from tactical and humanitarian success, and when Blue enjoys 
success its numerical value is similar to the baseline case. Comparing Fig.11 to Fig.2, nearly double 
the internal coupling (approximately 0.25 up to 0.5) is required in the cyber-disruption scenario with 
all mitigation methods introduced; there is slightly less sensitivity to the external coupling which is 
logical since new externally directed links have been introduced.  

 

Figure 11 Heat-maps for force-difference (left) and local population (right) as function of couplings at 
the end of engagement time where more connectivity has been introduced between all cyber 

operators and fast DCO Response but still slow analysis. 

Note that with the baseline network connectivity but fast DCO response the final force difference 
and local population numbers are comparably high at their optimal points, but the region of 
optimality is still within a compressed region in coupling compared to the baseline case of Fig.2. In 
the interests of brevity I forego the corresponding plots. 

To summarise, increasing the decision-making speed of individual C2 nodes around the points of 
attack and defence in this system has the down-stream effect of reducing the degree of decision-
disruption in the course of the kinetic and non-kinetic engagements; therefore, at best Blue enjoys 
greater survival of its forces and smaller impacts on the local population in the course of its 
engagement. Increasing the connectivity of nodes around the points of attack and defence in the 
network means these success margins occur with lower coupling effort. Neither speed not structure, 



on their own, is a silver bullet; the combination is most effective for mitigating the cyber risks to the 
overall mission. 

 

Conclusion 

In this paper I have extended the modelling approach using networked synchronising phase 
oscillators, the Kuramoto model, to represent the C2 of a multi-domain operation where cyber-
disruption of a critical node, and defensive responses to that, may be simulated. In particular, I have 
integrated this model with the Lanchester model for combat, in fact with a more general Lotka-
Volterra multi-population model, to represent the impacts of successful or failed C2 in kinetic and 
non-kinetic operations. The specific scenario, including organisational structures and their internal 
and external pattern of interaction, was intended to be artificial while still basically logical or 
consistent with openly published approaches. Thus the finer detail of the mitigation mechanisms I 
have outlined that finally reduced the residual risks (without entirely eliminating them) are not 
important; in real scenarios, of course, they are. The key conclusion is that in cyber risk both speed 
of decision-making and organisational structures are important to mitigate the reality that 
attribution and analysis of the technology of a cyber-attack are time-consuming activities that 
cannot be short-cut. These intrinsically slow process must be immersed in organisational structures 
where other relevant decision-makers are connected to reduce time-losses around this critical point. 
The model I have introduced offers an efficient tool for understanding these effects and testing 
alternative hypotheses. 

The model, as I have presented it here, is being generalised further in current work, particularly in 
representing heterogeneous structures in the tactical force elements and other populations, such as 
local communities, other government and non-government agencies, working in the operational 
environment. Finally, the technique used here of distinguishing types of coupling (internal and 
external, for example) may be generalised to represent the distinction between command and 
information links in these structures; different coupling strengths across such sets of links then allow 
the corresponding heat-maps as used here to represent two of the dimensions of the Approach 
Space of the NATO C2 Model. As has been emphasised through a long sequence of papers now at 
this forum, the Kuramoto-based approach to C2 is extremely powerful giving insights into both the 
structure and dynamics of C2, and versatile with a parsimonious demand for data. I trust that it may 
become a more widely used tool for C2-analysis. 
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