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ABSTRACT 

This work proposes a Mobile Surveillance Network (MSN) which aims to leverage from Network 

Centric Warfare (NCW) concept to improve the situational awareness. The NCW has improved situational 

awareness at every level of the decision-making chain. Command, Control, Communications, Computer, 

Information/Intelligence, Surveillance and Targeting (C4ISTAR) is shaping the Brazilian Military Doctrine 

and Military Systems Conception. This proposal aims to be used in forest environment, but it could be used 

in urban areas, if the algorithms are properly adjusted. It is proposed the use of a fleet of Unmanned Aerial 

Vehicles (UAV) for direction of arrival estimation of a gunshot in surveillance mission carried on urban or 

jungle environments. This is accomplished by adding acoustic detection capability to an UAV, which is 

coordinated through Mission Oriented Sensors Array (MOSA). MOSA accomplishes mission management, 

providing processed and ready-to-use information in real time, done in embedded data processing engines. 

MOSA has a central role in this system, acting distributed. This demand robust communication, which is 

achieved using a MANET waveform in a Software Defined Radio (SDR) for communication among the 

UAV.  

 
Keywords: C4ISTAR, Network Centric Warfare, Mission Oriented Sensors Array, MOSA, Software 

Defined Radio, SDR, Unmanned Aerial Vehicles, UAV, shooter localization, MANET. 

 

1. Introduction 

 The emergence of Information Technologies has greatly changed the battlefield, 

adding another dimension to it. Therefore, Network Centric Warfare (NCW) leads a 

revolution in military doctrine and strategies. The NCW has improved situational 

awareness at every level of the decision-making chain. In order to best leverage from 

NCW capabilities, several systems need to be integrated as Command, Control, 

Computer, Communications and Intelligence, which leads to Command, Control, 

Communications, Computer, Information/Intelligence, Surveillance and Targeting 

(C4ISTAR). 

The C4ISTAR is shaping the Brazilian Military Doctrine and Military Systems 

Conception. It is bringing new ways to address old problems faced by Brazilian Security 

Defense System. The most notorious difficulties came from the huge extension of the 

country (the fifth biggest country in the world), which have more than 9.500 km of 

borders covered by Amazonian forest, a wild and rough environment with very low 

population density. This situation makes the region prone to a lot of transnational crimes, 

like drug and gun traffic, as illegal hunting, deforestation and border violations. Not for 

less, it has been a concern for Brazilian Government since early 1970s. In recently years, 
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terrorism has also become a deep concern for Brazil. It is noteworthy the risen in Brazilian 

attention to the security of this region. In 2010, the Brazilian Army approved the creation 

of the Border Monitoring Integrated System Project (SISFRON), later turned into a 

Program, with the main objective of improve border surveillance and control [1]. In 2016, 

Brazilian Government issued a Decree [2] creating the Integrated Border Protection 

Program, an initiative aiming to fight the crimes above mentioned with a coordinated 

work of some federal agencies and the Brazilian Armed Forces.  

The difficulties to patrol the Amazonian border and forest arises mainly from the 

jungle. It is difficult to move and resupply. The forest itself offers a visual coverture, then 

it is very difficult to see anything below the trees’ tops. Amazon’s environment makes 

radio communication difficult, making the use of HF systems almost inevitable. This is a 

big limitation as HF has low data capacity (as low as 1.200 bits per second), turning the 

use of Command and Control systems a defy. 

So, this paper presents a proposal of a system that comes in line with the afore 

mentioned objectives of Brazilian Government. The system proposed tries to work around 

the difficulties of the Amazonian forest, by using a fleet of Unmanned Aerial Vehicles. 

By the air, the most limitations presented by Amazon are overcome. The displacement is 

easy, communications are mainly made within line of sight, and integration with other 

existent systems like Amazon Protection System (SIPAM, in Portuguese) and Amazon 

Surveillance System (SIVAM, in Portuguese) could be made at higher data rates. 

This work is presented as follows: in section 2, the DoA of a gunshot is addressed 

and the use of a UAV is considered; section 3 presents MOSA and its customization for 

this proposal; Section 4 describes the proposed system MSN and section 5 provides 

conclusions and remarks. Finally, future works are described in section 6. 

 

2. Gunshot Direction of Arrival estimation with a fleet of UAVs 

 There are two main signatures produced by a gunshot normally used to try to 

locate the shooter: muzzle blast (MB) and shockwave. The MB is an acoustic wave that 

propagate from the muzzle in all directions at the speed of sound. Then, with a stationary 

array of microphones (sensor), it is only possible to estimate the shooter direction. The 

shockwave, on the other hand, provides information about the projectile trajectory, 

allowing, with the MB, to determine the shooter position [3]. Nevertheless, it is possible 

to locate the shooter when only MB is available with an elevated sensor. This can be made 

by capturing the acoustic wave and using a digital map to estimate the intersection point 

of the estimated angles (azimuth and zenith) and the ground [4]. Those methods, however, 

do not consider the DoA estimation within an UAV. In this case, the noise produced by 

the UAV propellers must be considered [5]. It is important to note that noise could 

significantly reduce the distance of DoA estimation with MB. In this case, though, 

Exhaustive Search (ES) [6] and Iterative Least Squares (ILS) [7] algorithms could be 

used. In [8], it is proposed an algorithm to estimate heavily noisy gunshot signals based 

on a combination of ES and Searching Consistent Fundamental Loop (SCFL). The ES-

SCFL method looks for the best set of microphone pair, from a microphone array, and 

the correct peaks of their cross-correlation. The ES-SCFL algorithm precision is, though, 

dependent on the number of sensors used. 



As said before, none of the studies mentioned has evaluated the DoA within 

UAVs. To locate distress people in disasters, an array of microphones embedded in an 

UAV quadcopter is proposed in [9] to capture their audio signals. This shows that UAV 

could be used as an audio sensor for speech signal, but the characteristics of gunshot audio 

waveform are different. A gunshot is impulsive and lasts usually for 5 ms at most. Then, 

the suitability of a UAS quadcopter for gunshot DoA and shooter localization is 

investigated in [10], founding that ES is a robust algorithm for distances up to 200 m. It 

is also investigated the localization of the shooter, which was found possible with better 

results obtained for a distance of 150 m between source and sensor. The study also 

considered an array of five microphones deployed in the UAV and the method was able 

to select the best six pairs for DoA estimation. However, it is essential to note that in this 

study, the UAV was hovering. 

 So, using an UAV to localize a shooter within 150 m is viable, but seems not 

enough for a good surveillance of more than 9.000 km of borders and least, for an area 

like the Amazonian forest. It would be necessary a great number of UAVs hovering, even 

if only critical areas are selected. The first aspect to consider is, if there are needs of 

multiple UAVs, then leveraging from their coordinated work is an immediate 

consequence form the NCW thinking. The second is not to use hovering UAVs, but a 

moving fleet of then instead. This makes possible to utilize a smaller number of UAVs 

for surveilling an area or a border region. 

 The use of a fleet of UAV uncovers news possibilities like the use of an array of 

microphones distributed among the fleet. This brings some immediate advantages, like 

the possibility to improve the localization precision, since the distance between 

microphones affects it. Then, it is possible to reduce da array of microphones on board, 

leaving the payload available to other sensors. Then the UAV could accomplish multiples 

missions or act like a multiple sensor. 

3. Using MOSA to coordinate the UAV fleet mission accomplish 

 Distributing the microphones by the UAVs means that some could be out of range 

of the shoot. Nevertheless, if the UAV has a minimum array capable of a raw first 

estimation, then route planning algorithms could be used for directing the fleet toward the 

estimated target. In [11] a route planning algorithm for a UAV using potential fields is 

presented, which could be adjusted for aiding fleet reorganization. This is especially 

interesting in an environment with very few obstacles to UAV flight. A trajectory 

optimization to target localization is also proposed in [12]. 

 Unmanned Systems usually face constrains like low data rate and the time 

requirements of the real time applications. In this case, MOSA [13] is an intelligent 

hardware and software architecture of Sensors Array for Autonomous Systems that meets 

these requirements. When interconnected, the aircraft systems and MOSA exchange data 

allowing the MOSA to decide about the necessary requirements to fulfill the mission [14]. 

As a result, the specified mission can be classified as: feasible, partially feasible or non-

feasible. This phase is performed always when a different MOSA is connected and a new 

mission is specified. Missions can be adaptive, and some configurations can change 

during the execution of a mission. Therefore, MOSA has a central role in the MSN 

proposed. It allows the flexibility needed when the microphones array is distributed, and 

other types of sensors are embedded on board.  



In the proposed architecture, MOSA needs to be adjusted to work distributed. It 

should be integrated with the route planning system and the on board DoA estimation 

algorithms to be informed if the shooter localization was done with an acceptable 

precision. If not, MOSA will perform the calculations needed to find which and how 

many UAVs should be mobilized to perform an acceptable estimation. It will also need 

to respond to any input from the operator demanding additional information. For instance, 

if visual data are required, which represents a new mission assignment, MOSA should 

consider this when choosing how to mobilize the fleet. Is should be pointed that what is 

wanted is to use the minimum number of UAVs needed to accomplish the mission in an 

optimum way. 

4. The MSN concept 

 The precision of a DoA is evaluated comparing the difference among estimation 

made by each individual UAVs. Then, this is used for MOSA to evaluate the individual 

result in terms of mission parameters. What is seek is the convergence of a number of 

estimations within an interval. Number and interval range are surveillance mission 

parameters defined previously. When the convergence is met, the estimation is considered 

accepted. 

The MSN, then, is based in a group of local and distributed systems. Figure 1 

shows the architecture within an UAV and figure 2 shows it within the fleet. The DoA is 

initially estimated locally. This is done like proposed in [3]. Then the results are evaluated 

by MOSA using mission parameters. If the result was considered acceptable, there is 

nothing to be done then inform the controller and wait for instructions. For this work, 

controller is a human or any external system like SIPAM or SIVAM. Multiples UAVs 

could perform an acceptable estimation locally. Then, all will inform the controller, which 

could use the multiple estimations to enhance precision. 

 If the DoA was considered unacceptable, then the MOSA will use the Time 

Difference of Arrival (TDOA) measurements [15] to estimate the UAV in best position 

and designated it “Fleet Commander”. This is done in every UAV, which will need to 

receive the TDOA data from the remaining. Fleet Commander, then, will employ the ES-

SCFL algorithm considering the array of microphones of all fleet to find which UAVs 

should be mobilized toward the target. Then, a route is planning using potential fields and 

the flight directions are issued to the fleet. It should be noted that a gunshot is an event 

and not the mission. Also, multiples gunshots could occur in different positions at the 

same time. This means that the route planning could take this into account.  

 For the above, it becomes clear that communication data network is an important 

factor for the MSN. A fleet of UAV, though, could be reorganized due to mission needs 

or even due to flight restrictions, what makes the relative position of the UAVs random. 

Also, to be effective, an MSN should at least be undetectable before it is able to comply 

its mission. Then, the electromagnetic emission of on-board radios should be minimum. 

To that, a MANET waveform is used within a SDR. SDR are well suited to the MSN 

because they allow on-the-fly reconfiguration. If a new mission order arrives or the 

environmental conditions change, then a more suitable waveform could be used. It also 

allows MOSA to use the SDR as a radiofrequency emitter sensor during the periods of 

inactivity, greatly expanding the MSN capabilities. 



 
Figure 1: UAV systems 

 

 

Figure 2: UAV fleet block diagram 

  

 



5. Conclusions and Remarks 

 

 The Mobile Surveillance Network presented in this paper aims to improve the 

Brazilian Army capability of watch and control the most inner borders of the country. 

This is achieved by integrating MOSA with DoA algorithms embedded in a fleet of 

UAVs. All the communications among the UAVs are based on a MANET waveform 

within a SDR. SDR also is integrated with MOSA, giving to the fleet more flexibility and 

allowing it to respond properly to the changes in mission or environment. Additionally, 

MOSA modification to work distributed is suggested, then the hole fleet is taking in 

account to better accomplish the surveillance mission. 

 This proposal focuses in a jungle environment, but it could be used in urban areas 

as well. MANET network and SDR offer the flexibility needed to MSN be employed in 

this scenario. So, the MSN is useful for military operations in urban areas and civilian 

security activities. 

 Finally, the MSN unite several existing technologies to obtain a new concept that 

addresses a real demand of the Brazilian Army. This demand, though, is common to other 

Armed Forces and agencies involved in surveillance.  

 

6. Future Works 

The proposed system must be validated in practice. The first step will be evaluate 

the shooter localization by a moving quadcopter UAV. The algoritms will be adjusted till 

a satisfactory result would be met.  

The following step will be assembling a small fleet of UAVs (quadcopter) and test 

the distributed architecture proposed for MOSA. This should be done with simulated 

gunshot. Then, the whole system will be tested. 

Other works will be expanding the MSN to include different sensors types and 

enhance the surveillance capabilities including some artificial intelligence to better 

accomplish the mission. 
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