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Abstract—Nowadays the state-of-the art of military thought is directed to joint operations and Network-

Centric Warfare (NCW). The NCW has improved situational awareness at every level of the decision-making 
chain. In this scenario, the need to integrate the existing Decision Support Systems, which are known as stands 
for Command, Control, Communications, Computers, Information/Intelligence, Surveillance, Targeting 
Acquisition and Reconnaissance (C4ISTAR), has arisen. This work presents an environmental monitoring 
application for the automatic generation of geointelligence data to track gunshot activity. So, the main 
purpose of these missions is the target acquisition. It is proposed the use of an Unmanned Aerial Vehicle 
(UAV), which gather data from a Sound Sensor Network (SSN) and process it through Mission Oriented Sensors 
Array (MOSA). MOSA accomplishes mission management, providing processed and ready-to-use information 
in real time, done in embedded data processing engines. The MOSA modeled for this application integrates 
information from a SSN, used for direction of arrival estimation of a gunshot in surveillance mission. The link 
between UAV and the Ground Control Station uses a Software Defined Radio (SDR) for communication. Then, 
this array is integrated with In-Flight Awareness Augmentation System (IFA2S) to improve safety during the 
flight. The main contributions of this paper are the concepts, models, functional architecture and a proposal 
of a new tactic geointelligence system composed by reconfigurable sensors. 
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I. INTRODUCTION 

The emergence of Information Technologies has greatly changed the battlefield, adding another dimension 

to it. Therefore, Network Centric Warfare (NCW) leads a revolution in military doctrine and strategies. It 

became necessary then to develop communication systems that interacted with heterogeneous cognitive 

systems without major hardware changes. According with the goals of modern operations, Software Defined 

Radio (SDR) emerges, capable of using various waveforms and cryptographic algorithms, defined through 

software, according to the operational scenarios. This was possible due to advances in several areas, such as 

analog to-digital conversion, antennas, digital transmission, digital signal processing, software architecture 

and device processing capability, such as the General Purpose Processor (GPP). The versatility of the SDR 

enables embedded systems to operate in a variety of conditions and environments. 

The main task of civil and military applications in Unmanned Systems is the acquisition of data and the 

transmission of them. However, due to the low data rate and the time requirements of the real time 

applications, on-board preprocessing is required before its transmission. The MOSAis an intelligent hardware 
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and software architecture of Sensors Array for Autonomous Systems that meets these requirements. An 

Unmanned Aerial Vehicle is a kind of Autonomous Platform composed of embedded systems, such as: 

communication, control, navigation, safety, positioning and sensor payload. 

An on-board human pilot has an important role in maintaining flight safety. For unmanned aircraft as UAVs, 

this role is transferred for an on-the-ground operator that do not have the same consciousness. In this work, 

as it was already proposed in [4], this ability is called In-flight Awareness (IFA). A human pilot can notice strange 

smells or vibrations, hear non-habitual noises, evaluate cloud formations, as well as be aware of political 

borders and the characteristics of the terrain. All those knowledges can be utilized to avoid or mitigate 

dangerous situations and select the best emergency protocols to use. 

To allow the reuse of components (e. g., middleware), to avoid unnecessary processing between the two 

systems and to enable the development of adaptive applications, it is necessary to integrate the two 

architectures. With this, one can develop an application that, according to channel conditions, modifies the 

pre-processing of data. 

When interconnected, the aircraft and MOSA communicate using specific protocols to exchange data and 

decide about the necessary requirements to fulfill the mission [2]. As a result, the specified mission can be 

classified as: feasible, partially feasible or non-feasible. This phase is performed always when a different MOSA 

is connected and a new mission is specified. Missions can be adaptive, and some configurations can change 

during the execution of a mission. 

Due to the size of the Amazon jungle, sometimes it’s not enough to have only one or two UAVs monitoring 

the region of interest. For the surveillance missions in this kind of region, its necessary to have sensors 

deployed over the territory to enable continuous activities monitoring. So, for that end, a wireless network of 

sound sensor’s (WSN [10]) can be deployed in order to aid in the surveillance. Combined with the MOSA, this 

enables a more robust system for the monitoring application. 

Structure of this work: Section 2 presents MOSA and IFA2S Subsystems. Section 3 describes the interaction 

of MOSA and IFA2S with SDR within an Internet of Thing (IoT) architecture. Section 4 presents a case study of 

the IoT architecture proposed in the Amazonian environment. Section 5 presents the final considerations. 

II. MOSA AND IFA2S 

The IFA2S is a novel autonomous decision-taker on-board the aircraft aiming to improve flight safety. It 

makes the UAV more conscious (situational awareness increase) about its subsystem’s conditions (internal 

health), flight profile, intruders presence (other aircraft), and surrounding conditions (ground and 

meteorological), keeping pilots on the ground as systems managers. It provides a platform-centric Situational 

Awareness (SA), instead of relying on human pilots’ perceptions. It allows the system to act as soon as it 

identifies a situation that potentially leads to an accident. The IFA2S stays in “idle” state until a risky situation 

occurs, for example, bad weather, low altitude etc. In this case, mission accomplishment is no longer priority 

and IFA2S sends directives for changing aircraft route and/or attitude. 

For time sensitive applications, ground facilities must process a huge raw data set in a short time to comply 

with the time constraints. On the other hand, advances in processor technology make possible the use of on-

board processing, shortening overall processing times and reducing the need of high-bandwidth 

communication channels to transmit raw data. Also, its frequently in embedded applications the need to 

include one or many sensors to gather data for a particular mission. Therefore, it brings up the need to 

integrate this sensor into the embedded system and also manage the data flow between the UAV and the 

Ground Control Station (GCS). A sensor array that enables the introduction of many sensors facilitates this 

integration. 

The MOSA architecture was developed for that end, providing real-time, ready-to-use information made in 

embedded data processing machines mounted on UAV, reducing the need to send video streams or high-

resolution images. Consequently, the minimal communication bandwidth to carry on data in real time reduces 

significantly. Its main characteristic is the division of the system into two distinct modules: the vehicle module 

(the safety-critical UAV element) and the MOSA module (the non-critical UAV part). It also includes a set of 

embedded sensors that provide raw data for specific applications. In addition to hardware, a MOSA system 

also includes the software required to perform a mission, to communicate with all sensors, and send/receive 



 

 
 

data to/from the vehicle. Integrated processing reduces the complexity of raw data in ready-to-use 

information. The topology of the system may change according to the application. MOSA was also created to 

improve mission management during the flight, [2]. The integration of MOSA with a set of sensors provides 

information for specific applications. Mission management is also accomplishment during flight and interfaces 

with the safety-critical part of the UAV (e.g., automatic pilot). 

 

 

Fig. 1. Unified System 

Although IFA2S and MOSA have different purposes (flight safety improvement and mission accomplishment 

efficiency, respectively), most data used by both come from same sensors and they share most of the 

produced information. Both subsystems act as service providers and consume data from sensors, which are 

also considered as service providers. The subsystem IFA2S is a safety critical, real-time system designed to 

semi-automatically (with human supervision) both identify and avoid flight hazards and accidents, from either 

internal or external causal factors. MOSA is a non-safety critical system designed to manage the mission 

accomplishment by decoupling the mission-oriented part of the system from the aircraft control systems 

(safety-critical). 

System architecture design presented at Fig. 1 makes use of a SDR as the communication interface with 

either ground stations or others aerial platforms. The recent advances in on-board systems of UAV aiming 

both, flight safety (IFA2S) and mission management (MOSA), have created the demand for innovations in the 

avionics design. In order to be integrated into an aircraft, these subsystems shall comply with many different 

requirements, such as time constraints, share computational resources, and share the data from several 

sensors (that may change in time or in different aerial platforms), [3]. In order to enable flexibility, improve 

data management efficiency as well as make it easier future integrations (either services or hardware), it is 

necessary to have an integration environment capable of dealing with different tasks, protocols, time 

constraints, and priorities. Service-Oriented Architecture (SOA) provides this environment using a middleware 

that enables information interchange between services, [4] and [5]. 

The design of the Real-Time SOA was accomplished by using Model Based Space System Engineering 

(MBSSE) with SysML as language for system definition, [6], and the free software TTool, [7]. The MBSSE is the 

choice for this project since it facilitates application of concurrent engineering in the early phases of the 

aerospace system life cycle, 0, A, and B, [8]. Phase 0 refers to mission analysis and needs identification. Phase 

A is a feasibility study containing possible system concepts and assess its technical and programmatic aspects. 

Phase B establishes a preliminary design definition by confirming the technical solutions using trade-off 

studies for the selected system concept. 

The SOA is responsible for the integration of service providers (e.g. GPS, cameras, accelerometers, gyros, 

and VOR) and high-level systems, such as IFA2S, MOSA, and the autopilot service providers and data 



 

 
 

consumers. It is implemented by using a deterministic design (same input always leads to the same output) 

capable of respecting time constraints in order to carry out common functionalities and data exchange. Fig. 2 

presents the use case for both MOSA and IFA2S. In this use case is possible to observe the relations between 

the different services provided to the Ground Station, for example, detecting and processing a new target. 

The realization of SOA by using a middleware, as may be seen on the architecture depicted by the SysML block 

diagram in Fig. 3. This software architecture provides the autonomy necessary to make the platform more 

capable for both managing its mission (non safety-critical service) and avoiding dangerous situations (safety-

critical service). The design controls services and provides both resources and priorities necessary for task 

accomplishment. It is important to emphasize that MOSA controls the route necessary to fulfill the mission 

until IFA2S identifies a risky situation. In order to avoid a mishap, mission accomplishment is abandoned and 

IFA2S takes control of aircraft’s route. The SDR serves as the means of communication for exchanging 

information with ground stations as well others authorized sources, such as another aircraft. 

 

            

Fig. 2. Use Case 

SOA middleware implementation explores communalities between services and make it easier 

information access. The Resource Manager is the integration interface for sensors, IFA2S, and MOSA and uses 

the middleware SOA for communication. MOSA, IFA2S, and Reroute Planner use sensor’s data for different 

purposes and the Resource Manager makes them available. Reroute Planner updates the mission route due 

to either an emergency or mission update. The Admission Controller supervises the access to both Reroute 

Planner and Resource Manager giving priority to IFA2S in case of conflict with MOSA. IFA2S is an event-based 

service and have priority over MOSA when either sending orders or requesting data. The direct connection 

between IFA2S and the flight control surfaces aims emergency landing in the case of autopilot failure. Table I 

shows the IFA2S action table and the consequences to MOSA. Avoiding overflight of forbidden areas may 

obligate a new route be set. The motivation for avoiding flying over some areas arises from the recognition 

that UAV must not cross-regions with either high population density or sensitive facilities, such as nuclear 

plants and military bases. Fig. 4 presents the route in blue determined by IFA2S to avoid the forbidden zone 

and in green the route previously stablished by MOSA. Once the forbidden zone is surpassed, aircraft resumes 

mission. 

 



 

 
 

 

Fig. 3. SOA Archtecture 

 

 
                                     TABLE I IFA2S ACTION TABLE 

Hazard Identified IFA2S action Consequence to MOSA 

Overflight of Avoid Overflight of MOSA loses control of 

Forbidden Area Forbiden Area the route until the 

area is avoided 

Strong Abort mission Mission 

turbulence accomplishment and cancellation 

 sends aircraft back home 

Abnormal Attitude: Attitude Mission stops 

60º ¡ roll angle ¡ 85º correction momentarily with possible loss of 

information 

Catastrophic Ends flight and Mission ends. 

failure parachute ends. 

 

 

 



 

 
 

 

 Fig. 4. Automatic route deviation to avoid flying over a forbidden zone. 

 

III. IOT ARCHITECTURE: INTEGRATING MOSA-IFA2S WITH THE SDR CONCEPT 

The use of small UAV can be restricted to keep surveillance as the UAV needs to refuel frequently, for 

instance. The surveillance could be better accomplished using sensors deployed all over the terrain. In that 

manner one can gather a large amount of data and use it to aide the surveillance. Thats where the IoT comes 

in. 

The structure of an unit in IoT architecture is basically as follows: 

1) An Sensor/Actuator 

2) Processing Units 

3) Storage 

4) Communication Units 

For one basic application of C4ISTAR like surveillance, the simplest unit in IoT is a sensor with a processing, 

storage and communication units. But only those factors do not necessarily characterize an IoT System. 

Another key factor is some basic characteristics of the whole infrastructure: 

1) Physical layers 

2) Interrogator-Gateway layer 

3) Information Management, Application and Software Layer 

The first and third elements are basically the IoT unit or ’thing’ and the global functional platform that 

supports the application (namely the C4ISTAR application in this work), respectively. But, in the infrastructure 



 

 
 

overview, the most complex part of the system is the Interrogator-Gateway layer. This element is the 

responsible for the connection of all other elements and a key point of the infrastructure. 

A. Ground Sensor Network 

In this work the most basic elements of the data acquisition will be connected in a wireless network, for 

now on called Ground Sensor Network (GSN). 

One desirable aspect of this network is the continuous dataflow through the IoT System, composed of the 

UAV, GSN, GCS and C4ISTAR Server. To enable this interconnection a mobile ad hoc network (MANET) will be 

used. This guaranty the robustness of the dataflow in the network. 

The nodes positions are key factors in an environment that has very dynamic communication characteristics, 

like the Amazonian jungle. Therefore, on planning the nodes position to cover the maximum area with the 

minimum number of sensors, a local RF coverage map can be collected to assure connectivity of the nodes 

and maximize its distribution over larger areas. Such map deployment is presented in next chapter as a side 

product of missions’ fly, where a UAV with MOSA integrated with a spectrum analyzer is presented. 

As mentioned before, when using UAVs to gather data, there could be a situation where the connectivity is 

lost due to the distance from the GCS (where usually the UAV is connected). To avoid that, one could use the 

GSN MANET to connect that UAV. 

A SDR implementation for such a design permits the adaptability demanded for these real time robust 

system. It permits the use of different waveforms depending on the current environment demands. If near 

the base, with large spectrum availability, and available power to make large processing then it’s possible to 

use wide bands waveforms like Orthogonal Frequency Division Multiplexing (OFDM) to transmit large data, as 

uncompressed high quality video. If distant to the base, with an intention not to occupy the spectrum, and 

power restriction, it can use a Narrowband waveform with low data rate and frequency hop protocol. All 

within the same modem. That’s why the SDR technology is a key factor into the system, and that 

interconnecting with the MOSA-IFA2S system is a factor that brings great adaptability and robustness to the 

whole system. Also, due to the different power consumption of each waveform and the limited resources in 

an embedded system, this versatility of the waveform enables the efficient transmission of data through the 

system. 

 
 

Fig. 5. Amazonian Scenario 



 

 
 

IV. CASE STUDY 

As a case study, to apply the concepts presented in this work, we describe in the next sections a system to 

monitor and track illegal activities in preservation areas focusing on the location and detection of gunshots, 

fires and electromagnetic transmission. The chosen area is the Amazonian Scenario, presented in Fig. 5. 

The described scenario usually is a poorly mapped area of difficult access, where there may be poaching, 

incidence of environmental crimes (such as illegal logging and silting of riverbeds), that need to be frequently 

monitored. In this region the type of relief is uneven although analyzing through the treetops looks flat. 

There appear great challenges when monitoring systems are developed for this region. Its topography and 

the dense vegetation cause diffraction and reflection resulting in multipath and interference over the Ultra 

High Frequency (UHF) direct transmission. Besides, the characteristic humidity of the Amazonian forest can 

easily destroy electronic systems poorly protected and may interfere as well in the UHF transmission. Systems 

based on Very High Frequency (VHF) or High Frequency (HF) are preferable as the spectrum has less disposable 

band for wide and high data rate transmissions. 

A. Mission Specification 

To plan a surveillance mission it is important to know:    The characteristics detailed of the chosen region; 

    -The types of data describing the phenomena / elements under study; 

    -The detection methods of the phenomena / elements that enable the selection of the sensors; and 

    -The sensors selected. 

In the context of this work, we address the following results: 

-Automatic detection of gunshots and fire: characterized by sound and thermal emission; 

-Hunting activity: characterized by images and firearm activity; 

-Automatic detection and localization of RF long transmission activity; and, 

-Electromagnetic Conductivity Mapping: characterized by channel modeling. 

 

 

 
 

Fig. 6. UAV Ararinha 

B. Organization of the Proposed System 

The system proposed in this paper consists of a Ground Sensor Network (GSN), described at section 3, 

integrated with the UAV embedded with a SDR, a MOSA and a IFA2S subsystem in an IoT Architecture. 

1) UAV Architecture: The UAV chosen for this work is the Ararinha [3], that can be seen in Figure 6. It is 

an academic test platform for embedded systems used in many academics researches (gisa.icmc.usp.br). It is 

noteworthy its simplicity of construction, flight characteristics appropriate to this case study and the ease of 

operation. In addition, this project has autonomous flight capability and it is open source. 

 



 

 
 

The hardwares of the proposed system used in this application are detailed in the Table II. 

TABLE II 
HARDWARE UAV 

Device Specification 

UAS air frame Ararinha 
SDR hardware USRP E312 

Thermal Camera FLIR Lepton 3 
Spectrum Analyser Anritsu MS2760A 
GSN node modem SX1278 Semtech 

 

2) GSN Architecture: In the context of environment monitoring, the acquisition, processing and analysis 

of sounds are important since they may increase the perception of the phenomena that occur in a given area. 

Inspired by the Soundscape, which is the study of sound in a specific scenario)[3], embedded audio recorders 

could be used in multiple ground-based sensor stations to register occurring sounds in the monitored area. 

These stations can be connected wirelessly to form a Ground Sensor Network (GSN). 

The GSN collect environment sounds, pre-process and send them through the network. In situation where the 

network is not connected to the GCS, it will send possibly trough an UAV overflying the area. In the GSN, sound 

data are processed by Freire’s method [3] and sent to the UAV. This process reduces the volume of data over 

the limited bandwidth channel between the GSN and the UAV. The sound information, images and GPS 

coordinates are processed onboard (in the MOSA system), or in the GSN, whatever is available first. 

 

 

Fig. 7. WSN integrated with GCS and UAVs. 

Fig. 7 shows the WSN integrated with the GCS and with other three UAV’s. It is very desirable that at least 

one node of the WSN is connected to the GCS, as it has longer communication range, so that the UAV5 is 

connect to the network. Also, when deploying UAVs, the mission planner should keep it in places that enables 

communication with the GCS to improve mission command and control. This makes sure that the C2 manager 

always has the ability to update data related to the mission (e.g. IFA2S forbidden area due to war declaration). 



 

 
 

Also, each node in the WSN should be deployed so that every Sound-Sensor Module (S2M) is connected to at 

least two other S2M’s to increase robustness of the WSN. The following elements compose the system: 

1) A GSN composed by microphone arrays and sound processors deployed in the geographical area of 

interest. Continuous processing of raw sound data results in time stamps, DOA vectors and sound 

classification; 

2) S2M sends the data through the WSN or through a UAV flights over the GSN area collecting the 

processed data; 

A GSN composed by microphone arrays and sound processors deployed in the geographical area of interest. 

Continuous processing of raw sound data results in time stamps, DOA vectors and sound classification. S2M 

sends the data through the WSN or through a UAV flights over the GSN area collecting the processed data. 

3) RF Coverage Map: A ultra portable spectrum analyzer near the size of a smart-phone, the MS2760A 

Anritsu [12][14], capable of sensing the spectrum from the HF to the 5G bands is also used as sensor in the 

proposed MOSA architecture. The sensor is used in a range-free localization architecture integrated with 

MOSA which maps the Received Signal Strength (RSS) of a strange signal to localize unattended transmissions 

Noninteractive Localization of Cognitive Radios Based on Dynamic Signal Strength Mapping. 

The algorithm is based on plotting a measure of the received signal power, the RSS, that is related to 

distance between the transmitter and receiver. And after building a map of the signal strength it’s possible to 

use an algorithm like the weighted centroid, that find the centroid of all the signal plots weighted with the 

signal’s power measure. 

Doing that to all received signals above certain threshold makes possible to localize transmitters inside the 

area being supervised, with precision related to the resolution of the signal map. 

4) SDR Capabilities: The proposed system uses an SDR to promote interoperability. With one hardware 

it’s capable of communication with the ground base station and the GSN, or to use the cellular infra-structure, 

changing by software the used waveform. In table III [13] we present some waveforms applicable in the 

context of this work, and reference to open source projects that disposable reference codes for 

implementation. 

TABLE III 
HARDWARE SDR 

We also propose an implementation using the open source RedHawk SCA compliant project to focus 

modularity. A platform could use Universal Software Radio Peripheral (USRP) E310, [16] or Adalm Pluto SDR 

[15], with the advantage that both use a Zynq that permit embedded processing in C, with an integrated Field 

Programmable Gate Array (FPGA) for filter and digital up and down converter implementation as a solution. 

The USRP has the advantage of integrated peripherals and power source, and the Adalm Pluto the advantage 

of price. 

C. C4ISTAR Application Data-flow 

The processes that make up the Data Flow Diagram (DFD), depicted in Fig. 8 for the case study in question 

are: 

• P1: FRAME SELECTION: A process that receives a video stream from N frames per second and separates 

periodic frames from the sequence, as there is a huge image overlap between adjacent frames in the 

sequence of time; 

• P2: HOT SPOT DETECTION: This process uses a search window to images in thermal clusters of pixels 

representing which have temperatures above a certain threshold; 

Waveform Spectrum Range BIT Rate Bandwidth 
Long Range (LORA) ISM 433MHz and 968MHz 10km 37,5kBps 500kHz 

Orthogonal Frenquency Digital Multiplexing (OFDM) ISM 433MHz and 968MHz 1km 2Mpbs 5MHz 
Global System for Mobile Communications (GSM) Existent Infra structure - - - 

4G Long-Term Evolution (4G LTE) Existent Infra structure - - - 



 

 
 

• P3: THERMAL IMAGE GEOREFERENCING: process that correlates elements in the thermal images for the 

coordinates from different sources (GPS, IMU and documents in the geographic database); 

 P4: BINARIZATION: process that converts an image to another image with two groups of pixels: Set of hot 

spots and the rest of the image; 

• P5: IMAGE FEATURES EXTRACTION: The image features EXTRACTION: process that analyzes binary image 

produced by P4 and extracts the contour of the set of pixels with high temperature; 

• P6: THERMAL IMAGE CLASSIFICATION: process that compares the silhouette of the element contained in 

the binary image with the silhouettes of the hot spots contained in the thermal signature library; 

• P7: SOUND FEATURES EXTRACTION: a process that seeks spectrograms to find characteristic (acoustic) 

sound patterns related to elements of the desired goals; 

• P8: SOUND CLASSIFICATION: A process that compares features found in P7 with an acoustic library to 

identify targets; 

         P9: COMPARISON OF SOUND CLASSIFICATION WITH IMAGE CLASSIFICATION: process that verifies the 

consistency of the results of the P6 and P8 processes; 

 •  P10: TARGET POSITIONING: A merge process for the coordinates of the targets calculated from the images 

and sound processing; 

• P11: WAVEFORM SELECTION: Inside the ”MOSA COGNITION APPLICATION” block the transmission rate 

is monitored, the waveform is set to optimize data rate/error rate and the MOSA smart-frame is changed 

Accordingly. 

 
Fig. 8. Data Flow Diagram (DFD) of the C4ISTAR Application 

Note also that the IFA2S can perform some modifications in the flow due to alerts such as: 

• Angles of attitude that exceed the limit stipulated in the planning and that impair the acquisition of 

images. In this case the processes must be interrupted and redone from the coordinate that corresponds 

to the beginning of the alert; and 

• Alerts you to security that interrupts data acquisition. In this case the IFA2S takes control of the mission 
and the control returns to the GCS. 

For the sake of simplicity those where not presented in the Data Flow Diagram (DFD). 

 

 

 

 

 



 

 
 

V. CONCLUDING REMARKS 
The objective of this work is to present a proposal of integration of the SDR architecture with the MOSA and 

IFA2S architecture for the production and processing of geointelligence data in real time. It focused on 

presenting the main aspects of the system. The exibility and modularity of an SDR embedded in an 

autonomous vehicle, coupled with the plasticity of the SCA compliance, can optimize communication by 

enabling the selection, portability and development of new mission-oriented waveforms. 

It is envisaged that the proposed model greatly facilitates the selection and adjustment on-the-fly of the 

mission waveform using techniques such as Spectrum Sensing and Dynamic Spectrum Access (SS and DSA). It 

is intended to analize simulations and tests with the proposed architecture at the end of the next year, 

allowing the validation of functional and performance aspects. 

Currently the hardware and software are being developed and integrated. Many aspects of the 

communication adaptability need practical evaluation. Also, there are many C4ISTAR applications that can 

reuse the proposed architecture. This work was structured based on association between the MOSA-IFA2S 

and a collaborative GSN. The SDR concept is a key enabler of efficient and robust communications and the 

adaptability is greatly facilitated. All in all, the system brings great versatility, safety, efficiency and robustness. 

In addition to the environmental monitoring it is possible to implement the proposal of this work within the 

following scenarios: 

• In-site Channel Modeling;  

• Electromagnet Warfare; 

• Search and rescue people;  

• Disaster Monitoring; and, 

• Urban Surveillance. 
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