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Introduction 
 
The growing interest in Multi-Domain C2 (MDC2) is directly related to the need to orchestrate a 
heterogeneous set of entities and the operations they undertake in multiple domains, domains 
as different as the physical, virtual, and cognitive/social domains, in order to create 
‘synchronized’ kinetic and non-kinetic effects.   
 
This paper focuses on a fundamental issue for those involved in Multi-Domain Operations, that 
is, whether or not they need to design a bespoke MDC2 Arrangement for a given Multi-Domain 
Operation (MDO).   The : 1) provides a conceptual framework for thinking about MDC2; 2) 
presents the results of an initial set of ELICIT experiments designed to explore the 
appropriateness of various MDC2 Arrangements under a set of scenarios from different regions 
of an MDO Endeavor Space; and, 3) presents some initial findings with regard to the need to 
customize entity C2 in order for a MDO to be effectively managed. 
 
The paper begins with a brief description of a generic MDO, an explanation of what is meant by 
MDC2, and an extension of the Entity C2 Approach Space to MDO that encompasses the full set 
of MDC2 Arrangement options that could be considered.   Six MDC2 baseline options are 
selected from the MDO C2 Arrangement Space for the analysis.  The MDO Endeavor Space is 
then introduced with eight regions and a corresponding set of scenarios that reflect the 
challenges associated with each of these regions.   Results from a baseline set of 48 
experimental runs (one for each of the six baseline MDC2 options paired with each of the eight 
scenarios) are presented.   An alternate set of scenarios and a bespoke MDC2 Arrangement are 
introduced.  A second set of experimental runs provides the basis for a comparative analysis to 
see if there is anything to be gained by moving beyond the baseline set of MDC2 Arrangement 
options to a bespoke MDC2 Arrangement.      
 
This paper draws heavily upon the ongoing work of the North Atlantic Treaty Organization 
(NATO) Scientific Technology Office (STO) Research Group SAS-143 and its interim products.  
Thus, the experiments and the analysis of their results reported upon here are continuing.  The 
final report of SAS-143 is expected to be completed in the Spring of 2021.   
 
Multi-Domain Operations 
 



NATO and its member nations face hybrid threats that require integrated responses that 
include military and non-military instruments of power.  For these operations, it is essential that 
we harmonize kinetic, cyber, and non- kinetic capabilities to achieve desired effects and results.   
These operations are referred to as Multi-Domain Operations (MDO) since they involve one or 
more entities operating in and/or creating effects in more than one domain. An important and 
challenging aspect of MDO is that, in addition, the domain operations themselves and/or the 
effects created by these operations are not totally independent of one another.   As a result, 
there is a need to establish a working relationship between and among participating entities.  
MDO present challenges for Command and Control by virtue of one or more of the following: 
 

1) participating entities consist of a set if heterogeneous actors (Joint, Interagency, 
Multinational, Public); 

2) some of these actors are independent of each other;  
3) these actors operate in at least two of the three domain categories (physical, virtual, 

social); 
4) physical, virtual, and social effects being created in two or more of the domain 

categories; 
5) dependencies between operations and/or activities, whether in the same or 

different domains, that could interfere with one another and result in adverse 
mission impacts; 

6) opportunities for synergies between operations and/or activities provided they are 
appropriately synchronized;1 

7) dependencies between and among effects created by different actors or the same 
actor in different domains. 

 
Figure 1 depicts an MDO with four entities and involving operations in each of the three 
domains categories – physical, virtual, and social.   Two of the entities are operating in the 
Physical Domain category (e.g. land operation, air operation) while one entity is operating in 
the Virtual Domain category (e.g. cyber operations) and the fourth entity is conducting an 
operation in the Social Domain category (e.g. information operations aimed at influencing 
public opinion that may or may not involve cyber operations).  While, MDO C2-related concepts 
are applicable whether or not domain operations are all in one domain category or not, the 
most interesting ones involve operations in at least two of the domain categories.  
 

                                                        
1 Activities are appropriately synchronized when mission constraints are satisfied (e.g. operation A cannot begin 
before Operation B has concluded) and the measures of mission effectiveness and efficiency are sufficient to deem 
the MDO a success.  



 
Figure 1:  Multi-Domain Operations 

 
Multi-Doman C2 Arrangements 
 
A Multi-Domain C2 Arrangement consists of the specification of a domain C2 Approaches for 
each Entity (the diagonal cells of the matrix in Figure 2) and specifications for each pairwise 
Harmonization Arrangement (the off-diagonal cells in Figure 2).   
 

 
Figure 2:  Multi-Doman C2 Arrangements Space 
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Come-as-You-Are, Off-the-Rack, Bespoke MDC2 
 
Participants in an MDO have a choice to make regarding what the Domain C2 Approach they 
select for themselves and the nature of the arrangements they make with others, both within 
their domain of operations as well as in other domains.   Previous research2 provides evidence 
that supports the following three findings that: 
 

1)  the effectiveness of a C2 Approach is a function of the mission, entity capabilities, 
conditions, and circumstances 

2) the come-as-you-are default C2 Approach is not always appropriate 
3) a relatively small number of C2 Approach options may serve almost as well as a far 

larger number, provided they are well chosen.     

These findings imply that selecting a C2 Approach from a small set of Off-the-Rack options 
may be both better than the default option (come-as-you-are) and perform well enough 
that a Bespoke option is not necessary to achieve success for many, if not all, MDO.   If this 
turns out to be the case, it will make preparing for and participating in MDO less 
burdensome. 
 
NATO SAS-143 has identified five off-the-rack MDC2 Arrangements in which all of the 
participating entities adopt the same C2 Approach and pairwise harmonization 
arrangements3.     The harmonization arrangements correspond to the location of the entity 
C2 Approach in the C2 Approach Space.   The more ‘networked-enabled’ C2 Approaches are 
paired with ‘appropriate4’ harmonization arrangements.   Four of the five ‘off-the-rack’ 
MDC2 Arrangements are depicted in Figure 3 (the fifth, Collaborative-Level 3+, involves the 
same ‘wiring’ diagram but assigning areas of responsibility differently so that more team 
members are asked to tackle more than one component of the problem.   
 

                                                        
2 The following four documents provide both the logical arguments that underpin these conclusions and evidence 
from Case Studies and experiments.   Alberts, David S., The Agility Advantage, 2011 DoD CCRP Publication; the final 
reports of NATO research groups SAS-065, SAS-085, and SAS-104 that are available from IC2I Website or the NATO 
STO website. 
3 A given set of entities may find themselves unwilling or unable to adopt the same C2 Approach and a 
corresponding set of harmonization arrangement.  Nevertheless, much can be learned from comparing these ‘off-
the-rack’ options before moving on to explore MDC2 options where entities adopt a variety of approaches.  
4 For the purposes of this set of baseline experiments, the more ‘networked-enabled’ a C2 Approach is the greater 
the number of cross entity delegations of decision rights, interactions, and accesses to information (the higher the 
level of harmonization).   



 
Figure 3: 'Off-the-Rack' MD C2 Arrangements 

 
 
For the purposes of this analysis, consider an MDO (Real World #1) in which 1) the Air and Land 
Entities need to work closely together,  2) these two entities must possess some awareness of 
the Cyber operation, while 3) the IO operation can proceed independently.   Figure 4 depicts 
the MDC2 Arrangement (Bespoke #1) that would seem to fit this situation5.   
   

 
Figure 4: Bespoke #1 MDC2 Arrangement 

 
 
MDO Endeavor Space and Scenarios 
 
Figure 5 depicts the MDO Endeavor Space with eight regions.   

                                                        
5 The nature of the relationships between any two entities is a reflection of the degree to which they need to work 
together.  
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Figure 5: Endeavor Space Regions 

Figure 6 compares the characteristics of these regions. 
 

 
Figure 6: Characteristics of the Endeavor Space Regions 

 
The most challenging MDO will be those that occupy the “B” region of the Endeavor Space 
where Dynamics, Complexity, and Dependencies are all “high.”    Key C2-related implications of 
Endeavors that are highly complex, have a large number of dependencies between and among 
Entity operations, and are highly dynamic as enumerated below.   
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• Complexity (High) 

- Extra time required to plan and execute 
- More Situational Awareness within entities are required to plan and execute 
- Extra time required for to ‘think’ – perform required cognitive tasks 
- Small amount of non-organic information required 
- Requires more effort to extract necessary information (a lot of noise) 

 
• Dependencies (High)  

- Shared Situational Awareness required across dependent entities 
- Significant amount of non-organic information required by entities 
- Planning and/or Operations undertaken by different entities in the same or different 

domains are constrained or sequenced 
- The effects created by an operation in one domain impacts the success of an operation 

in another domain (success dependency) 

• Dynamics (High) 

- Less time available to complete plan – operation 
 

 
Scenarios that reflect the differences between and among the eight regions of the Endeavor 
Space were developed.  The first major difference between the regions of the Endeavor Space 
is the degree of shared awareness that is required of domain entities to successfully accomplish 
their tasks.   Thus, each of the scenarios specifies the awareness required of individuals in each 
Entity to start and complete the development of their plan.   Another major difference is the 
existence of dependencies between and among entity operations.   Thus, each of the scenarios 
specifies the dependencies, if any, that constrain when plans and/or operations can be started 
or completed.   To account for the differences in dynamics, the scenarios specify the amount of 
time available to complete the mission as well as minimum times required for each Entity plan 
or operation to be completed  (more complexity translates into requiring more time to plan, 
etc.).   Regions of the Endeavor Space also differ with respect to the amount of cross-entity 
information-sharing required. The cross-entity flows of information are a function of 1) the 
MDC2 Arrangement and 2) initial distribution of information.  In scenarios that provide each 
Entity with the information they need directly, that is, they can satisfy all of their information 
needs organically, there is no need for cross-entity flows of information in order for entities to 
solve their problems.   When this is not the case, the needed information will need to be 
obtained from other Entities.  Cross-entity flows of information are also required when entities 
need to be aware of each other’s plans or operations.    
 
 



 
 
Analytical Approach 
 
To explore the relative ability of an ‘off-the-rack’ MDC2 Arrangement to satisfy MDO 
requirements vis a vis a bespoke approach designed to fit a given MDO, the first step was to 
instantiate the five ‘off-the-rack’ MDC2 Arrangements in ELICIT6.    The next step was to 
configure a set of simulation runs that reflect the challenges associated with each of the eight 
scenarios corresponding to each of the regions in the Endeavor Space. The results of these runs 
generated awareness and timeliness values for each individual within each Entity. These values 
were inserted into a scenario model that calculated the time taken to complete each domain 
operation and thus, compete the mission.  Missions were deemed successful if they were 
completed in a timely manner.    
 
All ELICIT experiments employ factoid sets, a collection of pieces of information that are 
distributed, in a specified manner, to individuals within entities.  In order to represent the 
different Endeavor Space challenges, several factoid sets were created.  These factoid sets 
differ with respect to both the total number of factoids and the way they are distributed to 
individuals.  As both complexity and dependencies associated with a scenario increases, less of 
what entities need are provided organically.   The factoid sets created for the baseline set of 
experiments include one that provides 100% of the information each entity needs organically.   
The rest of the factoid sets distribute varying amounts of the information needed by entities to 
other entities, more or less uniformly across the entities.   This corresponds to the assumption 
(baseline) that everyone has something someone else needs.   The ‘off-the-rack’ MDC2 
Arrangements specify cross-entity connectivity and accesses that were designed with this 
assumption in mind.  
 
However, in real world MDO, the information-sharing requirement between any given pair of 
entities is likely to be different.  That is, some pairs of entities will need to work very closely 
together while others may not need to even share information with each other.   Thus, the 
baseline factoid sets are built upon an unrealistic assumption.  They are, in effect, over-
designed because in order to find an ‘off-the-rack’ C2 that works, the arrangement selected will 
require that some entities adopt a more networked-enabled approach than they really need. 
 
In order to compare the relative performance of an ‘off-the-rack’ solution with a bespoke 
solution, a second instantiation of each scenario (model) with alternate versions of each the 

                                                        
6 ELICIT (Experimental Laboratory for the Investigation of Collaboration, Information-sharing and Trust) is the DoD 
CCRP developed simulation environment that has been widely used to explore the characteristics and 
appropriateness of different C2 Approaches.  Information on ELICIT can be found under the Research Tab on the 
Command and Control Portal of www.internationalc2institute.org 
 
   



baseline factoid sets7 was developed.   This alternate set is based upon a ‘real world #1’ MDO 
where two of the four entities need to work closely together, both of these entities need to 
work with a third entity, but not as closely as they need to work with each other, and the fourth 
entity can operate independently of the other three.    The factoid sets for this ‘real world #1’ 
scenario keep the amount of organic information provided the same but distribute the ‘missing’ 
information to entities based upon the ‘real world #1’ situation described above.   
 
Three sets of experimental runs were made.  The first employs baseline scenarios and contains 
one run for each of the ‘off-the-rack’ MDC2 arrangements.  The second set contains runs for 
the Bespoke #1’ MDC2 arrangement that was designed with the ‘real world #1’ MDO with the 
baseline scenarios.   The third set contains runs that match all of the MDC2 Arrangements with 
the baseline scenarios.     The results of these three sets of runs provide the information needed 
to compare the relative ability of the ‘off-the-rack’ MDC2 Arrangements with the bespoke 
MDC2 approach to satisfy baseline and ‘real world #1’ mission requirements for each of the 
eight regions of the Endeavor Space.   
 
Experimental Results 
 
 
The results of the first set of runs paired each ‘off-the-rack’ MDC2 Arrangement with each of 
the eight baseline scenarios.   Each of the scenarios has been assigned a number in accordance 
with its perceived difficulty (assessed a priori by the author). 
 
These results show that, while all of the ‘off-the-self’ MDC2 Arrangements are up to handling 
Scenarios 1 and 2, the less networked enabled MDC2 Arrangements complete the mission 
faster.   When the Scenarios are more challenging, only the networked-enabled arrangements 
can develop the shared awareness required to complete the mission.    None of the 
arrangements are able to complete the mission in the time required for scenarios located in the 
regions of the Endeavor space that are both Dynamic and Complex  (Scenarios 6 and 8).    
 

 

 

                                                        
7 An alternate factoid set was not required for the factoid set that provides entities with all of the information they 
needed (100% organic).  



 

Figure 8: ‘Off-the-Rack’ v.  Baseline Scenarios 
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Experimental Runs - Set 2 
 
Figure 9 presents the results of the second set of runs pairing the Bespoke #1 MDC2 
Arrangement with each of the eight baseline scenarios. 
 

 
 

 

 
 
 

Figure 9: Bespoke #1 MDC2 v. Baseline Scenarios 

 
 
The Bespoke #1 MDC2 Arrangement was only able to complete the mission when presented 
with the least challenging Scenarios 1 and 2.  However, even then, it took longer than any of the 
‘off-the-rack’ MDC2 Arrangements to complete the mission. 
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Experimental Runs - Set 3 
 
 
Given that the Bespoke #1 MDC2 Arrangement was designed with a specific type of situation in 
mind (‘real world #1’), one would presume that it would perform better (be more fit for 
purpose) than the ‘off-the-rack’ arrangements under the ‘real world’ circumstances.   Figure 7 
presents the results for both the ‘off-the-rack’ MDC2 and the Bespoke #1 MDC2 Arrangement 
with the eight versions of the ‘real world #1’ scenarios. 
 

; 

 
Figure 7:  'Off-the-Rack' and Bespoke #1 MDC2 with Real World #1 Scenarios 

 
Figure 9 presents the results of the third set of runs pairing both ‘off-the-rack’ and the    
Bespoke  #1 MDC2 options with each of Real World #1 scenarios.  Since Scenarios 1 and 2 
provided all of the information necessary for each Entity to complete their tasks and had no 
awareness or operational dependencies, they were not impacted.   The factoid sets for the 
remaining scenarios were all modified to reflect distributions of information that matched real 
world #1. In addition, the models of Scenarios 5 thru 8 were modified to reflect real world #1 
changed dependencies.   
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These results show that, for Scenarios 3 thru 6, the Bespoke option performed better, 
completing the mission in less time than any of the ‘off the rack’ MDC2 Arrangements.  
However, when faced with Scenario 8, only the most networked enabled of the ‘off-the-rack’ 
options was able to generate the shared awareness necessary to complete the mission.  These 
results also show that the real world #1 mission was accomplished a less time than the Baseline 
mission.  
 
 
Findings, Conclusions, and Way Ahead 
 
The results suggest that there will be situations where a Bespoke MDC2 option will be 
preferred.   For the very limited situations reported here, there was always an ‘off-the-rack’ 
MDC2 Arrangement that could complete the mission for scenarios when the Bespoke option 
was also acceptable.   However, the ‘off-the-rack’ options were considerably slower and less 
efficient than the Bespoke option.  If not for the arbitrary mission requirement requiring 
missions to be completed within 100 time units for Scenarios 2, 4, 6, and 8, the Bespoke #1 
MDC2 Arrangement, when faced with Scenario 6, would have been successful where all of the 
‘off-the-rack’ options failed.  This is because the Bespoke option completed the mission at 
T=101.26, almost twice as fast as any of the ‘off-the-rack’ options.    This suggests that Bespoke 
options should be considered rather than simply relying upon one of the ‘off-the-rack’ MDC2 
Arrangements. 
 
That being said, one needs to consider the practical aspects of designing Bespoke MDC2 
Arrangements.   SAS-143 is addressing this MDC2 design challenge and other issues as it 
continues to design and run experiments, analyze case studies, and perform research.   The 
material in this paper will be incorporated into the group’s final report.   
 
 


