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All U.S. security strategies share one thing in common – they call for strengthening U.S. 

integration with allied and partner nations. The National Defense Strategy goes further, calling for, 

“strengthening alliances as we attract new partners.” 

 

While there are many ways that the United States can strengthen alliances and coalition 

partnerships, one way is to ensure that forces can be interoperable. For the U.S. Navy, and those 

we partner with, this involves ensuring that C4ISR technologies enable navies to seamlessly share 

information. 

 

While policy directives encourage the development of mutually compatible C4ISR technologies, 

the devil is in the details regarding how the navies of different nations can achieve interoperability. 

As Dr. David Alberts put it at a previous ICCRTS Symposium, “In today’s world, nothing 

significant can get done outside of a coalition context, but we have been humbled by the challenges 

of devising effective coalition communications.”         
             

At the Naval Information Warfare Center Pacific, we have information exchange agreements 

(IEAs) with almost two dozen nations. These IEAs enable our scientists and engineers to work 

with their counterparts in laboratories in these nations to co-evolve and develop C4ISR 

technologies that will enable our navies to work together seamlessly. 

 

We will present our experience as a concept that other Department of Defense (DoD) laboratories 

may wish to adopt in order to share research and development costs and achieve the kind of 

interoperability that achieves the NDS goal of strengthening alliances. 
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PERSPECTIVE 

 

All U.S. security share one thing in common – the importance of strong and resilient international 

partnerships.  The National Defense Strategy (NDS) goes further, calling for “strengthening 

alliances as we attract new partners” as one of its three lines of efforts.1 Allies and partners “are 

crucial to our strategy, providing a durable asymmetric advantage that no competitor or rival can 

match.”2 To achieve a capable partnership network and accelerate their “ability to integrate with 

U.S. forces,” the NDS prioritizes the need to deepen interoperability “for operational concepts, 

modular force elements, communications, information sharing, and equipment.”3  

 

Senior naval leaders have long recognized that maritime security challenges demand a global 

network of navies postured to meet current and emerging threats. The complexity of today’s 

geopolitical environment, rising military challenges, and fiscal uncertainty “requires a bold and 

innovative approach by the Sea Services [that] demands both a deeper cooperative relationship 

with our allies and partners and a greater emphasis on Joint Force interdependence.” 4 

 

In his recent A Design for Maintaining Maritime Security 2.0 (DMMS 2.0), Chief of Naval 

Operations Admiral John Richardson includes the expansion and strengthening of partnerships as 

one of the four lines of effort (LOE) that define the Navy’s priorities. LOE Purple, so named, 

outlines several supporting tasks that build on “the Navy’s unique role in diplomacy,” including 

expanding “relationships with partner nations to broaden and strengthen global maritime 

awareness and access.”5 

 

Achieving optimal levels of interoperability extends to developing compatible means to exchange 

information, communicate, and develop a common operational picture6 – said differently, 

developing compatible command, control, and communication (C4) systems.  

 

This paper present the experience of one naval warfare center as a concept that other laboratories 

may wish to adopt in order to share research and development costs and achieve the kind of 

interoperability that achieves the NDS goal of strengthening alliances. 

 

 

 

 

 

                                                           
1 Secretary of Defense James Mattis, Summary of the 2018 National Defense Strategy of the United States of 

America, Washington D.C., Department of Defense, October 2018, p. 5. Accessed at: 

https://dod.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf.  

The two other pillars of effort are “Build a More Lethal Force,” and “Reform the Department for Greater 

Performance and Affordability.”  
2 Ibid. p. 8 
3 Ibid. p. 8 
4 General Josepht F. Dunford Jr., Admiral Jonathan W. Greenert, Admiral Paul F. Zukunft , A Cooperative Strategy 

for Maritime Security, Washington D.C., Department of the Navy, March 2015, p. 5.  
5 Admiral John Richardson, A Design for Maintaining Maritime Superiority Version 2.0, Washington D.C., 

Department of the Navy, December 2018, p. 8. Accessed at: 

https://www.navy.mil/navydata/people/cno/Richardson/Resource/Design_2.0.pdf  
6 Secretary Mattis, p. 9 

https://dod.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
https://www.navy.mil/navydata/people/cno/Richardson/Resource/Design_2.0.pdf
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GRAY HULLS TO LAB HALLS 

 

Fostering collaboration and partnership extends to the research and development centers of the 

U.S. and its allies and partners. While ships, aircraft, and submarines serve as the most visible 

manifestations of naval coalitions, international partnerships extend from grey hulls to lab halls. 

For the U.S. Navy laboratory and warfare center community, contributing to this Department of 

Defense (DoD) and Chief of Naval Operations (CNO) priority takes shape through international 

exchanges and collaborations with the global science and engineering community. Specifically, 

through efforts under the auspices of the U.S. Navy’s Office of Naval Research (ONR) and the 

Navy International Programs Office.  

 

Present in five continents, the ONR Global component “reaches out to the broad global technical 

community and the operational fleet/force commands to foster cooperation in areas of mutual 

interest.”7 This includes its International Science Program that explores potential cooperative 

research opportunities with foreign academic institutions and industries, as well as its International 

Liaison Office responsible for coordinating interactions on potential science and technology 

collaboration with foreign military research and development entities. 8  

 

For its part, the Navy International Programs Office (NIPO) negotiates International Exchange 

Program (IEP) annexes “to facilitate the exchange of RDT&E [research, development, test and 

evaluation] information … in specific technology or scientific area with allied and friendly 

nations.”9 10 The Department of Defense Research, Development, Test and Evaluation (RDT&E) 

IEP provides the means for government-to-government reciprocal information exchanges between 

the U.S. and partner nations. Among the primary objectives of the IEP are: avoid duplication of 

research and development; view different ways of approaching similar technical challenges; 

leverage a partner’s industrial and/or academic expertise, identify areas for further collaboration; 

strengthen alliances and, promote interoperability.11  

                                                           
7 About ONR Global, ONR Global Website, https://www.onr.navy.mil/Science-Technology/ONR-Global/About-

ONR-Global 
88 Office of Naval Research, Office of Naval Research Global 2016 Annual Report, p. 5.  

Accessed at: https://www.onr.navy.mil/-/media/Files/ONRG/ONR-Global-FY16-Annual-Report.ashx?la=en  
9 Information and Data Exchanges, Navy International Programs Office,  

https://www.secnav.navy.mil/nipo/Pages/About/Cooperative%20Programs/Information-and-Data-Exchanges.aspx  
10 Governed by DoD Instruction 2015.4, Defense Research, Development, Test and Evaluation Information 

Exchange Program, the U.S. can partner with other nations to conduct RDT&E information exchanges through 

annexes to IEP agreements. These IEP agreements were formerly called Master Information Exchange Agreements 

(MIEA), Master Data Exchange Agreements (MDEAs), and Master Agreements. See: Assistant Secretary of the 

Navy, Research, Development, and Acquisition (ASN RDA) Data and Information Exchanges at: 

http://www.secnav.navy.mil/rda/nipo/Pages/About/Cooperative%20Programs/Information-and-Data-

Exchanges.aspx 
11 A Master Information Exchange Agreement (MIEA) master IEP agreement provides a framework for the 

exchange of research and development information between the DoD and a foreign government. It does not establish 

information exchange details, but rather authorizes the development of separate Information Exchange Annexes 

(IEAs) for specific information exchange projects, specifying security procedures, classification level, management 

structure, information use rights, etc. Subsequent IEAs do not then include these terms and conditions, and focus 

instead on identifying information exchange relationships in specific research and development areas, as well as the 

installations, agencies, and laboratories that will provide that information. For more information, see:  Defense 

Institute of Security Cooperation Studies, The Management of Security Cooperation, Wright-Patterson Air Force 

https://www.onr.navy.mil/Science-Technology/ONR-Global/About-ONR-Global
https://www.onr.navy.mil/Science-Technology/ONR-Global/About-ONR-Global
https://www.onr.navy.mil/-/media/Files/ONRG/ONR-Global-FY16-Annual-Report.ashx?la=en
https://www.secnav.navy.mil/nipo/Pages/About/Cooperative%20Programs/Information-and-Data-Exchanges.aspx
http://www.secnav.navy.mil/rda/nipo/Pages/About/Cooperative%20Programs/Information-and-Data-Exchanges.aspx
http://www.secnav.navy.mil/rda/nipo/Pages/About/Cooperative%20Programs/Information-and-Data-Exchanges.aspx
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While NIPO negotiates the annexes in specific technology or scientific areas, scientists and 

engineers from the nation’s defense laboratories and warfare centers can serve as Technical Project 

Officers (TPO) and Associate TPOs to execute specific Information Exchange Agreement (IEA) 

annexes developed under the auspices of IEP. Naval Information Warfare Center Pacific represents 

one of the warfare centers executing under this framework, and offers some conceptual items for 

consideration.  

 

Naval Information Warfare Center Pacific (NIWC Pacific) is the U.S. Navy’s warfare center 

assigned to conduct research, development, engineering, and support of integrated command, 

control, communications, computer, intelligence, surveillance, and reconnaissance (C4ISR), 

cyber, and space systems across all warfighting domains. As such, NIWC Pacific leads the multiple 

IEAs in the area of command, control, communications, and computer (C4) technology, including: 

 

 Tactical data links 

 Command center and command and control systems 

 Command and control architecture 

 Communications systems that support C4 systems 

 Maritime domain awareness 

 

These are critical elements to achieving greater levels of interoperability. Presently, NIWC Pacific 

executes 19 bilateral and one multilateral IEP annex through its small International Cooperation 

Office (ICO), working with nations such as the United Kingdom, Canada, Italy, Chile, Japan, 

Singapore, Korea, Australia, the Netherlands, New Zealand, and Norway. IEAs form a critical 

component for identifying areas of collaboration.  Over the last four years, the SSC Pacific ICO 

brokered 12 international Project Agreements (PAs) under RDT&E framework agreements.  Given 

limited resources, the ICO prioritizes which projects merit pursuing with foreign partners.  These 

tend to be those that can support emerging and promising technology that, at present, do not receive 

due attention (i.e., funding), but if successful could have a demonstrable impact. 

 

One important goal of the information exchanges is to influence and drive towards greater 

interoperability, and compatible C4 systems as a requisite element to this end. Information 

exchanges elucidate how navies are approaching C4 systems, standards, and architectures; 

building mutual awareness creating the opportunities to identify gaps and areas for mutual support 

and alignment. Part of NIWC Pacific’s ICO mission includes identifying and developing common 

research and development opportunities that can lead to more seamless C4 with U.S. allies and 

partners.  It also leverages collaborative development to use foreign technological expertise and 

defray U.S. research and development costs. 

 

Ultimately, this push for cooperation is two-fold: the U.S. can leverage allies and friendly nations 

as intellectual force multipliers, and the U.S. must consider that our partners expect to be part of 

the solution—not just the passive recipients of it.12 Moreover, as the NDS explains, “When we 

                                                           
Base, Ohio, Defense Security Cooperation Agency, January 2017, p. 13-16. Accessed at: 

http://www.discs.dsca.mil/documents/greenbook/13_Chapter.pdf  
12 This aligns with the intent of Department of Defense Instruction 5000.02 which provides guidance that all 

programs of record review and consider international participation by Milestone B.  Moreover, there is strong 

http://www.discs.dsca.mil/documents/greenbook/13_Chapter.pdf
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pool resources and share responsibility for our common defense, our security burden becomes 

lighter.”13 
 

 

INTERNATIONAL PROJECT MODEL TO PROMOTE “DE-RISKING” FOR PORs 

 

A major roadblock to effectively leverage and unleash collaborative research and development has 

been the heterogeneity of national acquisition programs and cycles. In the U.S., DoD acquisition 

is driven by programs of record (POR), which are mandated by congressional law. As such, they 

are funded and executed on stringent cycles.  

 

Foreign defense spending is often no less stringent, but on a completely different cycle. Add to 

that the administrative bureaucracy to establish a cooperative agreement, and you have uncertainty; 

place requirements against this uncertainty and you have risk.  So foreign collaboration, while 

logically leading to desired operational results, tends to be viewed as programmatically risky to 

POR program managers (PM).  

 

The risk begins with the initial R&D project proposal. If it is not funded it is not a requirement, 

therefore it does not fall within the purview of the program. PM’s are also not inclined to state 

openly that they are underfunded for requirements, so PORs tend to focus on delivering on big 

requirements (the aircraft carrier), and assume that the solution will scale to the smaller 

“disadvantaged” users. More often than not, they do not—at least not seamlessly. NIWC Pacific’s 

International Cooperation Office has conceptualized a possible approach to overcome this 

challenge.  

 

This concept – currently being piloted – involves leveraging international projects to take relatively 

small requirements (at least by U.S. standards) that are not directly or adequately addressed by the 

large POR (e.g. supporting small disadvantaged platforms) and aligns it to a partner’s similar 

technological issue. The approach combines U.S. and partner nation R&D resources to shape a 

targeted solution for a small segment of U.S. users and the users of the partner.  

 

Under this concept, the funding profile is “de-risked” for U.S. PMs, both by segmenting the 

development across resource sponsors, and sharing the development risks and costs with partner 

nations. On the U.S. side the funding is started at the Warfare Center using their equivalent of 

Independent Research and Development (IRaD) funding to execute the early R&D, this usually 

proves out as an early prototype experiment.14  

 

                                                           
preference for cooperative cooperation-partnership-rather than the more prevalent buyer/seller relationship of the 

last 70 years.   
13 Secretary Mattis, p. 8.  
14 Independent Research and Development (IRaD) is “R&D initiated and conducted by defense contractors 

independent of DoD control and without direct DoD funding. IR&D includes: (1) basic research, (2) applied 

research, (3) development, and (4) systems and other concept formulation studies. IR&D does not include R&D 

performed under grants or contracts from the Government or third parties and does not include technical efforts in 

the support of bid or proposal activities. IR&D is defined under FAR 31.205-18.”  For more information see: 

https://www.dau.mil/acquipedia/pages/articledetails.aspx#!511  

https://www.dau.mil/acquipedia/pages/articledetails.aspx#!511
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For its part, NIWC Pacific’s International Cooperation Office would coordinate a project 

arrangement with a partner nation through one of its data exchange annexes. NIWC Pacific would 

fund this initial research (along with a partner nation), and coordinate with the Office of Naval 

Research to fund the continued R&D to see the technology through the Applied Research and 

prototyping phases. The prospective POR would (ideally) then fund the last part of the project to 

ensure effective integration into their program. 

 

This process would allow for the project to be executed in the proper R&D funding category, while 

allowing the POR the time to plan and obtain the required funding. Additionally, it allows the POR 

the time to monitor and plan for the incorporation into their program. Finally, the model ensures 

that the product is developed from the beginning with foreign transfer requirements “baked-in”.   

Added benefit to both nations is the sharing of expenses and leveraging of highly qualified and 

specialized workforces—less money, more brains. 

 

 

CONCLUSION 

 

Senior U.S. Defense and Naval leaders have clearly articulated the importance of international 

partnerships.  Allies and partners form an integral part to secure and protect the global commons. 

No one nation can go at it alone. The concepts presented in this paper aim to advance collaboration 

with allies in partners through mutually beneficial research and development.  

 

NIWC Pacific’s International Cooperation Office represents one warfare center’s approach to 

meeting this DoD and DoN priority. Building trust among the international scientific and 

engineering defense community will ensure that technologies and concepts find their way from lab 

halls grey hulls, and enhance multi-national partnerships in the maritime commons. 

 

The concept presented in this paper aims to leverage the talents and resources of the warfare centers 

and partner nations to develop and nurture capabilities up to a certain point in the development 

cycle. By removing these risks variables, programs of record could then stand in a position to better 

incorporate these technologies without adversely impacting their critical metrics of cost, schedule, 

and performance.  


