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ABSTRACT 

 With the impetus and emphasis, attention garnered for information, data security; and, all 

aspects of information, electronic, cyber security – Is the attention well placed and balanced? 

 There are ongoing discussions of whether information technology, cyber operations are 

primary or secondary level skills and capabilities, capacities.  This is akin to the classic 

supporting or supported command, execution, and operations tasks and duties. 

 To address this and the balance point a review of the underlying terms’ origins and their 

definitions is appropriate to establish a reasonable frame of reference for further discussion.  It is 

supposed that some originate from the fourth estate, intelligence, exploitation community.  Some 

arise from the electronics, information technology community.  Some may be point to their 

origination within the mathematics, or even the ethics historical communities. 

 The terrain of responsibility along with organization changes seems to have a bearing on 

perspective and authorities.  Both of which are due for discussion and possible clarification or 

changes. 

 The author will attempt through these sub areas and terms of reference presentation to 

offer a perspective related to balance and well placed attention for a potential path forward.  All 

to contribute and instigate discussions, while potentially removing some aspects of approach 

biases. 

 

PROPOSED APPROACH – INTRODUCTION 

 This paper will explain the question framework; then, establish and explore aspects of the 

framework terms of reference and definitions central to the point of cyber security scope, 

responsibility, and mission execution.  The paper discussion will then work through several older 

sources and discussions, before addressing aspects of ground truth, along with fact based and 

diverse information sourcing. 

 The initial framework discussion will review some historical sources related to the cyber 

security responsibility terrain (government and non-government) and establish the associated 

terms of reference; and then, discuss some aspects of the more recent responsibility shifts and 

reorganizations.  The paper will then review and discuss the inter-relations between a ‘command’ 

which is supported, compared to a ‘command’ which is supporting.  The communities of 

responsibility terrain, along with the supported vice supporting organization: aspects, 

characteristics, and backgrounds, which may further the discussion and interactions to reveal 

some future opportunities. 

 The author will conclude with some possible evolved perspectives and future options for 

improvement courses for security and mission execution success. 

THE QUESTION FRAMEWORK - SCOPE 

 With a symposium title ‘Managing Cyber Risk to Mission’, the author will set/establish 

several terms of reference for: Cyber, Security, Cyber Security, and Cybernetics.  These topics, 

terms of reference also move into and are linked to: Trust, Ethics, and basic Information 

Technology.  (Summary definitions below.) 
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 The aspect of Mission is indeed a rather board and complex topic which can be viewed as 

having multiple levels, or rings: Tactical (such as tactics, techniques, and procedures (TTPs)) 

through Grand Strategic.  For example, the ways-means-goals balanced in association with the 

multiple levels of mission; along with aspects of analyzing, assessing, and balancing the 

associated risks through the ways and means to achieve the goals.  (Usually not discussed in this 

framework is the aspect of time and temporal horizon; which is left to the reader, audience, to 

consider because of this paper.) 

 Mission also raises the aspect of being responsible (whether being supported or 

supporting for the mission assignment) and, organization (whatever size or scale organization), 

or the goal, objective task (with its measurable outcome results and metrics).  Further, the 

analysis methodology, whether via simple logic, situational decomposition for analysis, 

establishing a skunk works, or, a mixed background assessment team along the lines of 

performing Bayesian theory analysis. 

 All these areas are trade-off points of risk and power along the lines of the position and 

paths taken by those who are strong or weak.  The position changes and can have quickly 

reversing responsibilities, dependent on the item being measured, and its associated metrics.  

(Recall the Melian dialogue between the Athenian and Melian speakers within Thucydides – 

History of The Peloponnesian Wars –: ‘. . . the strong do as they please, while the weak do as 

they must . . .’ (Thucydides, by Warner, 1954, 1972) [This partially established the author’s 

source for a balanced triangle/tripod/pyramid image introduced later.] 

THE TERMS OF REFERENCE AREAS: 

 To complete the framing of this author’s topic, the reader is directed to Annex A of this 

paper, where the full utilized definitions are provided, accessed via on-line Merriam-Webster 

site. 

Within the area of Cyber Security, a reasonable term of reference summary is: 

CYBER – the items (physical and non-physical) of, relating to, or involving computers or computer 

networks. 

SECURITY – The quality or state of being secure; measures taken to guard against espionage or sabotage, 

crime, attack, (or escape). 

CYBERSECURITY – the measures taken to protect against unauthorized access to a computer or computer 

system. 

Within the area of Trust and Ethics a reasonable terms of reference summary is: 

TRUST – as a noun: reliance on someone or something’s character, ability, strength, or truth; or, as a verb: 

rely on someone’s truthfulness or accuracy, or have confidence in the character, ability, strength, or truth of 

someone or something. 

The grouping of Information Technology (IT) with Cybernetics points to summary terms of 

reference: 

IT – the technology of developing, maintaining, and use of computer system, software, and networks for 

data processing and distribution. 
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CYBERNETICS – the science of communication and control theory . . . especially with automatic control 

systems comparative study of physical and physiological comparisons. 

 

The area of Cyber Risk, within the Mission arena, is actually an ‘underlying’ support analysis 

factor, as well as, a whole complete responsibility.  A responsibility which is both centralized 

and decentralized as demonstrated by the historical MOP-30 (Macke, 1993), and the discussed 

historical structure of Command and Control Warfare (Harvey, 1997); the components of the 

World of Information Warfare (Libicki, 1995); and, the nested responsibility areas and 

organizations (since re-organized) of Joint Information Warfare (Kuehl, 1997).  (Annex B 

Figures 1 – 6 are from these references.  Annex B Figures 1, 2, and 6 below are reader teasers.) 

       
          Annex B Figure 1     Annex B Figure 2         Annex B Figure 6 

 

 The above terms of reference and figures outline several important points.  There are 

many organizations and numerous areas of responsibility involved; and, there are large numbers 

of personnel and teams involved.  Thus, raising the issue that the groupings of individuals can be 

a significant benefit, as well as an impediment to arriving at successful, productive solutions to 

the problems and challenges, and the associated mitigation actions to balance risks that the 

personnel and teams encounter.  This is where trust, defined as: 

 
TRUST – as a noun: reliance on someone or something’s character, ability, strength, or truth; or, as a verb: 

rely on someone’s truthfulness or accuracy, or have confidence in the character, ability, strength, or truth of 

someone or something. 

 

truly comes into play as a significant factor.  That is, how to generate and maintain it; along with 

an associated factor of ethics related to that trust, for employment and use of Information 

Technology, including with all the aspects of cyber applications, cyber security, and cybernetics, 

cited above. 

 Namely, that without the scaled nature of group, personal ethics and trust, the 

applications of and resolution of cyber risk may not actually contribute at the best level for 

mission success.  The groups and organizations must also be able to overcome individual and 

group biases and instincts (Rosling, 2018) (Göke, 2019) [discussed and applied later] – to 

embrace other points of view.  The groups and organizations can also draw on the members for 

diverse sources of perspectives and strengths, to mitigate collective weaknesses – a la strength 

via diversity in applying Bayesian analysis principles. 
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There is much analyzed and said about Trust.  The basic aspect of trust is discussed later 

in the paper.  Brooks (2019) reported on research, which found a related set of trust dimensions, 

characteristics: ‘ability’ to perform; ‘benevolence’ toward others; and, the source of ‘integrity’ in 

execution of tasks for results.  These ‘metrics’ are linked together for evaluation of individuals 

and groups.  A particularly telling piece of the third metric is the condition to be “willing to 

accept vulnerability for” the individuals’/groups’ actions, and how that trust is extended to their 

ability, their benevolence, and their integrity/morals and ethics. 

 All these factors come into interconnected, interaction for mission success, with managed 

cyber risk, as will be further discussed in the remainder of this paper. 

 

CYBER, INFORMATION, AND COMMAND AND CONTROL – SOME HISTORY 

 Following the prior section’s framing this topic’s question, along with the author’s 

presentation of topic related terms of reference, this section will introduce the reader (maybe re-

introduce) to some of the earlier documents which established a basis for the current status of 

tasks, tools, organizations, and missions. 

 Interestingly, the three terms/phrases of this section’s title seem only loosely linked or 

related.  The author requests the reader’s patience, for connecting them and providing relevance 

in this paper and the Symposium. 

 Starting with information, the reader’s attention is directed to Annex B Figure 7 (NDP-6, 

1995).  This cognitive hierarchy identifies ‘information’ as the 2nd step or stage of a ladder path 

toward ‘understanding’.  Information results from placing the data in context of where and when 

collected, by whom, and its timeliness.  This is where analysis of the data and information starts, 

and where risks begin to appear.  The latency, or timeliness of data receipt; assurance that it has 

not been tampered or altered, that it is accurate; and, it is of the ‘desired granularity’ are all 

associated with data use risks.  Each of those characteristics degree of risk has to be assessed for 

utility, trust, applicability to mission objectives, task/mission progress toward objectives, and 

attaining outcomes/goals. 

 Another point related to information is that the mission or task commander/manager is 

reliant on many sources and sets of information.  That information confirms or refutes the current 

conditions and circumstances for the commander/manager.  It informs (with a certain balance) 

the status of risks associated with mission or task courses of action, as well as, the aspects of the 

continuing information flow and collection, in support of execution of mission/task – whether 

supporting directly or being supported indirectly for the mission/task/goal attainment 

 The term cyber is the evolved term addressing former terms computers and information 

computer technology (ICT).  It is an umbrella term for the associated hardware and software, 

which is becoming ubiquitous in many day-to-day events, workplaces, and many segments of 

society and social strata.  It is through the cyber components, and because of them, that the above 

cited cognitive hierarchy of data and information, along with the associated processing steps now 

partly take place.  The author is want to note that some stages, steps of the cognitive hierarchy, 
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are completed not in the hardware, software cyber realm, but within the human biologic realm.  

Those biologic areas are currently the knowledge and understanding stages.  Though the efforts 

of cyber related artificial intelligence may be creeping into those areas.  That creep is 

futuristically implied by the ‘Data’ character in the StarTrek II series; the various ‘terminator’ 

robotic characters (benevolent and malevolent); and, even, the computer system on the moon in 

The Moon Is A Harsh Mistress (Heinlein, 1966).  (The reader is encouraged to reflect on other 

representations of the film and literature media.) 

 Turning to the last area of this section’s title – Command and Control – the reader is 

reminded that this area is routinely the foundation for and reason d ’enter of this symposia series.  

Some will want to separate these terms and their connected actions, while some will want to 

expand on them to more detailed granularity.  The author settles on the combination of the two 

words.  Command is the directive nature for an organization or group.  Control is the aspect of 

monitoring the progress and results of the directive acts taking place in an environment, utilizing 

the available and collected data, information through the current version of the ICT computer 

components.  The commander/manager uses that information (in context and accounting for its 

veracity, timeliness, and context – applying an appropriate level of trust in the information itself, 

the organization executing the command directive, the supporting ICT computer infrastructure, 

and all the associated personnel included within these areas and arenas) monitoring the progress 

of the directed acts.  (That monitoring establishes feedback/redirection interactions as 

appropriate for the mission/task/goal.) 

 The trust aspect is particularly important, as a foundation for all the above areas of this 

section.  As introduced above, Brooks (2019), the trust granularity metrics indicated the aspects 

of ‘ability’, ‘benevolence’, and ‘integrity’ arrived at or implied a level of being “willing to accept 

vulnerability”.  This is definitely different from trust for an assured item, thing, individual, or 

outcome – how much skin is on the table associated with that trust level.  Yet, it is not isolated to 

these areas, and will be briefly discussed and explored in the next section, before further 

expansion and connect later in this paper. 

WHAT ARE TRUST AND ETHICS 

 Through the reader’s life and experiences, each has had events which established trust 

and had the effect of attempting, or actually, undermining established practices and norms of 

trust. 

 Some communities and professions are, and have a long history of established trust.  

Several examples are: The Hippocratic community – or doctors, nurses, and medical 

practitioners; the law community, though that may be a stretch for some members of the public 

currently; the clergy and laic community members (same caveat as lawyer community); and, at 

times the press and news publishing community (the fourth estate occasionally).  [While the 

author has cited a caveat of concern with two of these cited four communities, dependent on the 

readers’ experiences and exposures, some may actually want to apply that caveat to all these 

communities – maybe for due cause.] 

 We all start our individual journey with trust as a youngster growing up.  It is also during 

that period when we start gaining our foundation of ethics.  A primary event line is our initial 



2019 -  24rd International Command and Control Research and Technology Symposium  

‘Managing Cyber Risk to Mission’ 

IC2I – Johns Hopkins University Applied Physics Laboratory (JHUAPL) – Laurel, MD – October 29-31, 2019 

 

Distribution Statement A - 08 Aug 2019 
 6 
  
 

belief in Santa Claus, and the arrival of Christmas presents; then, followed by the rude 

awakening when that belief bubble is burst.  An important part of that is how our individual 

ethics posture develops, matures, and is bombarded by events and circumstances of work, home, 

and community events and experiences transpire and accumulate for our memories, lessons, and 

tools of coping.  That learning experience with Santa, also gets re-applied when interacting with 

children, nephews, nieces, and grandchildren.  It is a trust and ethics point, for it helps to 

establish parameters and bounds on norms, standards, and morals associated with our trust of 

others (in both directions), and our ethics which are contributing to, and important for, how trust 

is established, maintained, and also potentially repaired. 

 Returning to the definitions in Annex A, the reader is encouraged to consider this 

author’s joining and usage of trust and ethics definitions of the following citations/terms of 

reference: 

TRUST – as a noun: reliance on someone or something’s character, ability, strength, or truth; or, as a verb: 

rely on someone’s truthfulness or accuracy, or have confidence in the character, ability, strength, or truth of 

someone or something. 

ETHICS – the discipline dealing with good vs bad, along with morality and obligation – can apply to an 

individual or a group; a guide philosophy (for good vs bad); a system of moral values. 

As outlined prior to these restated definitions, and demonstrated by them, trust and ethics are 

linked together.  They can also be situational based on immediate events and environment.  Even 

still, a significant associated factor with the trust and ethics environment and situation, is the 

time horizon factor (short vs long) related to the particular situation, goal, environment, data, and 

information being utilized. 

 A short time horizon may leave out opportunity interactions and effects.  This is in 

addition to the line of the ‘unintended consequences’, or the emergent ‘black swan’ type of 

events, and the subsequent follow-on interactions (even out through the fifth-ring of associations 

or the similar connectivity of ‘6 degrees of separation’, for interactions).  A longer time horizon 

may have the commander/manager weighing a shifting trust and ethics position, along the course 

of interactions toward ‘long term’ goals, while working through the intermediate steps, stages, 

and states.  Essentially, very few actions (trust and ethics influenced0 are truly singular and 

unconnected. 

 Our trust and ethics affect how we make our decisions and carry out our actions; while at 

the same time, our demonstrated trust and ethics influence how other individuals and 

organizations perceive our organization and us.  The sides (they and we) can take our actions 

into consideration while employing the sides’ respective trust and ethics to their own interactions 

within the ‘us and them’ framework, while attempting to arrive at a collective ‘us-we’ 

framework. 

 This back-and-forth is essentially, or may be considered to be, at the heart of any 

organization’s and its members’ arrival at agreed upon consideration and implementation steps 

for all aspects and efforts related to cyber and computer technology use.  Those are the 

components and capabilities utilized and employed in command and control/management 
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applications, as well as, the general population’s regular and customary day-to-day electronic 

and interpersonal interactions. 

 If organization norms and actions are not to be trusted or believed; if an individual’s 

demonstrated actions belay their or their group’s norms (ethics); if the response to the same 

question or event is completely different the 2nd time; then, the trust, moral and ethics bank 

account, no matter the situation, becomes suspect, and the hoped for level of trust, or previously 

established, could become a ‘plug nickel’ – essentially worthless.  That is: trust, ethics, and 

morals become very important. 

 The discussion has been to establish terms of reference, along with some breadth of 

application and complexity involved with those terms of reference.  Some may see an 

opportunity to form a framework, a structure which links or layers the factors, their metrics, and 

a starting rank ordering of the factors.  In the following sections a possible organizing structure 

will be presented and discussed with respect to layers and drill down, breakdown of objectives, 

capacities, capabilities, interactions (direct and indirect), and an expanded breadth of 

perspectives, as well as, information/knowledge areas.  Some of the framework origins cited by 

this author may surprise the reader. 

 Thus, without a structured arrangement and an understanding of the ethics and morals 

behind the cyber and electronic systems, and their associated systems capabilities, there is a 

question of how to develop and establish trust in any information technology, which will be 

discussed and developed further in the following section. 

WHY INFORMATION TECHNOLOGY 
 Thus far the prior two sections have walked the reader through some points and items 

concerning aspects of linked trust and ethics, along with a limited introduction to the area of 

cyber capabilities, information, and some links to Command and Control (C2). 

 While this symposium series has addressed, discussed, and studies many facets, 

segments, and groupings of C2; there have been only some discussions, which reviewed earlier 

aspects of information, with its rather long history of contributions to the upper segments of the 

cognitive hierarchy (See Annex B Figure 7).  The developments of collecting, managing, and 

employing information leads to the technology aspect of this section, while also linking to the 

prior two sections of this paper. 

 Depending on your core knowledge interest, and especially for those who study the 

history of computing ‘machines’ and their origin, one can claim that Charles Babbage and 

Countess of Lovelace (Augusta Ada King, a daughter of poet Lord Byron) could be considered 

the generators or incubators of computing, calculating machines, and the methods of control 

through algorithms or other inputs. (Isaacson, 2014 – The Innovators – How a Group of Hackers, 

Geniuses and Geeks Created the Digital Revolution – provides such a history trail.)  While other 

trails can be established by tracing several of the information technology components, and 

contributing studies.  (Another example is the loom pattern metal control cards discussed in the 

PBS Connections Series, hosted by James Bourke (1994 and 1997) documentary series of 

interconnecting developments and scientific accidents leading to current technologies.  There 

were also follow0on series produced as well.) 
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 With that rhetorical introduction and quick (very abbreviated) review of historical points, 

the full definition of the IT and cyber security terms above (and in Annex A) are summarized 

(with comments) as follows: 

‘using computer systems (Babbage calculator), their software (types of algorithms), and networks (sets of 

programmed looms with pattern cards) for the utilization and data distribution; along with the supporting 

technologies for development, use, and maintenance of those systems. 

(?? Would this CCRP/IC2N, ICCRTS symposia series and its fora be included ??  That is left to 

the reader to consider, as this author leaves that point tabled for further future discussion by 

others.) 

 This linkage stream/string/chain of ideas demonstrates a liner progression, yet that is not 

the only methods to progress ideas, or connections.  Another is a merger of streams, which can 

come from concurrent, parallel streams interacting, making a broad spectrum of knowledge areas 

available for interaction and cross-pollination.  That could be via a task group, or a work group 

that forms to employ collected knowledge resources against a problem or situation toward a goal, 

employing and sharing ideas, insights, and previously gained tools from prior experiences. 

 This discussion and expanded definition shows an aspect of linkage to those items and 

ideas from the past.  The reader is reminded that when we fail to review and consider history, 

then many times “. . . those who ignore history are doomed to repeat it . . .” (Santayana, via 

BrainyQuote, 2014), or be faced with “. . . the revenge of reality. . .” (MacDonald, 1986- quoting 

H. Guderian letter to his wife.).  That is not to say that asking the same question will not repeat 

the same result as proposed in portions of quantum theory; or that if a specific request is made of 

an individual or organization, the response might actually be something completely different, 

well away from the centroid of expectation. 

 These perspectives and points could be the result experiences while artificial intelligence 

(AI) is being researched, and possibly realized.  (see Heinlein – The Moon Is a Harsh Mistress – 

1966; and, Hogan – Two Faces of Tomorrow – 1979.  Both have points regarding computer 

systems becoming aware and cognizant.  In these citations, the computer systems with emergent 

AIs are benevolent.) 

 Following the above discussion of this section, the reader is reminded that Command and 

Control has many aspects.  Among them, the organizational ones which has been touched upon 

briefly here, and during prior years’ symposia for a discussions, interactions, and reported 

research; as well as, being addressed in a different sense by Dr. D. Alberts Is a Bespoke Design 

for Multi-Domain C2 Necessary? paper of this 2019 symposium, related to interactions across 

several domains. 

 The CCRP/ICCRTS/IC2N group products of research, discussion, publication, and 

education has addressed many organizational and technical aspects of C2, the balance of types of 

command structure (centralized to decentralized for example), group interaction styles; and even 

the aspects of mission capability packages aa well as, emerging/changing leadership positions 

associated with force and responder’s organization structures.  Annex B Figure 8 shows a set of 

different C2 philosophies employed different framework details of the cognitive hierarchy 

through some of history.  They represent a portion of the philosophy and historical choices 
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associated with only a selection of C2 systems cited in Understanding Information Age Warfare 

(Alberts, et al., 2001) 

 Thus, one could argue, the point (or conundrum) arises, of how the collective group with 

a task to execute, or a mission to complete, balances the mission risk with the associated cyber, 

information technology risks.  Further, that balance has to address how the internal mechanics of 

the collective group are managed, sustained, and allocated with responsibilities.  Those points 

will be addressed and discussed in this paper’s next section. 

MISSION AND CYBER RISK 

 The initial portions of this paper touched on several aspects of C2, management, which is 

associated with the Department of Defense (DoD) execution of its duties and responsibilities.  

Those duties and responsibilities are summarized in the quite high level documents which set out 

the Security (Trump, 2017), Defense (Dempsey, 2018), and Military (Mattis, 2015) Strategies of 

the Nation.  (See Annex B Figure 9 – for a hierarchy)  Those are further broken down and 

distilled in other documents, regulations, and sections of the law of the land (the United States 

Code (USC)); along with the yearly Legislative directions and funds, which are entered into the 

USC, and fund the implementation of efforts to address the duties, responsibilities, and 

capabilities of the US Defense and other Executive organizations. 

 On the non-military side, the C2 is usually cited as ‘leadership and management’ (as 

already utilized above).  The two sets can be considered little more than the respective 

communities’ ‘terms of reference’, for addressing the same underlying principles: the 

responsibility, accountability, and authority to achieve outcomes and attain objectives which can 

be codified, measured, and tracked, all to address fulfillment of set(s) of mission, vision, and 

objectives.  (See Annex B Figure 10 for an expanded structure (still incomplete) toward all of 

government interpretative ‘line-of-sight’ breakdown, attempting to capture some of the 

complexity of the executive branch structure from the National Security Strategy (Trump, 2017), 

beyond only the Defense, Military drill down of Anne B Figure 8.) 

 As stated, these points essentially align and expand on the cited definition of ‘mission’ in 

Annex A.  The figures 11 and 12 are to be viewed as a means to introduce aspects of the metrics, 

interactions, and potential lesser groupings of organizations, which can become involved in 

completing a mission or attaining an objective.   

 While Annex B Figures 9 and 10 provide high level policy and guidance documents, 

toward high level missions, visions, and goals; and, an introduction to a partial listing of the 

complex responsibilities of the US government, similar distillations or ‘lines-of-sight’ can be 

established for other organizations, whether government, businesses, or social organizations. 

 To further explore the US military granularity, the reader is asked to review Annex B 

Figure 11, showing the Universal Joint Task List (UJTL) (Gortney, 2011) breakdown with four 

levels of detail (one more than Annex B Figure 9).  The reader’s attention is called to the bottom 

right three boxes, which finally arrive at the US, services, who have their own separate continued 

breakdown structures for components and elements.  (The four levels of the UJTL will arise 

again later in this paper.) 
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 Figure 12 (NSDM, 1994 – NWC Course year 1995-1996), comes from the Naval War 

College curriculum, and shows some granularity of how to monitor and interact with the process 

(people and actions) of getting from an initial situation or state (Si), to some future situation or 

state (Sf).  The reader is reminded that this is not the only method for this monitoring.  Consider: 

Deming’s – PDCA (2102a and 2012b) cycle; along with, Korean War veteran, Boyd’s (2012a 

and 2012b) – OODA loop.  All three are utilizing different named models’ ‘terms of reference’ 

for essentially similar steps within the cognitive hierarchy shown in Annex B Figure 7. 

 Annex B Figure 13 (Schnoll, 1996), comes from the Defense Systems Management 

College publication Introduction to Defense Management, and offers aspects of the levels of 

back-and-forth interactions between organizations and groups that almost types of military 

programs are responsive to, and interacting both inside and outside their own immediate 

organization.  This includes what some may cite as hangers-on: those outside the direct 

interaction arrows between the triangle corner groups; though in all truth, all are actually also 

stakeholders involved with those portrayed immediately around the Program Manager Office, 

Group in the center.  In many instances, all may likely be evaluators themselves, besides the 

users or recipients of the program outputs and products. 

 This style framework applies in the business and local government arenas as well.  As 

related to a business framework: there are the investors, regulators/auditors, and company 

suppliers, for example, as the named triangle corner groups of Annex B Figure 13.  In that 

instantiation, the Chief Executive Officer of the company is the likely equivalent for the military 

Program Manager Office group.  The reader is encouraged to consider this set of alternate 

names/entities and decide whether it is a reasonable ‘framework of reference’ to translate and 

shift from a military to non-military model depiction of complex group interactions; or whether it 

is too much of a stretch – that it goes ‘beyond the pale’. 

 The tortured triangle representation depicts the challenge and the risks involved when 

leading a group or organization on a mission, or an effort to achieve a goal.  There are competing 

sub-goals, competing interests, and even competing metrics, which have to be assessed, 

balanced, and managed.  Within or underlying the mechanics of the efforts and coordination 

depicted via Annex B Figures 7 through 13, are represent aspects of communications, data 

transfer, collection, and information analysis tools for monitoring and reporting, and in many 

instances, electronics and information systems (cyber enablers) being utilized, maintained, and 

upgraded. 

 All these represent risks of validity, accuracy, authentication, and even non-repudiation.  

(Note: these are the basic criteria for information assurance.)  How many times has the reader 

experienced, heard about, or witnesses the implications of analyzed data results being refuted, 

invalidated, false, or thoroughly questioned due to: problems with the methods of data collection; 

the selection of data criteria being too narrow or too broad; misrepresenting financial bases; use 

of priorities which are far from the norm of the communities of interest involved; or, even based 

on poor, quick approximations when an involved algorithmic derivation is being discussed and 

presented.  These represent risks of acceptance and utility, which are also associated with the 

cyber support systems, as well as, the trust of organization-group interactions, and the balancing 
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of ways, means, and goals.  The last point also represents a variation on the classic three-legged 

stool from Carl von Clausewitz (1989, by Howard and Pare): ‘. . . if they are not properly in 

balance, there will be instability . . .’. 

 Returning to the factors which are considered the pillars of ‘information assurance’ 

(several were introduced above), the more complete set are: Integrity, Availability’ 

Authentication, Confidentiality, and Nonrepudiation.  (See Annex Figure 14 – Bryant, 2019)  

Many readers will have come across these terms at various times while having discussions about 

computer systems, their administration, as well as, the data and information, which they collect, 

distribute, analyze, and present.  (Yes, some readers will have heard of them via other 

CCRP/ICCRTS/IC2I for a, symposia, or publications, as well as any cyber security discussions 

or training.) 

 The information assurance criteria and cited pillars as seen in Annex B Figure 14 are an 

adjustment, re-designation, of the prior construct of Annex B Figure 1, (Harvey’s 1997 C2 

Warfare ‘temple’.  The capital is the ‘target’ of Information Assurance; and the columns as the 

five pillars cited above.  The reader may rightly ask: ‘What constitutes that underlying and 

support, stabilizing foundation?’  The author suggests that the foundation is the ‘trust and ethics’ 

of the education in, and employment of, the technical means we understand and utilize for 

maintaining citizen and worker confidence in the day-to-day interpersonal and computer events, 

encounters, and exchanges, which are our work, family, and social lives. 

 That level of trust is based on individual and collective ethics and trust.  It is where the 

levels of acceptable risk are assessed, weighed, ranked, and hopefully, addressed through 

mitigating steps and actions.  How to manage that risk stream, matrix, and hierarchy, will be 

through the trust establishment discussion of the next section. 

REFRAMING THE INDIVIDUAL AND GROUP TRUST QUESTION 

 The prior sections have been the exploration and discussion of the question and a number 

of aspects expanding and bounding this paper’s title question and its components.  That 

discussion has not been exhaustive, but can be viewed as creating the background image and 

strokes for the following final three sections of a C2/management landscape.  Here, this author 

will place his connecting foreground finishing strokes to provide a more complete image to 

which the readers are encouraged to contribute their own thoughts and detailed contributing 

strokes – in a collaborative and teamwork approach – a Bayesian style approach. 

 Returning to the aspect of trust, the reader is referred to Annex A and the listed set of 

definitions associated with trust as a noun, as well as, two verbal forms.  To this author, a central 

definition (listed 1st among the sets of definition phrases) is ‘. . . relying or reliance on some 

aspect: character, ability, strength, truth, or accuracy . . .’ of something or of someone/entity.  Or, 

as also stated in that definition set, it is those aspects in an almost opposite direction ‘. . . 

someone/entity or quality in which confidence is placed . . .’. 

 This has an indirect appearance in the customary, and international laws or war and 

armed conflict – especially at sea.  While it is permissible to disguise or hide an identity, the 

perfidy – willful failure to reveal true nature or ‘colors’ – is a breach of trust.  (This is ‘pointed 
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out’ by the portrayal of pirated, or the actual sailing of commerce raiders, showingr false colors.  

Then rapidly revealing their true colors, nature, just prior to an attack, or engagement.  There is a 

certain amount of onus on the receivers of the information – historically visual – to interpret that 

information into the knowledge and understanding stages of the cognitive hierarchy (displayed in 

Annex B Figure 7), based on their own degree of certainty, trust in that information received, and 

the current environment.  At the same time the pirate, commerce raider, has a customary 

responsibility to fully reveal their true nature prior to actual commencement of hostile actions.  

Even if the revelation is only ‘seconds prior to action’. 

 With that discussion, the author arrives at the point of how an individual, and an 

organization as a group is treated as an entity, establishes that quality of Trust.  Some years ago 

there was a great deal of discussion (buzz) about how people are not just successful, but highly 

successful.  Also, there has been research, analysis, and discussion related to how organizations 

survive, adapt. And move forward to improved performance. 

 (In case, you, the reader do not recognize, or are unfamiliar with these synopses, they are: 

Stephen Covey and his series and products associated with The 7 Habits of Highly Effective 

People (1990), Principle-Centered Leadership (1992); and, Jim Collins and Jerry Porrus Built to 

Last: Successful Habits of Visionary Companies (1997), followed by Collins’ Good to Great: 

Why Some Companies Make the Leap . . . and Others Don’t (2001).) 

 A common thread within both sets is that there is trust established – Covey (1990 and 

1992) ‘emotional bank account’; and, Collins (2001) and Porrus (1997) ‘actions align with words 

(internal and external).  This is due to the linkage that an individual, or the group, organization 

(in various forms) establish through interactions and exchanges, linked back to establishing and 

maintaining trust and demonstrating ethics.  Recall the earlier example of parents-children and 

Christmas Santa Claus.  In that scenario, yes there is a sense that parents are not being fully 

truthful with their children.  That is similar to speaking like a child, when we are indeed dealing 

with children; yet, later learning and growing, thus acquiring the ability to graduate from 

childhood, through adolescence, and into adulthood – putting aside childish things.  Even in 

adulthood we tend, in varying degrees, to continue to learn and grow.  That is one of the aspects 

and points of both of the sets of the above scenarios, though more so with respect Collins and 

Porrus (1997), and Collins (2001), than with Covey (1990 and 2001), in this author’s opinion.  

Either way, this evolution and growth in trust, ethics, and morals, as an individual or 

organization characteristic is parallel to the cognitive hierarchy progression.  

 As a youngster, new member of an organization, or even a new organization, the 

demonstration and expression of ethics and trust grows, adapts, changes, and is reinforced by and 

during the exchanges and experiences which are accumulated.  They become components of the 

learning and development: akin to the data and information sections of the cognitive hierarchy.  

This author suggests that the next two stages might be the tenets and mores that guide individuals 

and groups, organizations.  Those accumulated experiences and exchanges in the management 

leadership and military command discussion arena are routinely cited as the ‘tools within the 

toolkit’.  They are also assessment ‘devices’ for the newly encountered environments and 

circumstances.  They support the leadership ability to wait, as well as, act in an urgent manor, 
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depending on the circumstances and time horizon involved.  Yet, that supporting data and 

information is collected, distributed, and presented via the computing systems, the cyber domain, 

and electronic communications which are all subject to risk of: compromise ((loss of integrity); 

loss of authentication; corruption of the data; loss of availability; misrepresentation of sourcing; 

or, loss of non-repudiation for the transmitter; or, overall compromise of confidentiality.  That is 

essentially the loss or cracking of the Information Assurance temple pillars of Annex B Figure 

14 (Bryant, 2019), or worse, the temple foundation.  Those losses, risks are: inability to destroy; 

inability to deceive; inability to divine, establish the psychology of the opposition; loss of the 

ability to mask own intent or actions; or, denial of electronic engagement action, options. 

 Finding the path, let alone solution to the above will not simple.  Indeed, the problem is 

not simple, but quite complex, having technical, education, philosophical, as well as, social 

domains involved.  All those domains are interdependent, connected like a spider’s web, with 

varying degrees of direct and indirect connections, interactions, exchanges, and dependencies.  

Those interactions and connections are similar to those of cyber security, which can also be 

supporting and supported functions of the C2 management domain.  Thus, the solution to 

developing trust and establishing ethics is of the ‘wicked problem variety’.  One, which is only 

partly solved through a good-vs-bad, better-vs-worse assessment, without an immediate or 

ultimate testable solution, every problem starting point relates to another problem symptom (a 

chaining effect) (and others characteristics left to the reader to explore) – a problem type with 

some circular logic, math, and parameters, a thoroughly complex problem. 

 This reframing of trust for individuals, as well as for organizations, groups, raises or 

returns the discussion to not only group dynamics, but also how a group forms, grows, 

establishes its normalized expectations, along with its trust, ethics and morals, internally and 

externally.  Covey (1992) touched on it some within Principle-Centered Leadership, as did 

Collins and Porrus (1997), through their organizational research and analysis (cited above).  

Further, Atkinson and Moffet (2005) addressed this group dynamic and emergent network nature 

of interactions. (Partly visually described in their Figure 4.5, as Annex B Figure 15.) 

 Yet, there is still another approach aspect, which for some is not completely accepted, 

while for others has been proven quite successful.  It arises through some aspects of inclusion of 

different sources into group.  It also comes from the logic of looking at things from different 

points of view or frames of reference.  It also can be seen in certain aspects of how data and 

information, as well as the lack of both, are utilized within the logic derivation methods: 

deduction, abduction, induction, backward induction, critical thinking, counter functional 

thinking, and intuition.  For the purposes of this paper, at this point, the first three (deduction, 

abduction, and induction) seem to apply to the stages of the cognitive hierarchy, though the 

reader may well consider the others from prior personal experience. 

 The following section will discuss and expand on the inclusion aspect – considering 

varying points of view; prior to a caution aimed at countering bias and preconceived 

expectations; and, then the paper’s summary. 
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THE GAINS FROM A BAYESIAN PERSPECTIVE – AKA DIVERSITY 

 The prior section ended with the introduction of inclusion, and with accepting and using 

different points of view, frames of reference, and several analyses, logic application methods.  

Another current version of inclusion is diversity, which some readers may agree with, while 

others will have reservations, holding the point at arm’s length.  Historically, some are re-

discovered periodically, after having been initially introduced and accepted. 

 Take for example the events surrounding the loss (and location efforts) of the submarine 

USS SCORPION, when she failed to complete her transit to homeport.  Her lack of 

communications and arrival as expected, were the triggers which set off analyses to arrive at 

initial search locations.  There were a number of scenario story lines associated with the possible 

cause of USS SCORPION’s loss leading to search initiation datums.  Although one in particular 

applies to the determination of a search initiation area based on a different (non-traditional) 

analysis method.  The initial search areas were spread out, with searches consuming lots of time 

with nil results.  A separate, parallel analysis group using Bayesian probability analysis 

completed their process and arrived at a quite different refined search initiation location.  That 

group included a number of folks of different backgrounds and areas of expertise that were 

drawn upon, to complete the analysis assessment process, and arrive at that group’s location 

datum.  In the end, that team’s location datum, was the last one searched, which located the USS 

SCORPION within some 220 yards of the start location (Drew, et al, 1999).  (The research 

analysis even included betting derived probabilities derived from the team members’ likelihood 

bets on their scenario events sequence to derive the group’s outcome results.) 

 The analysis approach by the alternate team was an application of Bayes Theorem (See 

Annex A definition), which employs a logic progression of: if (a) -> then (b) (denoted as P(b|a)), 

with what degree of probability distribution applied, and progressing through the scenario event 

sequence.  In this instance, the approach starts with the limited known information: some 

acoustic events recorded via an underwater listening system; and a supposed sequence of events, 

applying the ‘if|then’ event tree sequence analysis and probability generation via ‘betting’.  The 

mixture of personnel, with their own expertise and knowledge backgrounds, end up tempering 

the distribution, probability allocation on the ‘then’ side of the analysis by establishing a 

community reasonableness assessment – probability, which allows for the next step in the 

‘if|then’ sequence, etc.  This is referred as a Bayesian approach, though could also be considered 

a type of critical analysis, and serves as an introduction of the grouping of positions and building 

of small world networks (ideas), into larger networks, and communities of interest or agreement. 

(Depicted in Annex B Figure 15, more fully applied in this paper later.) 

 There are two connected points about this approach which the reader may agree applies 

to assessing computer, cyber, and command mission risk.  They are the mix of the analysis team, 

personnel with differing backgrounds which helps to overcome ‘group think’ (countering bias), 

and some aspects of getting beyond linear thinking (preparation for the unexpected vice linear 

results). 

 Expanding on Bayes Theorem, this analysis philosophy has been around for quite some 

time.  For this writer, that initial introduction was via a combination of completing the Naval 
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War College, College of Continuing Education program, and activities associated with the mid-

years of this Symposium series.  The surprise was that in some respects it is almost a product of 

the ‘enlightenment’ period, like the republican, democracy, popular government ideas, which has 

spawned the ‘experiment in popular government’, call the United States.  Thomas Bayes had 

studied theology and probability, and is better known because of his work in probability.  He 

lived from the early 1700’s into the early 1760’s, those years which saw the early emergent 

occupants of the American colonies beginning their pushback against British parliament actions.  

All that said, some will say that Bayes was a contemporary of the United States’ founding 

fathers, and may well have had an impact on other writers of the time, with their classical 

education.  (Remember, when Jefferson and Adams were corresponding in their later twilight 

years, writing down thoughts and commentary about their constitutional convention experiences, 

John McCullough (2001) noted that Adams had studied Thucydides in the original Greek, and 

others classical sources in French or Latin, not English.  Thus, possibly demonstrating a deeper 

education, possibly along the lines of that broad, classical knowledge spectrum outlined by 

Thomas Hobbes (1651, 1985), within Leviathan (See Annex B Figure 16).  (Note that Hobbes’ 

book is infused with his thoughts of what can prevent the emergence of society via the negative 

aspects of a particular style of social contract between the rulers/leaders and the population.) 

 That Annex B Figure 16 is a quite early and thorough index of the categories, areas of 

knowledge, during the time of Bayes, Jefferson, Adams, and many others.  That knowledge was 

broad-based for the educated, providing a large amount of data and information to be drawn 

upon – a toolkit from which to make selections.  With that basis, the educated, informed 

individuals could reflect on the information received, draw upon points of view through 

reflection, to arrive at a semblance of informed knowledge and understanding.  (Once again back 

to that cognitive hierarchy.)  As demonstrated via the USS SCORPIAN summary above (Drew, 

et al (1999)), the strength of a solution arises from the mixture and breadth of experiences and 

tool kit components contributed by the team members, group working together.  Working on a 

task, problem, or mission to arrive at a solution, results, or outcome, which most likely will have 

utility as another input or initial condition.  (Boy, does that sound like life, or a wicked math 

problem, situation.) 

 Missions and tasks (whether military or non-military) take teams of personnel, who are 

under leadership and management direction.  When the team, group has a mixture of skills, 

experiences, and backgrounds, they are considered diverse.  Diversity, as a characteristic, helps 

to overcome groupthink, linear think, and other similar blinders, biases, and will be discussed in 

the next section as opportunities for improved task, problem solution, or mission completion. 

 To set up portions of the paper’s last section, the author is introducing several images 

related to the UJTL of Annex B Figure 10, and the ‘security’ documents of Annex B Figure 9. 

 The UJTL displays four levels, the security related documents are presented at three level 

initially.  A possible general framework for their larger detailed display shown in Annex B 

Figure 17, as a ‘nested’ set of arches (sort of like a high Roman viaduct structure) where the 

higher levels are ‘supported’ by the lower levels.  Adding the security related documents (and 

sub-organizations) can produce the two-column linked flow-down of Annex B Figure 18, to get 
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through executive branch organizations.   Those organizations tasks and objectives must be 

accomplished in another version of balanced triangle or tripod.  The balance points as displayed 

in Annex B Figure 19, are an organization’s ‘ways, means, and goals.  The accompanying quote 

(while a bit circular) is worth keeping in mind as explanatory commentary, along with these 

three figures for the last part of this paper. 

 Also discussed in the next section will be the initial linkages from prior sections to the 

final section challenges to solutions and missions, option(s) for mitigation, bypassing, or 

completely beating the challenges and constraints to achieving solutions and missions under 

acceptable risk conditions.  The ‘final’ component being foreshadowed is the ‘So What’ factor or 

factors of this author’s paper and linkage discussion to the CCRP, ICCRTS, IC2N community of 

members, participants, and communities. 

BEATING THE HOUSE – OVERCOMING BIASES AND PRECONCEPTIONS 

 One of the challenges within any group or organizations, whether a bridge club, a gang, a 

community, a neighborhood, a company, a state . . . (you get the idea . . .), is that there needs to 

be some mechanism for establishing the group position.  That is not to say that the group position 

is monolithic, carved in stone, and seemingly immutable. 

 Some might say that British Lord Palmerston (via Thinkexist.com, 2019) may have come 

the closest to a group position with little aspect of change.  He is quoted as saying: “Nations have 

no permanent friends or allies, they only have permanent interests.”  This also establishes a type 

of wicked problem for getting at the ‘non-shifting’ interest.  As an example, the particular 

interest or hierarchy of interests, must still be socialized and accepted ‘among’ the community; 

thus establishing it to be used in making ‘collective framework’ assessments of information with 

available knowledge, along with taking individual and collective actions. 

 Currently, the group positions of some rather large groups, containing multiple and quite 

diverse and complexly interacting groups, are in a state of flux.  Some of those included groups 

are represented by the community members interacting via these CCRP/ICCRTS/IC2N symposia 

for growth in knowledge and understanding. 

 With this introduction, it is appropriate to move beyond the symposia community 

developed and much discussed and researched C2 decision space cube, and introduce and discuss 

some points, which readers may or may not accept.  More importantly, it may get the discussion 

going, or stir an obstructing door to be opened, to reveal an opportune new vista or point of view 

for exploration and discovery.  This is along the lines of being open to suggestions, different 

points of view, or even von Clausewitz’ (1989, by Howard and Pare) paraphrased point of ‘being 

ready to grasp the emergent opportunity, while attempting to operate and execute in the fog of 

the situation and flow of events’. 

 As a counterpoint this author presents and offers the awareness aspect of likely pitfalls 

associated with preconception and/or bias from an individual or group perspective.  Two authors’ 

(previously mentioned) relatively recent published ideas on this point are Rosling, et al (2018) 

and Göke (2017) – offering research and discussions of types and varieties of bias and 

preconceptions.  These two authors seem to say the same things with some of their points, 
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though in different terms, and with different terms of reference (their points are presented in 

Annex B Figure 20).  This is an important point, for just like the betting on likely outcomes 

utilized to find the USS SCORPION, it took the spread of backgrounds and perspectives, along 

with not following linear bias or perceptions (a willingness to embrace different ideas – diversity 

and inclusivity), to arrive at the collective, group position/perspective. 

 Stated differently, via a diverse team, group and discussing through the points, 

information, and data, a stronger common position can be realized.  A common position which 

will be better than any position developed in isolation, individually.  The truly difficult point of 

this process is the sheer magnitude of the discussion interactions that are needed to establish that 

team, group position as the size and membership of that associated grouping increases.  (The 

scale of interactions is generally based on the factorial number of the individuals involved.) 

 This is where the scaling of the ‘small world networks’ of Atkinson and Moffet (2005), 

as depicted in Annex B Figure 15 (cited earlier) comes into play.  With respect to this paper’s 

earlier discussion of trust, this set of interactions, let alone the data and information being 

assessed for trustworthiness and analyses, becomes a wicked problem and situation!  Indeed, a 

truly wicked problem, worthy of multiple data input and cyber system assessments – also 

requiring an established trust factor for the interactions.  (Maybe trust should be a ‘domain’ 

characteristic worthy of greater discussion, research, and efforts.)  Thus, trust might be treated as 

being fractal in nature, which like chaos theory, could lend itself to being ‘bounded’ and having a 

realist framework structure for assessment, mental modelling, and further development 

opportunities.  (This author leaves that discussion to others to research and report upon, maybe 

even to find an even better model through a diverse team assessment and discussion approach 

parallel to the community developed Experimental Laboratory for Investigating Collaboration, 

Information-sharing, and Trust (ELICIT) tool utilized for further research.) 

 So when considering the contributions of group, organization diversity, Bayes theorem 

application potential benefits via judicious computer support, and ‘awareness’ of preconception 

and or bias traps, could produce better collected results that individual efforts.  This paper’s next 

and final section will extend from these supporting options, to suggest future solutions to the 

trust concern, the cyber related risks, and including some group, organization observations. 

SUMMARY – CHALLENGES, OPTIONS, SO WHAT! 

 As posed by this paper’s title and the section expanding on that question, there are a 

number of inter-connected, wicked problem connections that make finding or arriving at a 

solution, a sequence of repeated solution cycles.  Those cycles can be seen as: Boyd’s (2012a 

and 2012b) OODA loop, Deming’s PDCA (2012a and 2012b) cycle, or even the Naval War 

College strategic planning, execution cycle (NSDM, 1994)(Annex B Figure 12).  Each of them 

offer differing perspectives on the processing approach, much like Graham Allison’s (1971) 

National Strategic analysis regimes: rational actor; policy, bureaucratic; and, Individual, 

Personality framework models.  All these types could be utilized toward efforts to balance the 

cyber risks (direct and indirect) to C2/management, and the ways, means, and goals of missions 

and tasks assigned and executed. 
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 As stated and implied earlier in this paper, the models, computer/cyber systems, and the 

data, information flows represent methods which allow groups, organizations to organize and 

become aligned, supported by establishing trust at many levels (emotional and physical security) 

for all the levels of interactions.  The same applies with the execution or management of 

missions, tasks, and jobs, for commanders and leaders, managers.  It is through productive, step-

by-step interactions that individuals, groups, and organizations can shift from the ‘us-vs-them’ 

interactions and perspective, to the ‘we’ perspective.  A particular challenge in that process is 

how the individual, group, and organization identifies and ranks the common positions and 

objectives, collectively and individually, to be ranked in an acceptable hierarchy formulation. 

 For the reader, it may seem a bit ‘in your face’ that the application of Bayes theorem and 

Bayesian techniques will offer some solution or solution path (like the NSDM (1994) strategic 

planning model of Annex B Figure 12).  Yet if there is strength to be found in a diverse and 

inclusive set of ideas, perspectives, and participants – one can rightly ask ‘Why don’t we hear 

more about its application and resulting successes?’  That is truly an appropriate question, whose 

response is in methods to achieve those agreements must be achieved as a wicked problem 

process effort, requiring a different approach – likely repetitive cycles, a collective diverse 

background approach, and beyond the scope of this current paper.  Though again, the trust, 

ethics, and morals, as well as, the extensive interactions must be established at some point, to 

bring the individuals (groups) together and to work through the Tuckman (1995 and 2001) 

forming, storming, norming, and performing (FSNP) framework at individual, group, and 

organization levels.  It takes an agile approach by the individuals involved, as well as the groups 

and organizations to which they belong to realize any success and progress. 

 Even the Bayesian approach would require overcoming preconceptions and bias, which 

may be and likely will be brought to the interactions by the individuals, groups, and 

organizations involved.  (Gee, a wicked problem to solve.  Maybe there is a research opportunity 

here to determine the wicked problem set in a hierarchy, nested sense?) 

 The fundamental set of options to these summarized challenges, opportunities could be 

the traditional three choices: no action (a status quo approach); an extreme difficult and 

aggressive take action path (likely leading to the paralysis lock-in due to the difficulties); or, at 

least to start with some action path (might be a Goldilocks- ‘it’s just right approach’) toward 

collective agreements.  Most choices, paths have their costs, as well as, hopefully a level of 

return on investment that encourages action and continued progress.  The data and information 

associated with monitoring the ‘path’ would be challenging due to the trust factor, as would the 

socializing what the data and information could imply and deliver understanding and knowledge 

amongst the individuals, groups, organizations going through their interacting while being 

monitored.  This could be a way for the ‘trust, ethics, and morals’ to be progressed through the 

group, organization, and member interactions.  The author here suggests a new three-legged 

stool: Trust, Ethics, and Morals, in a balance that supports the data, information, and computer, 

cyber systems to gain and improve understanding and knowledge.  To achieve that balance, the 

cautionary perspectives of Rosling, et al (2018) and Göke (2017) are needed, as well as, the 

inclusion and diversity to get Bayesian style assessments completed, to socialize and 
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communicate those assessment to the members, groups, organizations, for further progress 

toward any common future state or condition. 

 The end result is not only a new three legged stool, but a proposed visualization based on 

the Scholl’s (1196) tortured, iron triangle (Annex B Figure 13), to arrive at a nested set of 

triangles within triangles built from von Clausewitz’ (1989, by Howard and Pare) government, 

armed forces, people/population around Grand Strategy – Nature of War triangle.  The adding a 

trust-information; ethics-data, and morality-cyber, computer systems (TEM) triangle.  Potentially 

enabling the achievement of a collective intuitive processing for knowledge and understanding 

(IKU) triangle, as an apex triangle.  These three depictions are enclosed by the ways, means, and 

goals triangle, collectively seen in Annex B Figure 21, and below. 

 The author suggests the following challenges, opportunities, courses of actions (synopsis 

version in Annex B Figure 22): 

-Initiate or continue the individual 

and group interactions, which can 

develop the community position and 

understanding related to trust, 

ethics, and morals; which support 

collective normative positions, and 

allow acceptance delegation and 

actions and risk mitigation through 

group members’ actions. 

-Expand education agendas to a 

more ‘liberal arts’ approach, beyond 

just specialization, toward the 

spectrum and knowledge presented 

by Hobbes (1651, 1985).  

Facilitating movement toward well-

rounded, wholly educated 

individuals and group populations. 

-Continuously assess, weigh, and 

trade off the flow of ways, means, 

and goals toward achievement of the 

greatest common good, vice only narrower group or shorter-term expectations and objectives – 

the larger and longer-term expansive view.  All for the largest, majority of individuals and 

groups in the largest grouping and longest time horizon. 

-Work and develop an improved ELICIT tool, modify the current tool, as a direct contribution 

tool of the CCRP/ICCRTS/IC2I community, for exploring the TEM-IKU factors discussed and 

partly explored within this paper.} 

All with the intent for increased discussion within diverse and inclusive groups, 

communities of individuals at the many levels of organizations and groups.  If there is no 

Annex B Figure 21 
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discussion or interaction there is a greatly reduced opportunity for cross pollination, transfer of 

ides, sharing of uniting desires, and likely lower expectations for improvements and solutions.  

We could truly become a population occupying the ‘House for the Feeble-minded’ (Asimov, 

Profession, 1957); as opposed to the story’s quite small, very selected community of individuals 

within the ‘institute’ being the only source of great solutions for the population. 

 

‘Disclaimer’ – The opinions, conclusions, and recommendations, expressed or implied are those of the 

author.  They do not reflect the views of the Command and Control Research Program, DoD, U.S. Navy, 

Naval Sea Systems Command, or Program Executive Office for Integrated Warfare Systems. The author 

likewise assumes responsibility for any errors in this work. 
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Annex A 

  

Definition of cyber (Entry 1 of 2) 

: of, relating to, or involving computers or computer networks (such as the Internet) the cyber 

marketplace  

cyber- 

combining form  

Definition of cyber- (Entry 2 of 2) 

: computer : computer network cyberspace  

Accessed at https://www.merriam-webster.com/dictionary/cyber on 20 February 2019 

Definition of cybersecurity 

: measures taken to protect a computer or computer system (as on the Internet) against 

unauthorized access or attack  

Accessed at https://www.merriam-webster.com/dictionary/cybersecurity on 20 February 2019 

Definition of security 

1: the quality or state of being secure: such as  

   a: freedom from danger : safety  

   b: freedom from fear or anxiety  

   c: freedom from the prospect of being laid off job security  

2 a: something given, deposited, or pledged to make certain the fulfillment of an obligation  

   b: surety  

3: an instrument of investment in the form of a document (such as a stock certificate or bond) 

providing evidence of its ownership  

4 a: something that secures : protection  

   b (1): measures taken to guard against espionage or sabotage, crime, attack, or escape  

      (2): an organization or department whose task is security 

Accessed at https://www.merriam-webster.com/dictionary/security on 20 February 2019 

Definition of trust (Entry 1 of 2) 

1 a: assured reliance on the character, ability, strength, or truth of someone or something  

   b: one in which confidence is placed  

2 a: dependence on something future or contingent : hope  

   b: reliance on future payment for property (such as merchandise) delivered : credit bought 

furniture on trust  

3 a: a property interest held by one person for the benefit of another  

   b: a combination of firms or corporations formed by a legal agreement especially : one that 

reduces or threatens to reduce competition  

4 a: care, custody the child committed to her trust  

   b (1): a charge or duty imposed in faith or confidence or as a condition of some relationship  

       (2): something committed or entrusted to one to be used or cared for in the interest of 

another  

   c: responsible charge or office  

https://www.merriam-webster.com/dictionary/combining%20form
https://www.merriam-webster.com/dictionary/cyber
https://www.merriam-webster.com/dictionary/cybersecurity
https://www.merriam-webster.com/dictionary/secure
https://www.merriam-webster.com/dictionary/safety
https://www.merriam-webster.com/dictionary/surety
https://www.merriam-webster.com/dictionary/secures
https://www.merriam-webster.com/dictionary/protection
https://www.merriam-webster.com/dictionary/security
https://www.merriam-webster.com/dictionary/assured#h1
https://www.merriam-webster.com/dictionary/contingent#h1
https://www.merriam-webster.com/dictionary/hope
https://www.merriam-webster.com/dictionary/credit
https://www.merriam-webster.com/dictionary/interest#h1
https://www.merriam-webster.com/dictionary/care
https://www.merriam-webster.com/dictionary/custody
https://www.merriam-webster.com/dictionary/charge#h1
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5 archaic: trustworthiness  

in trust  

: in the care or possession of a trustee  

trust 

verb  

trusted; trusting; trusts  

Definition of trust (Entry 2 of 2) 

transitive verb 

1 a: to rely on the truthfulness or accuracy of : believe trust a rumor  

   b: to place confidence in : rely on a friend you can trust  

   c: to hope or expect confidently trusts that the problem will be resolved soon  

2 a: to commit or place in one's care or keeping : entrust  

   b: to permit to stay or go or to do something without fear or misgiving  

3 : to extend credit to  

intransitive verb 

1 a: to place confidence : depend trust in Godtrust to luck  

   b: to be confident : hope  

2: to sell or deliver on credit  

Accessed at https://www.merriam-webster.com/dictionary/trust on 20 February 2019 

Definition of Bayesian 

: being, relating to, or involving statistical methods that assign probabilities or distributions to 

events (such as rain tomorrow) or parameters (such as a population mean) based on experience 

or best guesses before experimentation and data collection and that apply Bayes' theorem to 

revise the probabilities and distributions after obtaining experimental data  

First Known Use of Bayesian 

1950, in the meaning defined above 

Accessed at https://www.merriam-webster.com/dictionary/Bayesian on 20 February 2019 

Definition of Bayes' theorem 

: a theorem about conditional probabilities: the probability that an event A occurs given that 

another event B has already occurred is equal to the probability that the event B occurs given that 

A has already occurred multiplied by the probability of occurrence of event A and divided by the 

probability of occurrence of event B  

(variants: or less commonly Bayes theorem or less commonly Bayes's theorem) 

Accessed at https://www.merriam-webster.com/dictionary/Bayes’ theorem on 20 February 2019 

Definition of ethic 

1 ethics plural in form but singular or plural in construction : the discipline dealing with what is 

good and bad and with moral duty and obligation  

2 a: a set of moral principles : a theory or system of moral values the present-day materialistic 

ethican old-fashioned work ethic—often used in plural but singular or plural in construction an 

elaborate ethics Christian ethics  

https://www.merriam-webster.com/dictionary/trustworthiness
https://www.merriam-webster.com/dictionary/trustee
https://www.merriam-webster.com/dictionary/verb
https://www.merriam-webster.com/dictionary/transitive
https://www.merriam-webster.com/dictionary/believe
https://www.merriam-webster.com/dictionary/entrust
https://www.merriam-webster.com/dictionary/misgiving
https://www.merriam-webster.com/dictionary/intransitive
https://www.merriam-webster.com/dictionary/confidence#h1
https://www.merriam-webster.com/dictionary/depend
https://www.merriam-webster.com/dictionary/hope
https://www.merriam-webster.com/dictionary/deliver
https://www.merriam-webster.com/dictionary/trust
https://www.merriam-webster.com/dictionary/Bayesian#h1
https://www.merriam-webster.com/dictionary/Bayesian
https://www.merriam-webster.com/dictionary/Bayes'%20theorem
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   b ethics plural in form but singular or plural in construction : the principles of conduct 

governing an individual or a group professional ethics  

   c: a guiding philosophy  

   d: a consciousness of moral importance forge a conservation ethic  

3 ethics plural: a set of moral issues or aspects (such as rightness) debated the ethics of human 

cloning 

Accessed at https://www.merriam-webster.com/dictionary/ethic on 20 February 2019 

Definition of cybernetics 

: the science of communication and control theory that is concerned especially with the 

comparative study of automatic control systems (such as the nervous system and brain and 

mechanical-electrical communication systems)  

Accessed at https://www.merriam-webster.com/dictionary/cybernetics on 20 February 2019 

Definition of information technology 

: the technology involving the development, maintenance, and use of computer systems, 

software, and networks for the processing and distribution of data 

Accessed at https://www.merriam-webster.com/dictionary/information technology on 20 

February 2019 

Definition of mission 

1 obsolete: the act or an instance of sending  

2 a: a ministry commissioned by a religious organization to propagate (see propagate sense 3b) 

its faith or carry on humanitarian work organized a mission to the heathen natives  

   b: assignment to or work in a field of missionary enterprise  

   c (1): a mission establishment  

      (2): a local church or parish dependent on a larger religious organization for direction or 

financial support Spanish missions in California  

   d missions plural: organized missionary work  

   e: a course of sermons and services given to convert the unchurched or quicken Christian faith 

a preaching mission  

3 a: body of persons sent to perform a service or carry on an activity: such as  

   a: a group sent to a foreign country to conduct diplomatic or political negotiations a member of 

a trade mission  

   b: a permanent embassy or legation  

   c a team of specialists or cultural leaders sent to a foreign country served on a mission to 

improve agricultural methods  

4 a: a specific task with which a person or a group is charged Their mission was to help victims 

of the disaster.  

   b (1): a definite military, naval, or aerospace task a bombing missiona space mission  

       (2) : a flight operation of an aircraft or spacecraft in the performance of a mission a mission 

to Mars  

https://www.merriam-webster.com/dictionary/ethic
https://www.merriam-webster.com/dictionary/cybernetics
https://www.merriam-webster.com/dictionary/information%20technology
https://www.merriam-webster.com/dictionary/propagate
https://www.merriam-webster.com/dictionary/missionary
https://www.merriam-webster.com/dictionary/embassy
https://www.merriam-webster.com/dictionary/legation
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   c: a preestablished and often self-imposed objective or purpose statement of the company's 

mission  

5: calling, vocation Her mission was to be a teacher. 

Accessed at https://www.merriam-webster.com/dictionary/mission on 16 March 2019 
 

  

https://www.merriam-webster.com/dictionary/calling
https://www.merriam-webster.com/dictionary/vocation
https://www.merriam-webster.com/dictionary/mission


2019 -  24rd International Command and Control Research and Technology Symposium  

‘Managing Cyber Risk to Mission’ 

IC2I – Johns Hopkins University Applied Physics Laboratory (JHUAPL) – Laurel, MD – October 29-31, 2019 

 

Distribution Statement A - 08 Aug 2019 
 29 
  
 

Annex B 
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information exchanges in 

trade (either denial or ex-

ploitation) as an instru-

ment of state policy.

Cyberwar

The use of informa-

tion systems against 

the virtual personas of 

individuals or groups.

Hackerwar
The use of techniques, not-

ably bad software, to destroy, 

degrade, exploit, or compro-

Mise information systems 

both military and civilian.

Make it
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Military
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EIW Assessment:  Few

countries are so information

independent that any  block-

ade would affect them.  As for 

techno-imperiIalism, trade is 

not war.

Cyber Assessment:  No one’s computer systems (not 

even the U.S.) are even close to the point where these 

forms of information warfare can be realized.  They may 

never evolve in that direction.

Hackerwar Assessment:  Virtual systems 

can be secured against hacker attack with 

greater confidence than physical systems 

can be secured against violence.  Tools 

include authentication systems, firewalls, 

PKE, the restriction to messages to parsable

code, and the restriction of superuser status 

to secured terminals.

Psywar Assessment:  The messages of 

psychological warfare necessarily reflect 

what societies believe.  The media, though, 

are evolving quickly in the direction of ma-

crocasting (e.g., via satellite, CNN, Internet), 

and microcasting (direct-mail, me-TV).
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Cryptography
EW Assessment: Although the contest between bit senders and bit 

blockers gets more sophisticated on each side, new technologies 

(multi-static radios, digital signal processing, spread-spectrum, public 

key encryption and authentication) favor the bits getting through –

unintercepted, as well as without spoofing.

Derived from Source: Libicki, Martin C., What Is Information Warfare?.  National Defense University, Institute for National Strategic Studies, Strategic Forum, No. 28, 

May 1995.  Accessed 06 Dec 2018 from https://archive.groovy.net/misc/lib/security/inss/forum28.html Statement A: Approved for Public Release  

Figure 2 - The World of Information Warfare 
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Derived from Source: Kuehl, D. Joint Information Warfare.  National Defense University, Institute for National Strategic Studies, Strategic Forum 

Number 105, March 1997: Figure SIWS - 96-96-25 Statement A: Approved for Public Release  

Figure 3 - Information Warfare Map - US Military Services 

IW Map (2)
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Figure 4 - Information Warfare Map - US Department of Defense (DOD) 
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Figure 5 - Information Warfare Map - US Government 

IW Map (4)
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Derived from Source: Kuehl, D. Joint Information Warfare.  National Defense University, Institute for National Strategic Studies, Strategic Forum 

Number 105, March 1997: Figure SIWS - 96-96-28
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Figure 6 - Information Warfare - National 
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Figure 7 - The Cognitive Hierarchy 
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Figure 8 - A Spectrum of Leadership/Management Environments/Styles 
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Services

Top Level ‘Line-of-Sight’

• Champion Aspirations for human dignity

• Strengthen alliances to defeat global  

terrorism and work to prevent attacks on the 

United States and our allies

• Work with others to defuse regional conflicts

• Prevent our enemies from threatening the 

United States, our allies, and our friends with 

WMD

• Expand the circle of dvelopment by opening 

societies and building the infrastructure of 

democracy

• Develop agendas for cooperative action with 

other main centers of global power

• Ignite a new era of global economic growth 

through free markets and free trade

• Transform America’s national security 

institutions to meet the challenges and 

opportunities of the 21st century

National Security

Strategy

Strategic Objectives

• Secure the United States from direct 

attack

• Secure strategic access and retain 

global freedom of action

• Strengthen alliances and partnerships

• Establish favorable security conditions

How We Accomplish Our Objective

• Assure allies and friends

• Dissuade future military competition

• Deter threats and coercion against US 

interests

• If deterrence fails, decisively defeat 

any adversary

Implementation Guidelines

• Active, layered defense

• Continuous transformation

• Capabilities-based approach

• Managing risks

National Defense

Strategy

Objectives of the Military

• Protect the United States 

against attacks and aggression

• Prevent conflict and surprise 

attacks

• Prevail against adversaries

- In support of objectives of the 

2004 NDS the armed Forces 

conduct military activities 

globally to carry out the three 

mission points.

National Military

Strategy
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Figure 9 - Top Level 'Line-of-Sight' - NSS - NDS – NMS 
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Figure 10 - All of Government Line-of-Sight 
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Figure 11 - The Joint Unified Task List Hierarchy 
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Figure 12 - Framework for Strategic Planning 
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Figure 13 - The Tortured / Iron Triangle 
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Figure 14 - Information Assurance Components Temple 
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NETWORK TYPES – ANOTHER VIEW

SOURCE: “THE AGILE ORGANIZATION”. ATKINSON & MOFFAT, CCRP, 2005, Fig 4.5, p. 113. Statement A: Approved for Public Release  

Figure 15 - Coalescing Group, Networks, and Normalized Positions 
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Figure 16 - A Broad Basis for Knowledge Background Sourcing 
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Figure 17 - Strategic Through Tactical Framework Visualized 
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Figure 18 - Strategies Distilled - Strategic to 'Desk' 
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The Need for
Alignment and Balance

Walter Lippmann's formulation:

• "Without the controlling 
principle that the nation 
must maintain its 
objectives and its power in 
equilibrium, its purposes
within its means and its 
means equal to its 
purposes, its commitments
related to its resources and 
its resources adequate to 
its commitments, it is 
impossible to think at all 
about foreign affairs.”

Harries & Switzer discussed that some leaders truly get the importance of alignment and 
balance.

Statement A: Approved for Public ReleaseSource: Harries & Switzer, “Leading from Behind: Third Time a Charm?”, American Interest, May/June 2013.  

Figure 19 – alignment and Balance - Ways-Means-Goals - A Stool 
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Figure 20 - Countering Bias/Expectations – Two Sets/Frameworks 
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Figure 21 - From Triangle Stool to Pyramid - Clausewitz to Intuitive-Knowledge-Understanding 
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Challenges, Opportunities, 
Courses of Actions

• Initiate/continue the individual and group 
interactions – consensus position ranking

• Expand education agendas – enhanced 
‘liberal arts’ – expanded knowledge spectrum

• Continuously assess, weigh, and trade off 

• ways, means, and goals

• long view, largest group

• Modify, Enhance ELICIT for Trust, Ethics, and 
Morals (TEM) Research

• Intuitive Knowledge Understanding
Statement A: Approved for Public Release  

Figure 22 - Recommendations - Challenges, Opportunities, Courses of Action 


