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Abstract. Information and information related capabilities (IRC) play an increasingly critical role in the 

planning and conduct of military operations. The incorporation of information related capabilities into full 

spectrum targeting processes are discussed in this paper through the analysis of a series of joint, non-

munitions-based experiments. The experiments, based on a real world scenario utilizing current data, are 

used to support the targeting cycle activities. This paper will describe the targeting (objective, effects, tasks) 

activities and report on IRC: capability gaps, decision support requirements, Collateral Effects Estimation 

(CEE) and lessons identified across the strategic, operational and tactical levels. Aspects of information 

composition and sharing, shared understanding, trust, decision making, risk and assessment associated with 

the planning and employment of information related capabilities will be presented.  
 

 

1. INTRODUCTION 
 
Information and Information Related Capabilities (IRCs) play an increasingly critical role in the planning 

and conduct of military operations. This paper describes insights respecting the incorporation of IRCs 

within the Joint Non-Munitions Effects Experiment 3 (JNEX-3), being conducted from April through fall 

2019. JNEX-3 is intended to support the Canadian Armed Forces (CAF) Full Spectrum, Joint Targeting 

Capability development through a series of experiments conducted by the Canadian Joint Warfare Centre 

(CJWC) to support: doctrine capability and force development activities, and support operations. The 

experiments, based on a real world scenario utilizing current data, are used to support the targeting cycle 

activities. 

 

This paper will describe the background, the JNEX-3 experiment and associated targeting (objective, 

effects, tasks) activities and report on IRCs: capability gaps, decision support requirements, considerations 

for Collateral Effects Estimation (CEE) and lessons identified across the strategic, operational and tactical 

levels within the Joint Targeting Cycle.  

 

2. BACKGROUND 
 
Canada’s Defence Policy, Strong, Secure, Engaged (released June 2017) expressed the requirement for 

Joint Capabilities that facilitate enhanced command and control of the CAF to anticipate, adapt and act in 

response to Government of Canada (GoC) priorities. Central to command and control decision support is 

the Joint Targeting Cycle to prepare for, plan and conduct operations within the future security environment. 

mailto:david.connell@forces.gc.ca


Future operations will require the CAF to increasingly focus on the information environment1 and its 

physical, virtual and social domains. Developments in the information environment, especially related to 

social media, have the potential to shape and influence audiences remotely and anonymously. Information 

IRCs will therefore play an increasingly critical role in the planning and conduct of military operations. In 

response to these factors, the Chief of the Defence Staff (CDS) directed the development of a sustained 

capability and competency in Full Spectrum Targeting. 

 

The JNEX series of experiments were designed to explore the operational issues associated with integrating 

emergent CAF Non-munitions capabilities into the CAF Joint Targeting Enterprise. JNEX-1 explored the 

integration of Electronic Warfare (EW) capabilities; JNEX-2 explored Cyber capabilities; and JNEX-3 aims 

to incorporate IRCs into the Joint Targeting Cycle to integrate Information Operations (IO) capabilities 

while concurrently uncovering capability gaps, identifying points for improvement and highlighting 

opportunities for near-term development to holistically enable the desired Full Spectrum Joint Targeting 

capability [1]. This experimentation series is sponsored by Canadian Joint Operations Command and 

Defence Research and Development Canada, supported and executed by CJWC. 

 

JNEX-3 uses current strategic guidance and real-world data as the planning context to analyze gaps in the 

CAF strategic planning model that provides strategic guidance for Joint Targeting and specifically for IO 

planning and employment. This linkage with the real-world planning effort fosters best practices in strategic 

guidance and organizational relationships, enhances refined input and output products for decision making, 

that serve as the start point for Target Development in support of operations. This experiment is essential 

for the delivery of cohesive, multi-domain, Full Spectrum (with a focus on IRCs) strategic effects in support 

of national objectives.  

 

During JNEX-3, Subject Matter Experts (SMEs) worked directly with key targeting staff and organizations 

to develop the Joint level targeting framework (Objectives, Effects, Tasks) for operations in the Information 

Environment (IE). JNEX-3 incorporates robust collaboration with key strategic effects staffs (including 

Whole of Government) through a deliberate, iterative and sequenced series of events designed to focus on 

the required inputs and outputs for each step of the Joint targeting process cycle (Figure 1). Rather than a 

hypothesis experiment, this hands-on, “Advise & Assist” approach is intended to facilitate the establishment 

of a Strategic Targeting process enabling the creation of relevant Targeting Cycle documentation and 

validating and refining the process.2 

 

The direct benefits of this JNEX-3 engagement include the creation of exemplar processes and products 

and an organizational culture for conducting full spectrum targeting within the strategic planning cycle. 

This ensures that the CAF Joint Targeting Capability is guided by a rigorous strategic planning direction to 

confront current competitors, and is transferable to other adversarial contexts. 

 

 

                                                 
1 The Information Environment is comprised of the information itself, the individuals, organisations and systems that 

receive, process and convey the information, and the cognitive, virtual and physical domains in which this occurs. 
2 The experiment scenario is based on OP Reassurance, (NATO eFP mission based in Latvia) and uses the extant CDS 

guidance as a baseline. 



 
Figure 1: Joint Targeting Process Cycle for JNEX-3 

 

 

3. JNEX-3 EXPERIMENT OVERVIEW 
 

3.1 Objectives 
 

The JNEX-3 approach segregated the Joint Targeting Cycle into blocks to reduce complexity and variation. 

The first experiment activity, VOLTA Mar, (depicted in Figure 1) was a discovery experiment to set the 

strategic conditions for IO deployment through establishment of strategic guidance to initiate the Joint 

Targeting Cycle and the use of real-world data as the planning context for JNEX-3.  

 

JNEX-3 experiment activities A, B, and C stepped sequentially through the Targeting Cycle and provided 

inputs and outputs intended to integrate IRCs within the CAF Joint Targeting Cycle to focus staff activities 

to achieve predictable and measurable mission effects, enhance the effectiveness of CAF IRC campaigns; 

and to identify capability gaps in the targeting processes. The objectives of JNEX-3 were to: 

 

a. Contribute to improved decision making and operational effectiveness;  

b. Develop experience with IRC integration; 

c. Contribute to improved Information Environment understanding in support of strategic planning 

processes and interdepartmental communications; and, 

d. Contribute to doctrine, targeting directives and a framework for full spectrum operations. 

 

3.2 Experiment Background  
 
The JNEX-3 scenario is set in the context of the Russian Grey Zone actions, short of conflict but 

characterized as competition within the IE. Within the JNEX-3 scenario, Russia has staged a subversive 



disinformation campaign in the Baltics, aimed at influencing Russian minorities. The Russian concept, 

called Informatsionnoye protivoborstvo (IPb), is a whole-of-government approach that blends conventional 

military and non-conventional means. Different from information operations, Russian IPb is based on large-

scale intelligence collection, and includes diplomacy, cyber, electronic warfare, coercion, foreign media 

influence, foreign-government bribery, and other malign means. Russia generally applies IPb in pursuit of 

its strategic interests, which in this case is protecting national security and the regime. 

 

The IE is more extensive, complicated and complex than ever before and is characterised by the four V’s 

of big data: volume (scale of data), variety (forms of data), Velocity (analysis of streaming data), and 

veracity (uncertainty of data) [2]. The rate of change is continuous and accelerating within and across these 

IE characteristics, as well as associated information technologies. The impacts of these changes increase 

the potential and challenges associated with operating within the IE; and should be considered as being at 

the slowest rate(s) that they will ever be. This trend compels militaries to develop IRC in order to defend 

and operate within the competitive IE. 

 

The Full-Spectrum Approach is defined in [3] as: Full-spectrum targeting (FSpecT) is a holistic approach; 

reviewing targets of all types together and apportioning action (munitions-based or non-munitions-based) 

in conjunction with the campaign information strategy, and in accordance with desired behavioural 

objectives. FSpecT therefore looks to support a top-down targeting methodology, with close linkages to the 

plan at all levels, and able to be audited at any stage by reference to the strategic intent. By seeking to blend 

a range of targeted effects, FSpecT aims to provide a range of options and effects, avoiding duplication of 

effort and ‘effects fratricide’, and ensure that the right targets are prosecuted in the right order, at the right 

time by the right capability; coherent with the wider context and direction. It recognizes that lethal 

prosecution will always have a specific influence effect, and that other capabilities can deliver both physical 

and psycho-cognitive effects, either directly, or as enablers. 

 

3.3 JNEX-3 Targeting Principles 
 
Canadian Joint Targeting Doctrine [4, 5] outlines several key principles of targeting. The following 

principles are important to this paper and the JNEX-3 experiment observations and insights. 

 

i. Focused via strategic guidance and targeting directives to efficiently achieve the commander’s 

objectives through target engagement within the parameters set by the relevant concept of 

operations, the operational limitations within the plan and orders, the Rules of Engagement 

(ROE), and the law of armed conflict (LOAC). 

ii. Legitimate. All legal obligations, both domestic and international must be understood and met. 

iii. Effects-based. An effects-based approach emphasises identification of the fullest possible 

range of targeting options to create desired effects supporting the commander’s objectives. 

iv. Systematic. The joint targeting cycle (JTC) is designed to create effects through a rational and 

iterative process that methodically analyzes, prioritizes and assigns assets against targets in a 

systematic manner. 

 

An effect is the consequence of an action. Planning effects consist of taking advantage of a full range of 

outcomes or consequences resulting from specific actions or activities, affecting both the physical and 

psycho-cognitive domain. Actions and their consequences affect both domains, achieved through fires, 

influence or both. Effects-based targeting and a full-spectrum approach improve the CAF’s ability to affect 

an adversary’s behavior and/or capabilities, and to achieve the desired national-strategic and military-

strategic end states. This approach focuses on planning and delivering an effect rather than organizing 

activities, and considers the whole operational environment. It requires that individuals at all levels have an 



understanding of the context in which they are operating and an awareness of the consequences of all 

actions, be they their own, the adversary’s, other stakeholders or environmental factors. 

 

Targeting is a process that supports the planning and conduct of operations by identifying the desired effects 

to be achieved that support the mission, objectives and end state. The ability to develop a wide range of 

targeting options depends on a detailed understanding of the adversary, targeting stakeholders, and desired 

own force operational capabilities and objectives. This requires access to relevant, timely, and accurate 

information and intelligence. 

 

IO effects are the end result of interacting (targeting missions, operations and tasks) with the information 

environment and its response (desirable and undesirable 1st, 2nd and 3rd order effects). The complexity of 

the interaction of the problem (Objectives-effects-tasks) with the IE may result in widely different and/or 

unexpected effects. Therefore, the ability to achieve a desired effect: i) cannot be predetermined; ii) cannot 

be reliably planned for; and iii) cannot be reliably predicted or replicated. The targeting capability must be 

flexible, agile, adaptable and resilient to changes in the IE and the adversary/target [4]. 

 

4. EXPERIMENTATION OBSERVATIONS 
 
The following observations are the result of: experiment participant observations; participation to formal 

Joint Targeting review boards, cells and working groups; reviews of the Joint Targeting Cycle products 

(inputs and outputs); related document reviews; interviews; and, collaborative discussion activities. These 

observations have been categorized to facilitate their presentation. 

Terminology and Definitions: The terminology and language respecting the mix of IRC (munition based 

and non-munitions targeting, lethal, non-lethal and Full spectrum targeting) definitions, terms, and language 

cause inconsistent understanding of overall direction and guidance to support Joint targeting discussions 

and activities.  The information environment permeates multiple domains (physical, social and technical) 

which cut across organizations (public, private, Military, Government, NGOs, IOs etc.) and span the full 

spectrum of operations (pre-conflict, conflict, and post-conflict), which creates significant issues in terms 

of perception, awareness and understanding largely due to ill-defined and understood language, terms and 

definitions. This interferes with the planning, coordination and synchronization of information environment 

objectives, effects and tasks during the JTC which impede the establishment of clear direction and guidance, 

and the delineation of authorities, accountabilities and responsibilities (such as Legal and Policy issues). 

Strategic Guidance: Strategic guidance and directives were insufficient to support operational level IRC 

Joint Targeting planning and employment. Strategic Guidance tended to focus primarily on establishing the 

current framework respecting lethal effects and combat capabilities (Rules of Engagement (ROEs), Area 

of Operations (AOP), high value targets, sensitive sites etc.) and thus were intentionally vague in 

consideration of the employment and/or restrictions related to IRCs. These issues could be the result of a 

lack of precedent, experience and/or risk aversion caused by overlapping mandates and unclear 

responsibilities, authorities and accountabilities, especially in situations short of conflict. Political risk may 

also be evident in the crafting of strategic guidance for IRCs, in order to permit latitude in terms of the 

GoC’s position and direction, as a directed operation evolves (preserving latitude in the decision space). 

Consistency in strategic messaging is thus preserved by being unintentionally vague. The tendency for this 

IRC guidance to be insufficient, incomplete, and/or inconsistent may be addressed through the 

establishment of Commander’s intent3 for the operation. Intent is expressed as both explicit intent – clear, 

direct statements which establish the aim, objectives, conditions and limits on the application of military 

                                                 
3 Commander’s intent links the mission and concept of operations. It describes the end state and key tasks that, along 

with the mission, are the basis for subordinates’ initiative. Pigeau and McCann[10] state that intent is more than an 

aim or a purpose; they state that Intent contains the aim and purpose together with all implications. Common intent 

is the combination of explicit intent and implicit intent. 



forces; and implicit intent – inferred standards related to both actions and effects within the operational 

environment (respect for the rule of law, and mission risks such as casualty minimization, collateral damage 

etc.). The establishment of common intent facilitates Mission Command and therefore supports Full 

Spectrum Targeting activities and freedom of action of subordinates (decision agility and decentralized 

execution) within the operational environment. 

Strategic guidance should convey consistent GoC and CAF objectives from multiple levels and perspectives 

with associated tailored priorities of effort/action (intent) [e.g. Global, regional, operational (mission) and 

tactical issues. i.e. In Latvia, is NATO partner support and strengthening a higher order effect than 

countering Russian information activities?] These combined guidance and intent would be sufficient for 

Operational Commanders to prosecute their assigned missions in accordance with desired full spectrum 

effects in priority and fully aligned, sequenced/synchronized with GoC and CAF regional and global plans.  

What is not clear in the current guidance are the explicit effect(s) that are desired in terms of current vs 

future state, priority of effort (time, resources, risk/reward and sequenced effects). The current Guidance 

seems to express objectives vice effects. Strategic guidance/intent should also avoid unwarranted 

restrictions on IRC effects, targets and actions which is normally associated with combat capabilities. An 

unanswered questions from the experiment included: to what degree does strategic guidance apply to 

deliberate IRC targeting? Does this differ significantly for dynamic IRC targeting? Is the strategic guidance 

appropriate and/or sufficient for both?  

Complexity. Targeting doctrine could benefit from a discussion of Complexity Theory and effects planning, 

generation and assessments – especially in consideration of wicked problems, causality and non-linearity 

issues, emergent behaviors, and deliberate actions and their potential to achieve desirable, undesirable and 

unexpected results. Complexity theory and Information age warfare principles need to be co-evolved with 

Full Spectrum targeting processes. The issues of complexity and complex adaptive systems are not 

adequately addressed within the current JTC processes. Complexity implies several factors related to the 

problem definition and design process, and especially to the decomposition of effects into actions within 

the mission during the operational planning and targeting process steps. [2, 4] A Complex adaptive system 

implies that: there are no unique solutions; that a system can respond dynamically to changes; and that a 

system can exhibit emergent and unexpected behaviors.  Therefore it is impossible to discretely formulate 

a plan a priori based on a desired end-state, and then backwards plan the activities necessary to achieve it. 

Effects cannot be reliably planned at the outset; dynamic responses to actions can be inconsistent and 

unreliable; unexpected behaviors can emerge spontaneously; and all actions imposed on the system change 

the system and its response. It is for these reasons that strategic guidance for many IRCs must be less 

restrictive than comparable combat capabilities – which will preserve freedom of action (agility) and 

potential for achieving desired outcomes.  

Phase 1 [5] of the JTC (Figure 1) might be better supported via a facilitated application of design principles 

to determine the CAF strategy and guidance necessary for the Mission/Operation (i.e. Focus on defining 

the problem/issues to be resolved, and a desired effects strategy to address it/them). A design process would 

include leveraging past experience (lessons learned) respecting the information environment, the 

adversaries, the issues, previous and current DIME actions and their effectiveness.   

IRC Capability Maturity. A majority of the IRCs appear to be immature, unexperienced, untested, and 

poorly understood in the context of Joint Targeting which contributes to the Strategic Guidance issues 

described earlier.  Furthermore, a majority of Joint Targeting staff planners tend to come from non-IRC 

related military occupations, and this IRC knowledge deficit is even greater at senior decision making 

levels. Education, training, and operational experience in the application of IRCs is required. IRCs should 

be incorporated into joint and combined training and exercises at all levels to increase awareness and 

experience, including operating with other Government departments and security partners. Additionally, 

many staff supporting IRC capability enablers have not received formal training in targeting processes, nor 

have they trained/exercised with operational units in scenarios which incorporate IRCs. 



Target Dominant Processes. Notwithstanding the fact that a Target Cycle is intended to plan and prosecute 

targets to achieve mission objectives, the current processes and staff activities preference the identification 

and selection of targets, and the determination of actions on or against that target to generate desired effects; 

versus, target activities oriented to desired effects and pursuing various/multiple means to achieve the 

desired effect. Targets and Target Systems Analysis (TSA) processes dominate staff activities and 

information collection and analysis tasks and discussions; versus, effects and generating effects by priority, 

risk/advantage, resources and time.  Effects-based targeting should consider targets that covey a nexus of 

opportunity vis-à-vis desired effects and mission accomplishment. High Value Target (HVT) identification 

and targeting does not factor as significantly into IRC targeting and effect generation, especially in non-

conflict situations. The distillation of effects too quickly to targets causes an expenditure of effort on the 

individual target and TSA processes versus targeting an effect via multiple simultaneous, sequenced and 

coordinated targets and actions together that combine synergistically to initiate and sustain a desired effect. 

The first and last stages of the Targeting Cycle represent the most important steps in the process yet there 

appears to be an excessive focus on weapon selection and mission planning.  Target development, nodal 

and target systems analysis activities are often launched before, or in the absence of strategic direction and 

guidance. Rather than undertaking this target focused analysis, perhaps more effort should be placed on 

awareness and understanding of the IE operating environment. 

An effects based, rather than target based targeting planning and assessment process (correlated effects 

generation) is capable of exploiting opportunities within the IE, by flexibly responding to threats, adapting 

agilely to recover from setbacks, to sustain and propel successes, and to exploit immediate opportunities. 

A focus on targets can accomplish some of this, but frequently at the peril of occupying staff effort, 

prosecuting HVTs for immediate gain without supporting effects, and potentially undermining mission 

effects. Finally, a focus on effects also facilitates the synergistic application of IRCs with all other targeting 

actions. Effect achievements should take precedence over target prosecution – this is a necessary cultural 

change. This also implies that tailored mission effects may not be restricted geographically to the deployed 

mission areas, but may also contribute to regional or global effects.     

Measures of Effectiveness (MOE): Joint Targeting doctrine is based on the effects based approach to 

operations (as expressed earlier), however the development and use of MOEs is still poorly understood and 

applied at the operational and strategic levels. The complexity issues within the IE domains will require a 

robust capability to define, track and assess MOEs and indicators, including accommodations for 

identifying desired and undesired 1st, 2nd, and 3rd order effects. The JNEX-3 experiment did not explore this 

issue and it therefore remains a capability gap. 

Information Security: Issues respecting information classification, security, and sharing came up several 

times during discussions. Information trust and security issues respecting the mission preclude information 

sharing, release, collaboration and situational understanding and awareness among or between Allies, Host 

Nation, coalition partners and partner nations. Past attempts to establish multi-level security to support these 

requirements have failed to deliver practical solutions. These issues are further complicated within the full 

spectrum targeting process because of the overlapping of IRCs and other Joint Targeting capabilities, which 

often result in mission related information becoming overly classified, further restricting the ability to share 

information and to include specialists where and when required. Joint targeting fora become 

compartmentalized by security caveats that restrict and compartmentalize targeting processes and products, 

and remove the potential for synergy and multidisciplinary expertise. This issue precludes the targeting 

enterprise to include ex-Pats, Universities and think tanks, and other non-CAF personnel with potentially 

profound area, capability, issue or cultural knowledge and experience, as well as language skills. 

 

Targeting Boards. Targeting processes and management boards predominantly prescribe processes and 

battle rhythms supporting Commander’s decision and information requirements, but they seldom address 

Commander’s Guidance stemming from these fora. A preponderance of effort is placed on input creation 

and presentations that offer little value added – and few if any value added afterwards for a majority of the 



targeting enterprise. These should not just be focused decision briefs; they represent opportunities for 

clarification, guidance, intent and adaptation of mission goals and objectives. Situational awareness 

discussions should focus on effects status (confirm we are doing what we said; validate the efficacy of our 

combined actions to achieving overall effects). Consider employing a senior/knowledgeable and 

experienced facilitator (vice Commander as chair) to be incorporated into these battle rhythm activities to 

focus presentations and discussions on MOEs related to effects (are we doing the right things?). Reach back 

and reach forward access to SMEs will become more prominent in the application of information related 

capabilities.  

 

Trust. Trust may be an issue – strategic trust in IRC application and effectiveness, trust in the information 

environment and assessments, trust in staff knowledge and expertise. Reliance on proven capabilities tends 

to diminish appetite and energy applied to new methods of warfare which have several cultural, 

informational, organizational, personal, process and technology dimensions. 

 

IRC CEE.  JNEX3 is composed of multiple linked experiments focused on target cycle gaps related to the 

employment of IRCs. CEE risk assessment is a capability gap. Joint Targeting Doctrine defines Collateral 

effects as those resulting from a specific military action but occurring outside the target boundary. By 

definition, they do not directly affect the target and may affect civilians or civilian objects. Unintended 

effects may create unintended consequences, which may be either counterproductive (negative) or possibly 

create unexpected opportunities (positive). Unintended collateral effects may also occur if the adversary’s 

reaction differs from what was expected, complicates the operational situation, or necessitates a change to 

the plan. To the extent that they can be foreseen/predicted, collateral effects are a deliberate consideration 

in planning, executing, and assessing military actions on any scale. The most important collateral effect is 

collateral damage, in the form of death or injury to civilians or damage to civilian objects. 

 

CEE processes for munitions-based targeting are mature, validated and the art and science underpinning 

these processes are mature and highly specialized. It is unreasonable to consider developing an equivalent 

CEE for IO which entails significant complexity. The development of comparable CEE processes for IRCs 

will take considerable time to develop, mature and validate. The present level of risk that impedes 

development of CEE is risk aversion. The LOAC, including international treaty law, or customary law, 

applies equally to information operations and Psychological Operations. Regardless of whether the method 

of engagement is munitions-based or non-munitions-based, the civilian population shall enjoy general 

protection against dangers arising from military operations. Equally, the employment of IRC capabilities 

must accord with the principles of distinction and proportionality. These LOAC considerations combined 

with the lack of IRC targeting employment and the complexity of the IE operating environment impose 

considerable limitations on our ability to define the CEE problem sufficiently enough to explore potential 

solutions. At present, the only viable alternative remains advice from SMEs. Some CEE considerations: 

 

i. CEE for munitions-based targeting (predominantly physics-based and more complicated than 

complex) has become well established but its evolution occurred over a protracted period of 

development.   

ii. Complexity issues are not well understood/recognised in terms of influence, particularly in the 

digital or cognitive domains (emergent behaviour, unknown connections and linkages, 

surprise, repeatability, difficult to reliably predict etc.) which implies low reliability/trust in 

CEE estimates. This is a stakeholder education and expectation management issue. 

iii. One should consider that munitions-based targeting causes significant first, second, and higher 

order physical and cognitive influence effects, but only the physical effects are accounted for 

in the CEE/CDE process. Despite this, we seem to demand a higher level of risk assessment 

for planning and conducting IRCs. 

iv. IRC employment requires significant education and training for Commanders and decision 

makers in order to support the whole of the targeting cycle. 



v. Knowledge of IRC effectiveness (MOEs) is low to very poor within the CAF and situational 

awareness and understanding in the digital and cognitive domains is currently insufficient to 

support CEE tool development. 

vi. It is likely that CEE/risk assessment requirements will differ at the Strategic, Operational and 

Tactical levels. The associated decision support problems have not been sufficiently defined. 

 

Situational Awareness (SA)/Understanding (SU). The ability to exert Command and Control within the IE 

to undertake IRC employment within the JTC requires a robust SA/SU capability.  This capability refers to 

the ability to collect, organize, understand, plan, direct and monitor interactions within the IE. Joint 

Targeting processes (staff, structures, boards, Centres, cells) must be matched to the problem context 

(adversary, effect etc.) and the Commander’s intent and resource/capability priorities.  

5. SUMMARY AND DISCUSSION 
 
CJWC remains focused on enhancing CAF capabilities for the Joint Force and the Canadian Joint 

Operations Headquarters.  The JNEX-3 experiment explored capabilities required to deliver full-spectrum 

effects in the IE. The current experiment directly facilitates the development of a CAF strategic guidance 

framework, and the Joint level targeting guidance (Objectives, Effects, and Tasks) for IRC employment on 

Operations. The JNEX-3 “Advise & Assist” activity will facilitate the establishment of a Joint Targeting 

process that can be validated using representative targeted effects in fall 2019. 

 

There appears to be a gap between the IRC Force Employment Concept, the IRC Full Spectrum Targeting 

Cycle, and current Doctrine and practice. In particular, intelligence support to IRC capabilities is 

inadequate, disjointed and off focus (targets vs effects). These issues prevent the full achievement of the 

objectives set for JNEX-3. 

 

An IRC Joint Targeting capability requires synchronized and supporting components of people, processes 

and technologies. The Joint Targeting staff require skills, knowledge4 and expertise in the IE and must bring 

a broad spectrum of specialized skills collaboratively to match the complexity of the problem and its 

interactions within the IE. These staff capabilities must develop expertise through interactions within the 

IE via training and professional development in order to gain direct experience to support their robust 

application in support of operations. 

 
IRC application and employment within the Joint Targeting Cycle also requires robust and agile Command 

and Control processes (organizations, authorities, accountabilities). Finally, the volume, veracity, variety 

and velocity of information both within the IE, and flowing to and from the target of interest require 

technological tools, techniques and procedures to facilitate and support human decision making. 

 

Allied and think tank observations and reporting, respecting transforming operations within the IE, portray 

three levels of information operations integration. The legacy view focuses largely on physical activities 

and legacy capabilities with IRCs being, at best, a supporting activity to formations, planning staff and 

operations. The vision, or first level of integration, of IRC employment is a move to recognize, resource, 

and integrate IRCs in order to exploit their potential for contributing to mission objectives. The next level, 

characterized as a paradigm shift, occurs when operational outcomes are expressed in terms of the desired 

actions of entities within the IE as the primary determinant of IRC targeting actions/employment. This 

situation occurs when IRCs and legacy capabilities together, drive the actions of all entities within the IE. 

The final level of integration involves the application of IRCs within a full spectrum targeting process to 

directly influence the IE by specifying objectives in terms of actor actions which are targeted through 

                                                 
4 Countering Information Influence Activities, a handbook for communicators, offers examples of skill and 

knowledge areas for application to IRC employment [9].] 



perception-cognition-decision-action pathways to achieve desired end-states.  This level of influence is 

accomplished through a seamless blending of information and physical targeting capabilities [6, 7]. 

 

Success in IRC employment relies on acknowledging that Information Operations are an important and 

potentially decisive component to Joint Targeting. This requires improved strategic guidance and 

Commander’s intent respecting IRC employment. A condition of success relies on integrating information 

operations into every facet of a unit’s or Task Force’s daily framework operations. Operations need to 

consistently and constantly convey messages to achieve desired effects through a concept of operation that 

threads IO activities through every line of operation and task undertaken. Finally, success accrues to the 

execution of a Full Spectrum Targeting Plan such that intended messages are driven home repetitively to 

specified target audience(s) in a persistent, comprehensive and synchronized manner [8].  Headquarter Staff 

don’t generally make IRCs a priority and often don’t have the required capability to reliably undertake the 

role(s) which results in inconsistent and sometime detrimental results. IRCs are activities undertaken by 

military personnel to shape the essential narrative(s) of a conflict or situation and thus affect the attitudes 

and behaviors of the targeted audience. Consistency, accuracy and most importantly repetition are 

foundational elements of successful IO. 

 

The overall goal of the JNEX-3 experiment was to integrate IRCs into the JTC in order to support the 

desired Full Spectrum Targeting Capability in order to respond to the CAF Statement of Capability 

Deficiency for Joint Targeting. On the whole the results point to a nascent capability that will require 

refinement as the skills, knowledge and experience accrue to CAF personnel tasked with the planning and 

conduct of full spectrum operations. Capability gaps, doctrine refinement and development will persist as 

the IE and associated technologies themselves adapt, evolve and transform. More significantly however is 

the requirement to recognize that the Joint Targeting Cycle, developed for the employment of lethal, 

munitions-based capabilities may not be appropriate to all IRCs, particularly within the context of 

competition within the IE. There will always be instances which require deliberate and dynamic targeting 

to achieve specific effects, including the application of IRCs within the IE. More profoundly however is 

that, IRCs apply broadly (universally) across the spectrum of conflict; and perhaps even more appropriately, 

within the sphere of continuous competition.  Secondly, they also apply as a supporting, enabling (in 

association with munitions-based targeting), and primary means to create effects that achieve National 

objectives. These findings compel us to continue IRC capability development activities, and to support their 

integration and application to Full Spectrum Targeting. 
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