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Abstract—Understanding the criticality of information tech-
nology infrastructure (ITI) assets is crucial for effective decision
making in an organisation’s computer network defence (CND).
Criticality is a measure of an asset’s relative importance to the
organisation’s cyber capability delivery. This measure applies
to all ITI assets that could adversely impact an organisation’s
ability to operate in cyber space if lost or degraded. Existing
approaches to determine asset criticality focus on ranking assets
without consideration of where and how they are deployed, and
the methods used do not provide scores that could be used in
further computations such as risk analysis.

This paper provides a criticality measure that addresses these
gaps by characterising the relative importance of ITI assets to
the organisation’s cyber capability. Our approach determines
the asset criticality scores based on criteria representing assets’
relative importance to meeting the organisation’s missions and
functional objectives. Individual scores are determined using
an adapted multi-attribute decision making (MADM) technique
and then rolled up into aggregate criticality scores at the
organisational, site, and service levels.

The approach is demonstrated using a hypothetical network
and a simulation of a real military operational network. Our
results, which are shown to be self-consistent, are validated using
criticality scores determined from human operator input. The
resulting criticality scores can be used to inform cyber risk
management and prioritisation of cyber activities such as course
of action (COA) selection or capability acquisitions.

I. INTRODUCTION

CND decision making processes that mitigate risks can
reduce disruptions to an organisation’s cyber capability [1]–
[4]. Such risk mitigations can be informed by the relative
importance of an organisation’s ITI assets–servers, network
equipment, etc.. Some assets are more important than others
and giving CND priority to assets that are most critical to
the organisation’s goals and objectives could help maximise
business continuity. The challenge then becomes: how can one
determine the criticality of an asset to an organisation’s cyber
capability? In this work, we propose an approach to determine
such a measure, which represents the relative importance of
an asset to the organisation.

The need for an asset criticality metric is not new [5]–[7]. As
discussed in Section II, modern computer networks are complex
and diverse, with many different assets supporting services
from multiple sites [8]. Such complexity is compounded by the
multiple defensive tactics, techniques, and procedures (TTPs)
intended to combat the ever increasing and evolving cyber
threats [3], [4]–making it challenging to understand what is
important. This relative importance, which is the criticality, is

central to CND decision making as it informs on the impacts
and potential risks that an organization’s ITI is exposed to and
can aid in prioritising the assets to deploy, defend, or put out of
service in order to support mission or business continuity [9],
[10]. Without such a measure, defenders are bound to make
sub-optimal, inaccurate, or inconsistent decisions that can be
wasteful on resources, cause unnecessary alarms, or result in
taking COAs that may lead to cyber losses of confidentiality,
integrity, and availability (CIA).

As described in Section III, researchers and practitioners have
determined asset criticality using approaches that range from
simple arbitrarily chosen calculations [11], [12] to complex
multi-variate assignments [6], [7], [13]. The problem with these
approaches is that they are either too simple to model real ITIs
or too complex to be used in practical operational networks.
What is common to all the methods, though, is the use of
some of the ample ITI facts that characterise asset criticality as
explained in Section IV. But humans are known to be incapable
of making consistent and repeatable decisions based on the
simultaneous analysis of multiple factors that characterise a
problem [14]–[18]. To assist with such decision making and
provide input to CND tools, these factors must be combined
into a simple measure that represents the criticality of cyber
assets [19]. In the absence of functional relationships to perform
such mappings, MADM methodologies have emerged as the
most widely used approaches in solving such problems [6],
[17]–[21].

As explained in Section V, there are a number of MADM
approaches that could be used in determining criticality scores.
For example, Kim and Kang [6] use a modified Technique for
Order of Preference by Similarity to Ideal Solution (TOPSIS)
approach to determine an asset criticality score. Price et
al. [7] use a similar approach with mission dependencies as
key attributes for their scores. Such methods’ practicality in
rolling up hierarchical comparisons using TOPSIS scores is
questionable as TOPSIS scores are only valid for ranking within
a level. We therefore elected to use the Analytical Hierarchy
Process (AHP) methodology, which can be used to determine
criticality scores at multiple levels and the scores can be rolled
up or down. It has also been experimentally verified as an
effective methodology for decision making [22].

Our Asset Criticality (AC) approach defines the problem
through a high level strategic view of the network consisting of
three levels: sites, services, and assets. The sites represent all
locations where the cyber assets are located. The services level
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consists of all the services, such as Email, that the organisation
uses. And the assets level represents the high level view of
the organisation’s assets, e.g. servers (such as domain name
system (DNS), active directory (AD), exchange (EX), etc.) and
network links such as fibre or encryptors.

Our approach first assigns weights to the attributes that
characterise criticality at each level. By simulating input from
subject matter experts (SMEs) drawn from the organisation
(e.g. military’s strategic, operational and tactical units), we then
determine the scores for all the sites at the highest level. This
process is repeated at the other two levels (services and assets).
At each level, we are able to compare the criticality scores
and provide rankings that could be useful for the network
defenders’ decision making.

As explained in Section VI, we applied our approach to a
hypothetical 5-site network and validated our results through
a sensitivity analysis and a comparison with scores produced
from human operator input. The results from a simulation of
a real 40-site military operational network show the practical
applicability of our approach with promising results, making
it a good candidate as a defender’s decision making tool.

We discuss of our results and possible future work in
Section VI. Section VII provides conclusions to our work.

II. BACKGROUND ON CRITICALITY OF THE ITI

The determination of asset criticality requires a full under-
standing of the cyber terrain, which is explained in this section.
We follow that with a presentation of asset criticality as an
important metric for CND decision making.

A. Assets of the cyber terrain

For a national defence organisation to operate in the contested
cyber environment, it requires certain ITI assets. The assets
are mostly computers, servers, routers, networked systems,
and data and their repositories [5], [23]. These assets are
either consumers or providers of cyber services required by
the organisation to carry out its cyber activities. In order to
effectively analyse them, we call the service consumers the
operational assets (OpAssets) and the providers service assets
(SvcAssets). These are illustrated in Fig. 1, which is adapted
from [9].

Fig. 1 shows that operational activities are supported by
services, which are in turn dependent on the service in-
frastructure. The infrastructure is made up of service assets
(SvcAssets) that support the services needed by an organisation
to meet its operational and business objectives. For example,
a requirement for Email services demands the deployment
of assets such as EX servers, workstations, routers, or fibre
links at the different locations dictated by the organisation.
In special circumstances, military deployments could require
additional specialty assets [5], [24] such as encryptors that
enable communications through untrusted third-party networks
or the Internet. Having situational awareness (SA) of these
assets and services is important to effectively operate in
cyberspace.

Missions Infrastructure
(OpAssets)

Service Infrastructure
(SvcAssets)

Services Defender’s
TTPs

Attacker’s
TTPs

Fig. 1: A generalised view of the ITI interdependencies.

Operational assets (OpAssets) use services to meet an organ-
isation’s operational and business objectives. In the military
environment, warfighters use operational assets to provide
cyber capabilities to support their five operational functions–
command, sense, act, shield, and sustain [24]. For example,
a video teleconferencing (VTC) client on the battlefield uses
the VTC service to communicate with a command post. For
effective mission assurance, full SA of these assets is required.

Adversarial activities, which are represented in Fig. 1 by
attackers’ TTPs, aim to disrupt the successful conduct of
missions through the destruction, denial, or degradation of
operational and service assets. On the other hand, defenders
try to counter that through defensive TTPs that may also cause
disruptions to ongoing missions. It is therefore imperative for
the defender to know what is important in order to efficaciously
maximise mission continuity by prioritising activities. During
offensive cyber operations (OCO), information about the
assets that could cripple the adversary’s freedom of action
in cyberspace is also useful. Our work aims to inform such
activities through criticality scores of the different ITI entities.

For uninterrupted mission execution, operational assets
require reliable services [1], [24]. This demands network
operators to have SA of all their assets and an understanding
of what is important. Our work aims to assist them in that
understanding. However, analysing all the assets at once makes
the size and scope of the problem too broad to handle. So,
we have elected to focus our attention on the service assets,
which make up the core cyber infrastructure that supports
services required by operational assets. Similar to other military
domains, this infrastructure constitutes the vital ground1, which
would make a mission’s position untenable if lost, and the
key terrain2, which would make it difficult for the mission to
maintain its position if lost. SA of the infrastructure can reduce
the chances of loss to the cyber infrastructure and improve
mission assurance. Our work aims to provide input to help

1Ground that must be retained or controlled for mission success [25].
2Area that would provide significant advantage to combatants if seized or

retained [25].
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decision makers address such possible losses by highlighting
the important dependencies through a relative measure that we
calculate. We defer study of operational assets to future work
that could exploit the results of this work.

SA can provide the understanding of the inter- and intra-
dependencies among assets, services, and the organisation’s
sites in a way that would support the defenders’ CND decision
making processes. Due to the complexity of the cyber terrain,
that understanding requires an analysis of many factors, which
sometimes conflict. These factors, such as geographic locations,
user base, or activity volume, are too many for human operators
to simultaneously base their decisions on [14], [15]. It is
therefore important to determine a simple single metric that
could assist defenders’ SA and decision making processes [6],
[7], [13]. One such metric is the asset criticality, which is the
subject of this work.

B. Asset criticality

For an organisation with a complex and diverse cyber
infrastructure, it is important to know the relative importance of
the ITI assets in order to prioritise finite resources while giving
preference to assets that most maintain operational continuity.
Such importance, which some cyber security researchers and
practitioners have referred to as an asset criticality metric [6],
[7], [26], supports defenders’ decision making processes
by showing where resources should be allocated most. For
example, if the defender has a choice to defend a general’s
workstation or a warfighter’s command and control (C2) system,
the asset criticality score would provide useful guidance in
making that decision.

Context is very important to decision making. For example,
during peace times the server that supports the general’s
activities in delivering strategic guidance and other operational
requirements might be the most critical. However, during
wartime, the server that supports defensive C2 systems might
be more critical. Such criticality can be captured through the
multiple factors that characterise the asset and its operational
use [6], [7], [27], [28]. These factors can be quantified through
objective measures from the ITI or subjective input from
the organisation’s SMEs. Combining the factors to determine
criticality is not trivial as evidenced by the different approaches
that other researchers have used, which is the subject of the
next section.

III. RELATED WORK

To the best of our knowledge, there are no standalone
commercial off-the-shelf (COTS) tools that provide cyber asset
criticality scores. Some security practitioners [12] and standards
bodies [29], [30] have recommended simplistic approaches to
provide subjective rankings of critical cyber assets in simple
networks. However, these methods would be cumbersome to
use in today’s complex operational networks.

Cyber security vendors, such as RedSeal [26], Skybox [31],
IP360 [32], or Core Impact [33], have contributed their own
proprietary approaches that they apply in their products without
divulging the methodology they use to get their scores. In

general, their asset criticality scores are mostly based on the
type of the assets and the services they support. The limited
scope of their factors and the use of confidential proprietary
methodologies, make these COTS products unattractive for use
in an operational environment where many of the factors are
mission-dependent and change often.

The Harmonized Threat and Risk Assessment (HTRA)
methodology has been widely used by the Government of
Canada’s departments for their ITI infrastructure risk analysis
since around 2007 [11]. The methodology assigns a subjective
CIA asset value to every asset based on predefined injury
assessments levels. This methodology has been known to be
cumbersome with many shortcomings, such as an inability to
account for safeguards and taking a significantly long time
to complete. These shortcomings have made it unattractive
for use with modern complex operational networks that are
continuously evolving [34].

In the field of reliability, the iReliability [35] and Asset
Criticality Ranking (ACR) [36] tools provide spreadsheet-based
methods of ranking assets to determine the most important
assets for decision support. They each determine a different
form of asset criticality score using multiple factors to prioritise
assets, strategies, etc.. The tools are intended for general use
that could be applicable to any asset, cyber or otherwise. The
iReliability tool is more suitable for our application than the
ACR in that it can roll up scores over multiple hierarchies.
However, it does not specify the meanings of individual
scores and their calculations, making it difficult to justify its
application to ITI in an operational environment.

In the literature, there is significant research activity related
to the relative importance of cyber assets [6], [7], [27], [28].
Pecharich et al. use mission-centricity in their broad assessment
of critical assets [28]. While they claim that their approach
shows the most critical assets, it is not clear how they calculate
the scores or how well they could apply to complex operational
networks. Price et al. apply mission and operational rationales
to the criticality of industrial control systems assets using
TOPSIS [7]. Although their work is not applied to cyber assets,
their inclusion of mission and operational dependencies is
important and we intend to borrow it in determining attributes
for our work. Cam and Mouallem [27] use a time dependent
approach that incorporates mission and service dependencies
associated with a geographically-dispersed hierarchical com-
mand structure. Their criticality score is based on the number
of times an asset is required by a mission or sub-mission
during a time interval. However, although we like the way they
incorporated missions and geographically dispersed commands,
their approach does not show a clear ranking among assets to
represent the most critical. And it is unlikely to scale well for
application in complex operational networks.

Kim and Kang [6], who use a TOPSIS-based asset criticality
approach, give a detailed analysis of some early research
activities in this area. They describe attacker-centric methods,
an ontology-based approach, and a method based on Google’s
PageRank algorithm. The authors dismiss these methods for
inadequately representing the organisational structure of the US
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Department of Defence (DoD). They determined that MADM
approaches best model the asset criticality problem and go on to
propose an approach that determines asset criticalities at various
levels of the DoD command structure. Such a structure does
not adequately address the cyber terrain SA in that it does not
relate asset criticalities to the sites where the assets are located
nor where services are supported or consumed, an important
component of cyber SA and decision making [37]–[39]. In
addition, the technique they use to roll up TOPSIS scores
(similar to the recent approach by Price et al. [7]), which are
meant for ranking only, would not practically provide criticality
scores in multi-level operational networks that characterise most
enterprise networks [18].

Earlier work by Beaudoin [13] determines rankings of assets
based on simple inter- and intra-dependency measures of
assets, services and sites. The approach arbitrarily assigns
the high-level scores and trickle them down to the lowest
dependencies using an arbitrarily selected factor. Beaudoin’s
hierarchical model suitably frames the problem faced by
most enterprise networks when addressing asset criticality.
However, the scalability of the approach is questionable, and it
would be very hard, if not impossible, to apply on typical
operational networks, which are now almost always very
complex. In addition, the ranking scores are not clearly justified,
underscoring the need for an approach, similar to ours, that
incorporates multiple rationales to come up with a simple
criticality score as will be explained in the next section.

IV. OUR ASSET CRITICALITY APPROACH

In our approach, we first show the high-level dependency
model of the cyber terrain. We then follow that with formalising
our technique to determine the criticality scores for the cyber
terrain entities.

A. Cyber terrain dependency model

We partition an operational network into two views for
analysis, the high-level and detailed technical views. The high-
level view lays out the major components of the network as
viewed from planning or strategic commanders’ points of view.
Such a view includes interdependencies among sites through
common hardware such as edge routers and fibre links. The
detailed technical level view of the assets provides the network
dependencies down to the workstations, operating systems
(OSs), and peripherals. This view of the network, which is
owned and operated by site administrators, is dependent on
the high-level view. We defer the study of this lower level to
possible future work.

In this section we present the high-level dependency model
that we will use in our approach. We start by presenting the
dependency symbols and their connectivity followed by the
complete representation of the cyber terrain model.

1) Cyber terrain entities used in our model: To determine
the asset criticality, the dependency between assets and services
needs to be modeled to show their relationships. For example,
the Email service depends on assets such as servers, routers
and switches for it to function. Most of the existing approaches

that involve asset criticality give prominence to the importance
of missions information in their models [5]–[7], [13], [19],
[28], [40], [41]. While we agree with this approach, we
have also found, through consultations with SMEs to identify
requirements for providing metrics important for SA [42] and
recent research work [23], [37], [38], the integration of sites
into the model is also very important. Assets are located at
different sites and services are provided among sites. And
network operators often require to know the availability of
certain services among paired sites [37]–[39]. It is, therefore,
important to model sites as part of the asset dependencies,
similar to the approach of applying locations of geographically
dispersed commands by Cam and Mouallem [27]. Such an
approach was also recommended in the SA model by Beaudoin
et al. [38]. We therefore model dependencies among sites,
services, and assets in our approach.

2) Dependency model used in this work: The basic de-
pendencies in our model are represented as a directed graph
as shown in Fig. 2. The elliptical blue node represents sites

Site1 Svc11 Ast111

Service
Capability AssetsSites

Fig. 2: The directed dependency graph symbols used in this
work.

within the organisation. In practice, these sites could be a
few meters or thousands of kilometres apart. For example,
an organisation’s operations or base may be situated in one
location where there can be a number of functionally different
labs or sub-headquarters within. The same organization could
have another operation in another part of the world or deployed
at sea. These deployments, sub-headquarters, or labs constitute
individual sites in our model.

The red elliptical node shown in Fig. 2 represents services
for the given site. Examples of services are Email, file transfer
(FT), VTC, or chat. Specialised services such as C2, friendly
force tracking (FFT), intelligence, etc., that are needed by
warfighters [1], [38] could be additional services at some sites
under certain operational circumstances. The gray rectangular
node represents the assets supporting a given service. Every
service has assets, such as servers, to support it. For example
the email service requires EX servers, while the FT service
needs file transfer protocol (FTP) servers. Both services can
also use the DNS server.

The direction of the arrows in Fig. 2 represent the “depends
on” relationships. For example, the arrow between Site1 and
Svc11 means Site1 “depends on” Svc11 for the provision of a
service of type Svc11 to the site. Similarly, the second arrow
means Svc11 “depends on” Ast111 to provide services to Site1.

3) The dependency graph used in our work: Practical
networks are made up of multiple sites, which are supported
by multiple services and assets. Their relationships can be
represented by dependencies as shown in a simplified high-
level view in Fig. 3.
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Site1

...

SiteN

...

Svc11

Svc1n

...

SvcN1

SvcNk

St1NSvc1

...

Ast111

Ast11M

Service
Capability AssetsSites

Ast1n1a

Ast1n1b

Ast1n2
...

Ast1nP

Ast1n1

Fig. 3: A generalised asset dependency graph. The graph shows
N sites each supported by a unique number of services. Each
service is in turn supported by a unique number of assets.

In the figure, we show an organization whose cyber capability
is supported from N different sites, Site1, · · · ,SiteN . Each
site is supported by a number of services Svcij : i =
1, · · · , N ; j = 1, · · · ,Ki, where Ki is the total number
of services at site i and can differ at each of the N sites3.
The arrow from each site to a given service means that the
particular service is required if the site has to have that service
capability. For example, if a site has an email capability, then
our representation would show an arrow between the site and
the email service.

At times organisations require the SA of services among
pairs of sites [42]. Unlike any approach we have encountered
in our research, we model such services, which we represent
as StijSvck : i, j = 1, · · · , N ; i 6= j; k = 1, · · · ,Ki, as the
delivery of service Svck between Sites i and j. An example
of such a case is an inter-site service St1NSvc3, such as VTC
(Svc3), between sites 1 and N as shown in Fig. 3. Similar
to site-services dependencies, the arrows intuitively mean that
service Svc1 is simultaneously required at both sites 1 and N
and that service Svc1 communication exists between the sites.

Fig. 3 also shows the assets supporting each service. From
Site i, Service j can have M (or P ) assets4, which we represent
as Astijk : i = 1, · · · , N ; j = 1, · · · ,Ki; k = 1, · · · ,M (or
P ). The arrows mean that the service is dependent on all
the assets. This requirement is similar to a boolean AND
relationship whereby the service would be unavailable if one
of the assets is disconnected or removed. To improve network
reliability, some assets can be made redundant in the network’s
design. For example, it is common practice to have redundant
email servers or load balancers so that if one is out of service,
the other takes over. We represent such asset redundancy by
the “redundantly depends on” dashed arrow. This dependency
relationship is illustrated by the connectivity of service Svc1n

3For easy readability of Fig. 3, we made K1 = n and KN = k
4M and P are not necessarily equal, although they could be.

to assets Ast1n1a and Ast1n1b as shown in Fig. 3. Since such a
setup represents a boolean OR relationship, and we assume that
the redundant assets are, for all intents and purposes, identical.
So the two redundant assets are represented by one asset Ast1n1,
and the dashed lines become solid. Our approach scores warm
and hot standby assets as unique, so that they are not relegated
to lower importance than their active counterparts.

In practice, services can share common assets. For example,
Email, Sharepoint and Web services can share the same DNS
server. For inter-site communications, the services can share
the same communication links such as routers, switches, cables,
or encryptors. The analysis in our model captures all these
common assets and determines their criticality scores based on
their contributions to multiple services. Our score determination
methodology is outlined in the next sections.

B. Our approach to determining the criticality score

We use the hierarchical model shown in Fig. 3 to represent
and determine the criticality scores of the sites, services
and assets. As pointed out earlier, there are no functional
relationships that we can use to determine such scores. But,
there is ample experiential and operational data available
from the ITI that SMEs can use for decision making. This
information supports criteria that characterise the criticality
of an organisation’s sites, services, or assets under different
circumstances. In this work, similar to other researchers’ [6],
[7], [27], [28], we first analyse such criteria, which we
categorise as factors or attributes for the criticality score.

1) Criticality criteria: We list the factors that we established
from our network security knowledge as well as input from
SMEs at different hierarchical levels ranging from strategic
military commanders to network administrators. At the site
level, which we designate as level 1, we identified the following
criteria C1i : i = 1, · · · , 4:

• C11 Strategic and operational priority: This represents
the criticality of the business and operational activities
supported by a site, the loss of which could significantly
degrade the organisation’s cyber capability. For example,
a site could host or support reach-back services for
remotely supported cyber operations (RSCO)5, making it
critical to have fully functional cyber infrastructure during
operational activities [1];

• C12 Support for theatre deployment: This represents the
sites that are deployed in on-going theatre6;

• C13 Support for indispensable technology. Examples
for this criterion are connectivity and authentication
information that could be supported from one site. Military
operational guidance, such as the commander’s critical
information requirements (CCIRs), could provide the
relative priority of sites that house such technologies;

5RSCOs require the physical presence of a cyber warrior at the target. The
warrior must have access to reachback services in friendly cyber terrain.

6Although C11 incorporates missions description, this attribute represents
sites that are specifically set up to support theatre, e.g. a forward operating
base, or a combat ship deployed at sea.
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• C14 Capacity: This is a technical measure that represents a
site’s ability to support high-capacity information transfers,
e.g. bandwidth, high-capacity switches/routers.

We identified the following criteria C2i : i = 1, · · · , 4 for
the services, which we designate as level 2:
• C21 Activity volume as observed through installed sensors.

This factor represents the observed volume of traffic over
a specific period of time. Where time periods do not align,
an SME could provide subjective guidance;

• C22 Userbase. This factor represents the number of users
that could be impacted if the service is unavailable;

• C23 Strategic and operational priority. Similar to C11,
this factor represents the relative importance of a service
in supporting strategic and operational activities. For
example, the FFT service could be considered to have a
higher priority than VTC service under certain operational
requirements. Operational guidance, such as through the
CCIR, could define and provide the relative service scores
for this factor;

• C24 Impact if lost. Representing the relative impact when
service is lost, this attribute can be further broken down to
represent local, national or international (such as 5-Eyes,
NATO or other partners) impacts.

Finally, we identified the following criteria C3i : i =
1, · · · , 6 for the assets, which are at level 3:
• C31 How hard it is to replace: Some assets, such as

email EX server or the AD are complex to replace as they
require complicated setting up [10], [43];

• C32 Deployed in theatre: Assets could be deployed in
theatre or support day-to-day operational and business
activities;

• C33 Type: An example of asset type is a server, or a
router;

• C34 Function: An example of an asset function is data
encryption;

• C35 Easy access to asset: An asset that is difficult to access
means more resources can be expended in its maintenance
or replacement, making it necessary to ensure that it does
not fail, and therefore has a high importance;

• C36 Intelligence guidance: Gathered intelligence infor-
mation may show that the asset is of importance to an
adversary. Thus the importance of the asset is elevated.

The list is not necessarily exhaustive, and there may be other
criteria that we did not include or criteria that must be removed
because they are not applicable to certain environments. Based
on our research, it was clear that some operators may want to
add or subtract from these lists depending on their environments
or situations. To align with such flexibility requirements, we use
generic criteria names in our simulations described in the next
section. That way, custom-made criteria can be incorporated
into the model.

2) Determination of criticality scores: Given one criterion,
sites, services or assets are assigned scores that represent their
criticality to the organisation based on that criterion alone.
Humans can easily understand and make decisions based on

that one criterion. But, when the scores from multiple criteria
are simultaneously considered, human decision making has
been shown to fail [14]. Fortunately, MADM methodologies
can combine multiple criteria into a simple single score that
humans can easily use. We use one of these approaches to
determine our criticality scores.

These criticality scores could change with time depending
on operational goals and objectives. As the cyber environment
changes, so do the attribute and calculated criticality scores.
In a military environment, operational priorities are very fluid.
This is particularly true in battle situations where assets that
were important in one time period might not be as important
in another time period, resulting in different criticality scores.
We show how such scores are determined in the next section.

V. DECISION MAKING METHODS AND OUR CRITICALITY
APPROACH

This section presents the MADM approaches that we found
to be commonly used in decision making problems similar to
ours. We then compare the methods and discuss our choice.

A. Application of multi attribute decision making approaches

Where multiple factors cannot be analysed through functional
relationships, as in many CND applications, MADM method-
ologies have been found to be effective in providing decision
making solutions [17], [18], [44]. This has made MADM
approaches popular in solving decision making problems related
to CND [18], [44].

MADM methodologies mathematically analyse subjective
and objective sets of alternatives to inform decision making [20].
Let A1, · · ·An be a set of alternatives, each characterised
by a set of predefined criteria Ci∀i = 1, · · · ,m. This
characterisation, which is summarised in Table I, illustrates
the problem definition of all MADM methodologies.

TABLE I: The MADM selection matrix.

C1 C2 · · · Cm

A1 x11 x12 · · · x1m

A2 x21 x22 · · · x2m

...
...

...
...

...
An xn1 xn2 · · · xnm

Weights w1 w2 · · · wm

From the table, each alternative Ai is assigned a score xij , for
criterion Cj . The matrix X = (xij)n×m formed from the scores
is called the decision matrix, which is the starting point for all
MADM methodologies. Each criterion Ci is assigned a weight
value wi by the SME or by using mathematical techniques such
as entropy or the AHP, based on the SMEs’ inputs [18]. The
MADM approaches then use different techniques to combine
the decision matrix entries and the weights to determine
preference scores for each alternative Ai with respect to all
criteria Cj . Those scores are then used to rank or prioritise the
alternatives. Some of the MADM techniques that have been
widely used by researchers in decision making are TOPSIS,
Simple Additive Weighting (SAW), and AHP [20], [45], [46].
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TOPSIS considers each alternative. It then determines a score
that represents the alternative’s distance, in m-dimensional
space, from a hypothetical positive ideal solution, also known
as the zenith, to a hypothetical negative ideal solution, known
as the nadir. The alternative with the highest score is the most
preferred. More information on TOPSIS can be found in the
literature [6], [21], [44], [45].

The SAW methodology is considered the simplest of all the
MADM methodologies [45]–[47]. As the name suggests, it
multiplies normalised criteria scores by their weight and adds
them. The alternatives are ranked by the calculated scores–
from highest to lowest. A detailed description of the SAW
methodology can be found in the literature [6], [46], [47].

The AHP methodology was introduced by Saaty as “...a
theory and methodology for relative measurement...” [21], [47]–
[51] that decision makers use to compare different alternatives
using relative, as opposed to absolute, scores. It has been found
to be useful in solving problems that require subjective input
from decision makers, and is based on pairwise comparisons of
alternatives. A more detailed summary of AHP will be given
shortly.

We considered the three MADM approaches as potential can-
didates to apply to our asset criticality problem because of their
ability to handle problems that involve subjective judgements
similar to ours. However, due to the complexity of our problem,
which has three layers and many interdependencies, some of
these methods are not well-suited to provide a mathematically
valid solution as will be discussed shortly. A short analysis of
the suitability of each method is summarised in Table II.

TABLE II: Comparison of three MADM techniques in solving
complex multi-level problems. A “Y” means the method has
that capability while a “N” is the opposite.

AHP TOPSIS SAW
Single level Y Y Y
Hierarchical Y N N
Different criteria size Y N N

From the table, all methodologies can perform MADM calcu-
lations at the same level where there are no interdependencies,
similar to the work by Jakobson [23] or Karami [52]. Although
researchers have not always found numerical agreements among
the three methodologies since they use different algorithms,
the approaches have been shown to provide decision making
metrics that address the objectives for which they were
originally designed [6].

When there are multiple levels or hierarchies in the problem
to be solved, neither TOPSIS nor SAW methods are capable
of handling such problems because the scores they calculate
are for ranking purposes only [18]. No further computations
can be performed with those measures although they can be
useful for providing independent decisions at the different
levels. However, the AHP methodology scores can be further
manipulated [50] to address interdependencies and hierarchies.

The AHP methodology is capable of making comparisons
among alternatives assessed using different criteria sizes [20],

[21], [50]. As explained in Section IV, some alternatives can
be best characterised by one set of criteria, while others do not.
For example, branch alternatives at one level can be compared
using 3 criteria, while another branch uses 5. The AHP is able
to provide numerical scores that can be compared across all
these branches. Because TOPSIS and SAW scores cannot be
applied in this way, they are incapable of handling comparisons
across alternatives with different criteria sizes. We therefore
elected to use a modified AHP approach to determine asset
criticality scores for operational networks to provide defenders
with improved SA and assist with decision making.

B. Analytical hierarchy process (AHP) summary

A summary of the AHP process is given in the steps that
follow. Detailed discussions of the AHP can be found in the
literature [21], [47], [49]–[51].

1) Step 1: Construct and define the problem hierarchy: This
stage defines the hierarchical problem. In our work, the problem
hierarchy is as illustrated in Fig. 3. The figure shows the inter-
and intra-dependencies in three levels of an operational network.
At each level, entities are characterised by the criteria that they
need to be compared against as explained in Section II. For
example, at the first level shown in Fig. 3, the sites could be
compared according to the number of ITI users. Other criteria
could be the strategic importance of the site, or the sensitivity
or sophistication of the ITI at that site. Such criteria are used
by the SMEs to provide subjective pairwise comparison scores
of entities for a given criterion, scores that are an input to the
AHP methodology.

2) Step 2: Determine criteria weights at each level:
For a problem with m criteria, let A′ = (aij)m×m be a
pairwise comparison matrix (PCM) that represents the pairwise
preferences of one alternative over another. The preference of
criterion i over j (denoted as Ci � Cj) is represented by
aij∀i, j = 1, · · · ,m. If aij > 1, then Ci � Cj . Conversely, if
aij < 1, then Cj � Ci. It follows that aij = 1/aji and ajj = 1.
If aikakj = aij∀i, j, k = 1, · · · ,m, then A′ is consistent [20].

The criteria weight vector W = [w1, w2, · · · , wm] is
calculated from the eigenvector with the largest eigenvalue of
A′, the principal (or Perron–Frobenius) eigenvector [48], [50]. It
represents the relative importance of one criterion over another.
To help the SMEs determine the scores aij∀i, j = 1, · · · ,m,
Saaty’s methodology uses a numerical scale from 1 to 9 as
shown in Table III [20]. The table, which is used for scoring

TABLE III: Summary of Saaty’s relative AHP scores.

aij Meaning
1 Ai and Aj have equal contributions to the objective.
3 Ai has a moderately stronger contribution to the objective than Aj .
5 Ai has a stronger contribution to the objective than Aj .
7 Ai has a very strong contribution to the objective than Aj .
9 Ai has an extremely strong contribution to the objective than Aj .

both the criteria and alternatives, shows the relative pairwise
scores and their meanings [20]. For an example on how to use
this table, consider a comparison between two alternatives, say
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A1 and A2. If the preference of A1 over A2 is “very strong”,
then a12 could be assigned a value of 7, meaning a21 = 1/7.

3) Step 3: Compute scores for each alternative at each
hierarchical level: Consider n alternatives that are characterised
by the m criteria presented in Table I. Let the PCM for the
jth criterion be B(j) = (bik)n×n, where b

(j)
ik is the preference

score of the ith alternative over the kth. Using the same method
as in calculating the criteria weights explained in Step 2, the
vector scores for the alternatives evaluated over the jth criterion
are the principal eigenvector values for matrix B(j) [20]. Let
that vector be s(j). Repeating this process for all the m criteria
gives alternative score matrix S = (sij)n×m, where

S = [s(1) · · · s(m)] (1)

4) Step 4: Compute final scores: The global alternative
scores V = (vi)n×1 at an AHP level is given in Equation 2.

V = SWT (2)

The n alternatives can be ranked based on these overall scores.
For our work, we repeat the above steps at each level.

C. Proposed AC scoring approach

AHP pairwise comparisons among alternatives can be time
consuming [21], particularly in operational networks that are
typically very large and complex. For example, if a network
spans 40 sites, as in a typical operational network that we
describe shortly, there will be 7807 pairwise comparisons per
criterion per level in addition to the

m

C2 comparisons for
m criteria. Considering that we can have a minimum of two
criteria and three levels, the number of comparisons becomes
impractical for application in operational networks.

We propose a new approach that significantly reduces the
burden of pairwise comparisons on the expert. Using input
derived from SME knowledge and expertise, we devised a
simple approach to assign scores for each alternative, while
satisfying Saaty’s scoring requirement [20]. We realised that
the SMEs can provide reliable comparisons based on one
criterion. They can use their own scoring methods, whether
subjective or not, or use scores provided by any security COTS
tools they may be using, e.g. the number of mission-critical
activities recorded in email or web logs. Since these scores do
not necessarily match the Saaty scores listed in Table III, they
would need to be transformed in order for them to be used
with the AHP methodology.

For a given criterion Cj : j = 1, · · · ,m, our approach is as
follows:

1) assign scores xij : i = 1, · · · , n to the alternatives.
Let the scores be represented by the vector Xj =
(x1j , x2j , · · · , xnj). Assume that the scores range in
[rmin rmax].

2) sort the alternatives by scores. Let Yj = (y1, y2, · · · , yn)
be the result of sorting Xj in descending order. That is,
Yj = sort(Xj).

7This value is determined from
n
Ck =

n!
k!(n−k)!

,where n is the number of sites and k = 2.

3) map the scores Yj onto the Saaty scores as follows:

yi →
(yi − rmin)

(rmax − rmin)
· (Smax − Smin) + Smin (3)

where Smin and Smax are the minimum and maximum
Saaty scores respectively, and i = 1, · · · , n.

4) perform pairwise comparison of the elements of Yj . Let
Z = (zik)n×n be the pairwise comparison matrix for the
elements of Yi such that:

zik =
yi
yk
∀i = 1, · · · , n; k = i, · · · , n (4)

Upper entries of Z will be zki = 1/zik.
5) using the steps described in step 2 of the previous section,

let t(j) be the principal eigenvector of Z.
6) reorder the elements of t(j) to represent the original order

of the alternatives as represented by the scores in the Xj

vector. Let s(j) = unsort(t(j)), where unsort represents
the reversal of the original sort order.

7) repeat the above steps for each of the m criteria to create
the alternative score matrix S = [s(1) · · · s(m)] explained
in Equation 1.

Instead of manually performing
n

C2 pairwise comparisons
given n alternatives for each criterion, in which the consistency
is not guaranteed, our approach only requires the user to
provide the scores for each alternative. Our algorithm performs
a quick determination of the pairwise comparisons and, as our
experiments will show, our PCMs meet Saaty’s consistency
threshold requirement and scales well.

D. AHP limitations

In this section we summarise some of the known AHP
limitations and how we address them in our approach.

1) Subjectivity and validation: Some researchers have
reservations on using the AHP approach because it is mostly
based on inputs from subjective judgements of decision
makers [48]. However, the absence of hard mathematical
relations to derive decisions from has made AHP a popular
and effective methodology for decision making that has been
successfully applied in many fields [20]. This makes it a good
candidate for solving our problem.

In general, AHP problem solutions are difficult to validate
as they are mostly based on subjective input. As a result re-
searchers have often suggested problem solutions, but deferred
validation to a later time or used SMEs’ inputs to validate their
results [6], [15]. We opt for the latter and use scores calculated
from SME approaches to validate our work. We reinforce that
with a sensitivity analysis of calculated scores to show that
our approach is also self-consistent.

2) Rank reversal: This is a known problem in many MADM
techniques such as TOPSIS, SAW, or Borda-Kendall (BK)
[53], [54]. It occurs when the techniques do not preserve their
rankings after the attributes defining a MADM problem are
removed or new ones added [48]. Such a problem affects deci-
sion making consistency in cases such as military applications
where attributes definitions often change as missions are stood
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up or wound down. Some researchers’ suggestions to address it
are too cumbersome to use in operational environments where
decisions are required very quickly [21], [53], [55], [56].

To avoid introducing erroneous decisions when criteria or
alternatives are changed, we tested our experiments to see how
they could be affected by this problem. As we show in our
experiments, rank reversals did not occur, a result we credit on
the high consistency rates of our scoring approach. However,
we defer detailed study of this AHP weakness to possible
future work.

E. Our experiments

We carry out our experiments on two networks. The first
network is a hypothetical network8 made up of five sites, each
with five services as shown in Fig. 4. Each service in turn has
five assets.

Site1

...

Site5

...

Svc11

Svc15

...

Svc51

Svc55

St15Svc1

...

Ast111

Ast115

Assets
Svc

CapabilitySites

...

Ast151

Ast155

...

Fig. 4: Demonstration on a hypothetical 5-site network.

In the experiments, we assign attributes at each level.
For simplicity we assign five generic attributes that can be
increased or reduced as requirements change. Our approach
then determines scores for each alternative, based on calculated
attribute weights, and show the prioritisation of sites, services
and assets.

The second network is a simulation of a real military
operational network that covers 40 sites. Such a network is
generalised in Fig. 5 for the Email (Mail) service.

The 40 sites are each supported by the following four
services: Email, VTC, FT and Chat9. There could be other
services available on the network, but we elected to simplify
our work by considering these four, which are important for
this organisation. As we demonstrate in our work, our approach
is able to incorporate additional services that may arise.

Each service is supported by the following three assets:
connectivity, backbone cloud, and a host service. The backbone
cloud allows the inter-site communications in the network, and
represents an internet service provider (ISP)’s network. Each

8In reality, this is a simulation of a scaled-down military research network.
9For illustration simplicity, we only show Mail services.

Site1

Site2

...

SiteM

...

SitenN

St12Mail

Site

Mail1

Svc
Capability

Mail2

...

MailM

...

MailN

St2MMail

StMNMail

Connectivity1

Assets

Connectivity2

Host
Service

ConnectivityN

ConnectivityM

AD

EX

DNS

Backbone
cloud

Fig. 5: Dependencies of sites, mail services and assets in a
40-site operational network. The Email service is shown with
its EX, AD, and DNS servers represented by a host service.

service accesses the backbone through its connectivity link,
which is made up of switches, routers, encryptors and fibre
links10. The host service represents a distributed aggregate asset.
An example of such an asset are the distributed email server
and its associated ADs, DNS and exchange servers. Because
of its complexity, we do not break down the host service into
its constituent sub-assets but defer the detailed study of such
assets to possible future work.

F. Performance measures

As discussed earlier, Saaty points out that if aikakj =
aij∀i, j, k = 1, · · · ,m, then the pairwise comparison matrix
A = (aij)m×m is consistent [20], [48], [50]. In practice, it
is hard to achieve consistency with the PCMs given that the
inputs are mostly subjective. Rather than reject inconsistent
matrices outright, Saaty proposed a 10% consistency ratio
(CR) threshold for matrices to be acceptable for an AHP
solution. That means any pairwise comparison matrix with
a CR less than 10% is acceptable for use with the AHP,
otherwise the rating must be done again until the CR meets
the threshold requirement [20], [50], [57]–[59]. We use the
CR as a performance measure for our approach and also show
that our approach did not fall victim to rank reversal.

We judge the consistency of our solution through a sensitivity
analysis, which is a way to investigate how well specific criteria
or combinations of criteria result in desired changes in model
outcomes [60], [61]. This analysis shows that as the preference
for an alternative increases within its scoped range, its score
also monotonically increases–enabling clear distinctions among
alternatives of differing preference levels.

10For the purpose of our analysis, this combination of assets is considered as
one aggregate asset. The failure of one of these assets results in the complete
failure of the link.
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We also use correlation metrics to compare the results
obtained from a manual approach against our approach. The
first metric is the Spearman’s Rho [15], which determines
the pair-wise statistical dependency of two rankings. Its
values range between −1 and +1, where a −1 represents
a perfect negative correlation, a 0 no correlation and a +1 a
perfect positive correlation. The second measure is Kendall’s
W [15], [62], which measures the group-wise concordances
and discordances in ranked data. A score of 1 represents a
perfect agreement and a 0 means there is no agreement trend
among the rankings.

VI. SIMULATIONS AND RESULTS

This section presents the results of experiments we conducted
on a hypothetical network and repeated on a simulation of a
military operational network. We then discuss the results and
present possible future work.

A. Our scoring approach and its performance

We first present a simplified manual attribute scoring process.
The AHP scores calculated from this process were compared
against those obtained through our AC approach. Then we
show a performance comparison of the two scoring approaches
before applying them to two simulated networks.

1) The Manual pairwise comparison matrix (PCM) scoring:
In the classical AHP approach the SME performs pairwise
comparisons for each pair of alternatives under consideration.
This tedious and time-consuming approach, which can take
several hours to produce one PCM, would be difficult if not
impossible to apply in cyber security decision making where
activities are very fast-paced. For our experiments, which
require comparisons against scores calculated from multiple
manually-produced PCMs, we created “Manual” datasets for
testing.

To create these datasets, we requested two operators to
provide preference scores for 5 network alternatives, say Ai :
i = 1, · · · , 5. For simplicity, the scores ranged between 1 and
5. They were then mapped onto the Saaty [1 9] scale shown in
Table III. Similar to the approach taken by Roege et al. in their
cyber resilience analysis [63], the author used these scores to
perform simple pairwise comparisons of the alternatives and
produce “Manual” PCMs. An example of the score mapping
is shown in Table IV.

TABLE IV: Example of mapping operator’s preferences to
Saaty’s scores shown in Table III.

Attribute / alternative A1 A2 A3 A4 A5

Operator’s scores 1 2 3 4 5
Assigned Saaty scores 1 3 5 7 9

The table shows an example of an operator’s preference
scores in the first row and their corresponding relative AHP
scores in the second. That means, for example, alternative A5

“provides an extremely strong contribution to the objective”
than A1 as described in Table III. That score mapping enabled

us to determine the following simple PCM P that represents
the operator’s preference scores:

P =


1 1

3
1
5

1
7

1
9

3 1 1
3

1
5

1
7

5 3 1 1
3

1
5

7 5 3 1 1
3

9 7 5 3 1

 CR = 0.053 (5)

From the matrix P the CR is 0.053, which satisfies Saaty’s 10%
threshold for acceptable consistency. We use this simplified,
but valid PCM scoring approach in the experiments that follow.
The results obtained from using this “Manual” approach are
compared against those obtained using our AC approach and
a labour-intensive “Classical” PCM from earlier work [17].

2) The AC pairwise comparison matrix (PCM) scoring: To
determine the PCM using our approach, we apply our algorithm
described in Section V-C on the operator scores in the first
row of Table IV. The resulting PCM is as follows:

P =


1.0 0.3 0.2 0.1 0.1

3.0 1.0 0.6 0.4 0.3

5.0 1.7 1.0 0.7 0.6

7.0 2.3 1.4 1.0 0.8

9.0 3.0 1.8 1.3 1.0

 CR = 0.025 (6)

In this case the CR is 0.025, which is a significant im-
provement from the 0.053 obtained in Equation 5 and meets
the minimum 10% threshold. It is clear that the PCMs in
Equations 5 and 6 are different, which should be expected
as they originate from different approaches. We analyse the
implications of these differences shortly.

3) Performance: We analyse the performance of our pro-
posed approach through a sensitivity analysis of criticality
scores, the CR, rank reversal and overall ranking of alternatives.

a) Sensitivity of criteria: For this test, we used the
alternatives and scores in the second row of Table IV. We
arbitrarily selected one alternative A1 and calculated its AHP
score11 as we varied its preference scores from 1 to 9 while
the other alternatives’ scores remain fixed at 3, 5, 7, and 9
respectively. We repeated these tests with alternative A5 while
the other alternatives’ scores remain fixed at 1, 3, 5, and 7.
The results of the score variations are shown in Fig. 6.

The figure shows the AHP scores to be monotonically
increasing for A1 as its preference score increases. The
relative rankings of alternatives A2, A3, A4, and A5 remain
unchanged as the scores for A1 are changed. AHP scores
for A5 are monotonically decreasing as its preference score
decreases while keeping the other alternatives’ scores constant.
These are expected results that represent repeatable changes
to alternatives’ AHP scores corresponding to changes in
preference scores while the relative rankings of the rest of
the alternatives are unaffected, i.e. no rank reversal as the
attribute scores change.

11Principal eigenvalue.
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Fig. 6: Variations in AHP scores for alternatives A1 and A5.
The legend and vertical axis are the same in both figures.

b) CR and rank reversal: In addition to the sensitivity
analysis above, we conducted additional experiments to show
that our approach does not succumb to the rank reversal
problem. First, we created a PCM. We determined its CR
to ensure that it is valid for an AHP process. We then reduced
its dimension, corresponding to removing an alternative, as
illustrated in Equation 7 for a 5× 5 PCM.

1 1
3

1
5

1
7

1
9

3 1 1
3

1
5

1
7

5 3 1 1
3

1
5

7 5 3 1 1
3

9 7 5 3 1

→

1 1

3
1
7

1
9

3 1 1
5

1
7

7 5 1 1
3

9 7 3 1

 (7)

We determined the CR of the new PCM. If the CR is acceptable
(i.e. below 0.1), we calculated its AHP scores through its
principal eigenvalues. Rank preservation was tested through
inspection of the calculated scores. This exercise was repeated
on multiple PCMs determined from the Manual and AC
approaches. To compare and validate our results, we used
a Classical PCM that was painstakingly created, with operator
input, in previous work and has a marginally acceptable CR
(see PCM in Equation 8) [17].

For these tests, we first created an AC PCM from the
Classical PCM. We used its first column as the scoring starting
point and determined our own PCM from that data. Then we
determined the CRs for both 9×9 PCMs. For PCMs with CRs
less than 0.1, we determined their corresponding AHP scores
and ranked the alternatives, otherwise the PCM was rejected
according to AHP rules.

To test for rank reversal, we arbitrarily removed a row and its
corresponding column from each PCM as shown in Equation 7.
We calculated the CR and inspected the calculated AHP scores
for rank reversal violations. We repeated this process until
the PCM size was 3, the smallest it can be under AHP. We
performed the same set of tests on a different 10× 10 PCM
created using the Manual method. The CR results from these
tests are shown in Figures 7 and 8.

The graphs in Fig. 7 show that our AC approach always
produced PCMs with very low CRs12. There were no rank

12It should be noted, as discussed later, that we obtained similar results
when we performed the same tests on other PCMs (up to 1000× 1000).
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Fig. 7: CR variations for Classical and AC PCMs.

reversal cases. The figure shows that on similarly reducing the
Classical PCM [17], it failed to meet the AHP CR threshold
of 10% in many instances, which we discarded from further
consideration. Although there were no rank reversal cases for
the non-discarded PCMs, this result shows how difficult it is
to manually produce PCMs that meet the AHP CR criterion
and pass the rank reversal test.
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Fig. 8: CR variations for Manual and AC PCMs.

The Manual approach produced low CRs as shown in Fig. 8
and did not exhibit rank reversal. Compared to the Classical
approach, its CRs are very low and generally decrease as
the matrices get smaller. This means the Manual approach’s
consistency improves as the number of alternatives to compare
gets smaller, which is an expected result as humans’ capability
to make decisions based on multiple factors improves as the
number of factors decrease. On the other hand, the Classical
approach does not show such improvement in consistency,
a result that points to the difficulty of performing classical
pairwise comparisons. Our AC approach produced very low
CRs that always met the AHP’s 10% threshold and had no
rank reversal cases. These results make our approach a good
candidate for practical fast-paced cyber applications where the
number of alternatives can change at short notice.

c) Overall AHP score ranking comparison: We show how
AHP scores from our approach compare against those from
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the two manually generated PCMs as illustrated in Fig. 9.
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Fig. 9: Criticality scores for PCM in Equation 8. The numbers
on each bar represent the rank for that alternative.

From the figure, our AC score rankings differ from Classical
ones in four (two swapped ranks) instances. This resulted in
respective Spearman’s Rho and Kendall’s W scores of 0.84
and 0.45. The low Kendall’s W score shows that there is a
weak concordance between our PCM and the manually created
PCM, although the Spearman’s rho shows strong correlation
between the two.

The weak Kendall’s W score is not surprising considering
the Classical PCM’s marginal CR of 0.099 and the transitive
contradictions in the PCM. The first column of this PCM says
A2 � A9 � A7 � A8 � A4 � A3 � A1 � A5 � A6. But,
the second column says A9 � A2 � A8 � A4 � A3 � A5 �
A7 � A1 � A6, which has a number of contradictions to the
first column, e.g. first column says A2 � A9, but the second
says the opposite A9 � A2. Such contradictions contribute to
the low ranking agreements observed above, highlighting the
difficulty of performing consistent pairwise comparisons using
the classical manual method. This fact, which also contributes
to the errant CR scores shown in Fig. 7, shows that the scoring
in the PCM, which took hours to create then, could provide
questionable decision making guidance, especially in cases
where the number of alternatives under consideration change
as in practical cases where mission objectives change over
time.

In contrast, the relative rankings of the Manual method shown
in Fig. 9 were in perfect agreement with our AC approach.
This is an expected result that reflects the strong CR of the
Manual approach. This perfect agreement validates that our
AC approach agrees with a carefully constructed manual PCM.
This result and the low CR make our approach a good candidate
for practical applications as described in the next section.

B. Application to a hypothetical five-site network

We demonstrate our approach on a simple hypothetical
5-site network, which is a scaled down version of a real
military research network. It has 5 services for each site and
5 assets for each service. We aim to show how our approach
assigns criticality scores in a network. In the process, we
compare our approach against the Manual approach. The
network administrator provided scores for the sites and service

assets. The author, who assumed the role of the network
SME knowledgeable with the research network’s policies and
goals, assigned service attribute scores with some input from
the network operators. Using these data, we determined the
criticality scores at each level and assigned them as explained
in the following sections.

1) Criticality scores for sites, services, and assets: Criticality
scores are assigned to each level (see Fig. 4) as follows:

a) Site criticality scores: Fig. 10, shows the variations
of the site criticality scores, which were calculated using the
two different approaches.
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Fig. 10: Site scores.

From the figure, both approaches show that Site5 is the
most critical while Site1 is the least. The relative rankings
of the rest of the sites are the same as well. However, the
actual criticality scores for each site differ by approach used.
This difference originates from the determination of principal
eigenvectors from two different PCMs. The overall ranking
represents how critical a site is in supporting the organisation’s
cyber capability.

b) Service criticality scores: The service criticality scores
are shown in Fig. 11.
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Fig. 11: Service criticality scores (Sij =Svcij∀i, j = 1, · · · , 5).

The score variations in the figure show that service Svc55
is the most critical at each site and Svc11 the least. For the
same reason as site scores, each approach produced a different
criticality score for each service, although the services’ relative
rankings matched. These criticality scores reflect the operators’
overall preferences for the organisation’s services. The results
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show score distinctions and repeatability that can give SMEs
improved network SA and assist in their decision making
activities.

c) Asset criticality scores: In this step criticality scores
are assigned to assets for each service and site. Again, the
assets for each service are assumed unique to that service,
although in practice they could be shared as explained earlier.
Due to space limitations, Fig. 12 shows the criticality scores for
assets at Site 5. For figure clarity Aij =Ast5ij∀i, j = 1, · · · , 5.
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Fig. 12: The criticality scores for assets at Site 5.

From the figure, Ast555 is the most critical and Ast511 the
least. The relative rankings of the assets are shown in Table V,
where Mn represents the Manual approach.

TABLE V: Ranking comparison for Site 5 assets.

Services Assets
ID Site rank Global rank ID Service rank Site rank Global rank

Mn AC Mn AC Mn AC Mn AC Mn AC

Svc51 5 5 11 11

Ast511 5 5 25 25 91 110
Ast512 4 4 23 23 73 89
Ast513 3 3 20 21 57 76
Ast514 2 2 16 19 36 64
Ast515 1 1 11 17 21 58

Svc52 4 4 9 9

Ast521 5 5 23 23 73 89
Ast522 4 4 22 16 63 52
Ast523 3 3 18 14 48 39
Ast524 2 2 13 12 27 27
Ast525 1 1 9 9 18 21

Svc53 3 3 5 5

Ast531 5 5 20 21 57 76
Ast532 4 4 18 14 48 39
Ast533 3 3 13 11 27 24
Ast534 2 2 7 7 12 12
Ast535 1 1 5 5 8 8

Svc54 2 2 2 2

Ast541 5 5 16 19 36 64
Ast542 4 4 13 12 27 27
Ast543 3 3 7 7 12 12
Ast544 2 2 4 4 5 5
Ast545 1 1 2 2 2 2

Svc55 1 1 1 1

Ast551 5 5 11 17 21 58
Ast552 4 4 9 9 18 21
Ast553 3 3 5 5 8 8
Ast554 2 2 2 2 2 2
Ast555 1 1 1 1 1 1

The table shows the relative rankings as performed at the
site, service and global or organisational levels. For example,
as already illustrated in Fig. 12, asset Ast555 is the most critical
at all levels. Asset Ast535 is the most critical for Svc53, but is
fifth at Site5 and eighth for all sites.

The results in the table show that both approaches matched
all the relative rankings for sites and services, but showed
some mismatches in rankings at the site and global levels. To

understand these mismatches, we performed statistical analyses
on the relative rankings. In Table VI we show the Spearman’s
Rho and Kendall’s W measures for the relative asset rankings
between the Manual and our AC approaches.

TABLE VI: Ranking comparisons measures.

Site Global
1 2 3 4 5

Spearman’s rho 0.96 0.95 0.95 0.94 0.93 0.92

Kendall’s W 0.97 0.97 0.97 0.97 0.97 0.96

The results show very strong agreements between the
two approaches. The mismatches originate from successive
rounding errors introduced through differences in principal
eigenvectors calculated from two different PCMs. These results
confirm again that our AC approach has a very strong agreement
with the Manual approach, which are a close reflection of how
critical certain assets are to the organisation’s cyber capability.
We can conclude that our AC approach’s asset criticality scores,
which strongly match those derived from SMEs’ inputs, are a
strong reflection of the organisation’s relative dependence on
the assets for its cyber capability.

2) Common services and assets: In many practical cases,
services or assets could be common among all or some sites.
For example, Email could be common to all sites and internet
backbone, as shown in Fig. 5, could also be common to all
sites. In this section, we show how our approach handles these
common services and assets.

Fig. 13 shows the variations in criticality scores for common
services as viewed from each site. For example, at Site1, service
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Fig. 13: Per site view of common services.

Svc1 is the least critical while Svc5 is the most. These scores
would be important for the site SME to understand what is
important at their site.

Fig. 14 shows the global criticality scores for the organisation.
The figure shows what the most critical service is-information
that could be useful for decision making such as risk manage-
ment or global allocation of resources.

In a similar fashion, some assets are common to all or a
limited set of services. We illustrate the criticality scores for
such situations in Fig. 15, which uses data shown in Fig. 12.
In the figure, we arbitrarily elected to make Ast3 common to
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Fig. 14: Global view of common services.
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Fig. 15: Site5 asset criticality scores with Ast3 as common.

all services at Site5. Such a case is equivalent to all services
using a common asset such as the internet backbone, which
can be a shared asset such as a link to the ISP as illustrated in
Fig. 5. Since the attribute scores remain the same, the relative
criticality scores also remain unchanged from those shown in
Fig. 12 except that our approach makes the common asset the
most critical, while the Manual approach makes it the second
most critical. A ranking comparison of the two approaches
gives a Spearman’s Rho of 0.93 and Kendall’s W score of
0.97, which indicates a very strong agreement. Similar to the
service criticality scores, these variations help the SMEs to
understand what is important and make decisions accordingly.

3) Services among paired sites: To have a good SA of
the network, SMEs sometimes require an understanding of
the criticality of services among pairs of sites. For example,
they may want to know the most critical service in providing
mail among paired sites. To assist in that regard, our approach
determines the relative scores for service delivery among paired
sites. This capability is only possible for sites sharing a common
service, so we assume the common services shown in Fig. 13.

We determine the scores among paired sites from the
criticality scores of the unique assets supporting the services.
Since AHP’s upstream scores are the sum of downstream
dependencies, the scores for paired sites are determined from
the addition of the criticality scores from all unique assets
participating in the delivery of the service between the sites.
For example, the criticality score for Service 5 between Sites 1
and 2 is given by Site12Svc513 =

∑5
1Ast15i +

∑5
1Ast25i. The

13Using the nomenclature in Fig. 5, Service 5 between site 1 and 2 would
be St12Svc5.

resulting scores are shown in Fig. 16.
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Fig. 16: Service criticality scores among paired sites.

In the figure, we show the five services operating between
paired sites. The first five graphs represent the services between
sites 1 and 2. Similar to the previous service score variations,
St12Svc1 is the least critical while St45Svc5 has the highest
criticality score. Since the criticality scores are simply the sums
of the scores of the pair of communication sites, it follows
that the relative scores mirror that. For example, St23Svc2
has a higher score than St12Svc2 because of the higher score
contribution from Service 3. Again, these criticality scores can
give network defenders improved SA of their networks and
assist with decision making.

Fig. 17 shows a comparison of our AC and the Manual
approaches in ranking Service 1 between sites.
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Fig. 17: Criticality scores for Service 1 between sites.

The ranking comparisons showed agreements of the top 2
and bottom 2 cases leading to a Spearman’s Rho of 0.79 and
a Kendall’s W score of 0.90. Comparisons of other paired
services also gave the same statistical measures, which are
considered as strong measures of agreement. The ranking dif-
ferences are not surprising considering that the paired services’
scores are derived from principal eigenvalues determined from
two different PCMs. Because of the strong correlations, our AC
approach provides scores that closely resemble manual SME
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preference, and can therefore be considered good measures for
decision making.

C. Application to an operational network

This section presents the results from applying our approach
to a simulation of a real 40-site operational network generalised
in the illustration in Fig. 5. As stated earlier, each site is
supported by four services, Email, FT, Chat, and VTC. Each
service is in turn supported by three assets. To determine the
criticality scores, we arbitrarily elected to use five attributes
at each level. For simplicity, we scored the services and asset
attributes using input provided by network operators. We
arbitrarily assigned site scores based on our understanding of
the goals and objectives of the military operational network. In
practice, military decision makers should provide these scores,
preferably through the use of COTS tools to lessen the burden
of manually assigning scores to a huge list of alternatives.

1) Site criticality scores: Using our AC approach, we deter-
mined the site criticality scores that are shown in Fig. 18. The
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Fig. 18: Site criticality scores for a 40-site network.

figure shows that the most critical site is Site35 and the least
critical is Site33-information that would be important for the
SME to prioritise what is most important.

2) Service criticality scores: The calculated criticality scores
for the four services at each of the sites above are shown in
Fig. 19. The figure shows that at each site, the most critical
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Fig. 19: The criticality scores for services in a 40-site
operational network.

service is Email, and the least is Chat. This trend reflects what
the operators’ believe to be the most critical services at each

site. The figure also shows that the most critical service within
the organisation is Email at Site35, information that would be
important to providing SA to network defenders and assist
them to make decisions such as an understanding of where
resources should be prioritised to maintain business continuity.

3) Asset criticality scores: At the third level, we determine
the criticality scores for the assets. The scores for assets
associated with 3 sites are illustrated in Fig. 20. For clarity,
we only show the Sites 35 to 37.
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Fig. 20: A site-level view of the assets supporting services at
Sites 35 to 37. The blue dashed lines show the site boundaries.

In the figure we show three sites separated by the dashed
blue lines. Each site has four services, Chat, FT, VTC, and
Email. The services are represented by the service and site
names, e.g. FT35 is the FT service at Site 35. There are three
assets supporting each of those services. The criticality scores
shown reflect each service’s relative dependency on those assets.
For example, at Site35, the email service’s dependency on the
Backbone has the highest criticality score, and the Backbone
has the highest criticality score overall. All services at a site
share the same connectivity, and the services’ dependencies on
these connectivities vary as shown in the figure, giving SMEs
an understanding of what is important.

The asset criticality scores in the figure can be used in many
permutations of decision making. For example, they could
allow the SME to determine the site with the most critical
connectivity requirements, or the most critical server for a
given site or within the whole organisation. Such permutations
can be best viewed in a software application implementing
our AC approach, which we plan to do as part of future work
activities related to this work.

4) Common services criticality scores: The criticality scores
for services shared among paired sites are illustrated in Fig. 21.

From the figure, the general trend is similar to that of the
other services within the organisation. The Chat service has
the lowest criticality scores while Email has the highest. The
provision of Email between Sites 24 and 35 (not shown) has
the highest criticality score, a result that matches the scores for
the most critical services as shown in Fig. 19. As mentioned
earlier, these results help defenders prioritise the allocation of
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Fig. 21: Selected services shared among sites in the organisation.
Due to space limitations, we elected to only show 12 of the
780 possible combinations.

resources to support the most critical services to maximally
maintain business or operational continuity.

5) Treatment for specialised services: In this section we
demonstrate how our approach can be used to handle special
services that may be very important for an organisation’s pursuit
of their goals at a given time. To do that, we assume the
existence of a specialised FT service at 10 randomly selected
sites. These unique services, which can represent specialised
C2 systems that may only be found at a few sites, need to be
specially scored at the beginning of the exercise to represent
their context so as not to be dwarfed by the common services
and therefore lose the attention that may be due to them. We
illustrate that with 7 of the 10 sites as shown in Fig. 22.
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Fig. 22: Criticality scores for services in a 40-site operational
network showing Service 2 as very critical at 10 different sites.

We simulate specialised FT service at Sites
6, 12, 15, 17, 24, 27, 32, 34, 36, and 40. This is
achieved by changing the attribute scores for these sites to
reflect their new importance values and recalculating the
criticality scores. The resulting scores in the figure show
that the specialised services are critical to the organisation
during the time-frame under consideration. Such a scenario
can represent a change in priorities as a function of time, e.g.
when the organisation is suddenly on a war footing. The FT
service at Sites 27 and 36 are the most critical, unlike Fig. 19

where Email at Site 22 was the most critical. This simulation
demonstrates that as time changes, the attribute scores can
change to reflect the operational environment at the time. As
a result the criticality scores change, representing the dynamic
capability of our approach-giving the SME a near real-time
understanding of where priorities should lie.

D. Application scalability

In order to test how scalable our AC approach is, we
ran arbitrarily selected variable attribute sets on simulated
organisations of varying sizes. Using proof-of-concept code
in MATLAB R18 on a Windows workstation14, we randomly
generated attribute scores at each level and calculated the
criticality scores while measuring the execution times, which
are shown in Fig. 23.
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Fig. 23: Execution times for arbitrarily selected variable
combinations.

The figure shows our approach’s execution times for organi-
sations with up to 1000 sites15. The execution times increase
with the number of attributes and alternatives used. With 40
attributes, for example, our approach can execute scores for
an organisation with 1000 sites in less than 50 seconds, while
100 attributes take more than 5 minutes for 1000 sites.

Since there is no control over the alternatives, which
represent the organisation’s size, number of services, and
number of assets, the best execution times can be obtained with
a minimal number of attributes at each level. Our work did
not analyse the optimal number of attributes required, but if
the number of attributes is too high the execution times could
become prohibitive for applications in operational environments.
Methods such as the principal component analysis could assist
in reducing the number of attributes by helping to determine
the most important attributes to use. We defer such a study
to possible future work. In all, this analysis shows that our

14Pentium i5 processor, running MS Windows 7.
15While most organisations are distributed over many sites, the sizes are

unlikely to exceed the 400 sites.
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approach scales well to accommodate most sizes of practical
networks.

E. Discussions and future work

We have developed an approach to determine criticality
scores for an organisation’s sites, services and high level sevice
assets. Such scores could assist network defenders in improving
their SA on their networks and assist in decision making.
Examples of some decision making applications could include
selective prioritisation of resources to match the criticality
scores determined by our approach. The scores could also be
used to estimate the level of risk or impact resulting from a
service or asset outage, leading to the prioritisation of COAs
to be taken.

In our AHP-based approach, we were able to show that
we could meet minimum consistency requirements in the
pairwise comparisons of attributes and entity scores contributed
by SMEs or leveraged from security COTS products. The
pairwise comparison approach we used is simple enough for
implementation and could integrate results from security COTS
tools that characterise cyber environments, services and assets–
capabilities that we plan to demonstrate in future work. Our
results show the clear distinction among unique and common
alternatives such as service servers like the Email servers or
service assets like the common link to the ISP.

We validated our approach through comparisons against
scores calculated from operator-provided manual input scores.
The results showed strong statistical agreements, matching
the original objectives as laid down by the original criteria,
thus making our approach very promising for cyber decision
making. In addition, our sensitivity analysis augmented this
validation and showed that our approach is self-consistent.
Further validation, which we defer to possible future work,
could be performed through a survey of SMEs to determine
their common ground. Such an approach could also help refine
the original criteria and pairwise comparisons.

The work presented here can provide more value to the
operational and strategic commanders and their staffs (OSC&S)
if the following activities are implemented as part of possible
future work:
• Scalability: We demonstrated our approach on two sim-

ulated networks of 5 and 40 sites respectively. We
also simulated randomly generated scenarios for various
networks ranging in size from 5 to 1000 sites and showed
that our algorithm is capable of handling them, although
the execution times increase with size and number of
attributes. Our work did not determine the optimal number
of attributes to use. We therefore recommend possible
future work to test our method on operational networks
using various attribute set sizes to determine the optimal
set that would give good performance for operational
application.

• Extension to include operational assets and users: We
simplified our work by only addressing part of the
criticality problem. Although we were aware of the need
for a solution that addresses operational assets and users,

we left that for a possible future work activity. Such work,
which will build upon the results of this work, can be
modeled as additional layers that are dependent on the
criticality scores of the services network. The result of
such an activity would provide OSC&S with SA that
could incorporate all assets and users.

• Scoring: Our work used subjective scores since they
are either unavailable or are based on individual SME
judgements. We recommend future work to integrate
numerical scores from COTS tools such as Lumeta [64]
that support device identity management for near real-time
scores of some asset attributes. As part of possible future
work, these scores can be complemented by the subjective
SME judgements that could be determined through the
assistance of operations research (OR) experts.

• Dynamic/adaptive asset criticality in an operational envi-
ronment: During cyber operations, events can happen very
fast [65] and criticality scores are bound to change with
time. For example, a gun could be more critical than a
pocket knife, but that role could be reversed as a mission
or operation evolves. Fast-changing environments, such
as those in cyber operations, require quick and evolving
decisions in order to provide current and contextual SA
to defenders. Thus, future work could consider extending
our work into an adaptive decision making technique
that dynamically fits fast-paced cyber operations that can
match malicious adversarial activities such as the recent
WannaCry ransomware attack, which spread at extreme
speeds throughout the world [65].

• Risk and impact measures: Risk and impact are the pri-
mary practical measures of mission assurance or business
continuity. The asset criticality scores we determined in
this work are only one step towards the determination
of these two metrics. On its own, asset criticality is not
informative enough as it does not show the impact of
the potential loss of an asset or the potential risk to the
business or its processes and missions. In the next steps
to this work, we plan to explore how impact and risk
metrics could be derived from our criticality scores.

VII. CONCLUSIONS

In this work, we have developed an approach to determine
the criticality scores for the cyber terrain’s sites, services, and
high-level service assets. The calculated criticality scores are
central to computer network defence (CND) decision making
as they can inform on the impacts and potential risks that
an organization’s information technology infrastructure (ITI)
is exposed to. We have shown how a modified Analytical
Hierarchy Process (AHP) uses operator provided and simulated
scores that represent inputs from network subject matter experts
(SMEs) and third party commercial off-the-shelf (COTS) tools
to calculate the criticality score. The calculation is based
on pre-identified criteria for decision making in the cyber
domain and represents the interdependency strengths among
an organisation’s ITI. Our approach, which is shown to scale
well, is demonstrated on a hypothetical network as well as
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a simulation of a real operational network with promising
results. The resulting scores, which are self-consistent and
repeatable, represent the relative importance of each entity in
the organisation’s pursuit of business or operational continuity
as characterised by the simulated SME’s input, making our
approach a good candidate for a real operational application.

Our self-consistent approach was validated through a com-
parison of its calculated scores to those obtained from manual
operator-provided input scores. The comparisons, which were
in strong statistical agreements, show that our approach’s
criticality scores closely match those from the slow and resource
intensive SME manual process–making our approach a good
candidate for informing on network situational awareness (SA)
and decision support. An immediate future work activity is to
incorporate operational assets, which support ongoing missions
and business activity, into the model.

ACRONYMS AND ABBREVIATIONS

AC Asset Criticality
ACR Asset Criticality Ranking
AD active directory
AHP Analytical Hierarchy Process
C2 command and control
CCIR commander’s critical information requirement
CIA confidentiality, integrity, and availability
CND computer network defence
COTS commercial off-the-shelf
COA course of action
CR consistency ratio
DNS domain name system
DoD US Department of Defence
EX exchange
FFT friendly force tracking
FT file transfer
FTP file transfer protocol
HTRA Harmonized Threat and Risk Assessment
ISP internet service provider
ITI information technology infrastructure
MADM multi-attribute decision making
OCO offensive cyber operations
OR operations research
OS operating system
OSC&S operational and strategic commanders and their staffs
PCM pairwise comparison matrix
RSCO remotely supported cyber operations
SA situational awareness
SAW Simple Additive Weighting
SME subject matter expert
TOPSIS Technique for Order of Preference by Similarity to Ideal

Solution
TTPs tactics, techniques, and procedures
VTC video teleconferencing
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APPENDIX A
PCM DATA

P =



1.00 0.13 0.56 0.33 1.11 5.56 0.20 0.25 0.14

8.00 1.00 5.00 4.00 6.67 6.25 7.00 4.00 0.33

1.80 0.20 1.00 1.33 1.33 6.25 0.25 0.50 0.17

3.00 0.25 2.00 1.00 5.88 7.69 0.50 1.67 0.22

0.90 0.15 0.75 0.17 1.00 5.00 0.17 0.20 0.13

0.18 0.11 0.16 0.13 0.20 1.00 0.13 0.14 0.11

5.00 0.14 4.00 2.00 6.00 8.00 1.00 2.50 0.25

4.00 0.25 2.00 0.60 5.00 7.00 0.40 1.00 0.20

7.00 3.00 6.00 4.60 8.00 9.00 4.00 5.00 1.00



(8)

P =



1.00 0.71 0.33 0.25 0.20 0.17 0.14 0.14 0.13 0.11

1.40 1.00 0.71 0.33 0.25 0.20 0.17 0.14 0.14 0.13

3.00 1.40 1.00 0.71 0.33 0.25 0.20 0.17 0.14 0.14

4.00 3.00 1.40 1.00 0.71 0.33 0.25 0.20 0.17 0.14

5.00 4.00 3.00 1.40 1.00 0.71 0.33 0.25 0.20 0.17

6.00 5.00 4.00 3.00 1.40 1.00 0.71 0.33 0.25 0.20

7.00 6.00 5.00 4.00 3.00 1.40 1.00 0.71 0.33 0.25

7.00 7.00 6.00 5.00 4.00 3.00 1.40 1.00 0.71 0.33

8.00 7.00 7.00 6.00 5.00 4.00 3.00 1.40 1.00 0.71

9.00 8.00 7.00 7.00 6.00 5.00 4.00 3.00 1.40 1.00


(9)
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