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Background 

• Why IoT? 

 

– The general concept of IoT is to connect any device to the Internet, 

allowing devices to collect and transmit data, and the purpose is to 

improve the quality and productivity of life, society, and industries. 
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Background 

• IoT is a «hot topic» in civilian research. 

 

• Can it be used for military purposes as well? 

 

 The NATO Research Task Group (RTG) 

Information Systems Technology (IST) 147  

"Military Application of the Internet of Things" (IST-147) 

is looking into this 
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IST-147 

• IST-147 aims to make use of civilian IoT trends for military purposes.  

– Focus on civilian IoT applied for military purposes 

– Not military specific IoT 

 

• The group has focused on a scenario involving Humanitarian 

Assistance and Disaster Relief (HADR) in a Smart City 

– The group has performed two demos (at IEEE ICMCIS) showing how 

various aspects of IoT can be leveraged 

• Oulu, Finland 2017 

• Warsaw, Poland 2018 

 

– A technical architectural approach to using IoT to support enhanced 

Situational Awareness has been developed. 
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The IST-147 architecture 
(The red box shows the main focus of this paper.) 
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For further description of the architecture, see: 

Manas Pradhan et al. “A survey of applicability of military data model architectures for smart city data consumption / aggregation.”  

IEEE 4th World Forum on Internet of Things, February 2018, Singapore. 



Research questions in the paper 

1. Which architectural approach should be taken for the sensor 

system?  

– The approach must enable a network of sensors that allows for both 

sharing of raw sensor data (the Level 1 Gateway), but also enable 

information sharing at Levels 3 and 4 later. 

2. How can sensors be discovered?  

– Not being a normal part of the smart city infrastructure, the military 

must be able to discover available sensors in order to retrieve the data. 

3. How can sensors be described?  

– Having discovered available sensors, an overall description of each 

sensor is needed, in order to assess its capabilities and characteristics. 

4. How can sensor data be retrieved?  

– In order to fetch data from a sensor, an API for the sensor is needed. 
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Which architectural approach should be taken for 

the sensor system?  

Conclusion: Fog computing 
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(See the in-dept discussion in the paper for further details on Fog and the other approaches considered.) 



How can sensors be described and 

discovered? 

Describe 

• We think SensorML can be used 

as a general framework. 

• But, an ontology must be coupled 

with it.   

– 400 ontologies exist 

• Only a few are considered 

suitable for IoT 

– Which ontology to use 

remains an open question at 

this point. 

 

Discover 

• Technology for Information, 

Decision and Execution superiority 

(TIDE) community has developed 

several specifications on how to 

use mDNS for service discovery 

– Tunneling the information over 

wide area networks 

– Integrating with other service 

discovery approaches 

 

• These specifications are available 

at Tidepedia to registered users. 
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(See the in-dept discussion in the paper for further details.) 



How can sensor data be retrieved? 

Use well-defined APIs and Open standards!  
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(See the in-dept discussion in the paper for further details.) 



Publish/subscribe using MQTT 

• Message Queue Telemetry Transport (MQTT) 

– MQTT is a popular publish/subscribe protocol for IoT, standardized as 

ISO/IEC PRF 20922.  

– It provides publish/subscribe messaging for resource-constrained 

devices: Low processing power/memory, as well as network constraints. 

 

• In IST-147 we chose to use MQTT as our message bus. 



Why MQTT? 

NATO research groups on tactical support for services: 

MQTT seems promising in experiments by IST-150 

• Identifying the challenges 

IST-090 
SOA Challenges for 

real-time and 
disadvantaged 

grids 

• Identify which of the NATO Core Services are 
most important in tactical networks 

IST-118 
SOA 

recommendations 
for disadvantaged 
grids in the tactical 

domain 

• IST-150 (ongoing) aims to further extend the 
IST-118 recommendations 

IST-150 
NATO Core 

Services profiling 
for hybrid tactical 

networks  

12 

(See ICCRTS paper 37 for more on the potential for MQTT for tactical networks.) 



FFI’s Proof of Concept related to IST-147 level 1 

architecture 

• “Level 1: The raw data from the sensors is being collected at this 

level. Such data may be in a standardized format, but depending on 

the sensor, it may also be proprietary formats, which complicates the 

process of utilizing the information.” 

 

• We chose to use COTS for our testbed 

– Cheap consumer electronics 

– Open source libraries 

– Current best practices for APIs and software development 

13 



Testbed setup 

The testbed was put together of 

Raspberry Pi 3B single board 

computers. 

 

Key features: Cheap and 

representative IoT platform. 

 

Good foundation for 

experimenting with IoT and open 

standards! 



Using Raspberry Pi 3 with COTS sensors 
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(See the paper for details of the JSONformat IST-147 has developed. 

It was used for disseminating sensor data in the proof of concept, and also the demo in Warsaw.) 



Conclusions 

• Re-visiting our research questions: 

 

1. Which architectural approach should be taken for the sensor system? 

• We think the Fog computing approach is most suitable. 

2. How can sensors be discovered? 

• We suggest looking into the mDNS specications for service discovery 
as proposed by the TIDE community. 

3. How can sensors be described? 

• SensorML standard as overarching metatdata for all smart city sensors 
could be a good idea. This, however, raises a new question: Which 
ontology should be used together with SensorML? 

4. How can sensor data be retrieved?  

• In our PoC we showed how we can integrate both publish/subscribe 
and request/response using industry standards to provide data.  

 

 It is important to use standards to ensure interoperability. 
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Road ahead: IST-147 is nearing its end, but 

there will be a follow-on group 

 

 

• IST-176: Federated Interoperability of Military C2 and IoT Systems. 

– If you’re interested in aspects of IoT and FMN, please consider joining.  

– Contact Niranjan Suri for further details on IST-176. 
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