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Introduction 

Prior to connecting a new personal computer to a network for the first time, a typical user will 
first apply security controls such as changing the default passwords, installing antivirus and 
setting access permissions. The same generally holds true for new systems being adding to 
corporate, federal and Defense networks: Security controls are applied based on the value of the 
data being protected to defend against the probable threats against that data.  The perpetual 
questions facing all data owners and administrators of these computer systems are, ‘How many 
controls, and to what degree of strength, are adequate?”  

An overall network is only as strong as its weakest link. Because security controls were being 
inconsistently implemented at the system level - which introduced network-wide vulnerabilities - 
in March of 2014, the US Department of Defense (DoD) issued DoD Instruction (DoDI) 8510.01 
“Risk Management Framework (RMF) for DoD Information Technology (IT)”. [1] This 
Instruction defined a process for identifying and assessing the implementation of individual 
security controls and overlays (pre-defined ‘one size fits all’ sets of security controls), and the 
tailoring of these security controls and overlays resulting in a static, system-specific set of 
security controls. Unfortunately, after four years of RMF, the same questions as to which 
security controls are minimally required or optimal for an operating environment are still largely 
unanswered. Moreover, aside from an ‘apply all controls for a worst-case scenario’ approach, 
RMF does not address how to handle systems - such as Command and Control (C2) systems - 
that operate in changing/evolving environments with changing/evolving threat vectors, and there 
does not appear to be a plan to explore either of these problems.  

C2 Agility Theory states that there is no “one-size-fits-all” approach to C2 that is appropriate for 
all missions and circumstances. Given the variety of missions, circumstances, and the collections 
of entities needed to meet these varied challenges, there is no single approach to C2 that is 
appropriate for all of these situations. Therefore, NATO, member Nations, and partners will need 
to be able to employ more than one approach to C2, understand when different C2 Approaches 
are appropriate, and have the ability to efficiently transition between and among C2 Approaches 
in a timely manner. [2]   If this is true, then it stands to reason that the Agile C2 operations-
supporting systems will face varying threat vectors over time and would require more than one 
(perhaps many) security controls sets/overlays to adequately protect them… but again, which 
security controls sets/overlays.  

In addition to providing additional background information on RMF security controls and 
overlays and Agile C2 theory, this concept paper proposes research into the possibility of 
leveraging Agile C2 approaches to define notional system operational use cases and associated 
threat vectors to support the research and developing of an Agile C2-related security control 
overlays which would support the variety of missions, circumstances, and the collections of 
entities needed to meet these security challenges.  

RMF Security Controls, Control Sets, and Overlays  

DoDI 8510.01 Risk Management Framework (RMF) for DoD Information Technology (IT) 
established cybersecurity policy and responsibilities for executing and maintaining lifecycle 
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RMF. It was issued to provide developers and maintainers of US information technology, 
Intelligence systems and networks a uniform approach to securing these critical systems and 
information. As depicted in Figure 1, Risk Management Framework (RMF) [3], the standard 
RMF process includes (1) system characterization, (2) selection of security controls, (3) 
implementation of security controls, (4) assessment of security controls, (5) system authorization 
and (6) continuous monitoring, and implements the following (pre-tailored) lifecycle security 
controls (organized by Class (and family)): 

 Management (Risk Assessment, Security Planning, System and Services Acquisition, 
Security Control Review, Processing Authorization) 

 Operational (Personnel Security, Physical and Environmental Protection, Contingency 
Planning and Operations, Configuration Management, Hardware and Software 
Maintenance, System and Information Integrity, Media Protection, Incident Response, 
Security Awareness and Training) 

 Technical (Identification and Authentication, Logical Access Control, Accountability 
(Including Audit Trails), System and Communications Protection) 
 

 

Figure 1 – Risk Management Framework (RMF) 

RMF Step 1 requires system/data owners to categorize the system and the information processed, 
stored, and transmitted by that system based on an impact analysis and define the system’s 
Confidentiality, Integrity, and Availability (C, I, A) values separately as being Low (L), 
Moderate (M) or High (H) such that the result is system characterization variables (C ([L, M, H]) 
I ([L, M, H]) A ([L, M, H])). Figure 2 illustrates the 27 ‘standard’ security control set space 
options and depicts two representative system Impact Assessment results (Black system = (C(L) 
I(L) A(L)) and Yellow system = (C(H) I(H) A(H)) for the three (C, I, A).  
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Per RMF, in Step 2 system/data owners select an initial set of baseline security controls for the 
system based on the security categorization, tailoring and supplementing the security control 
baseline as needed based on organization assessment of risk and local conditions [3]. While this 
may sound straightforward, there are numerous options and devil is in the details. Each control  

set (for example, the black (LLL) system 
or yellow (HHH) system) has on average 
about 500 impact assessment-specific 
controls that need to be applied to a 
system. This is before tailoring. 
 
Because one size doesn’t fit all, RMF 
allows system/data owners to apply, 
remove, and increase strength or decrease 
strength of individual controls within the 
default control set. Unfortunately, this 
tailoring can not only lead to cases where 
the resulting security controls are too strict 
or lenient, but more importantly lead to 
inconsistencies such as two similar systems 
in the same operating environment having 
different controls resulting is increased risk 
to interconnecting systems.   Figure 2 – Impact Assessment Result Space 

To minimize this occurrence, the US DoD established the ‘overlay’, which is a specification of 
security controls and supporting guidance used to complement the default (impact assessment-
determined) security control baselines and parameter values. “Overlays may be applied to reflect 
the needs of different information types (e.g., personally identifiable information [PII], financial, 
or highly sensitive types of intelligence); system functionality needs (e.g., stand-alone systems, 
cross domain solutions, or controlled interface systems); or environmental or operationally-
driven needs (e.g., tactical, space-based, or test environment).” [3] Current overlays include:  

1. US National Security System-Specific: Cross Domain Solutions, Space Platform, 
Intelligence (which are For Official Use Only (FOUO)), Classified Information, and Privacy,   

2. Functional Mission-Specific: Nuclear Command and Control, Communications Systems 
Overlay. [4] 

Although overlays (which leverage the ‘one size fits all’ concept) were intended to aide in 
establishing more consistent baselines, problems still exist. First, guidance on applying overlays 
is counter-productive. DoD Program Manager’s Guidebook for Integrating the Cybersecurity 
Risk Management Framework (RMF) into the System Acquisition Lifecycle [3] states, “It is 
mandatory to identify and use all appropriate overlays, but it is not mandatory to comply 
precisely with all specifications in all overlays, as even the overlays were developed based on a 
set of assumptions that may or may not apply to all systems using the overlay. That is, further 
tailoring of the overlay specifications is often required; this is system-specific tailoring, and the 
rationales for selecting or de-selecting the controls must be documented in the [System Security 



23rd ICCRTS Multi‐Domain C2 Concept Paper 004 

5 
 

Plan] for Authorizing Official (AO) approval.” Secondly, overlays are based on static operational 
use, thus they can only provide adequate defense against a static operational threat. Systems 
employing static overlays creates vulnerabilities to self and interconnecting systems as mission 
(and threat vectors) expand into distributed mission sets. To be effective, either the existing 
overlay approach needs to be revised to provide more operational granularity and support of 
dynamic operating environments, or an alternative set of overlays - based on Agile C2 
Approach-like operating environments – needs to be made available to system/data owners.  

Agile C2 applied to Security Control Overlays 

The NATO Network Enabled Capability (NEC) C2 Maturity Model (N2C2M2) [5] defines 
five C2 approaches (depicted in Figure 3), ranging from Conflicted C2 to Edge C2, that 
correspond to different regions within the C2 Approach Space. Agile C2 “is the ability to 
recognise which C2 Approaches are appropriate for the situations (e.g., mission, operating 
environment, and set of coalition partners or contributing entities) and dynamic transition to 
these.” [5]  It is from this reference we make our Security Control Overlay propositions. 
 

 

Figure 3 – C2 Approaches as regions in the C2 Approach Space 

The below propositions, if supported by empirical evidence, will provide a point of departure 
for the debate on the suitability of current security overlays and processes: 

(1) No one approach to security overlays is always the most appropriate (P1) 
(2) A de-conflicted approach(es) to security overlays are appropriate for challenging 

conditions (P2) 
(3) Greater coordinated approaches to security overlays are more appropriate for 

challenging conditions (P3) 
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(4) A more collaborative approach to security overlays is more agile (P4) 
(5) A balanced approach(es) to security overlays is more agile (P5) 

 
Proposed Research: Plausibility of Agile C2 Approach-Related Security Control Overlay 
Development 

Although other approaches are under consideration, the two, primary approaches to the overlay 
development research are: 

1) Develop Agile C2 Approach-Based overlays: Involves developing five new overlays 
based directly on each of the five C2 Approach areas 

2) Develop Agile C2 Approach-Enabling overlays: Involves developing new overlays 
based, not on traditional C, I, A attributes, but on new x, y, z coordinates that enable (but 
do not directly mirror) the five C2 Approach areas 

Develop Agile C2 Approach-Based Overlays would involve research and eventual development 
of unique security control overlays for each of the Agile C2 Approach areas (depicted in Figure 
3) by assessing potential data values and threat vectors against notional data/systems within each 
Agile C2 Approach areas.  

Develop Agile C2 Approach-Enabling Overlays involves research and development of new x, y 
and z plane attributes that may align with key attributes of the Agile C2 Approach area, and then 
research and develop unique security control overlays for those each of the Agile C2 Approach-
enabling areas by assessing potential data values and threat vectors against notional data/systems 
within each Agile C2 Approach area. Although final x, y, and z attributes (planes) would need to 
be determined, Figure 4 depicts a potential plane set with x, y, and z coordinates being: 

 System-System Interconnectivity (Stand-alone thru Highly Integrated) 
 Sensitivity of Data (Unclassified to Classified) 
 Technical & Operational Control Strength (Low (thru Moderate) to High) 

Using these plane sets, security control set overlays could be researched and developed to protect 
the following area attributes: 

 Classified / Multi-peer; Highly Integrated / High Control Strength 
 Confidential / Multi-peer; Net Accessible / Moderate-High Control Strength 
 Restricted / Peer to Peer over Net / Moderate Control Strength 
 Unclassified Test / Peer to Peer; Closed Net / Moderate-Low Control Strength 
 Unclassified / Stand-Alone (Sandboxed) / Low Control Strength 

Using either approach (Agile C2 Approach-Based or Enabling) one could identify the deltas 
between each area overlay and research how best to implement the variant controls or possibly 
enable 'gap filler' capabilities (such as continuous monitoring) to mitigate unmet security 
controls for x amount of time when operations move from area to area.  
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Figure 4 – Agile C2 Approach-Enabling Overlays 

Conclusion 
 
Previous NATO research groups have also considered a set of network-enabled approaches to 
C2, mapped them to the C2 Approach Space and tested a series of hypotheses related to the 
differences between and among these C2 Approaches (categorized by how decision rights are 
allocated, how entities interact, and how information is distributed) and the nature of the 
missions and circumstances for which they are appropriate. We believe that additional research 
should involve identifying priorities for area overlay development (based on known issues or 
potential for increased C2 system and operational capability), or identifying if and how best a 
system within a C2 area can move across multiple areas, thus better enabling all NATO partners. 
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