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1. Introduction 
Future military commanders will operate in a globally connected hybrid battle space, in which adhoc 
coalitions of state and non-state actors will perform tasks based on a combination of centralized and 
decentralized command structures. This operational environment will put high demands on the 
military organization from a technical and organizational perspective.  

In this paper, we aim to define the generic requirements for future C2 applications, labelled the 
‘networked command environment’ (NCE). The NCE is a flexible combination of information services 
perfectly tailored towards the end-user, depending on his/her context (assignment, role, information 
needs) Based on this generic overview, specific functionalities that support the future military 
operational environment will be described.  

We start by describing the future user environment and the implications for the high level design 
requirements. Based on this description, the requirements of the C2 supporting architecture will be 
elaborated, after which a first concept of the networked command environment will be shown.  

2. Methodology 
The Networked Command Environment (NCE) project uses an iterative ‘Concept Development and 
Experimentation (CD&E) approach: a coherent and structured approach in which partners develop, 
test and refine concepts and outputs in an iterative and incremental fashion. This chapter will focus 
on the steps that have been followed to iteratively collect, analyse, cluster and evaluate the high level 
NCE design requirements. Figure 1 below describes these steps. First, from a set of key research papers 
on the context of future warfare and information technology, we start by describing the perceived 
future. Second, this overview serves as the basis for a more detailed specification of requirements 
from a perspective of the mission environment, organization, information provision and technical 
viewpoint. Third, the described requirements serve as the foundation for a more detailed elaboration 
of the NCE front and backend.   

 

Figure 1. The order of focus of this paper 
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3. Perceived future 
Globalisation, supported and accelerated by developments in information and communication 
technology, has led to global and complex connections and interdependencies of organizations and 
individuals. The contemporary and future military mission environment will continue to exhibit high 
uncertainty and complexity, with considerable change in the nature of conflict and its conduct 
(Godefroy, 2007). This requires flexible and adaptive armed forces that are able to connect and 
operate in networks with other parties, particularly joint, interagency, multinational and public 
partners. As a result, the conduct of successful operations increasingly demand for a higher tempo, 
integration of different instruments and a high(er) degree of autonomy in the field. This operational 
environment will put high demands on the military organization from a technical, information and 
organizational perspective.   

Figure 2 Trends in information provision, organizational and technical areas of expertise that impact the design of the NCE.  

 

3.1 Information provisioning challenges 
New requirements are coming forward with regard to information provisioning to the future military. 
The future operational environment  can be regarded as a dynamic system. The environments in which 
military units are deployed have interrelated factors of influence that affect stability. Military 
operations are shaped by simultaneous planning and operating in three intertwined landscapes: 
physical, information and human landscape. These landscapes are a thinking model for planning an 
operation with the aim of exerting influence. (Dekkers et al., 2016) 

First, the human landscape is the totality of individuals and organizations with their convictions, 
values, interests and objectives and encompasses all forms of interaction. The overlap encompasses 
the interaction of people in all geographical and virtual domains, both physically and from an 
information point of view. This is the non-tangible part that takes place by sending and receiving 
information between people (social layer) and in the minds of individuals. An activity that is directly 
aimed at this is for example Key Leader Engagement. 

Second, the physical landscape can be described as the terrain where all physical activities take place 
and where people live, including all physical objects and infrastructure that support them.  



 

 

Third, the information landscape contains all forms of data and information, regardless of the 
appearance, both analogue and digital. The use of information by people and machines and all 
supporting communication and information systems and processes can also be counted among the 
information landscape. The landscape has physical, human and virtual components because more and 
more physical objects and individuals or groups have an information layer. 

Opponents, or other actors, are influenced in all four steps of their decision-making cycle or 'OODA 
loop' (observe, orient, decide, act) to change their will or behavior. This is done by simultaneously 
achieving effects in the three landscapes with the total available power. This total available power is 
not limited to military capability, but includes the entire range of resources and possibilities of parties 
that contribute (whether or not in a coordinated way) to the objective as set by the military actors. By 
deploying the available power in a coherent manner across the three landscapes, activities between 
involved actors can be planned, coordinated and executed.  

One way to connect these three landscapes as part of the concept for understanding the future 
mission environment, is the concept of flow thinking as recently published by the NLD Land Warfare 
Center. (Dekkers et al., 2016) A flow is a (combination of) action(s) from single or multiple actors in 
the operational environment, which influences the environment in which the military unit operates. 
There are flows that positively influence the stability (such as education, employment, a reliable police 
force) but also flows that promote instability and thus have a negative impact (such as the action of 
opposing forces, the illegal arming of groups, discrimination, corruption). Each flow has activities and 
consequences in multiple domains. For example, illegal weapons trade consists of a physical 
component (weapons are transported), an information component (buyers and sellers communicate 
over quantity, place of delivery, price and the like) and a human component (behavior of buyers, 
sellers, intermediaries and their staff). Military units will be required to understand the flows that 
affect the operational environment in order to create security and stability. 

Land units are most effective when they can be deployed in a situation in which the majority of flows 
can be effectively seized. These flows can be seized through actions that influence the physical conflict, 
but effective engagement does not always require physical presence in the deployment region. For 
example, political pressure, information operations campaigns or a cyber-attack can also be carried 
out from another part of the globe. Identifying the right tool, the right method and the right moment 
gives initiative and increases the range of military options.  

3.2 Organizational challenges 
Typically, decision makers have relied on centralized C2 structures and adequate time to make and 
transmit decisions. To allow modern forces to succeed when the operational tempo of war increases, 
the older concepts of C2 become a liability to forces in the battlespace. The traditional hierarchical C2 
approach is becoming an impediment to mission effectiveness in contemporary and future operations, 
i.e. does not meet the requirements of successfully performing C2 during operations in the 
Information Age. (van Bemmel et al, 2017)  Examples of underlying reasons are:   
 

1. The traditional hierarchical approach to command and control is based on a more static 
operational environment. However, contemporary armed conflict is rather complex and 
multifaceted;  

2. The traditional hierarchical approach to command and control frequently limits the ability to 
be adaptive to the operational context which increasingly requires high-speed decision 
making; 

3. High levels lack the same amount of situational awareness and understanding to achieve 
tactical effects because in complex operational environments information is often derived 
bottom-up, from the field; 

4. Current military information management procedures and support tools are not equipped to 
support the information need of future forces, as the underlying plan-do-check paradigm and 



 

 

the low level of information processing automation limits option to effectively manage the 
growing amount of information sources and adhoc partners; 

5. Most networked organizations in contemporary and future military operations will have both 
military and non-military elements who operate among the local population. Civilian actors 
cannot be commanded in a traditional hierarchical way, which means that a new command 
model is necessary.  

 
This implies that changes need to be made in order not to become outdated, outpaced and 
outmaneuvered. Not preparing for these changes will ultimately erode mission effectiveness. 
Meaning that the development of a new C2 approach which is able to meet the demands of today’s 
and foreseen battlespace is paramount. (van Bemmel et al, 2017)  
 
A promising concept that is currently being operationalized is the Netforce concept. The term 
NetForce was first introduced in an article on ‘Netforce principles’ (Keus, 2005). From a system of 
systems point of view Keus describes a NetForce as “the total collection of connected nodes that work 
together to perform a specific networked enabled capability.” (Keus, 2005). According to Van Dalen 
et al (2017), a NetForce may consist of military as well as civilian parties. Van Bemmel et al. (2017) 
define NetForce as the total collection of nodes (consisting of civilian and military capacities) 
interacting and collaborating with each other in a technical, social and organizational connected 
network of capacities and working towards achieving a common objective in an ecosystem.  
 
In the most extreme form the (individual) vectors and nodes in a NetForce synchronize their activities 
without being ordered to do so, aggregating and disaggregating in accordance with the demands of 
operational reality.1 Netforce is the total capacity that an adaptive military network can develop, both 
internally and externally with respect to its own organization. By linking knowledge and efforts and 
capacities from outside the military world and combining them effectively, many more opportunities 
are created to achieve the goals of the military organization.  
 
The Netforce organizational form is as flat as possible given a certain task or mission. There are 
decision-making and supporting elements, but the emphasis is on self-management, the ability to 
synchronize implementation elements. Hence, a NetForce is not a formal organization with clear tasks, 
roles, functions, processes, procedures and structures, but a loose, fluid, temporary, and often 
spontaneous coalition of military and civilian capacities. While no formal organization in these 
networks will be developed, we are able to describe generic archetype organisations ranging from 
maximum self-synchronization to maximum centrally coordination, traditional C2. (van Bemmel et al, 
2017)  

Figure 3 Scale from maximum self-synchronization to maximum orchestration 

                                                           
1 The concept of decentralized control and centralized command is not new, having been used by the Greeks, Trojans, and 

Romans, as well as in recent warfare. (Potok, 2003) 



 

 

When looking at the scale, presented in figure 3, an hierarchical C2 approach can be positioned as 
maximum orchestration, while maximum self-synchronization takes place on the other end of the 
spectrum. A widely accepted requirement, concerning future C2, states that an effective future C2 
implementation must enable a future force to ‘move across’ and therefore exploit the scale’s full range 
of possible C2 approaches. Meaning that a successful future force is able to meet the operational 
demands through changing the manner in which it performs C2, i.e. displays an agile approach to C2. 
The Netforce concept requires increasing flexibility of a future military commander to be able to 
perform across a wide spectrum of archetype organizations. (van Bemmel et al., 2017)  
 
The challenges for a netforce when working in a combined set of archetypes, poses a problem 
collaboration as these adhoc coalitions not ever having had the chance to meet face-to-face 
beforehand. A lack of any previous collaboration experience is a large hurdle for newly formed groups 
to quickly and effectively share the relevant content and coordinate the work process; not least in part 
due to the group members’ different areas of expertise or roles that imply different languages, 
responsibilities, and priorities (Bolstad et al.,2005). This increases the need for group members to 
quickly build enough shared knowledge as well as to continually maintain awareness of one another’s 
actions and intentions in order to communicate, coordinate, and perform well (Bharosa et al., 2008). 
The development of the NCE responds to this growing need. (van Dijk, 2015)  
 
 

3.3 Technical challenges 

Application of the Netforce concept implies a number of technical challenges for the Networked 
Command Environment. Traditional C2 support systems usually focus on providing specific 
functionality for a limited set of users that are in a specific context. These systems are mostly 
implemented as a stovepipe using a infrastructure on which a number of specific, monolithic C2 
applications could be executed to support the C2 processes. However, the amount of data that is 
produced and valuable to be used in the command and control process is increasing rapidly. In the 
near future every soldier, vehicle, building or other artefact will be a sensor producing vast amounts 
of data2. In a future operational context, data will be shared among a large number of adhoc 
nodes/hubs in a variety of networks. But the data will not only come from within once own military 
environment. Partner armed forces, non-military coalition partners and public sources such as social 
media and news feed provide valuable data as well.  

The growing amount of data support the need for designing a personalized operational picture, in 
literature often referred to as a User Defined Operational Picture (UDOP). (Mulgund & Landsman, 
2007) Indeed, a future Netforce user must always have access to information tailored to him under a 
wide variety of operational contexts. The NCE needs to be quickly tailored to the current task of a 
Netforce user. Preferably, this tailoring can be done by the user itself, with the help of artificial 
intelligence in which a default functional profile is enhanced with relevant information based on 
previous information interests. Next to user defined criteria, the NCE should take a variety of criteria 
into account (the current context, e.g. location, threat level, task, data availability, available 
bandwidth, key events in the operational environment) to provide a user its personalized operational 
picture. This ambition has several implications for the future command environment:  

1. The command environment must be able to provide information to and from all potential 
partners (NATO and non-NATO armed forces, Local authorities, NGOs, civilians); 

2. The command environment must be able to support an increasing number of changing 
partnerships with little preparation time; in doing so, consideration must be given to aspects 
such as interoperability, confidentiality, etc .; 

                                                           
2 This is a similar development to the civilian Internet of Things. 



 

 

3. The command environment must be able to embrace data from a wide variety of information 
sources (open, closed, sensors, etc.); 

4. The command environment should correlate information from a variety of sources, and to 
tailor this information to the individual user, whereby the cognitive workload should be taken 
into account; 

5. NCE architecture needs to put data central instead of the application in the design of the NCE 
architecture; 

6. The command environment should facilitate management of information flows (e.g. 
bandwidth prioritization, sensor, data, security management, selection of services provided 
to users, central/decentral info processing)  

7. The infrastructure should facilitate data fusion to process data from a wide range of systems 
and sensors   

8. The command environment should decouple services and infrastructure: depending on the 
operational user needs, services should be made available.  

9. The command environment should be available in all conditions of use: from a vehicle, on a 
base / compound or within the static environment in the Netherlands; 

10. The technical infrastructure should enable distributed computing over an unreliable, ad hoc, 
dynamic physical network. 

11. The technical infrastructure should enable fault tolerance over a system in which, at any given 
time, it is unclear what nodes are available within the network. 

These NCE technical requirements also require critically reexamination of the architecture of the C2 
support systems. Going from a model driven architecture in which predesigned models enable 
standardized information provision, to a data driven architecture which automatically adapts 
functionality and information based on the user context, provides new opportunities for the design of 
the NCE front and backend.  

4. First concept 
4.1 NCE Frontend 
To ensure adequate situational awareness to the future Netforce user, the C2 support system will be 
required to provide newer functionality than the current C2 systems offer. The C2 application needs 
to offer the right information at every level, role and capacity to be able to act as effectively as 
possible. The C2 support system must therefore also be able to provide the non-military nodes, vectors 
/ capacities with the correct information, since the netforce concept does not discriminate between 
military and nonmilitary partners as explained in chapter 3.  

We have developed a first impression of the NCE, Networked Command Environment, the functional 
C2 environment of the future. The NCE is in its basics a collection of information services with its own 
best possible representation of this information. The basic screen of the NCE is shown in figure 4. The 
screen contains the following information services: 

1. Context, 
2. Coordination, 
3. External messages, 
4. System messages, 
5. Geography, 
6. Personalized information. 

    



 

 

 

Figure 4 Basic NCE design 

 

Context 
In the context field / screen the ecosystem of the deployment area is shown schematically. It displays  
the flows relevant to the mission and the larger goal, together with the possible nodes, points of 
application and the interrelationships between netforce actors as explained in chapter 3. From this 
“screen”, the netforce subnetworks and orchestrating nodes must be able to oversee and act upon 
the complex and dynamic playing field at a glance. Note that it must be possible to zoom in to the 
detailed information about specific flows and nodes relevant to an assignment / mission in the 
ecosystem of the deployment area. Note that the context screen is linked and synchronized with all 
the other screens. 

Coordination 
This information service (screen) provides information about the consistency of the netforce 
subnetworks that act and cooperate in the ecosystem. In this screen, the relationships and 
dependencies of the various collaborative assignments become visible so that each other's results can 
be anticipated. Here too, more details can be discovered when zooming in.  

External messages 
In the external message information service screen space is reserved for information from public 
sources, social media, etc. The information feeds are filtered by artificial intelligence and tailored to 
the context of the end user and his assignment. 

System messages 
Messages related to the underlying IT system: information about the connection, cloud / fog, 
bandwidth, security. Vehicle specific messages such as speed, fuel, ammunition stock, etc. can also be 
displayed in a vehicle. 

Personalized messages 
To be filled in with information services according to the wishes of the user. 

Geographic screen 
This screen displays the map as desired and / or linked to the context and coordination screen. The 
map plots the relevant information in context of the end user's assignment / mission. In addition, blue 
force tracking and other ELIAS-like functionalities are possible. 



 

 

 

Figure 5 An impression on how the NCE screens could be filled 

Note that the NCE screen depicted in figure 5 is just an impression or example of a collection of 
possible information service to be combined together in one set of screens. The aim of the NCE is to 
enable combining all those information services relevant and wished for by the end user in which and 
providing that information to gain the needed synchronization and SA.   

4.2 NCE backend 
Over the last decade, information processing and architectural capability has matured significantly to 
enable sufficient functionality to enable the NCE front end within the coming years. The front end of 
the NCE will be used in a number of different use conditions, be it static, deployed, mobile, 
dismounted or on-foot. Ideally one would not want to develop different NCE applications for these 
different conditions since the required functionalities are largely the same. To be able to do this a 
number of architectural principles are applied, namely: 

1) Maximizing storage and processing power by the raindrop-to-cloud principle 
2) Data centric approach 
3) Use of (micro) services 

Raindrop-to-cloud principle 
Because of the different conditions in which the NCE is used, there is also a difference in the 
infrastructure on which this NCE is executed. While in the static and deployed circumstances there is 
good or reasonable processing and storage available, the mobile, dismounted and on-foot conditions 
have to do with a lot less. 

As a bare minimum a soldier or commander using the NCE will have an in-vehicle infrastructure or an 
infrastructure that he carries with him (man-packed). We envision such an environment as a raindrop 
in which essential ICT functionality as computing, storage, internal (within the raindrop) 
communication, possible external communication, machine input and output and input from and 
output to the operator is present. Figure 6 displays the raindrop infrastructure.  



 

 

 

Figure 6 raindrop infrastructure 

As in every-day life, a raindrop is seldom by its own. Vehicles are often accompanied by other vehicles 
and soldiers are mostly accompanied by other soldiers, the raindrops form a local fog of 
interconnected raindrops using their limited (military owned) external communication abilities. This 
interconnection enables the use of the combined distributed storage and processing capacities of all 
the raindrops using fog or edge computing principles. The C2 applications can use these combined 
capabilities in their execution. To enable this, there is also some form of coordination/synchronization 
within each of the raindrops. 

In a number of conditions and circumstances the individual raindrops may have the ability to 
communicate over longer distances with higher bandwidth enabling them to be part of a cloud where 
good processing power and storage is available for the C2 applications to use. Again each of the 
raindrops will need to coordinate/synchronize these efforts.  

  Figure 7 cloud infrastructure 
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Implementing a data centric approach 
Putting the data instead of the applications central in the design of the NCE architecture in a data 
intensive world has a number of advantages 

• It separates the place where data is stored from the place where the execution of the 
application takes place. So data storage and application execution can be optimized 
independently. 

• It becomes much easier to bring the application to the data instead of bringing the data to the 
application (especially useful if an application processes lots of data but produces a simple 
result) 

• It is much easier to update applications since interfaces are no longer between applications 
but only between the data (store) and the applications 

Use of microservices 
Also the business applications are no longer considered to be monolithic applications but rather a 
combination of a number of (micro) services that, together, fill in the required C2 supporting 
functionality. The use of microservices brings a number of merits (compared to monolithic application 
or larger services) specifically in the context of raindrops-to-cloud and data centric architectures. First, 
microservices are easier to distribute and deploy on multiple computing platforms as they are a self-
contained unit with little or no dependencies with other microservices and second, microservices are 
easier to maintain/update.  

Implementation challenges 
When designing a prototype architecture with these design principles in mind, we expect a number of 
challenges to come forward.  

• Service discovery; how does the infrastructure know where which services are available?  

• Data synchronization and retrieval; how can the applications find the data when it can be 
stored in different locations, and how can one best ensure data availability under hardship 
conditions? Concepts like Data-centric networking may play an important role here.  

• Coordination when distributing processing tasks to a number of processing units: how does 
one ensure that results from processing tasks are correctly combined? More specifically, how 
does this combination takes place when during data procession, some of the units fail to 
produce their results due to a failing connection?  

• Governance; if a task is distributed to multiple processing units these units need to produce 
combinable results e.g. by running the same version of the service. 

• Overhead; specifically when bandwidth is an issue, any overhead produced by synchronization 
and coordination should be as little as possible. 

5. Conclusions 
In this paper, we aimed to identify the high level design requirements for future C2 applications, 
labelled the ‘networked command environment’ (NCE). By describing the future user environment 
and the implications for the high level design requirements, a first concept of the networked command 
environment was described. From this analysis, some conclusions can be drawn.   

First, the changing operational context leads to changes in 1) the allocation of decision right to the 
collective 2) growing integration of the physical, human and information landscape in military 
operations planning and execution, and 3) moving from a model driven to a data driven architecture 
design.  

Second, based on this changing operational context we foresee a growing need for a NCE, which is a 
flexible combination of information services tailored towards the end-user depending on his context 



 

 

(assignment, role, information needs and wishes).  With the NCE, the Netforce user is optimally 
synchronized with its partners in a Joint, Interagency, Multinational and Public (JIMP) coalition to 
ensure the information provided matches with the future information need. Which information a 
Netforce user in 2025 exactly needs and which information he or she will need to use, will be 
determined for a large part by the NCE itself.  

Third, future research will focus on further specification of the high level design requirements as 
mentioned in this paper. We look forward to other nations’ insights and experiences in designing 
similar systems. Based on these requirements, more advanced prototypes are planned to be tested 
within the Dutch military.  

Future research challenges revolve around architecture (e.g. how to develop currently disconnected 
data sets into responsive business analytics) information management (e.g. how to ensure a human-
in-the-loop approach for managing the growing amount in data in the military context) intelligent 
decision support throughout all stages of a military campaign for all levels of users (e.g. how to provide 
actionable information to a user by showing interconnections between the human, physical and 
information landscape) information visualization (e.g. what type of AR/VR visualization provides 
added value when presenting complex data sets) and new technical opportunities (e.g. what type of 
microservices support NCE functionalities under a wide variety of deployed contexts).  
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