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Abstract

Tactical Networks (TNs) are challenging communication environments at the base of mod-
ern network-centric warfare, characterized by limited resources, frequent link disruption, and
partitioning. TNs typically involve a multitude of units belonging to different domains that
need to share information securely over shared and constrained links to enable cooperation.
Federation offers a model for policy-based information sharing across multiple domains, which
permit individual forces and organizations to match mission requirements by allowing a fine-
grained selection of the data to exchange. However, while the Federation model alone is not
enough to ensure confidentiality and integrity of data transmissions over shared network re-
sources, traditional end-to-end cryptography solutions might not suit low-resources, bandwidth-
constrained networking environments. This paper discusses three solutions to enable secure
and efficient information sharing in multi-domain TNs using Federation. The first solution
relies on a centralized group key management service (GkMS) that defines a single group
for secure communications. The GkMS also authenticates the federates and assigns them a
unique symmetric key for the group that they can use to encrypt/decrypt transmissions; with this
approach, information sharing is entirely controlled by Federation policies. The second solution
enables the definition of multiple groups of authenticated federates and provides information
access control to information senders. This approach leverages attribute-based encryption (ABE)
techniques to encrypt federated messages and define, on a per-message basis, a subset of
groups that can access the data. Finally, the third solution addresses link disruption and network
partitioning in TNs by introducing a distributed GkMS architecture.
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I. INTRODUCTION

Tactical Networks (TNs) are the fundamental base of modern warfare, enabling communications among
the different blocks of a tactical environment, such as the Tactical Operations Center (TOC), vehicles,
aircrafts, ships, soldiers, sensors, and other entities located on the field of operations. TNs present many
challenges at the communication level: typically deployed as a combination of mobile ad hoc networks
(MANET) and wireless sensor networks (WSN) without the support of an infrastructure, TNs often
suffer from limited bandwidth, low computational and memory resources, high packet loss, frequent link
disruption, and network partitioning. In spite of these constraints, TNs still need to provide the networking
capabilities to support applications run by a multitude of forces that belong to different organizations,
each one with potentially different mission policies and goals.

Effective information sharing between units and other nodes in a TN is essential for the success of
missions, as it can prevent friendly fire, provide the location of the enemy, the closest rescue unit, or
a strategic resource, and enables coordination between multiple units. However, information sharing in
multi-domain contexts, where different organizations need to share data securely with selected parties
over common links, relay nodes, and other network resources, without the risk of leaking information to
unauthorized entities, is of significantly increased complexity.

Federation [1] represents a step in this direction, enabling effective information sharing over multiple
domains and allowing coalition formation in a short time. In particular, each federation member, also
referred to as a federate, can specify its own policies in terms of what kind of messages will be
received from other federates (subscription) and how to (re-)share messages coming from its own or
another domain (subscription filters). Furthermore, Federation can manage latency, disconnections, and
data dispatching, thus facilitating information sharing and synchronization across multiple domains in
challenging communication environments such as TNs.



Nonetheless, coalition members relying on Federation for inter-domain information sharing require
guarantees about the integrity of shared data, the secrecy of the contents transmitted over the TN, and
the identity and authority of the members that will access the shared information. Traditional solutions
based on asymmetric key encryption meet those requirements [2], but they have not been designed for
highly dynamic, unreliable networks scenarios such as MANETs, which suffer from scalability issues and
typically have extremely low bandwidth and processing resources availability [3] [4].

To address this issue, this paper presents three different approaches to enable effective and secure
information sharing in multi-domain TNs running Federation Services. The first solution provides a single,
secure communication group by leveraging a shared encryption key between all federates in the group. A
central group key management service (GkMS) manages key distribution to the federates that have been
authenticated and authorized to be part of the group. With this approach, dedicated Federation policies are
needed to regulate information sharing between members that belong to different domains. The second
solution extends the first one by enabling the definition of multiple groups of federates and providing
information access control to information senders and producers. More specifically, this solution relies on
attribute-based encryption (ABE) techniques to secure the transmissions and enables information senders
and producers to specify, in a dynamic fashion and per-message basis, a subset of groups whose members
can access the information. Finally, the third solution aims at tackling the problem of link disruption and
network partitioning in TNs by proposing a distributed and replicated GkMS architecture.

II. TACTICAL NETWORKS

TNs are challenging communication environments, typically characterized by the lack of a solid network
infrastructure, frequent link disruption, limited and variable bandwidth, vast heterogeneity of hardware
and software, and high node mobility. Another important aspect of modern TNs is that they do not have
a single administration entity; instead, a number of different domains, e.g., organizations, armed forces,
or teams, share resources and cooperate for the success of the mission and each one has control over a
portion of the TN.

Nodes located at the tactical edge include users support devices, such as handhelds, portable PCs, radios,
deployed sensors, sensor gateways, and message-relaying nodes. The use of Unmanned Ground Vehicles
(UGVs) and Unmanned Aerial Vehicles (UAVs) to store and disseminate information across otherwise
disconnected portions of the network concretize situations where the connections uptimes must be exploited
to recover and share the information produced during channels downtimes. Finally, sophisticate sets of
software components running at the Tactical Operations Center (TOC) or Combat Operations Center (COC)
are orchestrated and organized in order to form Information Management Systems (IMS). Example of
IMSs include the U.S. Marine Corps Command and Control Personal Computer (C2PC), the Joint Tactical
Common Operational Picture Workstation (JTCW), the AFRL Phoenix Prime, and the Tactical Service
Oriented Architecture (TSOA) [5]. IMSs store, process, and consolidate data gathered from sensors and
units at the tactical edge or generated within the TOC/COC network to produce valuable information,
distribute the information throughout the network to consumer applications and other IMSs, and provide
crucial functionalities in support of the mission, increasing situational awareness (SA) and improving
operational and tactical decision-making.

From a network-centric point of view, tactical edge networks (TENs) are typically composed of sensors,
handheld and other portable devices, and (un-)manned vehicles exchanging data via WiFi, Bluetooth,
LoRa, LTE, and other radio technologies. Such nodes are often configured to operate with no network
infrastructure (ad hoc mode). At a higher hierarchical level than TENs, typically connected to the edge
networks via some long range, high latency communication technology like SATCOM or ultra high
frequency (UHF) radios, the TOC network houses powerful servers running mission management tools
[6] [7] and IMSs, often connected in high-bandwidth, low-latency Ethernet Local Area Networks (LAN).

Both levels suffer from different problematics related to information sharing. For instance, one of
the main challenges at the network edge is the realization of an effective data dissemination strategy



that can maximize information availability across the network, in order to tackle link disruptions and
network partition problems, while making an effective use of the available resources and communication
opportunities [8], [9]. Securing communications in this scenario is a complicated and delicate matter, as
security has a non-negligible impact on resources consumption, especially bandwidth, computation, and
battery, and it also affects information availability. Therefore, finding efficient solutions that can offer the
right trade-off between resource utilization and security level is critical.

At the other end, the adoption of information sharing solutions at the highest echelons of a TN depends
on the systems capability to satisfy the requirements of all stakeholders, including data sharing and access
policies. In fact, modern warfare applications call for for information sharing techniques that can guarantee
privacy and integrity of data exchanged in multi-domain environments, where different entities need to
share information securely with a subset of recipients over a shared network infrastructure. While increased
resources availability at the TOC/COC networks places less constraints on the system when compared to
the tactical edge, the security solution chosen needs to match domain-specific information sharing policies
to support the coexistence and cooperation of different mission management tools and IMSs.

III. INFORMATION SHARING USING FEDERATION SERVICES

Federation [1] [8] provides a distributed platform to connect (federate) different IMSs into a common
network, allowing easy organization among otherwise separated information enclaves and domains and
simplifying information retrieval by abstracting out their location, ultimately promoting coalition forma-
tion. Federation Services can accommodate different information sharing requirements for each member,
also referred to as federates, by enforcing policies that control and limit the nature of the information
shared.

Federation realizes the connection among multiple IMSs through the implementation of information
bridges (IMS bridges) that gather, translate, and distribute data from one information source to one or more
destinations. IMS bridges capabilities include data parsing and conversion among different IMS formats,
which are essential to enable information sharing across entities that have adopted different communication
standards and protocols. Furthermore, Federation supports the automatic discovery and interconnection of
multiple federates through a process controlled by predefined setup policies. Federation adopts a peer-to-
peer (P2P) architecture in which every federate is a peer. Each peer independently manages its connections
with the other federates and has its own inter-federate policies for controlling information exchange. This
approach suits particularly well coalition scenarios where each coalition partner potentially represents a
separate communication domain.

Information exchange in Federation is achieved by adopting a publish/subscribe/query model that
showed positive results in terms of system scalability [10]. In order to adapt this model to ad-hoc and other
dynamic network environments, Federation support subscription chaining: whenever a new federate joins
the network, the underlying federation service sends any new subscripted topic to its federated neighbors,
which in turn will do the same with their own neighbors. As a result, each federate recursively subscribes
to the new topics and notifies its own neighbors about it. This permits to spread the subscriptions across
the network and connect the new federate to the existing Federation network.

IV. MULTI-DOMAIN COMMUNICATION SCENARIO

Modern warfare operations typically involve multiple information domains that cooperate in a mission
for the accomplishment of common objectives [11]. Different countries or military forces could, for
instance, assume the aspect of a domain with specific internal hierarchical organizations and security
policies, which prevent others to illegitimately access sensitive information.

A. Attribute Based Encryption for a Policy-Based Secure Communication
Fig. 1 illustrates an example of a multi-domain scenario where different information domains, partici-

pating in the same mission, have created a Federation network to share information. As illustrated in Fig.1,



Fig. 1. Coalitions in a multi-domain Tactical Network

each domain has its own edge network, which is mainly composed of mobile nodes interacting with each
other and an IMS responsible for the domain. Different IMSs connect each other using communication
bridges, called IMS bridges, which provide a common message format to enable information sharing
among different IMS implementations.

In our example, a squad that belongs to domain D is secretly patrolling an area of interest. During
the patrolling operations, the unit publishes some information into its domains IMS, such as its current
position and high quality photographs of the patrolled zone. The IMS stores these data, enabling mission
management tools and other applications of that domain to be informed about the progresses of the
operations and coordinate future activities. Furthermore, part of those data can be shared with other
domains, in order to prevent situations that could affect the success of the covert operations or the
safety of the squad, such as coming across troops of other armed forces or moving into areas that other
organizations have marked as dangerous.

The physical links connecting IMS bridges and troops in tactical scenarios are typically provided by
ad-hoc wireless channels that can be easily exposed and that are often shared by multiple actors [12].
Without using a security layer, data are accessible to possible attackers or unauthorized consumers, a
problem that raises the need for solutions to secure the communications. To address this problem, IMS
bridges should introduce a security layer that permits to secure the information sharing process while
taking advantage of untrusted and shared communication resources, such as the ones available in tactical
environments.

Multiple security approaches can be pursued to enable secure sharing of information in a multi-
domain environment. A first approach could be the use of point-to-point secure communication protocols,
such as Transport Security Layer (TLS). Introducing solutions based on TLS in our scenario would
secure exchanges of information among different communication nodes, but it would not suit well the
characteristics of TNs, which inherently poses threats to the scalability and the reliability of the system [3]
[4] [13] and it would not be a good match for securing information sharing in multi-domains environments.



A different security approach for multi-domain environments consists in the use of secure group
communication solutions. In fact, some secure group communication approaches [14] [15] [16] permit to
generate ciphertext accessible to all other participants of a group at the same time. Using this technique,
a federate that wants to share some information does not need to negotiate a secure connection to each
eligible receiver, but the same information would be encrypted only once, using a shared group key, and
then sent to all group members. This design enables to save bandwidth by taking advantage of multicast and
broadcast communications, which are usually supported by many network technologies used in TNs. These
solutions typically require a trusted service to provide user, group, and key management functionalities
to setup secure group communications.

Secure group communication solutions enable bandwidth-efficient sharing of information at the tac-
tical edge, but they fail to satisfy all the requirements of a multi-domain scenario. In fact, secure
multicast/broadcast-based solutions are typically designed for communications within the same edge
network, assuming all nodes in the network belong to the same organization, and they do not match the
security requirements of environments involving multiple entities located across different edge networks.
On the other hand, the proven efficiency of group communication solutions in TNs leads us to consider
approaches that could enhance and extend these solutions for multi-domain scenarios.

V. SOLUTIONS FOR SECURE MULTI-DOMAIN INFORMATION SHARING

This section illustrates three different approaches to achieve secure multi-domain information sharing
in TNs. The proposed solutions focus on the described application scenario and leverage different security
approaches to distribute data among groups of federates in a multi-domain scenario. Finally, each approach
takes advantage of Federation for inter-domain information sharing.

A. Shared Cryptographic Key for Secure Group Communications
The first solution achieves secure information exchange using symmetric key encryption and the Ad-

vanced Encryption Standard (AES) [17]. In this approach, a common encryption key is distributed to
a set of authorized federates to encrypt communications among the participants. The use of a shared
encryption key enables secure and confidential communications among authorized federates by preventing
unauthorized users and applications from accessing the exchanged data.

To have access to group and key management services, all parties involved have to agree on a trusted
third party, to which we refer as the Group Key Management Service (GkMS). In the solutions we present
in this paper, the GkMS is a centralized entity responsible for providing authentication and authorization
(A&A) services to the federates that want to join the secure communications group. In addition, the GkMS
generates the encryption key material and manages key expiration and node deauthorization.

This solution assumes a read-, write- all security policy among the members of the group and dif-
ferent domains do not directly map into different security abstractions. In fact, each federate that has
been authenticated and authorized for a specific mission will join the same secure group, where it can
share information with all members, regardless of their domain. Federation Services are responsible for
controlling and limiting intra- and inter-domain data exchange through policy enforcement.

This approach simplifies the key-management of the multi-domain scenario, as the presence of a single
secure group for each mission significantly reduces the number of keys the GkMS needs to generate
and renew. In addition, this solution is also transparent to applications: the support for secure group
communications could be provided by an underlying middleware, responsible for encrypting/decrypting
outgoing/incoming traffic from/to each node. However, single-group security solutions cannot match
custom security policies, such as the ones required by different IMSs running in different domains, which
need to be enforced through specific Federation policies. In fact, while this solution ensures confidentiality
against unauthorized nodes and users, the use of Federation Services to control and limit information
sharing cannot guarantee that messages being exchanged between two domains cannot be sniffed or
tampered with by any other authorized member that belongs to a third domain.



Fig. 2. ABE Application in a Multi-domain Scenario

B. Attribute Based Encryption for a Policy-Based Secure Communication
The second approach we envisioned is an extension of the first solution that enables the management

of different types of information with different levels of privacy. In fact, the previous approach does not
prevent an authenticated federate to access the data exchanged among other domains, since all group
members share the same encryption key. At the same time, that approach would benefit greatly from the
increased flexibility granted by a security model that enables data senders to specify the set of recipients
that can access the data.

These reasons drove us to design a solution that better matches the security requirements of multi-
domain TNs, allowing one federate to securely share information with specific sets of federates over
common communication channels. To achieve this, we consider the application of the Ciphertext Policy
(CP) Attribute Based Encryption (ABE) [18]. One interesting characteristic of ABE is the possibility
to express information access policies using boolean expressions, which are defined as combinations of
attributes. By doing this, only those nodes that are in possess of the right subset of attributes will be able
to satisfy the boolean expressions used to secure the information and consequently access it. Our solution
proposes to correlate a different attribute with each domain involved in a mission, such as all soldiers
that hold a certain role, all units that belong to the same armed force, or all nodes of the same nation.
Applications can then use specific boolean expressions obtained from a combination of the attributes to
both secure and specify the subset of recipients that will be able to access those data.

For additional clarity, Fig. 2 illustrates an example of the application of ABE in a multi-domain scenario.
This scenario involves two nations: the United States, identified by the attribute U, and Canada, identified
by the attribute C. Each country makes use of infantry and air force forces, which are represented by the
attributes I and A, respectively. As a consequence, all US infantrymen are identified by the attributes U and
I, while all Canadian soldiers are identified by the attributes C and I. These attributes can be combined in
multiple ways into boolean expressions, either in the form of sum of products or product of sums, defining
a per-message basis information access policies. For instance, if the US wants to share information with
its infantry, the ABE expression will be the conjunction of the attributes U and I, U∧I, and the encrypted



information will be available only to those nodes that possess both those attributes. Finally, the use of
ABE does not preclude information sharing within a single domain: it is always possible for a member of
one domain, for example I, to specify a boolean expression that only contains the attribute I, thus making
the information available to all the infantrymen, regardless of their nation.

In order to realize this infrastructure, this solution also requires a trusted third party that acts as a GkMS.
The GkMS will be responsible for managing the generation of the attributes and for the authentication,
authorization, and de-authorization of federates.

Compared to the previous solution, this approach provides a security model that better matches the nature
of inter- and intra-domain information sharing in TNs, as it enables senders to secure the information
against access from any node that cannot satisfy the boolean expression used for encryption. However, it
is not possible to guarantee the transparency of this solution, as users and/or applications are required to
specify a boolean expression to transmit data securely.

C. Distributed CA for a Fault-Tolerant Security Infrastructure
Our third proposal represents a distributed approach for group key management services that is com-

pletely orthogonal to the solutions for secure multi-domain communications used. In fact, this solution
could be used to extend either of the two approaches presented in the previous Sections.

Centralized GkMS architectures are typically very effective in terms of consistency and manageability.
However, centralized approaches have limited scalability when the number of clients grows, a condition
that is further exacerbated in TNs by constrained networks and computational resources. In addition,
frequent link failures and network partitioning phenomena would expose a single point of failure to
attackers that want to bring down the security infrastructure.

To tackle these problems, we designed a distributed GkMS architecture where GkMS instances connect
to each other to form a network and keep group keys and nodes A&A information synchronized across
all GkMS instances. To manage synchronization, all GkMS network members agree on the election of a
single GkMS master that will make all decisions concerning keys management and nodes A&A. In case
of one or more GkMS instances losing connection with their master, a new master will be elected among
the remaining GkMS instances. Autonomous master election is a key feature to ensure that the security
infrastructure can work in presence of prolonged network partitioning phenomena.

When a communication channel between two previously separated networks becomes available, the
security infrastructure must be realigned as soon as possible. In fact, de-synchronization conflicts, ex-
pressed as the simultaneous presence in the network of different keys for the same attributes, would
make information sharing impossible among nodes that originally belonged to different network partitions
even after merging. The synchronization process involves the re-election of a master, chosen by the two
conflicting masters, and the generation and distribution of a new version of all attribute keys to all federates.

Federates that want to join the secure network can do so by connecting to one of the GkMS nodes,
which could be either a slave or the master and will provide all group key management services to the
federate. We refer to the group of nodes connected to a certain GkMS as a GkMS-Federates Cluster
(GFC) or, more simply, a cluster.

As an example, Fig. 3 shows the application of distributed GkMS to a multi-domain TN running
Federation Services and the security solution based on CP-ABE presented in the previous Section, where
keys of different colors represent different attribute keys. In the figure, two GkMS instances, a master
and a slave, are running in the network. During a stable scenario in which at least one network route
between the two GkMSs is available, the slave GkMS refers to its master to maintain synchronization
and determine the attribute keys to assign to the federates in its cluster. This ensures that all federates
in the network have the same attribute keys and can therefore share information securely. If partitioning
occurs in the network and the slave GkMS gets disconnected from its master, it will detect the masters
absence and elect itself as the master of a new GkMS network of which it is the only member. From
that moment, and until the two networks merge back again or the mission is over, the new master will



decide autonomously on attribute key management, nodes A&A, and deauthorization for all federates in
its cluster. Finally, note that, while in our example we referred to the security solution based on CP-ABE
described in the previous Section, the distributed GkMS architecture could also be applied to extend the
solution presented in Section 5.A.

VI. RELATED WORK

Many research efforts have been made to secure communications in TN environments, however, some of
them address the security of the communication without considering environments with multiple domains.
In [15], the authors present an infrastructure-less solution to achieve secure multicast communication over
TNs. This solution makes us of an authentication service to generate randomly key material for each
member of the communication group, and distribute it via TLS/DTLS. Another similar approach is the
one described in [16], which makes use of weigh-based leader election algorithm to elect a Group Head
responsible for the group. GH is responsible for the generation of the Secret Encryption Key (SEK) used
to encrypt the group communications. This solution also proposes a key rekeying mechanism, which is
performed for each membership change.

The authors of [19] presented a security system architecture that provides partially outsourcing decryp-
tion for resource-constrained nodes in WSNs. The novel partial outsourcing scheme based on key-policy
(KP) ABE enables to tackle the issues caused by disloyal data centers in outsourcing decryption and its
computational efficiency make it suited for resource-constrained environments. The proposed architecture
relies on five different components, i.e. a system controller, sensors, cluster heads, a data center, and
users, that need to cooperate to guarantee the functioning of the system. While the authors argue that
their solution provide a secure and efficient implementation of partial outsourcing decryption, the use of
multiple centralized components (the system controller, the data center, and a cluster head) does not fit
dynamic and unreliable network environments such as TNs.

Several research works have focused on distributed key management and certificate authority (CA)
architectures. For instance, the works of Alomari [20] and Dhillon [21] propose two fully distributed CA
approaches for MANETs. More specifically, the former proposes a solution based on polynomial over
elliptic curve, which provides greater security level than traditional RSA with secret keys of the same
length. The latter work focuses on integrating a fully distributed PKI infrastructure in the OLSR protocol
for routing in MANETs. Both works rely on the results of [22] and [23] for distributing the CA, which
require a minimum number of nodes k to reconstruct the certificate. As a consequence, these solutions
require to tailor the security model to the characteristics of the network, such as the average number of
neighbors and the dynamicity of the topology, and do not allow new nodes to join the network unless
they can recover at least k pieces of the certificate from their neighbors. In addition, those works do not
address the problem of key de-synchronization that arise from extended time of network partitioning.

VII. CONCLUSION

The challenging constraints imposed by the tactical environment call for resource-efficient solutions
that can exploit the available hardware technologies to provide the applications with solid communication
tools. However, tactical scenarios require effective security solutions that allow confidential exchange of
information between different domains without having detrimental effects on the systems communication
capabilities. In this paper, we proposed three different solutions that provide confidentiality and integrity
to multi-domain communications based on Federation Services in TNs. The first two solutions differ in the
security model they provide and in the capability of providing confidential sharing of information among
a specific subset of authorized network members; the third solution presents a distributed architecture for
the centralized group key management service used in the first two solutions.

Future research directions will include on-the-field experimentation of the proposed solutions, to eval-
uate their benefits and drawbacks and investigate possible improvements. Further studies will focus on
the research of fast, reliable, and bandwidth-efficient key management approaches for Attribute-Based



Encryption with large number of groups and the application of those secure information sharing solutions
to Smart Cities environments.
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