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Abstract 

Producing Military Unmanned Systems Even Lawyers Can Love 

 
One of the most rapidly growing areas of innovative technology adoption in modern military 

organizations involves unmanned systems. The U.S. military’s use of these cutting-edge technologies is 

not only changing the face of modern warfare, but is also altering the process of command and control 

in combat operations. These systems are evolving rapidly to deliver enhanced capability to the warfighter 

and seemed poised to deliver the next “revolution in military affairs.”  

 

Due to a number of factors, including, but not limited to, the need to reduce the substantial numbers of 

personnel needed to operate unmanned systems, the military services have made it a priority to increase 

the autonomy of military unmanned systems. However, there are increasing concerns regarding the 

degree of autonomy armed unmanned systems should have. Until these issues are addressed, military 

unmanned systems may not reach their full potential. 

 

As military unmanned systems have become more autonomous, concerns have surfaced regarding a 

potential “dark side” of having future armed unmanned or semi-autonomous systems make life-or-death 

decisions. Ethical concerns regarding to potential employment of armed unmanned or semi-autonomous 

systems are being raised in national and international media. Some ask: “Can we control our unmanned 

systems?” 

 

While the DoD has issued guidance regarding operator control of unmanned vehicles, rapid advances in 

artificial intelligence (AI) have exacerbated concerns that the military might lose control of armed 

unmanned or semi-autonomous systems. The challenge for unmanned systems designers is to provide 

the military not with completely autonomous systems but with systems with augmented intelligence that 

provide the operator with enhanced warfighting effectiveness. Harnessing AI to provide warfighters with 

unmanned systems with augmented intelligence—vice fully autonomous vehicles—may hold the key to 

overcoming ethical concerns that limit the potential of military unmanned systems. 

 

This paper is an update of a paper presented at the 22nd ICCRTS. It presents additional evidence that the 

bar is now even higher for the DoD to show that it does have control of its unmanned systems. The title 

has been chosen with purpose. Public outcry over the U.S. military “Weaponizing AI” has intensified 

the focus on military commanders checking with higher authority – including legal authority – before 

employing unmanned systems carrying weapons where a human operator isn’t “in the loop” one-hundred 

percent of the time. 

 

Keywords: Unmanned Systems, Artificial Intelligence, Augmented Intelligence, Ethics 

 

  



3 

 

 

 

Paper 

Producing Military Unmanned Systems Even Lawyers Can Love 

 
 

Perspective 

 

While unmanned systems increasingly impact all aspects of our life, it is their use as military assets that 

has garnered the most attention, and with that attention, growing concern.  This heightened interest has 

occurred largely because one of the most rapidly growing areas of technology adoption by the U.S. 

military involves unmanned systems (UxS). The expanding use of military unmanned systems is already 

creating strategic, operational, and tactical possibilities that did not exist a decade ago. Indeed, at the 

highest levels of U.S. policy and strategy documents, unmanned systems are featured as an important 

part of the way the Joint Force will fight in the future.1  

 

The U.S. Department of Defense’s vision for unmanned systems is to integrate them into the Joint Force 

for a number of reasons, but especially to reduce the risk to human life in high threat areas, to deliver 

persistent surveillance over areas of interest, and to provide options to warfighters that derive from the 

inherent advantages of unmanned technologies—especially their ability to operate autonomously. The 

most recent DoD Unmanned Systems Integrated Roadmap singled out the need for enhanced UxS 

autonomy, noting, “DoD envisions unmanned systems seamlessly operating with manned systems while 

gradually reducing the degree of human control and decision making required for the unmanned portion 

of the force structure.”2 

 

It is this ability to operate autonomously that makes unmanned systems a pacing technology as the United 

States seeks to regain the technological edge over a wide-range of adversaries listed in the most-recent 

National Security Strategy.3 This emphasis is also contained in the 2018 National Defense Strategy, 

which calls out advances in artificial intelligence, autonomy, robotics as key technological advancements 

that will impact the international security environment.4 Enhanced autonomy for military UxS is an 

important attribute, as warfighters increasingly recognize that the current concept of operations for 

military unmanned systems that often involves many-operators, many-joysticks, one unmanned system, 

is not sustainable. Thus, there is growing recognition that the only way to achieve the degree of autonomy 

                                                 
1 Joint Operating Environment 2035 The Joint Force in a Contested and Disordered World (Washington, D.C.: Joint 

Chiefs of Staff, 2016), accessed at: http://www.dtic.mil/doctrine/concepts/joe/joe_2035_july16.pdf. 
2 FY 2013-2038 Unmanned Systems Integrated Roadmap (Washington, D.C.: Department of Defense, 2013). 
3 The National Security Strategy of the United States of America (Washington, D.C.: The White House, December 2017). 

This strategy was previewed during the December 2017 Reagan National Defense Forum, with national security adviser, 

H.R. McMaster, building on the previous administration’s “4+1” strategy, naming China, Russia, North Korea, Iran and 

ISIS are the pacing threats to U.S. interests. 
4 The National Defense Strategy of the United States of America: Sharpening the American Military’s Competitive Edge 

(Washington, D.C., Department of Defense, 2018), accessed at: https://www.defense.gov/Portals/1/Documents/pubs/2018-

National-Defense-Strategy-Summary.pdf.  Of note, previous National Defense Strategies have not addressed technology in 

detail. This 2018 does so. An excerpt: The security environment is also affected by rapid technological advancements and 

the changing character of war. The drive to develop new technologies is relentless, expanding to more actors with lower 

barriers of entry, and moving at accelerating speed. New technologies include advanced computing, “big data” analytics, 

artificial intelligence, autonomy, robotics, directed energy, hypersonics, and biotechnology—the very technologies that 

ensure we will be able to fight and win the wars of the future. 

 

https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
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necessary to achieve the full potential of unmanned systems to support U.S. military operators is to 

harness artificial intelligence and machine learning. 

 

With the prospect of military unmanned systems becoming more autonomous in the near-future, 

concerns have surfaced regarding a potential “dark side” of having armed unmanned systems—rather 

than military operators—make life-or-death decisions. While the DoD has issued strong guidance 

regarding operator control of autonomous vehicles, rapid advances in artificial intelligence and machine 

learning have exacerbated concerns that the military might lose control of armed autonomous systems. 

The challenge for autonomous systems designers is to provide the military with unmanned systems that 

take maximum advantage of artificial intelligence and machine learning, while concurrently providing 

operators with sufficient oversight and control.  

 

 

Aspirations for Military Unmanned Systems 

 

The most recent Quadrennial Defense Review (QDR) notes, “Continuing a trend that began in the late 

1990s, U.S. forces will increase the use and integration of unmanned systems.”5 More recently, an array 

of Department of Defense documents, most notably the Joint Operating Environment (JOE), have placed 

special emphasis on unmanned systems as essential ingredients in ensuring that the U.S. military 

maintains a technological edge over its potential adversaries.6 

 

The Joint Operational Access Concept identifies, “Unmanned systems, which could loiter to provide 

intelligence collection or fires in the objective area,” as a key capability that is especially valuable in 

areas where an adversary has substantial defenses that can limit access of U.S. and coalition forces.7 And 

unmanned systems are cited as a key component in executing the United States AirSea Battle Concept 

(now re-branded as the Joint Concept for Access and Maneuver in the Global Commons, or JAM-GC) 

in high threat areas such as the Western Pacific where adversary defensive systems pose an unacceptably 

high risk to manned platforms.8 

 

Unmanned systems are a key component of the Department of Defense’s “Third Offset Strategy,” which 

seeks to ensure that the United States retains the military edge against potential adversaries. While this 

Third Offset Strategy covers much more than technology, it is the technological component that has 

garnered the most attention as it is focused heavily on artificial intelligence and the capabilities it enables 

such as autonomy, man-machine teaming and other cutting-edge capabilities.9 

 

There is growing evidence that the Department of Defense has embraced advances in artificial 

intelligence (AI) and machine learning in an effort to enable unmanned systems to have an increased 

degree of autonomy. A “JASON” report put the value of AI this way: 

 

                                                 
5 Quadrennial Defense Review (Washington, D.C.: Department of Defense, 2014). 
6 Joint Operating Environment 2035 The Joint Force in a Contested and Disordered World. 
7 Department of Defense, Joint Operational Access Concept, (Washington, D.C.: Department of Defense, January 2012).   
8 Joint Concept for Access and Maneuver in the Global Commons (Washington, D.C.: Department of Defense, October 

2016). 
9 See, for example, Statement by Dr. Arati Prabhakar, Director, Defense Research Projects Agency (DARPA), on Strategy 

and Implementation of the Department of Defense’s Technology Offset Initiative, before the Subcommittee on Emerging 

Threats and Capabilities, Armed Services Committee, United States Senate, April 12, 2016. 
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AI technologies are of great importance to DoD missions. Defense systems and platforms 

with varying degrees of autonomy already exist. More importantly, AI is seen as the key 

enabling technology (along with human computer interactions of various kinds) of a 

“Third Offset Strategy” that seeks for the U.S. a unique, asymmetric advantage over near-

peer adversaries.10 

 

The need to leverage artificial intelligence to help the U.S. military design and build platforms and 

systems—especially unmanned systems—that enable it to gain an asymmetrical advantage over potential 

adversaries has been given added momentum by the need to reduce manning, the most expensive part of 

the total ownership cost of military platforms.  

 

A 2016 IHS-Jane’s analysis of the U.S. defense budget highlighted the high—and growing—cost of 

military manpower. Jane’s noted that in spite of predicted decreases in the number of military personnel 

across the Future Years Defense Plan, military manpower costs are predicted to rise at least through FY-

21. The report noted: 

 

Since the nadir of US defense spending in 1999, personnel expenditure has increased 

faster than other categories, save RDT&E, rising by 39% in real terms by FY06. Military 

Personnel have enjoyed: five years of pay rises at or around 1.5%—higher than those in 

the general economy and the pay hike requested for FY16 was 1.3% and for FY17 it is 

1.6%; increases in pay for middle grades to improve retention of skilled personnel; 

improved housing benefits; and substantial increases in retirement benefits…FY16 

Military Personnel funds were USD148.5 billion in constant dollars or 23.9% of the 

budget and MilPers percentage is expected to rise to 25.5% by FY21.11 

 

While the cost of manpower affects all military systems, its impact on the total ownership cost of 

unmanned systems is gaining increased attention. As General Philip Breedlove, then-Vice Chief of Staff 

of the Air Force, emphasized, “The number one manning problem in our Air Force is manning our 

unmanned platforms.”12  An article in the Armed Forces Journal summed up the dilemma, noting, “The 

military’s growing body of experience shows that autonomous systems don’t actually solve any given 

problem, but merely change its nature. The very systems designed to reduce the need for human operators 

require more manpower to support them.”13 

 

Looking to the future of unmanned systems development, while acknowledging that technology 

breakthroughs may reduce the manning footprint of selected military unmanned systems, some see a 

continuation—or even an increase—in manning required for unmanned systems. Here is how a Professor 

of Military and Strategic Studies at the U.S. Air Force Academy put it: 

 

The corresponding overhead costs in training for pilots, sensor operators and maintainers, 

fuel and spare parts, maintenance, and communications are not cheaper for unmanned 

                                                 
10 JASON Report, Perspectives on Research in Artificial Intelligence and Artificial General Intelligence Relevant to DoD 

(McLean, VA: The MITRE Corporation, January 2017), accessed at: https://fas.org/irp/agency/dod/jason/ai-dod.pdf. 
11 Jane’s U.S. Defense Budget, November 16, 2016, accessed at ihs.com. 
12 Quoted in Lolita Baldor, “Military Wants to Fly More Sophisticated Drones,” Associated Press, November 4, 2010. 

General Breedlove’s statement has been echoed repeatedly, with U.S. Air Force officials noting that they do not have 

enough operators to field all the UAS in the Air Force inventory. 
13 “Why ‘Unmanned Systems’ Don’t Shrink Manpower Needs,” Armed Forces Journal, October 1, 2011, accessed at: 

http://armedforcesjournal.com/the-autonomy-paradox/. 
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systems than for manned alternatives. Advances in ISR will increase manpower costs as 

each additional sensor will require additional processing and exploitation capacity…The 

manpower and infrastructure costs associated with UAVs will prevent it from becoming 

the universal replacement to all manned military aircraft missions.14 

 

Those responsible for the development and fielding of advanced U.S. military systems have been mindful 

of the imperative to leverage AI and machine learning to make future U.S. military unmanned systems 

more autonomous. Indeed, the great success military developers have enjoyed in this area has become 

quite public. In a CBS 60 Minutes segment aired multiple times in 2017, Dr. William Roper, Director of 

DoD’s Strategic Capabilities Office, in response to a question as to whether autonomy is the biggest 

thing in military technology since nuclear weapons, offered, “Yes, I think autonomy is going to change 

everything.”15 

 

 As the U.S. military continues to develop unmanned systems with increased autonomy, public concerns 

have increased regarding the potential of military operators losing control of these machines—especially 

armed systems. Some of these concerns emerge from popular culture, especially books and movies where 

“our” robots turn on us.16 This has raised the bar regarding what the Department of Defense must do to 

ensure the American public that the U.S. military will maintain positive control of its robots at all times. 

 

 

How Much Autonomy is Enough? 

 

Much has been written—in the pages of Proceedings and elsewhere—addressing the need for human 

oversight of U.S. military unmanned systems.17 The Department of Defense has been clear regarding the 

importance of maintaining a man-in-the-loop when operating military unmanned systems—and 

especially weaponized unmanned systems. A DoD directive issued earlier this decade put it this way: 

 

Autonomous and semi-autonomous weapon systems shall be designed to allow 

commanders and operators to exercise appropriate levels of human judgment over the use 

of force. Humans who authorize the use of, or operate these systems, must do so in 

accordance with the law of war, applicable treaties, weapon system safety rules and 

applicable rules of engagement.18  

 

But while the U.S. commitment to not cede lethal authority to completely autonomous weapons is clear, 

this must be juxtaposed against capabilities potential adversaries bring to the table.19 As former-Deputy 

                                                 
14 Michael Fowler, “The Future of Unmanned Aerial Systems,” in Global Security and Intelligence Studies, Vol. 1: No. 1, 

Article 3. Available at: http://digitalcommons.apus.edu/gsis/vol1/iss1/3. 
15 This 60 Minutes segment was titled: “The Coming Swarm,” and featured swarms of UAVs engaged in mock combat. 
16 While there are numerous movies where “bad” robots try to destroy mankind, such as Terminator, public sentiment, and 

concerns stem primarily from movies such as 2001: A Space Odyssey (1968) and Ex Machina (2015), where seemingly 

“good” robots turn on their human masters. 
17 See, for example, George Galdorisi and Rachel Volner, “Keeping Humans in the Loop,” U.S. Naval Institute 

Proceedings, February 2015, George Galdorisi, “Designing Autonomous Systems for Warfighters,” Small Wars Journal, 

August 2016, Phillip Pournelle, “Trust Autonomous Machines, U.S. Naval Institute Proceedings, June 2017, and Jeffrey 

Stiles, “Drone Wars Are Coming,” U.S. Naval Institute Proceedings, July 2017, among others. 
18 Deputy Secretary of Defense Ashton Carter Memorandum, “Autonomy in Weapon Systems,” dated November 21, 2012, 

accessed at: http://www.defense.gov/.  See also, “Carter: Human Input Required for Autonomous Weapon Systems,” Inside 

the Pentagon, November 29, 2012 for a detailed analysis of the import of this memo. 
19 U.S. military planners are acutely aware of the rapid strides potential adversaries are making in artificial intelligence and 

how AI might well give them a technological edge over U.S. forces. See, for example, Elsa Kania, “Battlefield Singularity: 

http://www.defense.gov/


7 

 

Secretary of Defense Robert Work noted, “We believe, strongly, that humans should be the only ones to 

decide when to use lethal force.  But when you're under attack, especially at machine speeds, we want 

to have a machine that can protect us.”20 

 

Other voices have questioned whether the United States can prevail in wars of the future if the 

requirement to have a human in the loop puts a brake on fully exploiting AI. A recent U.S. Air Force 

report put it this way: “Although humans today remain more capable than machines for many tasks, 

natural human capacities are becoming increasingly mismatched to the enormous data volumes, 

processing capabilities, and decision speeds that technologies offer or demand.”21 

 

The imperative to fully exploit U.S. military UxS capabilities leads naturally to the desire for unmanned 

systems to achieve enhanced speed in decision making and allow friendly forces to act within an 

adversary’s OODA (Observe, Orient, Decide and Act) loop.22 This means allowing unmanned systems 

to find the optimal solution for achieving their mission without the need to rely on constant human 

operator oversight, input and decision-making. But while we need unmanned systems to operate inside 

the enemy’s OODA loop, are we ready for them to operate without our decision-making, to operate 

inside our OODA loops?  

 

In an article entitled, “Morals and the Machine,” The Economist addressed the issue of autonomy and 

humans-in-the-loop this way: 

 

As they become smarter and more widespread, autonomous machines are bound to end 

up making life-or-death decisions in unpredictable situations, thus assuming—or at least 

appearing to assume—moral agency. Weapons systems currently have human operators 

“in the loop”, but as they grow more sophisticated, it will be possible to shift to “on the 

loop” operation, with machines carrying out orders autonomously.  

 

As that happens, they will be presented with ethical dilemmas. Should a drone fire on a 

house where a target is known to be hiding, which may also be sheltering civilians? 

Should a driverless car swerve to avoid pedestrians if that means hitting other vehicles or 

endangering its occupants? Should a robot involved in disaster recovery tell people the 

truth about what is happening if that risks causing a panic? More collaboration is required 

between engineers, ethicists, lawyers and policymakers, all of whom would draw up very 

different types of rules if they were left to their own devices.23 

 
Bill Keller put the issue of autonomy for military unmanned systems this way in his New York Times op-

ed, “Smart Drones.” 

 

                                                 
Artificial Intelligence, Military Revolution, and China’s Future Military Power” (Washington, D.C.: Center for a New 

American Security, November 2017). See also, Vincent Boulanin and Maaike Verbruggen, “Mapping the Development of 

Autonomy in Weapons Systems,” (Stockholm, Sweden, Stockholm International Peace Research Institute, November 2017) 

for an international perspective regarding the rapid rise in autonomy in lethal weapons systems. 
20 Remarks by Deputy Secretary of Defense Robert Work at the Center for New American Security Defense Forum, 

December 14, 2015. 
21 Technology Horizons: A Vision for Air Force Science and Technology 2010-2030, accessed at: 

http://www.defenseinnovationmarketplace.mil/resources/AF_TechnologyHorizons2010-2030.pdf 
22 The OODA loop was the brainchild of Air Force Colonel John Boyd and its first application was to fighter tactics. 
23 “Flight of the Drones: Why the Future of Air Power Belongs to Unmanned Systems,” The Economist, October 8, 2011. 
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If you find the use of remotely piloted warrior drones troubling, imagine that the decision 

to kill a suspected enemy is not made by an operator in a distant control room, but by the 

machine itself. Imagine that an aerial robot studies the landscape below, recognizes 

hostile activity, calculates that there is minimal risk of collateral damage, and then, with 

no human in the loop, pulls the trigger. 

 

Welcome to the future of warfare. While Americans are debating the president’s power 

to order assassination by drone, powerful momentum—scientific, military and 

commercial—is propelling us toward the day when we cede the same lethal authority to 

software.24 

 

More recently, while it may seem counterintuitive, concerns about artificial intelligence have come from 

the very industry that is most prominent in developing these technological capabilities. The author of a 

New York Times article entitled, “Robot Overlords? Maybe Not,” Alex Garland of the movie Ex Machina 

talked about artificial intelligence and quoted several tech industry leaders. 

 

The theoretical physicist Stephen Hawking told us that “the development of full artificial 

intelligence could spell the end of the human race.” Elon Musk, the chief executive of 

Tesla, told us that A.I. was “potentially more dangerous than nukes.” Steve Wozniak, a 

co-founder of Apple, told us that “computers are going to take over from humans” and 

that “the future is scary and very bad for people.”25 

 
Concerns regarding the “militarization” of AI and unmanned systems have become more visible and 

pointed in 2018. Front-page, above-the-fold articles in major U.S. newspapers have identified concerns 

within America’s tech-industry regarding employees’ willingness to work on unmanned systems for the 

Department of Defense. Perhaps the most widely publicized issue involved Google employees signing 

a petition to demand that Google no longer work on a Pentagon AI project dubbed “Project Maven.” The 

fact that Google management acceded to these demands and will not renew its contract with Air Force 

to work on Project Maven is just on indication of the growing concerns in the very industry the DoD 

needs to most to fully leverage AI and machine learning in its unmanned systems.26 

 

These growing concerns regarding maintaining control of unmanned systems empowered by AI pose a 

quandary for the U.S. military. How can we operate unmanned systems with the appropriate level of 

human control and oversight, while still maximizing all the advantages AI brings to our unmanned 

military platforms and systems? 

 

 

 

 

 

                                                 
24 Bill Keller, “Smart Drones,” The New York Times, March 10, 2013. 
25 Alex Garland, “Alex Garland of ‘Ex Machina’ Talks About Artificial Intelligence,” The New York Times, April 22, 2015. 

These kinds of concerns could have at least some of their genesis in popular culture, witness the prominence of “Skynet,” 

the fictional neural net-based conscious group mind and artificial general intelligence system that is central to the 

Terminator franchise, and serves as the franchise's main antagonist. 
26 See, for example, “Pentagon Deal Creates Schism Within Google,” The New York Times, May 31, 2018; “Google to Quit 

Work That Riled Staff,” The New York Times June 2, 2018, and Cade Metz, “Moguls and Killer Robots,” The New York 

Times, June 10, 2018 for just a small sample of open-media reports of concerns regarding DoD unmanned systems. 
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Designing in the Right Degree of Autonomy 

 

In a recent address at a military-industry symposium, Dr. Peter Singer, author of Wired for War, 

suggested one way of trying to understand how the U.S. military might best cope with the conundrum 

of fielding unmanned military systems that maximized the advantages of AI while still maintaining 

sufficient operator control. He suggested, “What is playing out in driverless cars is also playing out in 

military UxS. You will never be able to ‘engineer out’ all of the ethical dilemmas surrounding the use 

of military UxS.”27
 

 

As Dr. Singer suggests, those responsible for building and fielding unmanned systems with artificial 

intelligence might be well-served to look to the automobile industry for best-practices examples. It is 

here that we may well find the vital customer feedback that indicates what drivers really want. And while 

not a perfect one-to-one match, this taxonomy can suggest the best way to marry AI with unmanned 

military systems. 

 

Automobiles are being conceived, designed, built and delivered with increasing degrees of artificial 

intelligence. It is worth examining where these trend lines are going. Automobiles can be broken down 

into three basic categories: 

 

 A completely manual car—something your parents drove 

 A driverless car that takes you where you want to go via artificial intelligence28 

 A car with augmented intelligence 

 

The initial enthusiasm for driverless cars has given way to second thoughts regarding how much a driver 

may be willing to be taken completely out of the loop. One article in the New York Times, “Whose Life 

Should Your Car Save?” captures the concerns of many. An excerpt gets to the essence of the public’s 

concern with driverless cars, and by extension, with other fully autonomous systems: 

 

We presented people with hypothetical situations that forced them to choose between 

“self-protective” autonomous cars that protected their passengers at all costs, and 

“utilitarian” autonomous cars that impartially minimized overall casualties, even if it 

meant harming their passengers. (Our vignettes featured stark, either-or choices between 

saving one group of people and killing another, but the same basic trade-offs hold in more 

realistic situations involving gradations of risk.) 

 

A large majority of our respondents agreed that cars that impartially minimized overall 

casualties were more ethical, and were the type they would like to see on the road. But 

most people also indicated that they would refuse to purchase such a car, expressing a 

                                                 
27 Dr. Peter Singer, address to the AFCEA C4ISR Symposium, San Diego, California, April 27, 2017. 
28 While the term, “driverless car,” is used generally to refer to automobiles with varying levels of artificial intelligence, the 

most generally accepted rule of thumb is that used by the Society of Automotive Engineers (SAE) in referring to these 

vehicles lists six levels of driving automation: no automation, drive assistance, partial automation, conditional automation, 

high automation and full automation. See: 

https://web.archive.org/web/20170903105244/https://www.sae.org/misc/pdfs/automated_driving.pdf. 
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strong preference for buying the self-protective one. In other words, people refused to 

buy the car they found to be more ethical.29 

 

As an increasing number of studies and reports indicate, there is growing consensus among consumers 

that drivers want to be “in the loop” and that they want semi- and not fully-autonomous cars. This trend 

should inform how we think about military autonomous and semi-autonomous systems.30 

 

Extrapolating this every-day example to military unmanned systems, the available evidence suggests 

that warfighters want augmented intelligence in their unmanned systems. That will make these machines 

more useful and allow warfighters to control them in a manner that will go a long way toward resolving 

many of the moral and ethical concerns related to their use.  

 

But this generalized explanation begs the question—what would augmented intelligence look like to the 

military operator. What tasks does the warfighter want the unmanned system to perform as they leverage 

artificial intelligence to provide augmented intelligence? How can we enable the Soldier, Sailor, Airman 

or Marine in the fight to make the right decision quickly in stressful situations where mission 

accomplishment must be balanced against unintended consequences? 

 

 

What Would Augmented Intelligence Look Like? 

 

Consider the case of an unmanned system conducting a surveillance mission. Today an operator receives 

streaming video of what the unmanned system sees, and in the case of unmanned aerial systems, often 

in real time. But this requires the operator to stare at this video for hours on end (for example, the 

endurance of the U.S. Navy’s MQ-4C Triton is thirty hours). This concept of operations is an enormous 

drain on human resources, often with little to show for the effort.31 

 

Using basic augmented intelligence techniques, the Triton can be trained to deliver only that which is 

useful to its human partner. For example, an MQ-4C operating at cruise speed flying between San 

Francisco and Tokyo would cover the five-thousand-plus miles in approximately fifteen hours. Rather 

than send fifteen hours of generally uninteresting video as it flies over mostly empty ocean, the Triton 

could be trained to only send the video of each ship it encounters, thereby greatly compressing human 

workload.  

 

Taken to the next level, the Triton could leverage AI do its own analysis of each contact to flag it for 

possible interest. For example, if a vessel is operating in a known shipping lane, has filed a journey plan 

with the proper maritime authorities, and is providing an AIS (Automatic Identification System) signal, 

                                                 
29 Azim Shariff, Iyad Rahwan and Jean-Francois Bonnefon, “Whose Life Should Your Car Save?” The New York Times, 

November 6, 2016.  See also Aaron Kessler, “Riding Down the Highway, with Tesla’s Code at the Wheel,” The New York 

Times, October 15, 2015. 
30 As just one example of the growing concerns regarding driverless cars, the Sunday, November 12, 2017 New York Times 

Magazine was devoted exclusively to the issue of driverless cars, sporting the cover title, “Life After Driving.” However, 

that optimistic lead-in was followed by a spate of articles raising a wide-range of concerns regarding how a future with 

driverless cars would play out. 
31 A former Vice Chairman of the Joint Chiefs of Staff complained that a single Air Force Predator can collect enough 

video in one day to occupy nineteen analysts, noting, “Today an analyst sits there and stares at Death TV for hours on end, 

trying to find the single target or see something move.  It’s just a waste of manpower.” Ellen Nakashima and Craig 

Whitlock, “Air Force’s New Tool: ‘We Can See Everything,’” Washington Post, January 2, 2011. 
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it is likely worthy of only passing attention by the operator, and the Triton will flag it accordingly. If, 

however, it does not meet these criteria (say, for example, the vessel makes an abrupt course change that 

takes it well outside normal shipping channels), the operator would be alerted immediately.  

 

For lethal military unmanned systems, the bar is higher for what the operator must know before 

authorizing the unmanned warfighting partner to fire a weapon—or as is often the case—recommending 

that higher authority authorize lethal action.  Take the case of military operators managing an ongoing 

series of unmanned aerial systems flights that have been watching a terrorist and waiting for higher 

authority to give the authorization to take out the threat using an air-to-surface missile fired from that 

UAS. 

 

Using augmented intelligence, the operator can train the unmanned aerial system to anticipate what 

questions higher authority will ask prior to giving the authorization to fire, and provide, if not a point 

solution, at least a percentage probability or confidence level to questions such as: 

 

 What is level of confidence this person is the intended target? 

 

 What is this confidence based on? 

o Facial recognition 

o Voice recognition 

o Pattern of behavior 

o Association with certain individuals 

o Proximity of family members 

o Proximity of cohorts 

 

 What is the potential for collateral damage to? 

o Family members 

o Known cohorts 

o Unknown persons 

 

 What are the potential impacts of waiting, versus striking now? 

 

These considerations represent only a subset of the kind of issues operators must train their unmanned 

systems armed with lethal weapons to deal with. They also help us circle back to the aforementioned 

example of driverless cars and the Society of Automotive six levels of driving automation: no 

automation, drive assistance, partial automation, conditional automation, high automation and full 

automation. DoD must define where augmented intelligence fits on this spectrum of automation in a way 

that provides the requisite degree of assurance to the American public. 

 

Far from ceding lethal authority to unmanned systems, having these assets provide augmented 

intelligence frees the human operator from having to make real time—and often on-the-fly—decisions 

in the stress of combat. Designing this kind of augmented intelligence into unmanned systems from the 

outset will ultimately enable them to be more effective partners for their military operators. 

 

Pushback from industry regarding their willingness to work on DoD initiatives like Project Maven 

threaten to impede efforts to provide warfighters with the kind of augmented described above, making 

it even more important that the DoD find ways to assure the public that it has “control” of its unmanned 
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systems. Indeed, as a recent Wall Street Journal op-ed indicated, making our unmanned systems more 

intelligent via AI and machine learning, will actually save lives by reducing civilian casualties.32 

 

 

Into the Future with AI and Unmanned Military Systems 

 

The United States must harness emerging technologies such as artificial intelligence and machine 

learning in order to maintain an edge over potential adversaries. At the same time, the bedrock moral 

and ethical principles that undergird our national identity are unlikely to lead to the U.S. military 

operating “Terminator-like” autonomous weapons against an enemy. 

 

Harnessing rapid advances in AI and machine learning to provide warfighters operating unmanned 

systems with augmented intelligence will provide them with the ability to make better decisions faster 

with fewer people and fewer mistakes under conditions of stress and uncertainty. Leveraging AI and 

machine learning in this way will give our forces the decisive advantage in combat. 

 

 
 

 

 

                                                 
32 See Andy Kessler, “Better Bombs Save Lives,” The Wall Street Journal, July 30, 2018. 


