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Countering Risk to Mission through  a Cyber 
Hardening and Resiliency* Framework  

Dependence on cyberspace at 

multiple levels – mission, 

organization, critical 

infrastructure sector, nation

Recognition that systems must 

be expected to include 

compromised components

Mission Assurance for Cyber-

Dependent Missions

Advanced Cyber Threats

* The term cyber resiliency used in this paper employs the definition provided by the initial public draft of NIST SP 800-160 Volume 2, “the ability to anticipate, 

withstand, recover from, and adapt to adverse conditions, stresses, attacks, or compromises on systems that include cyber resources”
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Towards Mission Assurance
A Cyber Hardening and Resiliency Framework for National Defense Weapon 
Systems

WHAT

Achieve 
mission 
success

Resilience of 
critical cyber 
resources,  

mission, business  
process or 

organization in the 
face of cyber 

threats

HOW

Develop and 
Apply Hardening 

Framework

Assess baseline 

Understand gaps

Apply foundational 
principles

Experiment

Determine 
effectiveness

WHO

Adopted and 
practiced 

widely

Program offices 
and defense 

industrial base 
contractors

Crew members of 
mission systems

Cyber defenders

WHY

The bad guys
WILL get in

Critical missions
and operations fail

when attacked

Technical 
shortcomings

Personnel 
inexperience

Unclear roles and 
responsibilities

The Bottom Line

Enhanced Mission Assurance :

Critical missions and systems 

complete/operate successfully 

despite effective cyber attacks 

against underlying technology, 

processes and supporting 

capabilities 
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CYBER TECHNICAL DIRECTION AGENT    

A collaborative task force*

Initial focus on developing and transitioning 
a Cyber Hardening (cyber resiliency)  

Framework for evaluating and hardening 
existing and new national weapon systems

GOAL

Improve the Cyber 
Resiliency of Weapon 
Systems Despite the 
Actions of Advanced 

Adversaries

HOW

Provide Tailorable, 
Practical Resources that 
Can Be Used Across the 

Weapon System Lifecycle, 
at Different Levels

• Builds on existing strategies for 

understanding a system in terms of 

resilience

– Identifies foundational resilience/hardening 

principles for implementation

– Provides guidance on developing mission-based 

measures of effectiveness for these principles

– Introduces an evaluation methodology for 

understanding enhanced resilience 

– Framework validation through experimentation will 

show the impact of these foundational principles 

on mission and system performance

• Supported by  Mr. John Garstka, SES

• Director, Cyber, Office of the Chief Information Security Officer, 

Office of the Undersecretary of Defense for Acquisition and Sustainment

Background
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1. Type of M/P/T and Target 

Audience

2. SDLC Focus

3. Types of Systems to be 

Assessed

4. Mission Assurance Orientation

5. Threat Orientation

6. Analysis Focus

7. Current Security/Resiliency 

Posture

7 Applicability Areas

1. Maturity

2. Accreditation

3. Compatibility

4. Performance

5. Scalability

6. Usability

7. Cost Containment

8. Evolvability

9. Evaluator Confidence

9 Assessment Attributes

Building on Existing Strategies, Tools and Methodologies

 Assessed current methodologies, 

processes, and tools (M/P/Ts) used in 

resiliency assessments for DoD

– Reveal strengths, determine gaps

 Developed instrument to assess 25 

M/P/Ts

– 7 Applicability areas using 9 attributes

– Each has strengths and gaps

– Few addressed cyber resiliency

– Fewer addressed weapon systems

 Concluded  a series of M/P/Ts can 

provide some coverage

 Framework needed for bounding the 

processes, determining foundational 

principles

Towards a Framework
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Foundational Components of Framework

Mission

Operational 
(Force Element) 

Technical 
(Weapon System)

Program 
(PEO)

Sys 1 Sys 2 Sys 3

Sub 1 Sub 2 Sub 3

Contractor

Mission:  The strategically desired 
organizational goal; what the 
organization is trying to accomplish or 
achieve; what the operators are using 
the set of related weapon systems to 
achieve

Technical:  The technologies, systems, 
and processes produced by a program 
and that underlie operational 
components

Program:  A funded effort that 
provides a new, improved, or continuing 
materiel, weapon or information system, 
or service capability in response to an 
approved need; funded effort 
responsible for the development, update 
and sustainment of weapon systems

‘Levels’ of a Weapon System

Operational:  The weapon system or 
systems that are employed to 
accomplish a mission, explicitly including 
people and processes as part of the 
system

Mission success depends on 

countering the adversary at the 

mission, operational, 

programmatic and technical 

levels

Foundational Principles

• Develop Supporting Cyber Resilient Program, Operational, and Technical Principles
• Establish Cyber Dependent Mission Priorities
• Incorporate Cyber Threats into Mission Planning
• Maintain Ongoing Awareness of Key Cyber Terrain

• Control Information
• Enhance Resiliency of the Defense Industrial Base
• Integrate Cyber Resiliency into the System / Program
• Make Cyber Resiliency Training and Awareness Effective
• Manage Supply Chain Risk
• Diversify the Supply Chain
• Create and Maintain a War-Time Reserve
• Confuse the Adversary

• Respond Adaptively to Risks and Threats
• Develop Doctrine and Effective Training to Fight Through Cyber Attacks
• Mitigate Potential Disruptions to the Weapon System
• Maintain Awareness of Cyber Risk to Mission
• Confuse the Adversary

• Assume Compromise
• Identify the State of the System on an Ongoing Basis
• Limit and Validate Trust
• Mitigate Potential Disruptions to the Weapon System
• Respond Adaptively to Risks and Threats 
• Confuse the Adversary

Mission

Operational

Technical

Program

Foundational Principles are designed 

to disrupt an adversary’s ability to 

achieve objectives through all 

phases of a cyber campaign

• Ensure that the current threat environment for the weapon 
system is understood and documented.

o Ensure that operators routinely check the status of risk 
monitoring technology to identify and document 
changes to the threat environment.

• Ensure that the CONOPS includes procedures to reduce 
physical access to the weapons system during increased 
risk.

o Place critical components under lock and key.

o Restrict non-essential personnel from physical access 
to the weapon system.

o Check the physical integrity of the weapon system 
regularly.

• Ensure that the CONOPS includes procedures to reduce 
logical access to the weapons system during increased risk.

o Non-essential accounts are locked.

o Remote access is restricted.

o Admin access is reduced to minimum essential levels.

o Require no further changes be made to the weapon 
system.

• Ensure the CONOPS includes procedures to routinely 
reconfigure physical and logical access to the weapon 
system.

• Ensure that the CONOPS includes criteria for transitioning 
between degraded states of a weapons system.

o Routinely test the procedures to transition between 
degraded states.

Exemplar Mitigations and 

TTPS

Identifies whether and how cyber resiliency 
principles have been applied
• Intended to identify gaps and improvement 

opportunities
• Questionnaire not intended to be compliance 

oriented

Questions for each of the 4 levels
• Mission, operational, programmatic, technical
• 50+ questions total

Multiples questions for each principle
• Potential answers and background also provided

Self-Assessment Questionnaire

Tools to assess and 
provide guidance on 

the application of 
foundational 

principles
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Approach for Identifying Foundational Principles

• Develop Supporting Cyber Resilient Program, 

Operational, and Technical Principles

• Establish Cyber Dependent Mission Priorities

• Incorporate Cyber Threats into Mission Planning

• Maintain Ongoing Awareness of Key Cyber Terrain

• Control Information

• Enhance Resiliency of the Defense Industrial Base

• Integrate Cyber Resiliency into the System / Program

• Make Cyber Resiliency Training and Awareness 

Effective

• Manage Supply Chain Risk

• Diversify the Supply Chain

• Create and Maintain a War-Time Reserve

• Confuse the Adversary

• Respond Adaptively to Risks and Threats

• Develop Doctrine and Effective Training to Fight 

Through Cyber Attacks

• Mitigate Potential Disruptions to the Weapon System

• Maintain Awareness of Cyber Risk to Mission

• Confuse the Adversary

• Assume Compromise

• Identify the State of the System on an Ongoing Basis

• Limit and Validate Trust

• Mitigate Potential Disruptions to the Weapon System

• Respond Adaptively to Risks and Threats 

• Confuse the Adversary

GOALS: Anticipate, Withstand, 

Recover, Evolve

STRATEGIES: Focus on common 

critical assets, support adaptability, 

reduce attack surfaces, assume 

compromise, expect adversaries to 

evolve 

DESIGN CONCEPTS & 

TECHNIQUES: Limit trust, control 

visibility and use, contain / exclude 

behaviors, layer and partition 

defenses, plan and manage 

diversity, maintain redundancy, 

make resources location-versatile, 

leverage health and status data, 

maintain situational awareness, 

manage resources adaptively, 

maximize transience; minimize 

persistence, determine ongoing 

trustworthiness, change or disrupt 

attack surface, make 

unpredictability and deception 

user-transparent

Mission

Operational

Technical

Program

• Collect Intelligence 

• Deny, Degrade, Destroy Mission 

Assets 

• Establish Persistence 

• Deceive / Confuse

• Compromise Govt, Contractor, 

• and Subcontractor Networks

• Insider Threat

• Manipulate Supply Chain

• Modify / Fabricate Data

• Data / Asset Theft 

• Physical destruction 

• Obstruct Communications

• Insider Threat

• Manipulate human behavior 

Deliver, Exploit, Move laterally, 

Access credentials, Elevate 

privileges, Install & execute 

malware, Internal recon, Persist, C2, 

Evasion; Monitor, Exfiltrate, Modify, 

Deny, Destroy data or assets

NIST SP 800-160 vol. 2
• Strategic / Structural Design 

Principles

• Resiliency Techniques / Approaches

Foundational 

Principles

NSA Cyber Threat 
Framework

ATT&CK-WS
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Foundational Principles for Weapon Systems
MISSION PRINCIPLES

HIGHLIGHTED CYBER RESILIENCY 
CONSTRUCTS

Develop Supporting Cyber Resilient Program, Operational, and 
Technical Principles
• Ensure that principles and practices are in place to provide cyber 

resiliency at the operational, program, and technical levels. 

(Interpret and apply the following by treating all levels as attack 

surfaces and resources managed or activities performed at different 

levels as requiring Coordinated Protection)

Reduce attack surfaces.

Coordinated Protection

Establish Cyber Dependent Mission Priorities
• Recognize that not all mission functions or tasks may succeed in 

light of the APT.  Identify and prioritize mission tasks, functions, 

capabilities, and assets based on criticality (e.g., those mission 
functions or tasks that must succeed; those that need to only 

partially succeed; and those that can fail gracefully).
• Avoid taking on, or relinquish, tasks, functions, assets, and 

capabilities that do not support mission priorities.

(Interpret and apply the following to all systems supporting the 

mission, via mission thread analysis)

Focus on common critical assets.

Make resources location-versatile.

Manage resources (risk-) adaptively.

Adaptive Response

Realignment

Incorporate Cyber Threats into Mission Planning
• Understand adversary cyber capabilities and objectives.  

Prioritize how likely they are to achieve a successful attack on 

critical cyber assets and assess their potential impact on such 
attacks on the mission.  

• Define degraded states of mission functionality, that is, establish 
minimum levels of performance for critical services.

(Interpret and apply the following to all systems supporting the 

mission, via mission thread analysis)

Support agility and architect for extensibility.

Assume compromised resources.

Expect adversaries to evolve.

Adaptive Response

Maintain Ongoing Awareness of Key Cyber Terrain
• Trace mission essential functions to the critical cyber assets that 

support them.  Understand their weaknesses and the potential 

impacts from their loss.

(Interpret and apply the following to all systems supporting the 

mission, via mission thread analysis)

Focus on common critical assets.

Maintain situational awareness.

Determine ongoing trustworthiness.

Analytic Monitoring

Contextual Awareness

PROGRAM PRINCIPLES
HIGHLIGHTED CYBER RESILIENCY 

CONSTRUCTS

Control Information
• Compartmentalize and control all weapon system information 

(architectures & design, source code, trade studies, AoAs, etc.) 

throughout the system development life cycle (SDLC).  

(Interpret and apply the following by treating the program as 

an information system)

Limit the need for trust.

Control visibility and use.

Contain and exclude behaviors.

Non-Persistent Information

Privilege Restriction

Enhance Resiliency of the Defense Industrial Base
• Incentivize contractors, sub-contractors, vendors, and suppliers (i.e., 

all entities in the DIB with a role in creating, maintaining, upgrading, or 

disposing of the weapon system – for brevity, collectively referred to 
as vendors) to become cyber resilient in their development 

environments & infrastructure.
• Provide resources (e.g., worked examples, tool recommendations) to 

aid in vendor adoption of cyber resiliency controls and practices.

(Interpret and apply the following by treating the DIB as a 

system needing improved cyber resiliency)

Support agility and architect for extensibility.

Assume compromised resources.

Expect adversaries to evolve.

Coordinated Protection

Realignment

Integrate Cyber Resiliency into the System and the Program
• Develop high level system cyber requirements considering the tactical 

constraints.

• Include the appropriate cyber resiliency technologies and processes 
as part of the program system development life cycle (SDLC); see 
technical level for details.

(Interpret and apply the following to programmatic risk 

management, recognizing that performance / technical risk 

areas include gaps in cyber resiliency and cybersecurity 

capabilities.)

Support agility and architect for extensibility.

Assume compromised resources.

Expect adversaries to evolve.

Coordinated Protection

Realignment

Make Cyber Resiliency Training and Awareness Effective
• Educate program office employees to recognize and practice cyber 

security and resilience procedures when communicating with vendors, 

writing documentation, etc. Adopt effective means of 
training/evaluation to make “cyber resiliency” a well-understood term in 

the program office. Define and execute procedures, on an ongoing as 
well as on an intermittent basis, to determine the effectiveness of 
training and awareness efforts.

(Interpret and apply the following to programmatic risk 

management, recognizing cyber adversaries as a source of 

risk)

Support agility and architect for extensibility.

Limit the need for trust.

Manage resources (risk-) adaptively.

Self-Challenge

Privilege Restriction

Manage Supply Chain Risk
• Establish and maintain visibility into the entire supply chain HW/SW/Services, 

vet all contractors, subcontractors, and suppliers and the provenance of their 

products.
• Continuously monitor and share information about the supply chain threat 

landscape.  Update processes and monitoring to detect potential threats and 
tactics against current or potential vendors, suppliers and similar technologies 
or components, which may be applied against current or future supply chain 

channels.

(Interpret and apply the following to supply chain 

risk management)

Support agility and architect for extensibility.

Assume compromised resources.

Expect adversaries to evolve.

Limit the need for trust.

Maintain situational awareness.

Contextual Awareness

Coordinated Protection

Supply Chain Diversity

Assume Compromise
• Employ technologies and practices to reduce the potential impact 

or extent of an adversary’s presence in the weapon system or its 

supporting systems.

Assume compromised resources.

Limit the need for trust.

Contain and exclude behaviors.

Layer defenses and partition resources.

Maximize transience.

Coordinated Protection

Non-Persistence

Privilege Restriction

Segmentation

Identify the State of the System on an Ongoing Basis
• Provide operators with real-time awareness of the health & status 

of the weapon system.

Leverage health and status data.

Maintain situational awareness.

Analytic Monitoring

Contextual Awareness

Substantiated Integrity

Limit and Validate Trust
• Limit the number of system elements that need to be trusted, and 

where trust is needed employ measures (e.g., MFA) to determine 

provenance, validate behavior, and check the integrity of system 
elements.

Limit the need for trust.

Determine ongoing trustworthiness.

Privilege Restriction

Substantiated Integrity

Mitigate Potential Disruptions to the Weapon System *
• Use a combination of technologies to limit access to and ensure the 

integrity and availability of critical weapon system components and 

to the weapon system as a whole.

Support agility and architect for adaptability.

Manage resources (risk-) adaptively.

Change or disrupt the attack surface.

Adaptive Response

Coordinated Protection

Privilege Restriction

Realignment

Substantiated Integrity

TECHNICAL PRINCIPLES
HIGHLIGHTED CYBER RESILIENCY 

CONSTRUCTS

Respond Adaptively to Risks and Threats
• Use a combination of technologies and practices to respond with agility and 

adaptability in response to a cyber-attack.

Support agility and architect for adaptability.

Make resources location-versatile.

Manage resources (risk-) adaptively.

Change or disrupt the attack surface.

Adaptive Response

Dynamic Positioning

Dynamic Privileges

Dynamic Segmentation / Isolation
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Respond Adaptively to Risks and Threats *
• Reconfigure physical and logical access to the weapon system based 

on near real-time assessment of operational risk (operational 

environment, threat environment, etc.).  Define criteria for transitioning 
between degraded system states. 

(Interpret and apply the following to operational resources, 

including facilities, personnel, and procedures)

Support agility and architect for extensibility.

Maintain situational awareness.

Manage resources (risk-) adaptively.

Adaptive Response

Develop Doctrine and Effective Training to Fight Through Cyber 
Attacks
• Define a concept of operations, produce guidance, and develop 

associated training regarding how to respond to cyber attacks. 
Regularly exercise/test the security and cyber resiliency of the weapon 

system. Employ red teaming or comparable measures to validate the 
effectiveness of security and resiliency measures. If a war-time reserve 
is maintained, ensure that the CONOPS addresses its effective use.  

(Interpret and apply the following to operating procedures, 

including contingency and continuity of operations plans)

Reduce attack surfaces.

Manage resources (risk-) adaptively.

Adaptive Response 

Orchestration

Self-Challenge

Design Diversity

Mitigate Potential Disruptions to the Weapon System *
• Use a combination of procedures to limit access to and ensure the 

integrity and availability of critical weapon system components and to 

the weapon system as a whole.

(Interpret and apply the following to operations, e.g., by 

treating personnel as system resources)

Manage resources (risk-) adaptively.

Determine ongoing trustworthiness.

Adaptive Response 

Coordinated Protection

Redundancy

Substantiated Integrity

Maintain Awareness of Cyber Risk to Mission
• Incorporate weapon system cyber health / status data, as well as cyber 

threat intelligence, into operational planning and decision-making 

cycles.

(Interpret and apply the following to operations)

Maintain situational awareness.

Analytic Monitoring

Contextual Awareness

Confuse the Adversary *
• Use OPSEC and targeted deceptive information campaigns to divert 

adversary activity and alert mission operators.

(Interpret and apply the following to operations)

Deception

Unpredictability

OPERATIONAL PRINCIPLES
HIGHLIGHTED CYBER RESILIENCY 

CONSTRUCTS
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Translating Foundational Principles into Practice:  
Self Assessment Questionnaire

Foundational 
Principles

• High-level so they can be 
applied broadly, but …

• What do these mean in 
practice – what defender-
side TTPs can be used?

• How can the 
effectiveness of applying 
Foundational Principles 
be evaluated?

Self-Assessment 
Questionnaires

• Illustrate how 
Foundational Principles 
can be used in practice

• Provide a bridge between 
Foundational Principles 
and defender-side TTPs

• Provide a structured way 
to identify a 
representative set of 
defender-side TTPs

Defender-Side TTPs

• Representative set of 
TTPs related to

• People

• Processes

• Technologies

• Strong emphasis on 
processes – to use 
existing technologies 
more effectively

• Provide a basis for 
defining evaluation 
methods and metrics

Identifies whether and how cyber resiliency 

principles have been applied
• Intended to identify gaps and improvement 

opportunities

• Questionnaire not intended to be compliance-oriented

Questions for each of the 4 levels
• Mission, operational, programmatic, technical

• 50+ questions total

Multiples questions for each principle
• Potential answers and background also provided

• Each potential answer represents a defender-side TTP

Principle: Establish 

Cyber Dependent 

Mission Priorities:
How are mission priorities 
asserted in the context of 
a cyber-contested 
environment?

Question Possible Response (TTPs) Background

4. How are mission 
priorities used to 

reduce the cyber 
attack surface?

Not used; Used to avoid, 
reduce, or relinquish tasks 

which do not directly support 
mission priorities; Used to 

direct the Program Office to 

reduce the cyber attack 
surface of the system 

development environment; 
Other [specify] 

The cyber attack surface 
includes tasks, functions, 

assets, and capabilities 
with exposure to 

cyberspace.  

Question Possible Response (TTPs) Background

9. How is the 
integrity of critical 

weapon system 
components 

checked?

No specific procedures or 
mechanisms; Critical components 

are kept under lock and key; 
Physical inspection to ensure 

integrity of tamper-evident critical 

components; Physical inspection 
and validation of hardware 

configuration; Logical inspection / 
validation (hashes) of software 

and static data; Cryptoseal

validation of software and static 
data; Other [specify] 

Potential disruptions to 
the weapon system can 

arise from faults in, 
failures of, or 

compromise of critical 

components. Procedures 
to identify such adverse 

conditions enable the 
organization to mitigate 

potential disruptions 

before they occur. 

Principle: Mitigate 

Potential Disruptions to 

the Weapon System:

What capabilities enable 

operators to “fight through” 

a cyber attack and achieve 

mission objectives? 
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Potential Effects on the Adversary

Administration

Preparation

Engagement

Presence

Effect

Ongoing
Activities

Adversary

Cyber Campaign 

Preclude

Impede

Redirect

Limit

Expose

Make the adversary work harder, realize fewer effects, at greater risk of detection

Mission
• Develop Supporting Cyber Resilient Program, Operational,

and Technical Principles

• Establish Cyber Dependent Mission Priorities

• Incorporate Cyber Threats into Mission Planning

• Maintain Ongoing Awareness of Key Cyber Terrain

Operational
• Respond Adaptively to Risks and Threats 

• Develop Doctrine and Effective Training to Fight Through 

Cyber Attacks

• Mitigate Potential Disruptions to the Weapon System

• Maintain Awareness of Cyber Risk to Mission

• Confuse the Adversary 

Program
• Control Information

• Enhance Resiliency of the Defense Industrial Base

• Integrate Cyber Resiliency into the System and the Program

• Make Cyber Resiliency Training and Awareness Effective

• Manage Supply Chain Risk

• Diversify the Supply Chain 

• Create and Maintain a War-Time Reserve 

• Confuse the Adversary

Technical
• Assume Compromise

• Identify the State of the System on an Ongoing Basis

• Limit and Validate Trust

• Mitigate Potential Disruptions to the Weapon System

• Respond Adaptively to Risks and Threats

• Confuse the Adversary 

Potential measures of 

effectiveness could include effects 

on the adversary and/or ability to 

meet specific mission objectives 

 Principles are meant to 
disrupt an adversary’s 
OODA Loop (Observe, 
Orient, Decide, Act)

– Adversary expends additional 
resources

 Foundational principles 
mapped to each stage and 
objective of the NSA/CSS 
Technical Cyber Threat 
Framework 

– Initial assessment of potential 
effects on the adversary 
identified for all level
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Enhance mission assurance 

by maximizing effects on 

the adversary
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Towards Evaluating the Framework

 Effectiveness in providing guidance, methodologies and tools

– Acquiring relevant information needed to perform resilience, risk, criticality, and gap 
analyses for a given mission/environment

– Developing mitigation strategies  and cyber solutions, validating the effectiveness of 
the mitigations/solutions

– Guidance on continuous monitoring and iterative resilience enhancements

 Analysis must include

– Mission scope, decomposition,  needs,  environments, threats, system 
decomposition and details

– Dependencies between system components and mission operational steps

– Weights/importance of system-provided data/services for accomplishing the mission

Approved for Public Release; Distribution Unlimited. Public Release Case Number 19-2606 1
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Desired Framework Elements

Mission risksMission scope and needs

Threats relevant to mission 

and system

System gaps 

and criticalities

Mission 

decomposition

System 

decomposition

Dependency 

descriptions

Mitigation strategy

Tactical cyber solutions

Validation of 

effectiveness of cyber 

solutions

Mission environment 

and needs
Gap analysis 

inputs

Gap analysis 

outputs

Solutions and 

validation

Iterative and continuous resilience improvement

Approved for Public Release; Distribution Unlimited. Public Release Case Number 19-2606 1

©2019 The MITRE Corporation, The Johns Hopkins University Applied Physics Lab, and the Massachusetts Institute of Technology Lincoln Laboratories. ALL RIGHTS RESERVED.



© 2016 The MITRE Corporation. All rights reserved.For internal MITRE use

Framework Evaluation, and Effectiveness 
Assessment 

Develop step-by-step 
framework implementation 
process

– SME-assisted development

 Apply framework
– Select a candidate weapon 

system and use case

– Collect required mission use 
case data

– Decompose system and 
mission

– Describe dependencies

– Conduct resilience (gap) 
analysis

– Develop mitigation strategy

 Validate mitigation 
effectiveness

– Select subsystem/s for 
applying mitigations

– Test resilience before and 
after mitigations are applied

– Analyze effectiveness 

1.  Evaluating and Refining 

the Resilience Framework

2.  Evaluating Weapon 

System Resilience

3.  Experimenting to Validate 

Mitigation Effectiveness

Prepare to apply 

the framework to 

a weapon system

Apply the 

framework to a 

weapon system

Test mitigation 

effectiveness for 

a weapon system

Outcome:

Implementation guide for 

practitioners

Outcome: 

Resilience analysis and 

mitigation decisions

Outcome: 

Data driven validation of 

mitigation effectiveness
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Moving Forward

Countering Risk to Mission 

Socialize 

Apply broadly

Validate 

Experiment

Refine 

A Cyber Hardening and 
Resiliency Framework for 

Weapon Systems 

Employ cyber resilience enablers

Assess  current capabilities for mission assurance

Accept adversaries will gain a foothold

Understand effectiveness of solutions 
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For More Information 

Contact

Rosalie M. McQuaid

rmcquaid@mitre.org

Anurag Dwivedi

anurag.dwivedi@jhuapl.edu

Tom O’Neill

thomas.oneill@jhuapl.edu
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