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The world is changing

Agricultural age Industrial revolution Information age

Large armies Long-range fire Cyberspace Operations



Command Philosophy
• Mission command encourages the 

use of initiative and decentralized 
decision-making (Nato AJP-3, 2019). 

(Mats Nyström/SwAF) (John F. Williams/U.S. Navy)



Aim for this paper

• Research question 
• Is Mission Command appropriate for cyberspace operations.

• Objective
• Explore the conditions for Mission Command when conducting cyberspace 

operations.

(Jimmy Croona/SwAF)



Mission Command 1 (3)

• The roots of Auftragtaktik comes 
from the ideas of the Age of 
Enlightment and German 
Romanticism, in the late 1700s 
and early 1800s.

• The individual was seen as a free 
and independent citizen. 

• Soldiers and officers were seen 
as active creative individuals with 
their own initiative and will.



Mission Command 2 (3)

• We decouple Command from Control for the term Command and 
Control (C2). 

• Command: the creative expression of human will necessary to 
accomplish the mission.

• Control: the act of enabling command and of managing risk using 
existing structures and processes.



Mission Command 3 (3)

Philosophy
• Trust between commanders and 

their subordinates
• Intent focused clarifing what has to 

be achieved and hand over the 
how part to subordinates

• Initiative with a willingness to take 
initiative throughout the 
organization

• Common ground with common 
values and common understanding 
of the doctrine

Method

• Give Mission orders:
• Specify the goals to be achieved and 

for what purpose (why).
• Give broad tasks (what).
• Assign resources to solve the tasks.
• Give only necessary rules of 

engagement.

• Submit as much as possible to 
subordinates to decide for 
themselves how the mission should 
be accomplished (how)



Cyberspace operations

• CO is the employment of cyberspace capabilities where the primary 
purpose is to achieve objectives in or through cyberspace.

• Offensive Cyberspace Operations (OCO)
• Attacks move at the speed of light

• Unlimited by geography and political borders

• First targets another computer and the information within

• Cascading effects into the physical domains

• Defensive Cyberspace Operations (DCO)
• Defend own governmental cyberspace resources

• Intended to preserve the ability to utilize own cyberspace capabilities 



Holistic Model for Dynamic Command
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Situations system

• Impactability (how easy the situation system can be affected or 
influenced).

• Coupling (number of relationships between the elements of the situation). 

• Causality (how easy is it to predict causal relationships).

• Traceability (how easy it is to subsequently understand the causes of what 
happens).

• Dynamics (how many changes in the situation take place while the 
situation is going on).

• Time constraints (how urgent it is to solve the situation and how long the 
situation is assessed to continue).



Mission System

• Effects functions that are needed to fulfill the purpose of the organization. The effects functions 
differ from organization to organization. A military organization have maneuver to gain positional 
advantage in respect to the adversary, fire and information to create an effect on the target to 
accomplish the mission. A hospital can have life saving and health care as effect functions. What 
resources can reach the target? How far can the resources have effect? How fast can the 
resources act?

• C2 function provides direction and coordination to the military effort in order to produce military 
effects. Who can coordinate the resources when executing the planned action? Time for 
planning?

• Intelligence function to contribute to a continuous and coordinated understanding of the 
situation. Who can see the target? Who can analyze the target? Time to support decision making? 

• Sustainment function to maintain freedom of action and capability throughout the whole 
operation.

• Protection function to protect friendly forces in order to minimize the vulnerability of these forces 
to preserve freedom of action.

• Collaboration function that enables a broad spectrum of interaction with other actors.



C2 System Model

• Conditional view that describes conditions that have to be in place to 
be able to perform efficient command 

• C2 functions view that shows the general C2 functions that are 
needed to provide the purpose of C2.

• Systems Elements view that describes the form of the system 
elements in the C2 system.

• C2 products view that shows the products produced by the C2 
functions such as situation picture and order.



The conditional view 

• Competency
• Physical competency
• Intellectual competency 
• Emotional competency 
• Interpersonal competency 

• Situation Awareness
• Knowing what is going on 
• Understand the effects and consequences of actions

• Authority
• Legal authority by a given mande to act
• Personal authority earned by personal credibility

• Responsibility
• Extrinsic responsibility where a commander feels accountable both up to superiors and down 

to subordinates
• Insitric responsibility which is a self-generated obligation that one feels towards the mission



Two case studies
• Stuxnet

• A worm designed to target specific Supervisory Control And Data Acquisition 
(SCADA) systems.

• Stuxnet launched 2009 a series of attacks targeting industrial controllers used at 
Iran’s uranium enrichment.

• Destroyed up to 1,000 centrifuges.
• It is believed that this attack was initiated by a random worker's USB drive.

• Maersk 
• The attack at Maersk by a NotPetya Virus on June 27, 2017.
• Directed toward Ukrainian business computer systems.
• Supposed Russian hackers hijacked Ukrainian update servers. 
• Pushed out infected updates into thousands of PCs around the country.
• Massive cascading effects

• Several port terminals controlled by Maersk division, in the USA, India, Spain, the Netherlands 
and other countries.



What did we find?

• The answer to the research question must be a yes for Mission 
Command as a command philosophy and an “it depends” for Mission 
Command as a C2 Method.

Mission Command



Conclusions 1 (2)

• DCO
• Mission Command is appropriate as a C2 method since the commander on 

the spot must act quickly and appropriately.

• OCO
• Mission Command is not appropriate as a C2 method since the person 

making the decisions must be able to assess immediate effects but also 
secondary effects and consequences in the longer term, including political 
consequences. 



Conclusions 2 (2)

The method of choice should be based on who has the 
competence to command in the situation, the best 
situation awareness, who has the authority to act and 
the responsibility to command.

It is only through Mission Command as a philosophy 
that we can switch between Direct Control and Mission 
Control because an implemented philosophy of that 
kind creates the prerequisites for both trust, intent, 
initiative and a common base.



Suggestion for further research 

• More research that examines the proposed Holistic Model of Dynamic 
Command and its suitability in different cases:
• crises management

• law enforcement

• firefighting

• emergency medicine

• Test all views of representation that is built into the Holistic Model of 
Dynamic Command:
• conditional view

• C2 functions view

• System elements view

• C2 products view



Thank you!

Questions?

Anders Josefsson
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