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Abstract 

Military operations always required much coordination to be performed, however, with 

the technological revolution and the subsequent modernization of military equipment, military 

actions have become faster and more complex, requiring from the Command and Control (C2) 

increased agility to obtain awareness situational battlefield. Currently, this agility is being 

obtained with the increasing use of network computer devices, creating a new cyber battlefield. 

In this technological scenario, where C2 is entirely operated in cyberspace, how to train military 

commanders of the future? This paper presents the use of cyber simulators as a tool to train 

digital combatants. As a case study we present the Cyber Operations Simulator used by the 

Brazilian Army in military training, as well as the results of the experience gained by the team of 

instructors of Electronic Warfare Training Center and developers of simulator during military 

exercises of cyber operations. The study aims to present advantages, disadvantages and to 

indicate improvements in the use of simulators for training of cyber military. 

  

  



1. Introduction 

 

The economic, political, industrial and technological development has made the 

traditional Command and Control (C2) approaches insufficient for business reality.  However, a 

good C2 system can bring great advantages in several areas [1]. 

In the military area, the computing environment, through large data networks, has the 

ability to provide the necessary information for the C2 systems. Thus, the concept of Data 

Network Centered Operations gains prestige with the promise of increasing the situational 

awareness and the consequent increase in combat power of a given military force [2]. However, 

it is suspected that the further digitally evolved an organization is, it may be more vulnerable to a 

cyber-attack [3]. 

According to Barford [4], the cyberspace is different when compared with the kinetic 

environment. For this reason, the tools and processes used to obtain situational awareness of 

kinetic space do not work properly with the cyber environment. 

In the Brazilian Army, the Electronic Warfare Training Centre (CIGE) has a Cybernetic  

Section, created in 2007, with the responsibility of training the Brazilian militaries to act in 

cyberspace. Due to the difficulty, presented previously by Barford [4], in the use of tools and 

processes already used in the kinetic space, CIGE identified the need to have a specific tool that 

could operate in a safe and controlled way in the cyberspace, assisting and enabling the training 

of Brazilian cyber militaries. 

The analysis of the approach taken by CIGE to train and form their cyber warriors is the 

focus of this article. To achieve this goal the paper presents some examples of approaches that 

use simulators in the intellectual training of professionals to work in the cyber environment. 

Then we present the application of the Brazilian Army Cyber Simulator, highlighting advantages 

and disadvantages of its use. We also present technical issues identified by the engineers who 

developed the simulator, trainers and trainees of Cybernetics Course of the Brazilian Army. 

Lastly, we present some observations and suggestions on techniques of teaching approach used 

in the course. 

  

  



2. Simulation Systems 

Simulation is the manipulation of a model in such a way that it represents the behavior of 

a system. Simulation is a cost-effective tool/concept for exploring new systems/processes 

without having to build those [5]. Simulation can be categorized into three parts: 

1. Live Simulation: Simulating real entities (people and/or equipments) in the real world. 

2. Virtual Simulation: Simulating real entities in a virtual world. 

3. Constructive Simulation: Simulating virtual entities, usually in a virtual world. 

         

There are other approaches that categorize the simulation systems [6]:  

● Deterministic or Stochastic: If a simulation does not contain any randomness, it is called 

deterministic. These types of simulation can be used for complex systems with 

deterministic states and state changes when a certain set of parameters are passed. 

Stochastic simulations are the simulations in which random variables are required. 

Almost all of the military constructive simulation systems are stochastic simulations. 

● Static or Dynamic: Static simulation is used for solving problems not analytically 

tractable and that do not have relation with time.  Dynamic simulations are those that 

must adapt to changes in their execution scenarios. 

  

Currently all types of simulators, regardless of their classification, are employed in many 

work environments for many reasons. For example, in a real situation the number of 

vulnerabilities of a system grows in proportion to its complexity, which motivates the use of 

simulation rather than an exhaustive analysis of the system [7]. 

In this aspect, computer systems are characterized by their high degree of complexity, 

favoring the existence of vulnerabilities that can be exploited and that can cause damage to 

connected systems. In this scenario, the security stands out as a key factor for business 

continuity. 

In many cases, the realization of safety tests in computer networks containing real devices 

is very expensive, making the use of modeling and simulation tools become an interesting 

option. The use of these instruments provides faster analysis, saving financial resources. It also 

allows the analysis on a large scale and brings fidelity in the representation of information 

networks [8]. 



The simulation technique can also be combined with virtualization techniques enabling 

more realistic tests. The use of Virtual Machines brings many advantages, for example, with a 

modern hardware (complex) you can virtualize a significant portion of its functionality enabling 

several services and devices inherent in virtualized equipment. It also enables the creation of a 

genuine data traffic carried by dozens of systems without, however, having all the equipment. 

Finally, virtualization can also be used for emulating devices that are commonly found in typical 

production networks [8]. 

In education, according to Roger Schank [9], professor emeritus of Philosophy, Education 

and Computer Science, the best way to teach someone is to give information that one (trainee) 

need to do something. And when we use educational software, the simulation technique can be 

used and recommended in several areas. This approach has been studied by the US Naval 

Academy, to use simulators in the classroom to facilitate students' understanding in computer 

security [10]. 

  

“The U. S. Naval Academy is examining a new tool to teach computer 

security to determine if the complex concepts relating to computer 

security can be more effectively taught by including simulations in the 

classroom”. [10]  

In order to control possible threats in computer networks, professionals in the US 

Department of Defense conduct training and operational exercises with the support of simulators 

[10]. Thus, the use of simulators in education has being used by the US government. 

 

“The use of a security laboratory and/or a simulated network scenario is 

very beneficial as a mechanism for supporting active learning strategies 

such as: learning-by-doing, learning-by-example and learning-by-

exploring.” [11] 

The simulation has become fundamental to Computer Science, particularly in offensive 

security exercises. Being also used by industries and government agencies involving critical 

infrastructure such as energy and finance [7, 11]. 

  

2.1. Cyber Simulators  

Currently there are a variety of simulators developed in order to provide training of 

human resources who work with information security. 

 



In this article we introduce some simulators and its main features, analyzed in the article 

"State-of-the-art simulation systems for information security education , training and awareness" 

[11] and that influenced CIGE´s Simulator Project. 

A - Cyber Protect, developed by the US Department of Defense was created to assist the 

training of network security professionals and to familiarize them with the new terminology of 

information systems, concepts and policies. It is a simulator that enables exercises where users 

have the opportunity to set up secure networks and submit them to attack. After the exercises, 

users receive a report containing its performance. 

B - Military Academy Attack/Defense Network (MAADNET) is a client-server 

architecture that uses discrete event simulation. The users start their activities by building a 

network to the client, according to a given scenario and submit it to a server, which will simulate 

several events. The network can be built with different components (switches, routers, 

workstations, wireless access points, etc.). Each of these components may have one or more 

associated network traffic. The attack can come from the Internet (outside the network), from an 

internal network or from both sides. The simulator was designed to assist the training of cadets 

of the North American Military Academy. 

C - CyberOps: NetWarrior, developed by the Defense Information Systems Agency of the 

North American Defense Department. It stands out for providing great interactivity and graphics. 

The tool is a virtual 3D environment with realistic-looking network equipment. In this 

simulation, the financial resources are limited and students must evaluate the costs at the time 

they create networks . The equipment allows, in one simulation, the formation of several "teams" 

that can be attackers , defenders or judges. 

D - The Cyber Defense Technology Experimental Research laboratory (DETERlab), 

developed by the University of Utah. It is used as a laboratory in cyber security classes. It 

supports complex experiments to provide research on the planning, creating and interacting 

scenarios. Some tools include generating network traffic, attacks, network configuration and data 

collection. 

E - CyberCIEGE of the Center for Information Systems Security Studies and Research, 

US Graduate University. The purpose of the simulator is to protect the system using appropriate 

security measures involving safety and security procedures. Includes scenarios developed to 

create new situations and a video encyclopedia that educates students during exercise. 



F - Cyber Range-in-a-box (CRIAB) is a compact system used to support the 

development, test and experimentation of cyber tools and techniques, as well to train 

cybersecurity staff [12].  The Boeing is the manufacturer of this device. Some Brazilian military 

used the simulator in cyber competitions. 

 

Based on the study conducted it was found that the simulation technique can be used to 

train human resources capable of operating in the cyber environment. The simulator enables the 

security personnel (operators, pilots, engineers); generates savings of material and financial 

resources; provides processing speed; enables the performance of exhaustive tests (which 

ensures safety and reliability); and enables the use of features not available (which are 

virtualized) . 

Each presented simulator was built to support specific needs of each organization. For 

this reason, at first, market solutions were evaluated in order to find a solution that would 

achieve the needs of Cybernetics Section of CIGE . This process lasted approximately one year, 

and several solutions were evaluated. Although there are extremely elaborate and interesting 

solutions, none of them fully achieve all CIGE needs. The main shortcomings include: 

● Due to nations export control requirements, the main scenarios and functions could not be 

acquired; 

● Solutions containing fixed scenarios, which would make CIGE totally dependent on the 

supplier in the evolution of training scenarios. In addition, the cyber environment is 

highly dynamic, needing to be constantly updated; 

● Lack of compliance solutions to the CIGE´s routine activities. The required features do 

not exist in the solutions evaluated and this simulator does not achieve the required 

specifications. 

● The cost of the product development would be compatible with the cost of the purchase 

of a market solution including training activities. 

● Determination of the Brazilian National Defense Strategy to promote the national defense 

industry. The goal is to strengthen national companies to reduce their technological gap. 

[13]. 

  

In addition to the above mentioned issues, the challenge of developing a national 

simulator integrally bonded to CIGE needs, with national source code that would allow us to 

evolve the simulator and its settings according to the evolution of the area, were key factors to 

leverage the initiative of construction of Cyber Simulator (SIMOC). In this way we will present 

the solution found for the formation of the Brazilian cyber military. 



3. Cyber Simulator (SIMOC) 

Given the limitations of the simulators analyzed it was deemed necessary to develop its 

own simulator, which would achieve national needs. The existence of a simulated environment 

for teaching security and defense techniques in cybernetics was considered essential, given that it 

would not be feasible to use production networks for teaching, because there are techniques that 

sometimes can compromise information security when applied in a real situation. It is 

noteworthy that the implementation of a simulator would provide savings to CIGE, since there 

would be no need to install physical networks, since the simulation provide the use of all the 

techniques necessary to the teaching-learning process. 

The Cyber Simulator (SIMOC) was initially conceived by CIGE instructors team who 

felt the real need for greater support in the construction and implementation of its activities 

during the training course. As a result of the evaluation, requirements specifications were 

developed research-driven experience applied, which was published in an announcement in 

2011. The contractor worked on a model of partnership with CIGE, where requirements and 

solutions architectures were discussed together, with targets set for the project. 

The first version of the simulator was delivered after a year of project. The purpose of 

this first phase was the construction of simulator software based on a virtual environment, which 

would enable the cyber teaching-learning process. After the use of the aforementioned simulator, 

CIGE held the PDCA cycle (Plan, Do, Check, Action) to establish the functions to be 

implemented in new versions of the simulator. In the phase 2, the objective was to develop the 

simulator implementing automation features and support for the instructor. 

  

3.1. The Case Study - Actual use of SIMOC 

  

The first version of the simulator was officially used in the course of CIGE at the end of 

2012. The course was given to a group of 24 students who received a set of activities that they 

should undertake, and among them was the realization of cyber actions in a critical infrastructure 

of a fictional country. Two teams where defined, they received the same scenario. The ultimate 

goal was to access the physical machine that controls the model of a power plant. One training 

was created in SIMOC for each team, with objectives, instructions, tasks and evaluation metrics. 

To make the exercise, it was prepared, by the instructors, one corporate network design, 

containing about 45 network assets. The physical machine of the power plant was controlled by a 

supervisory control and data acquisition (SCADA). During the training, the students should find 

and exploit vulnerabilities in the system and compromise the model. The training was three days 

long and it was considered satisfactory for the first use of the simulator. The initial infrastructure 

aimed to enable the experimental use of the simulator, however, as the first user experience in a 

production environment, some problems were identified: 

  

1. Simulator application server unavailable briefly (less than 3 minutes) 

Justification: 



● Initial infrastructure highly requested by the virtual network of students, making 

the resources available to the simulator application server stay scarce. 

● The solution adopted by the technical analyst was to limit the resources allocated 

to the virtual machine server, activity made with the need of reboot of the virtual 

machine. 

● Despite the situation occurred, the training took place normally and the students 

were not impacted, as they were working on their own virtualized networks. 

● As the simulator was developed following good J2EE [14] standard practices, it 

kept recorded state in the database, and to restart the virtual machine where it was 

installed, the training ceased to be monitored for a while. However, with the 

restart of the simulator server, the training was again monitored normally without 

any injury to the students. 

  

2. The Link of the students to their respective machines was slow at some times during 

the training. 

Justification: 

● Initial infrastructure highly requested by the virtual network of students, making 

the resources available to the Vsphere Web Client (vCenter component 

responsible for student access) stay scarce. 

● Due to the fact that this is not an impediment situation, the training continued to 

be carried out normally. 

 

 The same version of the simulator was used in the exercise carried out in 2013. For each 

team one training was created in SIMOC based on previous year's exercise. The general data of 

the training also remained. The system was set up to engage two physical machines to the 

training virtual network, as in the previous year, to enable the use of a model representing the 

thermal power plant (Figure 1). This model had a cooler representing a turbine that was 

connected to a network physical device that was controlled by the students at the end of the 

training. 

 

 

Figure 1 - Image of the plant. 



 

  

There were defined two teams that were competing with each other, aiming to carry out 

the attack before the opposing one. The virtual network set up for the training simulates a 

corporate network with different layers of access, enabling the use of attack strategies. 

Students operated from an external network, using social engineering techniques to 

access the external network of the plant (DMZ). Through the external network students should 

find a way to access the production network and the network users. Once reaching the internal 

network, students should find a way to access the secret network. Based on new survey 

information, the students were able to send a spear phishing for the employee responsible for the 

secret network. Once at the secret network, students should take charge of the physical machine 

that controls the model. Figure 2 shows a network sketch prepared for the training. 

 

 

 

Figure 2 - SIMOC Training Network 

 

 

The problems found in the first training not repeated during the second training, 

supported by a more appropriate hardware infrastructure to the simulator. 

The next monitored training was conducted in 2014, and made use of the second version 

of the simulator. Some issues favored this training. First, the greater familiarity of the instructors 

team with the potential of the simulator and its features. Second, the experience gained by 

teachers and also by the development and content-builder team from the first phase of the 

simulator. 

The exercise was an evolution of the plant scenario presented in the previous year’s 

training. Making use of the new features of the simulator, instructors have developed the network 

design and also the activities that should be performed by the students. Figure 3 shows the 

outline of the virtual network on which students carried out their activities. 

 



 

 

Figure 3 - Sketch of virtualized network 

 

The training model has also evolved into a city (and not just a plant as in previous years), 

allowing students greater interaction with the scenario, interfering with the lighting network, the 

dam gates, the train line , the scoreboard soccer field, among other activities. Using the simulator 

functionality of integration with physical objects, the CIGE team integrated the virtual network 

created in SIMOC with the model. SCADA similar protocols were used to control facilities such 

as power plant, traffic control system, locker for water transport, etc. The use of the model 

proved fruitful as the student's course can identify the effects of their actions on cyber kinetic 

area. Figure 4 shows the model used in the training. 

 

 

Figure 4 - Model of the 2014 training 

  



3.2. SIMOC - Technical Aspects 

  

The proposed simulator is designed to provide a virtual simulation; stochastic and 

dynamic. For this, SIMOC makes use of virtual machines (computers and network devices) to 

the training process. The desired virtual machines to a network should be selected and related to 

create the network. For the creation of the network you can specify settings in the form of scripts 

that will run on virtual machines. All the elements used in the creation of the network are 

modular, enabling reuse and facilitating the expansion of available content. The main goal is to 

provide a tool for automatic generation of virtualized networks with web access. It should be 

possible to configure networks with flexible and modular machines and services, allowing reuse 

of content. 

All the creation of virtual networks is made solely through the system's web interface, so 

manual intervention in its preparation is not necessary. Having specified the network design in 

the simulator, it is possible to have a repeated and automated creation, according to the need 

(number of students) and can be individual (one network per student), or all students connected 

on the same network. The project was developed in Java Web Server, using VMware as the 

virtualization platform of machines and networks. To give dynamism to the training, we 

developed the concept of Simulation Engine which is the part of the code responsible for 

scripting the training. For efficiency, the commands sent to virtualized operating systems may 

have different processing times. In order to manage the commands independently, the 

implementation is done with threads (for concurrent executions). Figure 5 shows the functional 

architecture of SIMOC. 

  

 

 
Figure 5 - SIMOC´s Functional Architecture  

  



The functional architecture of SIMOC has 9 modules: 

● Private Cloud: Group the virtual networks created for each training. 

● Virtualization Platform: Platform responsible for mediation of communication 

between the engine simulation and virtual networks. The basic operations are: 

create object, run event (script) in an object, perform metric (script) in an object 

and discard object. 

● Events Management: Module responsible for managing network configuration 

events and training execution events. 

● Metrics Management: Module responsible for managing the metrics that will be 

performed during the training. 

● Engine Simulation: Simulation engine responsible for giving dynamism to 

training, interacting with networks during the training execution. 

● Catalog: Module responsible for the management of the features of the system 

catalogs. The main catalogs are objects, networks, events and metrics. All 

elements can be set by the instructor and can also be used in further training. 

● Monitoring: Module responsible for providing training monitoring tools so that 

the instructor can monitor its execution in real time and can also generate 

monitoring reports. 

● Training: Module responsible for the training management features. 

● Administration: Module responsible for system administration features such as 

management of user and classes. 

 

The basic concepts used in SIMOC are shown in Figure 6. 

 

 

Figure 6 - Basics SIMOC´s Basic Concepts 



● Training: Training is the union of objects, events, network services and metrics that when 

composed will allow the realization of a simulation in order to treat: cyber tactics, 

disasters, compromised critical infrastructure, among other existing events in the real 

world. The implemented types of training are: individual, collective, double-action, 

network creation and network management. 

● Network: Consists of a set of processors modules able to exchange information and share 

resources, interconnected by a communication subsystem. Such processors are called 

objects and services in SIMOC and are virtual machines that are part of the simulation 

network. 

● Event: Actions (scripts) that influence the simulation environment and that are initiated 

by the Engine Simulator when a given trigger condition (simultaneous consideration of 

benchmarks and temporal characteristics) is met. An event can be of two types: 

configuration (scripts that configure the network to start the simulation) and execution 

(scripts that can be run manually by the instructor, or automatically by the system itself). 

● Metric: Are the measured quantities tested against the criteria of comparison in order to 

determine whether the triggering condition for a given event has been met or not. The 

result of the metric should take place within a certain characteristic of temporality. 

● Task: Are the activities that must be performed by the trainee during simulation. 

 

The SIMOC has three profiles (Figure 7): (1) Administrator, (2) Instructor and (3) 

Trainee. The Administrator is responsible for the administrative operations, such as: user and 

group management, database management and virtualization platform management. The 

instructor is primarily responsible for preparing training (keep catalogs up to date with recent 

market content), conduct training and carry out the assessment of learners. The trainee is one that 

should solve the activities of the training. He receives an environment similar to what he has in 

the real world to achieve their goals. 

 

Figure 7 - SIMOC´s Profiles 



All training given at CIGE follows a dynamic pattern (Figure 8) comprising four phases: 

(1) Development, (2) Execution/Monitoring, (3) Evaluation, and (4) Directed Discussion. 

  

 

 

Figure 8 - Dynamic training. 

 

● Development (Phase 1): The preparation is where the instructor is dedicated to 

create the training and its elements. After creating the training, it is able to be 

started. 

● Execution/Monitoring (Phase 2): During the execution/monitoring phase the 

trainees are conducting to their activities in the simulation environment, while the 

instructor should monitor progress by making use of SIMOC monitoring tools. 

● Evaluation (Phase 3): At the end of the training, the instructor conducts the 

assessment of trainees making use of monitoring reports and also making use of 

data reported by the own trainee. 

● Directed Discussion (Phase 4): Upon completion of the training, the instructor 

revisits important situations that occurred during training (videotaped), discusses 

the situation with the trainees, compare it to the best practices, and builds 

learning. 

 

4. Critical Analysis 

  

The use of simulators for training in the cyber environment has been very promising; 

however, there are still many things to evolve. This section is intended to highlight benefits of 

the current approach, and limitations found. Importantly, the limitations of the solution serve as 

future requirements for the evolution of the simulator. 

Based on the use of SIMOC we can identify the following benefits: 



1) Allows you to create networks and scenarios (simple or complex) similar to 

corporate networks. 

2) The ability to perform several types of training, such as double-action, network 

creation and network management training. 

3) Ability to reuse/combine pre-registered elements of the simulator catalog in the 

development of new content. For example, it is possible to reuse previous 

training, as well as networks and network segments in the creation of new 

networks, objects, metrics, events, support materials, among others. 

4) Import virtual machines to the simulator´s catalog. 

5) Creation of mixed networks, composed by virtual network assets together with 

physical network assets. The simulator also includes the creation of large 

corporate networks doing simulation of resource combined with machine 

virtualization. With the simulation it is possible to simulate a large number of 

machines without the need to have the hardware resources that would be required 

if all network elements were real. 

6) The simulator has a set of automated processes to support the instructor in their 

activities: Automation of random background traffic generation, defense actions 

automation, attack actions automation, and automatic execution of monitoring 

metrics. 

7) Real-time monitoring with the possibility to interfere in the progress of the 

training: pause, fast forward, rewind, change network, change behavior and 

change difficulty level. 

8) Record training video in real time by selecting the desired machines. 

9) Reporting and complete logging of activities performed in the simulator. 

10) Strict security control. The implementation of the simulator was carried out in a 

secure network infrastructure, and a rigid application and network access control. 

 

The following presents the main limitations identified using SIMOC: 

 

1) Currently the simulator uses the Vyatta as the router and VMware vSphere 

Distributed Switch (VDS) as a network switch. It is unable to simulate fiber 

channel links on virtual networks. This limitation can be partially remedied with 

the integration of the simulator with real networks, yet still not be possible to 

thoroughly study all the variables of real machines. 

2) SIMOC does not allow the virtualization of military assets such as military radio, 

radar system, electronic warfare system, satellites communication system and 

others. The military assets are proprietary and are not yet capable of 

virtualization. Alternatively teaching may be used to integrate the simulator to the 



real active military. As an example, there is a project for the integration of 

SIMOC with the product LAB VOLT [15]. 

3) The main market network assets do not allow virtualization of their operating 

systems. One possible solution would be to organize partnerships with leading 

manufacturers in the market to make the legal virtualization. Currently it is 

possible to virtualize CISCO routers [16] using the Dynamics [17] solution, 

however it requires the permission of the company. 

4) SIMOC is not suitable for malware study because the advanced malware and 

Advanced Persistent Threats (APT) are able to detect the presence of virtual 

machines [18]. 

5) The simulator is able to host systems for analysis and detection of malware, but is 

not suitable for the study of APTs. In the event that APT conducts a Virtual 

Machine Escape the simulator could be compromised, thus affecting the entire 

educational infrastructure. To study these types of threat it is possible to use a 

contained version of the simulator (Figure 9) in an isolated infrastructure. 

 

 

Figure 9 - Intel NUC hosting SIMOC [19] 

6) Currently the student's machine is different in each training in SIMOC, and 

there is no possibility to the students use the same machine throughout its period 

in School (CIGE). This factor difficult the teaching-learning process since the 

student must install your favorite tools at the beginning of each training. In 

addition, the scenarios admit multiple solutions and the variety of actions depends 

on the setting of each individual tool, which can hinder the monitoring and the 

correction of activities by the instructor. 

 

In addition to these limitations, SIMOC project still has some needs that must be 

achieved, such as: Private Cloud Infrastructure (virtualized network devices, virtualized servers, 

VMware virtualization platform); unable to play sound through the WEB plugin; and Licenses 

for not free virtual machines. 

 

  



5. Conclusion 

 

This article introduced the Cyber Simulator (SIMOC) developed for the Brazilian Army, 

highlighting some technical features of its architecture, basic concepts, employment dynamics 

and lessons learned from the use of SIMOC in Cyber Courses of the Brazilian Army Electronic 

Warfare Training Center (CIGE). 

Although SIMOC is already being used in training, the project is still in progress and 

there are still new developments such as the construction of new content, error correction, and 

improvement of resources. Consequently, new requirements continue to be raised and new ideas 

implemented. 

With the experience of using SIMOC in real training we are able to state that the 

theoretical advantages traditionally cited for the use of simulators in education have been found 

in practice. For example: increased scalability, cost reduction, reduction of time and the 

improvement of learning. 

As it were identified many advantages of using the simulator during the study, limitations 

were also mapped and their treatments are being addressed by the engineer team responsible for 

the project. The goal is to solve the problems discussed in the critical analysis of this article and 

enhance the simulator for better results in the training of the Brazilian Army. 

As a future study we highlight the need of projects focused on the identification of kinetic 

impacts caused by actions in the cyber environment. In this sense, the CIGE instructor´s team 

began studies to integrate SIMOC to airborne radar simulator (LAB VOLT) of CIGE. In addition 

we also highlight the need to create features in SIMOC that allows the student to use the same 

machine for all scenarios facilitating customization of the tools used by the students; conducting 

studies to develop the simulator virtualization capabilities of military assets; among other studies 

already discussed in the article. 

As a final result we can say that the experience of everyone involved in the project has 

been very positive and the results achieved only motivate us even more to continue evolving the 

SIMOC with new content, new features and the creation of new concepts that can improve the 

simulator solution. 
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