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Abstract 

Before implementing a new technology, knowledge of its impact on the Command and Control system is 

required. Modelling is required to learn about the system and the impact of a new technology on situation 

awareness. The models can be used investigate the influence of a new technology on different system 

variables. This is required to support planning of experiments for measurement. Complexity as result of the 

many qualitative, other complex social and cognitive interaction factors makes effective modelling difficult. 

The feedback loops and delays in the Command and Control system also contribute to the complex dynamic 

behaviour. 

One of the requirements for effective Command and Control is good situation awareness. As situation 

awareness is a complex phenomenon, it’s the modelling, prediction and calculation can be difficult. This 

paper will build on existing situation awareness models (e.g. Endsley) to develop a System Dynamics model. 

A Causal Loop Diagram and Stock and Flow Diagram will be developed to support a qualitative investigation 

through simulation of key situation awareness variables, including trust, in the model. 

1 Introduction 

The operational applications of Command and Control (C2) systems are complex, dynamic, and context 

dependant with social and cognitive humans operating under risk, uncertainty, and time pressure (Alberts 

2011). Development of C2 systems often consist of integrating new technological artefacts, such as 

constructs, models, methods, and instantiations (technical implementation) into existing systems through 

application of systems engineering processes (March & Smith 1995). Systems engineering uses modelling to 

explore structural, functional, and operational elements of the problem and solution space (Hitchins 2008). 

Modelling is required to investigate concepts for learning about the solution and problem space because the 

new artefact often leads to new task possibilities that evolve user requirements (Carroll & Rosson 1992). 

Theory on Sociotechnical System (STS) provides a framework to approach modelling and analysis of 

complex systems. STS, such as C2 systems, consist of humans applying technology to perform work 

through a process within a social structure (organisation) towards achieving a defined objective (Bostrom & 

Heinen 1977, Walker et al 2009). Work can become complex due to dynamic interaction between the people 

themselves, between people and technology as well as with the environment. Within the context of this 

paper, complex STS rely on humans using information to assess a situation to gain situation awareness and 

devise plans to solve problems. These systems are used as a control measure to ensure successful 

implementation of plans in constrained and variable operational environment to achieve a successful 

mission.  

Cognitive Work Analysis (CWA) and System Dynamics (SD) has been combined and demonstrated as a 

modelling methodology for complex STS (Oosthuizen & Pretorius 2014
a,b

). The two approaches used in the 

modelling methodology are. CWA is a framework to analyse the way people perform work in an organisation 

while taking the environmental constraints into consideration. The outputs of CWA are constructs or models 

that capture the structure of the problem. Functions provided by different technological elements are linked 

to the functional requirements of the system to achieve its purpose (Lintern 2012). However, CWA is limited 

in investigating the dynamic effect of decisions and policies on the system (Cummings 2006). The dynamic 

behaviour of the complex STS can be analysed using SD which uses the structure of the system for 

simulation. SD looks at the effect of feedback and delays on the operation of the system as a result of 

decisions based on policies to understand the problem (Sterman 2000). The Design Science Research 

(DSR) framework will be used to guide implementation of the methodologies. DSR aims at creating 

technology for a human purpose, as opposed to natural science, which is trying to understand and define 

reality (March & Smith 1995). The proposed methodology will be demonstrated in a case study through 

modelling and analysis of the impact of a new collaboration technology on border safeguarding operations. 

This paper will investigate SD modelling and simulation of situation awareness and the effect of different 

variables. Current C2 and situation awareness theory will be analysed for relevant characteristics to be 

modelled. The modelling methodology for complex STS will be used to derive the SD models. The aim of this 
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paper is to provide a SD modelling and simulation test bench that investigates situation awareness as part of 

a larger C2 system. This may support future research into situation awareness and other C2 aspects. 

2 Command and Control 

The purpose of C2, as a force multiplier, is to bring all available information and assets to bear on an 

objective to ensure the desired effects through effective utilisation of limited resources (Smith 2007, Van 

Creveld 1985). C2 processes and systems support designing courses of action through problem solving 

within a military context and control their execution. C2 consist of planning an advantageous encounter with 

the adversary with the appropriate resource at the right place and time. As it is almost impossible to predict 

the behaviour of the adversary, control is required to steer the outcome of the conflict into a favourable 

direction. However, delays in the different phases of the cyclic C2 process may cause complex dynamic 

interaction. Commanders make decisions in a changing environment while the impact of the decisions may 

also change the environment (Alberts & Hayes 2006, Brehmer 2005, Brehmer 2007, Brehmer & Thunholm 

2011).  

A C2 system has to support making sense of complex situations and manage the risks during the execution 

of an operation. In order to control the operation and plan future actions, the commander requires an 

anticipation of future events. This is achieved through gaining and maintaining control of the situation 

through feed forward and feedback control. Commanders require awareness of what is happening and what 

has happened through aspects of human cognition such as reasoning, pattern recognition, intuition, 

judgement, experience comparing of facts and differentiation between information that makes sense or not. 

Decision making in an environment with inherent time pressure, risks, and delays results in a complex 

dynamic system that require careful modelling and understanding (Bennet & Bennet 2008, Sterman 1994, 

Ntuen 2006). 

3 Complex Sociotechnical Systems 

During the 1950s the introduction of new technology to improve efficiency and productivity of organisations 

did not meet expectations. This led to the introduction of the sociotechnical approach that focussed on the 

joint optimisation of social and technical subsystems (Baxter & Sommerville 2011, Bostrom & Heinen 1977, 

Trist 1981). STS theory highlights the importance of social humans in the organisation instead of only relying 

on technical improvements to solve complex issues.  

People perform work in organisations, utilising technological artefacts, to achieve economic performance and 

job satisfaction. Technological artefacts consist of the tools, devices, and techniques to transform inputs into 

outputs for economic gain, as seen in Figure 1 (Bostrom & Heinen 1977, Walker et al 2008). The social 

subsystem addresses structure of the organisation, encompassing authority structures and reward systems, 

as well as people in the organisation with their knowledge, skills, attitudes, values and needs. Being an open 

system, the complex environment also affects the STS. The socio and technical interaction can be non-linear 

as a result of unexpected, uncontrolled, unpredictable, and complex relationships. People also have the 

flexibility and intellect to reorganise and manoeuvre in order to address challenges and changes in the 

environment (Walker et al 2008). 

The term “Complex” is defined as “a whole made up of complicated or interrelated parts” which are intricately 

intertwined with a high level of interconnectivity (Merriam-Webster Dictionary, Gell-Mann 1994). Complex 

system elements have non-linear interactions (including feedback loops with delays) that cause non-

deterministic, emergent, unpredictable, and unexpected behaviour. Complexity may exist in simple systems, 

owing to dynamic context-dependant interactions and feedback between elements. Critical tasks in complex 

systems tend to be time limited with decisions and actions that depend on feedback having delays 

(Checkland & Scholes 1990, Hollnagel 2012, Fowlkes 2007, White 2010, Janlert & Stolterman 2010). 
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Figure 1: Sociotechnical System 

C2 is an example of a complex STS. A C2 system typically consists of equipment (communications and 

interfaces) and people (commanders and subordinates) organised in a structure (often very hierarchical) to 

execute a task through processes on decision support interfaces. Communications technology allows for the 

distribution and integration of information. This requires decision support tools capable of working in the 

complex environment. The C2 system supports the operator by presenting the information he requires for 

sense making and decision making. C2 requires human interpretation to make sense of complex situations 

with cognitive and social skills. However, the human increases system complexity as behaviour is context 

and task dependent, using different perspectives, skills, and experience (Alberts & Nissen 2009, Janlert & 

Stolterman 2010, Lintern 2012, Endsley et al 2003, Brehmer 2007, Leedom et al 2007, Walker et al 2008). 

Military theorists and thinkers throughout history have recognised that military commanders are faced with 

complexity, uncertainty, and novelty. War presents an environment with complex problems affected by 

chance, contextual complexity, nonlinear interaction, collective dynamics, and adaptation (Cil & Mala 2010, 

Beyerchen 1992, Clausewitz 1976). Therefore, the C2 system requires complex and agile capabilities for 

modern military operations. Agility consists of responsiveness, versatility, flexibility, resilience, 

innovativeness, and adaptability. The focus of the work tends to be on anomaly detection, escalation, and 

problem solving through cognition as opposed to routine tasks requiring a formative development approach 

(Alberts 2011, Baxter & Sommerville 2011).  

In a STS such as C2, people are often part of teams and organizations. A team has an overall goal or 

purpose, which should be shared by the team members. However, each member has his own and personal 

sub goals which include functions and tasks. These goals have different situation awareness requirements. 

The level of team situation awareness is determined by the degree to which all team members possess the 

required situation awareness for their collective responsibilities, which are shared and distributed (Endsley, 

1995). The implementation of technology, structures and processes must be aimed at building team situation 

awareness. 

4 Situation Awareness 

4.1 Definitions 

Situation awareness is seen as a critical but elusive constituent for successful decision-making in many 

complex and dynamic systems, such as military C2 operations, health care, ship navigation, nuclear power 

plant management, air traffic control, emergency response and aviation (Endsley 2003). Situation awareness 

is required in work domains with high information flow where poor decisions may lead to serious 

consequences. Its concepts can be recognised in historic military theory (Sun Tzu), but was only developed 



 
 

5 
 

during the Korean and Vietnam conflicts to its prominence in the 1990’s (Watts 2004). In C2, shared and 

common situation awareness is required for effective decision-making. Building and keeping effective 

situation awareness is difficult and requires great effort to update and interpret information in a rapid 

changing environment. 

Endsley (2000, 2003) defines situation awareness as “the perception of elements in the environment within a 

volume of time and space, comprehension of their meaning and projection of their status into the near 

future”. This is achieved through integrating new information with existing knowledge in working memory of 

an operator. The context of the information is an objective state while the knowledge is a subjective state. 

The resulting composite picture of the current situation and projecting it into the future helps the operator to 

know what is going on to determine what to do about it. Knowledge of the possible effect of subsequent 

decisions on the appropriate courses of action may help making decisions (Fracker 1991, Dominguez et al. 

1994, Adam 1993, Reber 1995). 

Situation assessment consists of numerous cognitive (memory, attention and perception) processing 

operations and structures to achieve and maintain the required state of knowledge for the situation 

awareness mental model (Endsley 1995, Gugerty 1997). These knowledge states include mappings 

between situational elements, interpretation of the situation through abstraction into new functional units for a 

mental theory and ability to reduce complexity through parsimony. The situation that requires awareness and 

understanding is largely created by the people themselves. The operator gets information from the 

environment, he apply this information to develop his knowledge to make decisions on action which again 

alters the environment. These changes may be anticipated, leading to nonlinear growing of situation 

awareness about the environment (Smith & Hancock 1995). The result is that situation assessment and 

becomes a complex dynamic system.  

4.2 Situation Awareness Model 

In support of her definition, Endsley (2003) proposed a model for situation awareness, as seen in Figure 2.  

Information Processing 
Mechanisms

Performance 
of Actions

Decision

Situation Awareness

System Capability
Interface Design

Stress & Workload
Complexity
Automation

Projecti
on of 
Future 
status

Level 3

Goals & Objectives
Preconditions 
(Expectations)

Long Term Memory 
Stores

Automaticity

Abilities
Experience

Training

Feedback

Comprehension 
of Current 
Situation

Level 2

Perception of 
Elements in 
Current Situation

Level 1

State of the 
Environment

 

Figure 2: Situation Awareness Model 
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There are three essential components and levels of situation awareness required to support the generation 

and maintenance of an integrated mental model, they are: 

a) Level 1 - Perception. Perception of all the spatial elements (objects, events, people, systems, 
environmental factors) in the environment is the basic level of situation awareness. The elements 
of interest to the mission are detected and recognised with simple assessment for their status, 
attributes and dynamics. 

b) Level 2 - Comprehension. The basic situation awareness is understood and comprehended 
through pattern recognition, interpretation and evaluation to determine the meaning of information 
in relation to the mission goals. 

c) Level 3 - Projection. Order is created through investigation of the possible future states and making 
of decisions. Here anticipation and mental simulation are applied to create an awareness of the 
likely evolution of the situation.  

The three levels may not necessarily be sequential as situation awareness can be achieved through a 

combination of data-driven (bottom-up) and goal-driven (top-down) processes (Endsley 2000). Situation 

awareness consists of both a temporal and a spatial component. As awareness consists of a dynamic 

construct, the actions of individuals, tasks and environment affect the operational tempo.  

 

 

4.3 Situation Awareness Factors 

There are many factors influencing situation awareness and sense making. An understanding is required on 

how the users of the information will process and utilise it for decision-making. As seen in the list below, the 

factors tend to be qualitative and nonlinear are (Endsley et al 2003, Endsley 2001, Sarter & Woods 1991): 

a) Time. The amount of time remaining for cognition and deliberation before an action is required will 

determine the level of sense making achieved. In addition, an indication is required on when 

elements in the environment will influence the objectives and tasks. Information also tend to have a 

limited lifespan of usefulness before it becomes out-dated. 

b) Perception and Attention. A person is not able to percept all of the information available on the 

environment simultaneously. Elements that are highly dynamic, requires frequent attention to 

monitor for changes. This can get very intensive and difficult, resulting in an operator focussing on 

a few aspects he consider important. As a result he may miss other important signals. 

c) Working Memory. Normally, a person has a limited ability to keep track of many unrelated 

elements. This is combined with new information, as it arrives, to build a mental picture and to 

project possible situations in the near future. This capability constraint as it is used for both 

processing information and making decisions. 

d) Mental Models. Accurate mental models, consisting of well-defined, highly organized yet dynamic 

knowledge structures developed over time from experience, are crucial for developing situation 

awareness. A mental model is the inherent semantic and systematic understanding of the situation. 

This is the long term memory build from previous experience and training. This helps to overcome 

the effects of information processing limitations by focussing on elements required for the primary 

task. 

e) Goals. Through the identification of information related to mission goals, the attention is direct to 

the important aspects of the environment. However, this can limit his ability to detect information, 

not clearly related to the task, but that still may have an unforeseen influence. 

f) Expectations. Predetermined expectations, based on a mental model, influence how information is 

perceived in the process of building situation awareness. It also determines how attention is 

directed to certain aspects of the environment.  

g) Pattern Matching. The mental model provides prototypical states as a schema to support pattern 

matching. This provides rapid retrieval of comprehension and projection relevant to the recognized 

situation and in many cases single-step retrieval of appropriate actions for the situation. 
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h) Trust. Trust is defined as the degree of a belief about the behaviour of other entities and to be 

vulnerable to its actions to be able to cope with uncertainty. 

i) Data Overload. The amount of data sources or rate of change in data exceed the human’s and his 

supporting system’s ability. The design of the situation awareness system must be able to handle 

both the volume and bandwidth of data available and assist in the perception thereof. 

j) Workload, Anxiety and Fatigue. The environment can be taxiing for the operator, especially in 

combat situations. The stressors may be physical or emotional and may reduce working memory 

as well as limit ability to absorb peripheral information (attention tunnelling). These stressors 

undermine situation awareness and should be avoided or compensated for if possible. 

k) Uncertainty. Uncertainty in situation awareness may be due to missing or inaccurate data (Level 1), 

comprehension unpredictability or degree of confidence in understanding of what is happening 

(Level 2) and the inherently uncertainty of predicting the exact behaviour of an element (Level 

3).Also, not all operators have the same ability and confidence in choosing the correct course of 

action. 

l) Experience. Expertise is one of the main contributors to successful Situation Awareness. However, 

not all operators of systems are experts and experience may come too late. 

4.4 Decision Making 

Decisions tend to be guesses about the future (Bennet & Bennet 2008). As commanders make decisions in 

a changing environment, the impact of those decisions also changes the environment. Brehmer (2011) 

describes this as Dynamic Decision Making, which consist of a series of interdependent decisions in real 

time on an ever changing problem. Human decision making is largely an intuitive process affected by the 

ability of the decision maker to assess the situation and performing mental simulation on the probability of 

success of a candidate solution. Humans use experience and information opportunistically to make sense to 

achieve awareness. Every action provides the decision maker with new knowledge about the environment 

and complexity of the problem (Bennett & Flach 2011, Klein 2008).  

As the human is part of the cognitive system that performs sense-making and decision-making, his 

contribution must be included in modelling the effect of a new technology. Endsley (1994, 2004) defines 

sense-making as the sum of situation awareness and understanding. It is the process used to achieve at and 

maintain situational understanding (Gartska & Alberts 2004). As opposed to situation awareness, which 

consists of instantaneous and effortless pattern recognition of key factors in the environment to project what 

is likely to happen, sense making includes a backward focused analysis of past events. 

The interaction complexity needs to be shaped to enable humans to cope with environmental constraints and 

complexity effectively. Decision makers must be able to monitor the effect of their actions in support of 

modify their situational understanding. The interface must also provide information of the context of the 

problem. Analysis of complex situations requires the commander to think at different levels of abstraction as 

well as identifying the links between the different levels (Klein 1989).  

4.5 Trust and Situation Awareness 

Many different definitions for trust exist in different fields of study. In this context, trust is defined as the 

degree of a belief about the behaviour of other entities and to be vulnerable to its actions to be able to cope 

with uncertainty (Mayer et al. 1995, Cho et al. 2011). Being vulnerable implies that there is something of 

importance to be lost. Making oneself vulnerable is taking risk. Trust is not taking risk per se, but rather it is a 

willingness to take risk. Trust is based on expectations of how another person will behave, based on that 

person's current and previous implicit and explicit claims (Mayer et al. 1995). 

Trust is never constant and evolves due to entity experience and evidence generated by the previous 

interactions. The typical factors of trust are the following (Mayer et al. 1995, Cohen et al. 1998, Cho et al. 

2011, Chan & Adali 2012, Chan et al. 2013):  

a) Building trust relationships among entities due to social networks. 

b) Assessment of potential risk of interactions. 

c) System reliability. 
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d) Context of operations and information. 

e) An entity’s own interest. 

f) Perceived competence and willingness of participating entities. 

g) History of past behaviour. 

In complex networked environments, such as C2 systems, trust may affect cooperation and decision making 

(Chan et al. 2013). Trust relationships among C2 system participants are required for cooperative and 

collaborative environments (Cho et al. 2011). Trust is a perception and shapes behaviour. The difference 

between the entities perceptions and reality must be reduced to improve trust(Alberts 2011). 

The three main factors for trust identified in literature include ability, benevolence, and integrity. Ability 

includes the skills, competencies, and characteristics (expertise) that enable an entity to have influence 

within the domain of interest. Benevolence is the positive attitude or intent of an entity to contribute to the 

greater good of the organisation. Integrity considers the adherence of the trustee to a set of principles and 

values that the trustor finds acceptable (Mayer et al. 1995). 

5 Command and Control Modelling and Analysis 

5.1 Systems Engineering and Modelling 

The objective of System Engineering is to solve problems by developing systems through the application of 

Systems Thinking (Hitchins 2008). A basic systems engineering process starts off by distilling the needs of 

stakeholders, along with characteristics of the environment, to develop concepts and define requirements. 

systems engineering requires modelling of system behaviour to investigate the dynamic and non-linear 

interaction. Modern C2 systems tend to be developed through piecewise replacement of subsystems with 

new technology. The cross-boundary interactions between non-deterministic humans and machines must be 

considered. Integration of new technology into a complex STS cannot only rely on historic case studies and 

associated data for analysis, affirming the need for experiments to explore different scenarios and identifying 

possible counterintuitive effects (Bar-Yam 2003, Sheard & Mostashari 2009, Hitchins 2008, Alberts & Hayes 

2006, Cooley & McKneely 2012, Papachristos 2011). 

SE use modelling to gain insight into complex systems and support answering questions on system 

requirements. A model is an incomplete representation of a system through abstracting reality, simplifying 

complexity, considering constraints and synthesizing results (Stanton et al 2012, Hitchins 2008). Conceptual 

models describe and represent selected aspects of structure, behaviour, operation and characteristics 

associated with that system as well as its operation environment, enabling systems and interfacing systems. 

These models represent the system design and are used to communicate ideas to other stakeholders. 

Models are used to create, specify, communicate and test a shared vision through finding, examining, 

filtering, manipulating, and editing information about large systems considered. Models provide cost-effective 

tools to generate data for analysis of system behaviour (Ramos el at 2010, Buede 2000, Buede 2000, 

Hybertson 2009, Polack et al 2008, Maria 1997, Haskins 2010).  

Simulation use models to obtain insight into its behaviour as a basis for making decisions. Modelling and 

simulation is useful in addressing complex problems (Harrison et al 2007). However, it is impossible to 

capture every reality with models and simulation as the utility of the model will diminish. Abstraction also 

requires making of assumptions which may cause incorrect solutions and are not always stated explicitly by 

the modellers to increasing the risk of the incorrect application. Validation of the model required collection of 

proper data to ensure reality is accurately represented. Decisions based on models are only as good as its 

validation (Lucas & McGunnigle 2003, Davis 2004).  

5.2 Modelling and Analysis Methodology 

Modelling to support development of complex STS depends on effective modelling and assessment of a 

system as well as the environmental influences. Such an approach must address human work with the 

technical system in a complex environment (Oosthuizen & Pretorius 2014
a,b

). The modelling and analysis 

methodology presented in Figure 3 integrates the theory on CWA, SD and DSR. CWA and SD are two 

fundamentally different methodologies, which need integration through a framework to support modelling and 



 
 

9 
 

learning as part of the design phase in the systems engineering process. DSR has been proposed as a 

framework for information system development through the creation of artefacts for a human purpose 

(Hevner et al 2004, Venable 2006, Oosthuizen & Pretorius 2014
a,b

). 

Function or Purpose of 
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Contribution, Environment Constraints

Plan Experiment 
and Predict 

Results

Analyse and 
Interpret Data
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Conclusion and 
Communication of Results

Define Objectives
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Update Concept 
System Models

 

Figure 3: Modelling and Analysis Methodology 

The two basic activities in DSR methodologies are designing a novel and useful technological artefact for a 

specific purpose as well as evaluating its utility. Design is the process of creating a new artefact (construct, 

model, method, or instantiation) that does not already exists in nature. Artefacts are developed as part of a 

sequential problem solving process to gain new knowledge (March & Smith 1995, Hevner 2007, Pries-Heje 

& Baskerville 2008, Baskerville et al 2009, Peffers et al 2007, Simon 1996).  

Modelling and assessment need an identified and defined problem to focus the effort. This may be due to 

new technology available to improve a system (technology push) or from changes in environmental 

constraints that inhibit the effectiveness of a system (technology pull). The level and detail of the modelling 

required are also defined.The second step gathers and organises information on the system, environment 

and perceived problems. The aim is to derive the high level requirements on the system from literature, user 

documentation and the users. An Exploratory Focus Group is useful in capturing the views of role-players on 

the problem and required capabilities of a solution (Tremblay et al 2010, Sterman 2000).  

CWA, especially the Work Domain Analysis (WDA), is used to present the captured information on the 

system and operational requirements within the context of the problem. CWA has been applied in systems 

analysis, modelling, design, and evaluation of complex STS such as C2, aviation, health care and road 

transport (Jenkins et al 2009). It supports the formative development of “how work can be done” instead of 

normative models (how the system should behave) or descriptive models (how the system is actually 

behaving) (Vicente 1999). Work consists of a combination of cognitive and physical elements that interact 

with each other. The WDA identifies the goals and purposes of the cognitive system in a top-down approach. 
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This is integrated with a bottom-up view of available physical resources for the human operators to achieve 

the purposes of the system. (Lintern 2012, Naikar et al 2006).  

The next step in the DSR process is to design and develop the solution artefact. Existing and generic models 

of the complex STS is enhanced with information and knowledge captured in the CWA. The model includes 

constraints of the organisation and environment with a focus on how people apply the artefact to perform 

work towards achieving organisational objectives. These are useful to construct functional and structural 

models of the system and its interaction with the environment for input into the SD modelling process.  

The concept of SD was developed to investigate the effect of feedback in social systems through Systems 

Thinking. SD presents a method that combines qualitative modelling of complex STS with quantitative 

simulation. System structure is the source of system behaviour and consists of interlocking stocks, flows, and 

feedback loops. SD employs Causal Loop Diagrams as well as Stock and Flow Diagrams to present the 

process and information structure of the system. Delays in feedback loops cause inertia in the system that 

may lead to dynamics and oscillations .Stocks indicate the state of the system as a result of the history of 

changing flows to cause delays, inertia and memory. The causal connection between the stock and the flow 

due to decision rules result in feedback, which is important to understand the behaviour of the system. As 

SD modelling of systems with heterogeneous flows is difficult a modelling methodology to analyse the 

variables is required (Forrester 1968, Sterman 2000, Meadows 2008, Wolstenholme 1990, Meadows 2008). 

The utility of the artefact model is demonstrated through SD simulation to understand the effect of different 

technologies on complex STS dynamics. The purpose of the SD is not to predict how successful the system 

will be, but to understand the effects of certain causes of possible system behaviour. Behaviour observed 

over a long time leads to dynamic patterns of behaviour of the system that support learning about the 

underlying structure and other latent behaviours. Since SD does not focus on human processes, the inputs 

of the CWA are crucial in modelling the problem. In this methodology, there is no direct link between the 

CWA and the SD model. CWA helps to develop the STS models to initiate SD modelling and simulation. The 

outputs of this combined modelling approach support planning of experiments and guide the analysis of 

recorded data. Results of the simulation and utility of the artefact are assessed through a Confirmatory 

Focus Group (Tremblay et al 2010, Sterman 2000). 

The final part of the methodology assesses the artefact focus through experimentation. New knowledge and 

understanding on the problem and system also lead to improved models. Once an acceptable result is 

achieved the outcomes can be communicated to the relevant stakeholders. The methodology is now 

demonstrated in the next section on a C2 system for border safeguarding operations. 

6 Situation Awareness Modelling 

6.1 Modelling Objectives 

The objective of the modelling effort in this paper, or the “Problem Definition” as per the modelling 

methodology, is to establish a SD model to investigate the effect of different variables on situation 

awareness. Often various of the variables may be affected by introduction of a new technology. Trust in C2 

systems will receive special attention. The models and simulation outputs shall be used to guide planning of 

experiments and situation awareness research. 

6.2 Cognitive Work Analysis 

A Work Domain Analysis, in the form of an Abstraction Decomposition Hierarchy (ADH), was performed on 

the available literature on C2 and situation awareness as discussed in this paper. The output of the analysis 

is provided in Figure 4. As Endsley’s model (2003) from Figure 2 an already provide functional models, this 

step in the modelling methodology is skipped. 

As the focus of this paper is on the effect of trust, the factor of trust in the Values and Priorities Measures 

layer will be analysed into greater detail. Trust supports the functional purposes of maintaining the state of 

knowledge and understanding the current situation in support of decisions on possible courses of action. The 

purpose related functions that affect trust are the way information is interpreted, how decisions are made and 

how actions are performed. These are affected by all the physical elements and their related functions. 
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Figure 4: Work Domain Analysis for Situation Awareness 
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6.3 Causal Loop Diagram 

The dynamic hypothesis for the SD modelling is that trust in the organisation or team will lead to improved 

situation awareness levels. The CWA constructs, as provided in the ADH in Figure 4, as well as the situation 

awareness and C2 models (Endsley 2003, Brehmer 2005) is used to support developing a CLD for situation 

awareness. These models are the basis for identification of important variables and the causal relationships 

between them in the system.  

 

Figure 5: Causal Loop Diagram 

The elements in the Values and Priority Measures layer of the ADH provide guidance to identify the variables 

in the CLD. The Purpose Related Functions shows how the variables inter relate while the functional models 

indicate how the loops connect. The links between the lower levels of the ADH are used to identify possible 

causal relationships while the higher levels of the ADH are used to understand the relationships. This is 

repeated until the CLD adequately represent the system and problem situation for the stakeholders to 

discuss. Care must be exercised not the make the model overly complex as this will diminish its utility of 

supporting the understanding of the stakeholders. The three elements of situation awareness (perception, 

comprehension and projection) are combined for simplicity. The main loops of interest identified in the CLD 

are the following: 

a) Expectation Loop (R1).  Situation awareness leads to expectations about the behaviour of the 
system or the environment. These support the trust experienced within the system. As information 
and participants are trusted, the situation awareness will improve. 

b) Uncertainty Loop (B2).  Good decisions about actions to take tend to contain the complexity 
experienced in the environment. An increase in complexity will increase the uncertainty and risk to 
operations experienced. Higher uncertainty will limit the trust in the available information, which in 
turn will reduce the effectiveness of decisions. 

c) Decision Loop (R3).  Improved situation awareness will improve decisions about actions to take. 
Quality decisions assist in gaining a control of environment complexity. A lower complexity result in 
lower uncertainty and risks which should improve the situation awareness. 

d) Attention Loop (R4).  Good situation awareness support expecting certain events or information. 
Being aware of what to expect, improves the level of attention achieved. Being attentive of what to 
expect ultimately will improve situation awareness as key information is detected. 

e) Complexity Loop (R5).  Taking good decisions based on a high level of situation awareness 
enables commanders to cope with the complexity in the environment. As the command staff 
manages the complexity in the environment, their workload is not increased. This in turn enables 
them to have a higher level of attention to detect the important events, enabling a higher level of 
situation awareness. 
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6.4 Stock and Flow Diagram 

The structure of the stock and flow diagram (SFD) is derived from the CLD and situation awareness model 
(Endsley 1995). As the dynamic hypothesis for this SD modelling is that that trust in the organisation or team 
will lead to improved situation awareness levels, this SFD can be used to investigate the effect of trust on 
accumulation and application of information. The stock that flows through the model is “information”. 
Information is gathered, distributed, processed and displayed to support planning and decision-making. 
These are related to the basic steps of the OODA loop (Boyd 1987). Variables are added to represent the 
external environment as well as to match the variables' dimensions and units. The purpose of the SFD is to 
support simulations that assess the impact of the technology's different capabilities on the dynamic 
behaviour of the whole system. 

 

Figure 6: Stock and Flow Diagram 

6.5 Simulation Results 

To date simplified parametric inputs were used to demonstrate that the model provides realistic results. This 
is a starting point for in-depth analysis of the effect of trust on situation awareness. The simulation outputs 
will serve as input discussions in focus groups consisting of subject matter experts. The graph in Figure 7 
demonstrates the typical outputs to be achieved with the modelling and simulation. The models can be 
improved using inputs from literature. Not only the level of trust can be adjusted, but it provides the flexibility 
to assess the impact of any variable on situation awareness.  
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Figure 7: Level of Situation Awareness Achieved for Different Values of Trust 

7 Conclusion 

This paper set out to model the dynamic effects of different variables on situation awareness. The variables 
related to social and cognitive interaction and dynamic behaviour may be affected by introducing a new 
technology in the C2 system. A modelling methodology consisting of CWA in support of SD was applied to 
develop a model to be used to simulate the dynamic behaviour. Modelling and simulation support learn 
about the system and the impact of a new technology on situation awareness. The insights gained from the 
modelling can support planning of experiments for measurement. Future work includes modelling the effect 
of different types of information with different delays and timespans. Monte Carlo type simulations may also 
be used to assess the relationships between the variables of the models. 
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