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Using risk management techniques to handle planning  

assumptions in command and control – an overview 
 

Joacim Rydmark 

Swedish Defence University 

 

ABSTRACT 
The aim of this paper is to find a number of techniques in the area of risk management that 

are potentially suitable for handling planning assumptions in command and control (C2). 

The idea is to test some of those techniques in forthcoming empirical studies. The literature 

review has so far resulted in a set of almost 40 different techniques for identification, analy-

sis and evaluation of risks. To sort out those techniques that have the potential to be func-

tional for handling assumptions in the context of C2 an instrument for selection is under 

development. I am now in the middle of the project and the next step is to further develop 

the instrument and then use it to sort out those techniques that fulfill the specific character-

istics and criteria of C2.  

 

 

  

 

1. INTRODUCTION 

Command and control (C2) is the function in a military system that provides direc-

tion and coordination of available resources in order to achieve formulated goals. C2 

is performed within a C2 system comprising mandate, organization, methods, roles 

and support systems (Brehmer, 2007; 2009a; 2009b). From the point of view of a 

commander, and his/her staff, C2 can be framed as a dynamic decision task 

(Brehmer & Thunholm, 2011; Brehmer, 2013; Waldenström, 2011). Dynamic deci-

sion tasks are decision making under a special set of circumstances: 

(a) They require a series of decisions 

 

(b) The decisions are dependent of each other; current decisions constrain fu-

ture decisions and are constrained by earlier decisions 

 

(c) The surrounding environment changes, both autonomously and as a conse-

quence of the decision makers´ actions 

 

(d) The decisions have to be made in real time 

The fact that C2 has the characteristics of a dynamic decision task leads to several 

different problems or difficulties for the commander and his/her staff. One of these 
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problems is to handle assumptions. As a consequence of the dynamic characteristic 

of the task, along with the focus on future effects and events in the planning process, 

decision making has to be accomplished without all relevant information available, 

i.e. planning and decision making must take place in the face of uncertainty. Hence, 

to be able to make decisions and act in time, plans and decisions must to some part 

be based on assumptions. Or in other words, facts have to be replaced by assump-

tions.  

An assumption is a supposition that something is in a certain way - a supposition 

that if it´s invalid may have negative consequences for the ability to reach the formu-

lated goals of an operation. It is therefore important to follow up the validity of the 

assumptions within the assessment process during the execution phase of an opera-

tion, in order to make it possible, if necessary, to re-plan the operation in time 

(Brehmer, 2013). Earlier research has shown that handling assumptions and timely 

re-planning might be difficult tasks (Brehmer & Thunholm, 2011). The study of 

Brehmer and Thunholm (2011) shows that in spite of the fact that the staffs re-

ceived information indicating that the assumptions, on which they had built their 

planes and actions, no longer was valid, they didn’t use that information for timely 

re-planning. How can this be? 

Here we can think of at least three possible explanations, all of which in some way 

can be related to the fact that the staffs’ didn´t use adequate techniques for handling 

assumptions. The first possible explanation is that the staffs in the study were plan 

centric, i.e. that their assessment processes largely was focused only on information 

relevant to evaluate the situation in relation to the plan and thus failed to take into 

account other important changes in the outer system (Brehmer & Thunholm, 2011; 

Brehmer, 2013). A second explanation may be the general difficulty to handle feed-

back delays in dynamic decision tasks and that the staffs because of this difficulty 

didn´t manage to make timely re-planning decisions (Brehmer & Thunholm, 2011). 

Previous research has demonstrated difficulties to deal with delays in dynamic deci-

sion tasks (Brehmer, 1995; Sterman, 1989). A third explanation for the staffs inabil-

ity to make timely re-planning may be that they didn´t correctly separated assump-

tions from facts, e.g. when information received from a higher level of command is 

treated as fact even though the information is built on assumptions.  

All of these problems may steam from the fact that the staffs’ didn´t use adequate 

techniques for handling assumptions. If the staffs had used appropriate techniques 

maybe this inability could have been avoided or mitigated. Previous research indi-

cates that it is possible to achieve timely re-planning through a better handling of 

assumptions, by using techniques for identification and early signs related to crucial 

assumptions (Brehmer & Thunholm, 2011). However, the results from this research 

are uncertain and needs to be complemented with more systematic and controlled 

studies. This paper is a first step in such a work. 
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Techniques for handling assumptions 

Because there is a possibility that the assumptions being made are invalid, and that 

this may have negative consequences for the ability to reach the goal of an opera-

tion, the assumptions represent risks. There exists many different definitions of risk 

(Aven & Renn, 2009; Aven & Renn, 2010; Aven, 2012), but a traditional one is: “The 

possibility that something unpleasant or unwelcome will happen” (Oxford English 

Dictionary, 2015; see also MacCrimmon & Wehrung, 1986). Assumptions in plan-

ning and execution of military operations can thus be considered as a form of risk 

and should therefore be treated as risks, i.e. assumptions as well as other risks need 

to be identified, analyzed and evaluated. This is necessary in order to make it possi-

ble to cope with the potential negative consequences that these assumptions repre-

sent. To do this some kind of method or technique is needed. 

One such method is Dewar´s (2002) "Assumption-based planning", which aims at 

improving the robustness and adaptability of plans. Dewar´s method consists of five 

steps, with underlying techniques. These steps are: 1) identify assumptions, 2) ana-

lyze and estimate the importance of these assumptions and how likely it is that they 

will fall (load-bearing and vulnerable), 3) develop indicators, and then handle identi-

fied assumptions through 4) shaping actions and/or 5) hedging actions. 

One problem with Dewar´s method is that “it is primary a ´post-planning´ tool that 

concentrates on the assumptions in an already-developed plan” (Dewar, 2002: 1). 

To be useful in the dynamic context of C2 the method or technique has to be func-

tional also during the planning process, not only after a plan is already produced. 

However, Dewar´s method with its underlying techniques is not the only possible 

one for identification, analysis and evaluation of assumptions. Considering assump-

tions as a form of risk, in accordance with the discussion above, creates an oppor-

tunity to relate this problem to the extensive research on risk management and the 

many techniques for identification, analysis and evaluation available in this area. For 

example, here we can find techniques such as: “The Plan Evaluation technique”, 

“SWOT Analysis”, “Risk Practice Methodology”, “Documentation Review”, “Risk 

Breakdown Matrix”, “What-if Analysis”, and many more (e.g. Cagliano et. al., 2014 or 

Pritchard, 2010). The idea is that some of the techniques in this area could be useful 

for handling assumptions in C2. But to be useful the technique has to meet the spe-

cific characteristics of C2; for example time pressure, a lack of statistical data regard-

ing the assumptions being made and a situation where the technique has to function 

also during the planning process. Probably not all of the techniques in the area of 

risk management will be able to meet this kind of characteristics. Thus, the question 

for this paper is:  

Which of the techniques in the area of risk management may be appropriate for han-

dling assumptions in C2?  
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The aim is to sort out a number of potentially suitable techniques for testing in 

forthcoming empirical studies. To do this sort out I need an instrument for selection. 

That instrument and these criteria are the theme for the next section of this paper. 

 

2. METHOD 

A point of departure in this work is the notion that different risk management tech-

niques are suitable for different situations (Cagliano et. al., 2014). To be useful in the 

context of C2 the technique has to meet the specific characteristics of C2 together 

with the criteria that are related to those characteristics. 

The primary characteristic of C2 comes from the fact that C2 is a dynamic decision 

task. This imposes a number of demands on the techniques if they should be suitable 

for handling assumptions in C2. So far I am working with four criteria for the selec-

tion instrument. These criteria entail that to be useful in the context of C2 the tech-

nique must be possible to use: 

 in a dynamic context, where there is usually time pressure. 

 

 during the planning process, not only when a plan is already produced. 

 

 without statistical data, because usually only few statistical data related 

to the assumptions being made are available.  

 

 within a staff organization, with only a few persons available.  

 

Those different criteria now have to be operationalized. The next step in this work is 

to further develop and complete this instrument for selection. 

 

3. ANALYSIS AND RESULTS 

So far the literature review has resulted in a set of almost 40 different techniques for 

identification, analysis and evaluation of risks. The different risk management tech-

niques in Table 1 below are mainly retrieved from a compilation made by Cagliano 

et. al. (2014), supplemented with techniques from Pritchard (2010). 
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Table 1. Risk management techniques. 

No. Technique 

1 Brainstorming 

2 Cause and effect diagram or Cause Consequence Analysis 

(CCA) 

3 Change Analysis (ChA) 

4 Checklist 

5 Decision Tree Analysis 

6 Delphi 

7 Event and Causal Factor Charting (ECFCh) 

8 Event Tree Analysis (ETA) 

9 Expected Monetary Value (EMV) 

10 Expert Judgement 

11 Fault Tree Analysis (FTA) 

12 Failure Mode and Effect Analysis (FMEA) 

13 Failure Mode and Effect Criticality Analysis (FMECA) 

14 Fuzzy Logic 

15 Hazard and Operability (HAZOP) 

16 Hazard Review (HR) 

17 Human Reliability Assessment (HRA) 

18 Incident Reporting (IR) 

19 Interviews 

20 Monte Carlo 

21 Pareto Analysis (PA) or ABC analysis 

22 Preliminary Hazard Analysis (PHA) 

23 Risk Breakdown Matrix (RBM) 

24 Risk Breakdown Structure (RBS) 

25 Risk Mapping, Risk Matrix, Probability and Impact Matrix 

26 Risk Probability and Impact Assessment, Risk Ranking/ 

Risk Index 

27 Sensitivity Analysis 

28 Strengths Weaknesses, Opportunities, and Threats (SWOT) 

29 SWIFT Analysis 

30 What-if Analysis 

31 5 Whys Technique 

32 Planning meetings 

33 Risk practice methodology 

34 Document review 

35 Analogy comparisons 

36 Plan evaluation 

 

When the instrument for selection is completed I will use it to analyze and sort out 

those techniques from Table 1 that has the potential to be functional for handling 

assumptions in the context of C2.  

 

4. DISCUSSION 

In this section I will present the conclusion from the study and discuss the results in 

relation to the question presented in the beginning of the paper. I will also discuss 

the strengths and limitations of the study and the implications for theory and prac-

tice. I will end the discussion with a description of how I intend to empirically test 
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the techniques that has been found potentially suitable for handling assumptions in 

C2 - in my effort to find the most appropriate one. 
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