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Coping with Uncertainty: 
Improving Trust in Digital C2 

Mr Greg Judd, Dr Luke Finlay and Mr Andrew Coutts 

ABSTRACT 

By the end of this decade the Australian Army will have introduced a full suite of deployable digital 
C2 capabilities from the dismounted infantry soldier up to the Joint Task force Commander. At a 
lower tactical level, Army will face several key challenges in moving from well-defined and 
hierarchically controlled, voice based, C2 to a greater reliance on automatically distributed digital 
C2 information. With this change comes greater uncertainty in digital information delivery times 
which may undermine user trust in digital capabilities during high intensity manoeuvre operations 
requiring coordination across multiple command levels. This may have distinct ramifications for the 
Australian Army as it adjusts expectations of digital C2 performance gained in Afghanistan using 
fixed and coalition communications infrastructure to the reality of conducting digital C2 over 
terrestrial, line of sight bearers operating in complex terrain.  
 
This paper outlines a methodology developed by the Defence Science & Technology Organisation 
(DSTO) to help the Australian Army assess the impact of the initial roll-out of digital C2 
capabilities including the associated uncertainties in C2 information delivery times. Results from 
field trials are discussed and confirm that a lack of certainty in timely C2 information exchange 
between multiple command levels does impact upon trust in the system during manoeuvre 
operations. The paper also highlights how this loss of trust may potentially be counteracted by the 
early development of more robust digital C2 operating concepts and business processes. To this end, 
the DSTO is supporting ongoing Army C2 experimentation, and has extended and augmented its 
methodology with a suite of C2 data capture tools. The approach and outcomes from a recent Army 
digitisation experiment are discussed which demonstrate how these tools can be utilised to help the 
user develop more robust digital C2 processes that improve the level of trust in the system. 
 

1. Introduction 

By the end of this decade the Australian Army will have introduced a full suite of 
deployable digital Command and Control (C2) capabilities from the dismounted infantry 
soldier up to the Joint Task force Commander. An important issue confronting the Army 
during the introduction into service of the new capabilities is the need to establish and 
maintain a level of trust in the systems during operations. This paper outlines an approach 
that could facilitate such trust, through instrumented military experimentation to hasten 
the development of effective procedures based on a clear understanding of the system’s 
information exchange capabilities and performance. 
 



 
 

 
 

The paper first outlines the Australian Army’s experience with the introduction into 
service of its new C2 Battle Management System (BMS) and identifies two interrelated 
issues that could potentially impact on trust - namely reduced levels of understanding of 
digital information exchange performance in an operational environment; and a lack of C2 
procedures optimised for new digital systems. The paper then describes an Australian 
Army led digitisation experiment that used a tool called the Scenario Task Execution 
Processor (STEP) developed by the Defence Science and Technology Organisation (DSTO) 
to help investigate and address these issues. The results of the activity show that including 
objectively captured information exchange performance data in an easy to use process 
modelling tool can improve the understanding of digital system information exchange 
performance and help develop more effective Brigade wide digital system operating 
procedures. The results also suggest that such an approach could also improve trust by 
helping to capture and share lessons learnt as Army gains more experience using the 
system and be extended to help Army investigate some of the key future C2 challenges 
presented by digitisation.  
 

2. The Australian Army’s Experience with C2 
Digitisation 

The vast bulk of current Australian Army experience using digital battle management 
systems has been gained using coalition systems such as the L-Band satellite based ‘blue 
force tracker’ (BFT) version of the US Army’s FBCB21 BMS in Afghanistan. Based simply 
on their physical properties, these beyond line of sight (BLOS) systems provide more 
reliable and predictable information exchange capabilities than the terrestrial UHF/VHF 
line of sight (LOS) networks currently being provided by the first tranche of the Australian 
Army’s new organic BMS.  
 
This new BMS currently provides situational awareness, orders and overlays, and textual 
messaging and reporting capabilities to: command posts, some Army’s vehicles, and 
dismounted soldiers2. The requirements for the next tranche of the capability are currently 
being determined via a series of risk reduction activities. Key expectations are that this 
tranche will complete BMS roll-out to virtually all vehicles types and deliver: improved 
digital bearers and networks; an integrated capability from soldier up to Brigade HQ; joint 
and coalition interoperability; and a lighter more effective dismounted variant3.  
 
As is to be expected with a digitisation project of this magnitude, requiring 
implementation via a staged ‘learn by doing’ approach, there are many complex issues 
with the development and initial rollout of a new BMS. DSTO facilitated operational 

                                                      
1 Force XXI Battle Command Brigade and Below 
2Australian Army: “Project LAND 200” at http://www.army.gov.au/Our-future/Projects/Project-
LAND-200  accessed 21 Jan 2015 
3Defence Industry Daily, “Australia Turns to Elbit for its Battle Management System”  
http://www.defenseindustrydaily.com/australia-turns-to-elbit-for-its-battle-management-system-
06247/ accessed 21 Jan 2015 

http://www.army.gov.au/Our-future/Projects/Project-LAND-200
http://www.army.gov.au/Our-future/Projects/Project-LAND-200
http://www.defenseindustrydaily.com/australia-turns-to-elbit-for-its-battle-management-system-06247/
http://www.defenseindustrydaily.com/australia-turns-to-elbit-for-its-battle-management-system-06247/


 

 

analysis4 during operational test and evaluation, combined with feedback from users of 
the current system showed, for example, that the system was not being used as effectively 
as possible. This was not surprising given Army’s lack of familiarisation with the new 
capability and the BMS performance expectations gained from overseas. It was certainly 
the case that users had a limited understanding of the new system’s information 
prioritisation and performance characteristics and had yet to develop the most effective 
across command level digital C2 procedures. This lack of understanding may have 
contributed to some of the unpredictable variations in information exchange times 
(delivery time uncertainty) experienced during the initial use of the system.  
 
Army’s new digitisation capability is also being introduced at the same time it is 
progressively restructuring its Brigades. This restructure, under Plan Beersheba5, is 
Army’s response to the need, over the last decade or so, to sustain extended overseas 
deployments in multiple areas of operation. A key aspect of this restructure will be to 
create similar multirole Brigades consisting of an armoured cavalry regiment and two 
‘standard’ infantry battalions (rather than specialised mechanised, motorised and light 
infantry forces). It is likely that each infantry Platoon may often need to rely entirely on 
their dismounted BMS and radio bearers for digital C2 support. 
 
The Australian Army, as outlined in a recent publicly released discussion paper6, is aware 
that, beyond the technical and project complexities, there are significant emerging 
digitisation challenges. For example, the paper argues that “… organisations need to 
explore and define new approaches that not only look at the chain of command and 
information and decision systems flow within it, but they also need to explore how greater 
accountability and decision-making authorities might be better distributed across a 
matrixed force….” The paper argues therefore that “…the philosophy and application of 
command and control in a digitised force is worthy of review.” The paper also raises key 
potential risks, such as a dependence on digitisation becoming “…a new and enduring 
Centre of Gravity.” that will be “…targeted by future adversaries”. 
 

3. A Key ‘Trust’ Problem – Information Exchange 
Uncertainty 

The experience of the Australian Army’s use of their new BMS to date has shown that a 
lack of understanding of the reasons why digital information system perform as they do, 

                                                      
4This analysis was conducted using a methodology based on DSTO’s multi-disciplinary C2 
modelling and trials framework for assessing C2 technology insertions see: Coutts, A., Armenis, D., 
Chadunow, C., and Judd, G. (2006), Extending C2 Frameworks for Modeling and Trials: A Novel 
Approach to Assessing Technology Insertion Proceedings of 15th ICCRTS. Santa Monica USA 
5Australian Army: “HQ Multi-role Combat Brigades” at http://www.army.gov.au/Our-
future/Projects/Plan-BEERSHEBA/Multi-role-Combat-Brigades accessed 21 Jan 2015 
6Australian Army, Strategic Plans Branch, Army Headquarters, “Building on Beersheba: The future 
Army - Discussion paper three: A digital Army” accessed from 
http://www.army.gov.au/~/media/Content/Our%20future/Publications/Papers/Bob/Building
OnBeersheba_DiscussionPaper3_Web.pdf  on 21 Jan 2015 

http://www.army.gov.au/Our-future/Projects/Plan-BEERSHEBA/Multi-role-Combat-Brigades
http://www.army.gov.au/Our-future/Projects/Plan-BEERSHEBA/Multi-role-Combat-Brigades
http://www.army.gov.au/~/media/Content/Our%20future/Publications/Papers/Bob/BuildingOnBeersheba_DiscussionPaper3_Web.pdf
http://www.army.gov.au/~/media/Content/Our%20future/Publications/Papers/Bob/BuildingOnBeersheba_DiscussionPaper3_Web.pdf


 
 

 
 

combined with less than optimal digital C2 procedures, can lead to (understandably) 
increasing user frustration. This frustration, if not addressed, could increase the level of 
distrust to the point where users are reluctant to use the digital C2 system during mission 
execution. 
 
On the other hand, a lack of understanding of digital information exchange performance 
limitations could lead to inappropriate user trust in the system. This could be particularly 
dangerous if users fail to realise that own force position location update rates for example, 
can vary - leading to potential fratricide. If a fratricide, or near fratricide, event occurs 
based on system use, then user trust in the system could be seriously undermined. 
 
DSTO analysis therefore suggests there are two key ways to enhance user trust in a tactical 
BMS: by developing a realistic understanding of the system’s information exchange 
performance limitations and by developing clear and well understood digital C2 
procedures based on that understanding. 
 

Understanding Digital Information Exchange Performance  

User understanding of the information exchange performance of a voice radio combat net 
is relatively easy and always immediate, as the user knows if they are connected with an 
acceptable voice quality and whether the information they transmit has been received. 
Over time, Army signallers have developed skills and tools that help them predict likely 
voice radio connectivity and performance. 
 
In comparison, improving a soldier’s or signaller’s understanding of digital data 
information exchange performance over line of sight VHF / UHF tactical radios is far 
more difficult due to the very complex interactions between the following factors: 
 

 Terrain & manoeuvre effects: Terrain effects; node dispersion; and node movement 
rates, can potentially affect LOS data exchange performance over mobile ad hoc 
network technologies to a greater extent than direct voice radio communications. 
These effects are also more difficult to measure or predict than the performance of 
voice networks.  

 

 Data radio capabilities: Data radio capabilities and waveforms impose particular 
limitations on information exchanges that may only fully understood by technical 
experts within the original equipment manufacturer (OEM) organisation. For 
example, the way the waveform controls the allocation of network resources to 
each node under different network loads can have subtle and difficult to predict 
effects on information exchange performance. 

 

 Data exchange control and prioritisation mechanisms: The prioritisation and passage of 
information in a voice radio network is directly controlled by the users. In a data 
network however, control and prioritisation may depend on a complex interaction 
between radio waveforms, network control software (middleware), individual 
software applications using the network, and a user’s nominated message priority 
levels. 



 

 

 

 How the user uses the system: Performance is obviously sensitive to the amount and 
rate of information exchanged by system users. The complexity of the tactical C2 
digital system however, means that users may not know that the system is 
overloaded, or that by sending large, but low priority data now, they may be 
seriously affecting the receipt of high priority data somewhere else on the network. 

 
It is very likely therefore that a user or even a signaller / network manager will not know 
whether a specific type of data will be received by a particular recipient within a specified 
time using a BMS over a LOS terrestrial network. This has obvious ramifications for the 
use of the digital system, particularly when conducting time sensitive C2 processes such as 
reporting and responding to casualties, reporting high value targets and coordinating 
indirect fire support requests that need to be completed as quickly and reliably as possible. 
 
While it is very difficult to understand why a tactical data radio network performs as it 
does, extensive experience could give users at least a ‘feel’ for how it is likely to perform. 
In the Australian Army context however, developing this understanding using a ‘learning 
by doing’ approach is constrained by the relatively rapid rotation of Australian Army 
Officers in and out of command roles and the relatively few field based exercises that use 
the system in realistic environments. These constraints mean that the experience gained by 
Army users may be potentially short term and only intermittently reinforced. This also 
means that it could be well into the next decade before Army users have had enough 
exposure to the system to ‘intuitively’ understand its performance limitations. This leaves 
a significant period of risk where user trust in the system could be serious undermined. A 
trust that once lost may be very difficult to regain. 
 

Developing Clear and Well Understood Digital Information Exchange Procedures 

The level of user trust in voice combat radio networks with potentially variable voice 
quality and intermittent connectivity is based on well understood and practiced 
procedures that ensure the prioritised exchange of information from sender to receiver. 
Clearly, equivalent procedures need to be developed if the same level of trust in data 
exchange over similar bearers is to be achieved. Developing these procedures however, 
requires the above mentioned, difficult to achieve, understanding of likely digital 
information exchange performance across the whole C2 process, from the dismounted 
Soldier right up to the Brigade HQ. 
 

4. Investigating the Problem through Army 
Experimentation 

The following section describes the conduct and outcome of an Army led seminar 
wargame activity that, in part, investigated a potential method that could help enhance 
trust in the new digital system. The proposed method involved the use of a prototype tool 
that could be used by command staff to develop more effective C2 procedures that make 



 
 

 
 

best use of digital capabilities based on, previously captured, digital information exchange 
performance data. 
 

Activity Description 

The Australian Army’s Limited Objective Experiment 3 (LOE 3) in 2014 was a seminar 
wargame activity focusing on the question “How does the 2018 Combat Brigade (CB) best 
leverage the potential benefits of Digitisation”. The underlying context for the experiment 
was the impact of any structural changes that have occurred in Army under plan 
Beersheba on digitised C2 capabilities. The activity was managed by Army and the 
experiment design, conduct and analysis was led by staff from DSTO’s: Joint Operations 
and Analysis Division (JOAD), Cyber and Electronic Warfare Division (CEWD), and Land 
Division (LD).  
 
The activity brought together a variety of current operational staff and subject matter 
experts. Participants attended from multiple Brigades and command levels ranging from 
Brigade HQ down to Platoon / Troop HQ. They included staff with Operational (S3); 
Intelligence (S2); Signals (S6 and combat signal regiment); and Artillery expertise. Subject 
matter experts included experienced manoeuver, signals and artillery commanders, as 
well as Army test and evaluation experts and C2 capability developers. Participants had a 
range of experience with digital systems. Most had experience with coalition digital 
systems in Afghanistan but limited experience with the new Australian BMS. 
 
In the broader context, the activity investigated the key digitisation constraints on 2018 
combat brigade operations and, given those constraints, how Army can best leverage the 
benefits of digital C2. The activity was divided into syndicate groups that focused on 
potential risk areas of: network support, network bearers, time sensitive C2 processes; and 
the collective employment of digitised C2 Capabilities across the whole of the Brigade but 
specifically for a standard infantry Company HQ and below. 
 

Time Sensitive C2 Process Modelling during LOE 3 

The time sensitive C2 process syndicate was specifically designed to investigate the 
problem of how to develop whole of Brigade digital C2 procedures that make the best use 
of the likely digital C2 capabilities available to a Combat Brigade in 2018. Experienced 
Staff from Brigade to Platoon HQ level participated in a series of activities designed to 
capture how critical time sensitive processes such as the coordination of casualty 
evacuations, managing reports of high value targets, and coordinating soldier calls for fire 
could best be conducted using a combination of digitised C2 services and voice radio 
within a vertical slice of the Brigade from Section / Troop Commander to Brigade HQ.  
 
Syndicate participants used DSTO’s Scenario Task Execution Processor (STEP) tool to 
explore the impact of alternative methods of information exchange on each process. The 
tool allowed the participants’ to rapidly model military processes and gain immediate 
statistical feedback on probable variations in process completion times. These variations 
were based on subjective time performance estimates, obtained from observations, post 
activity reports and system documentation, of how long it can take for different types of 



 

 

battle management information to be transmitted over different radio bearers and network 
states (i.e. with low or high network loads). This reliance on subjective, rather than 
objectively, acquired information exchange time performance data was an acknowledged 
potential constraint on the outcomes of the activity. 
 
The screenshot below (Figure 1) shows a hypothetical example of how information 
exchange time variability data is recorded in STEP for a Local Area Network (LAN) 7 or, a 
low load or high load digital radio network for each type of digital information exchanged. 
The table allows the entry of the percentage of time information is received in under a 
second (real-time), within 1 minute, within 10 minutes and so on. A mean expected receipt 
time is then calculated and displayed in the ‘Expected’ row. 
 

 

Figure 1: Hypothetical digital information exchange time distribution modelled in STEP  

The STEP tool models processes using a custom discrete event simulation engine, based on 
passive (non-blocking) or active (blocking) prioritised tasks. Information exchange 
completion time variability is generated using the time distributions entered in lookup 
tables (as described in Figure 1 above) or, if they do not exist, using an exponential 
distribution. In addition, the model is simulated 1000 times, drawing on random 
variations of each task's time distribution. The results of this simulation can then be 
displayed as a histogram of total time taken to complete the process showing the 
probability that a particular process time goal can be met.  
 
Figure 2 below, is an annotated example of STEP’s dynamically generated histogram 
displaying the probable time distribution of the simulated 1000 variations in process 
completion times over a hypothetical BMS network. STEP also summarises the data in 
percentiles showing, for example, that the process would complete within about 35 
minutes 50% of the time (see point A in Figure 2). The graph also clearly shows that there 
is a small, but significant, chance that the process might take longer than 90 minutes (see 
point B in Figure 2). 
 

                                                      
7 The LAN column is marked ‘N/A’ to indicate that it is unaffected by network loads (high or low). 



 
 

 
 

 

Figure 2: An example process time distribution generated by STEP over a hypothetical digital 
network 

A key feature of STEP is its user friendly Zoomable User Interface (ZUI) which makes it 
easy to add or remove tasks on the fly. When modelling a process, a timeline is displayed 
showing all actors involved in the process. Figure 3 below shows an example process 
model containing four actors, three nets, 8 tasks and 8 communication exchanges. An actor 
performing a task is represented as a grey box. A communication exchange is represented 
as a coloured line. The horizontal length of a task or communication exchange represents 
the expected amount of time to complete that activity.  
 



 

 

 

Figure 3: A STEP process model similar to those captured during LOE 3 

A STEP process model is developed in the context of a scenario defined by a combination 
of pre-entered Actors, Networks and Co-locations. Actors, representing a hierarchical 
Command and Control (C2) structure, are assigned to multiple networks and a single co-
location. The co-location property is used to determine the network performance of the 
communication, or if it is possible to communicate “face to face”. The Networks model: 
 

 Face to Face communications that only occur when the actors are co-located and 
occur in real time.  

 Military push to talk radio networks where only one communication can occur on 
the net at one time, determined by message priority. 

 Digital networks that can handle many concurrent communications and will not 
interfere with any actor’s other tasks. 

 
In developing their process models using STEP, military participants first modelled how 
the process might be conducted using only voice radio and then contrasted this with 
modified processes that fully or partly employed digitised C2 services. They were also 
able to explore how using digital services might change the flow of information exchanged 
between each actor in the process. While the primary measure of performance was time, 
consideration was also given to other benefits of employing digitised C2 services, such as 
maintaining an accurate written record.  
 

Outcomes / Results 

The consensus among syndicate participants was that, by clearly showing the process time 
completion consequences of using different voice and data C2 services over terrestrial LOS 
networks, the STEP tool helped them develop more effective time sensitive C2 procedures. 
The tool also improved their understanding of likely BMS information exchange 
performance in the field potentially reducing the likelihood that they would lose trust in 



 
 

 
 

the ‘real’ system. They were also able to identify potential future system performance 
requirements by developing STEP process models that used better performing C2 services 
than provided by the current system. This helped to identify the ‘tipping point’ where the 
benefits of digital C2 information exchange, including wider simultaneous dissemination 
without transcription errors, could be traded off against potentially greater levels of 
uncertainty in delivery times compared to voice. This also helped to improve their likely 
trust in the system by improving their understanding of the ‘trade- offs’ involved in using 
digital services. STEP also helped participants identify the improvements required before 
they believed the system could be trusted enough to be used for time sensitive reporting. 
These improvements could then be used to inform future network and BMS requirements.  
 
An unexpected outcome was that STEP was easy for participants to understand with little 
explanation. STEP was originally conceived to be used by an expert analyst to quickly 
capture process models developed by military experts during seminar war-games using a 
whiteboard or other, more familiar, digital applications. The analyst could then quickly 
display the likely result of that process back to the participants in near real-time. In 
practice however, the tool was used directly by the military participants to develop and 
analyse the effect of their proposed process. Some participants found the tool so valuable 
that they are currently trialling its use within their own organisations as a way to develop 
and practice appropriate digital C2 procedures even before they receive the new digital 
system. The outcome of this use will provide an opportunity to subjectively evaluate 
whether the approach suggested in this paper improves trust. 
 
As mentioned above, an acknowledged limitation on the finding of the syndicate group 
was the subjective, rather than objective, nature of the BMS information exchange time 
data used to populate STEP’s performance model. A key recommendation is that objective 
data on BMS information exchange performance, in a variety of realistic environments, 
needs to be collected in order to ensure users do not develop an unrealistic expectation of 
likely digital system performance after using the tool. Such a misunderstanding could also 
be detrimental to the development of system trust8. 
 

5. Proposed Future Work 

We believe that a wide use of a tool like STEP would improve trust in the system by not 
only helping to develop better digital C2 procedures but also by progressively capturing 
and sharing lessons about how best to use new digital capabilities in different operational 
scenarios and physical environments. The approach could also be adapted to help address 
other potential threats to the development of trust in digital C2 systems; threats posed by 
potentially degraded digital C2 environments caused by deliberate adversary action. The 
approach could also help investigate new organisational structures and procedures that 
address the digital HQ ‘centre of gravity’ issue outlined in the digitisation discussion 
paper (mentioned above). 

                                                      
8 Although the authors would argue that underestimating likely performance in a tool such as 
STEP, would be far less detrimental to system trust than over-estimating. 



 

 

6. Conclusion 

Observation and analysis of the initial use of digital BMS by the Australian Army suggests 
that trust in digital C2 systems using terrestrial LOS, VHF/UHF networks can be 
improved by developing more effective digital C2 procedures based on a clear 
understanding of information exchange performance limitations. Due to the complexities 
of tactical digital information exchange technologies, combined with limited opportunities 
to use these systems in realistic environments, developing this understanding using a 
‘learn by doing approach’ may be difficult to achieve. The results of a recently conducted 
experimental activity suggest that this understanding could be more rapidly developed by 
incorporating performance data into a C2 process modelling tool (such as STEP). The tool 
can then be used by command staff to develop more effective digital C2 operating 
procedures by realistically simulating likely digital C2 task performance levels. 


