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Abstract 
The NATO research group IST-118 titled “SOA recommendations for disadvantaged grids in the 
tactical domain” is addressing the challenge of implementing the Service Oriented Architecture 
(SOA) paradigm at the tactical level by providing guidance and best practices in the form of a Tactical 
SOA Profile. The group will conduct feasibility assessments and identification of possible 
improvements of the Tactical SOA Profile over a series of live and emulated experiments.  
In this paper, we describe our work in applying SOA Web services to wireless broadband mobile 
networks (WBMN) in the tactical domain. As opposed to traditional military networks that are 
predominantly narrowband, a WBMN provides high data throughput, but might still exhibit latency 
and connectivity issues resulting from mobility. Therefore, WBMNs are an interesting subject to 
analyse within the IST-118 context. We present the experimentation design of our first set of 
experiments involving components provided by various nations. These include radio hardware 
equipment (forming a small WBMN), the Publish/Subscribe messaging service and friendly force 
tracking (as our functional service). We conclude by presenting the way ahead for next experiments. 
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1 INTRODUCTION 
The Service Oriented Architecture (SOA) paradigm has been chosen by the NATO C3 Board as the 
recommended method to achieve information interoperability among NATO command and control 
(C2) systems, especially for the areas of NATO Command, Control, Communications, Computers, 
Intelligence, Surveillance and Reconnaissance (C4ISR) and NATO Network Enabled Capability 
(NNEC).  SOA therefore contributes to C2 in a multinational context by enabling information sharing, 
shared situational awareness and collaboration, that is, to the tenets of Network-Centric Warfare 
(NCW) [5] and new NATO concepts of operation. 
SOA implementations, realized using Web services technology, are currently available at higher 
levels of command, such as (deployed) headquarters. Albeit the SOA paradigm is also proposed for 
C2 at the tactical level, its implementation is challenging given the highly dynamic, unpredictable and 
often narrowband nature of tactical communications networks (herein characterized as disadvantaged 
grids) in combination with the high data rates expected by current web-based technologies [1].  
The NATO IST-090 Task Group addressed the challenge of identifying improvements and 
demonstrate how to make SOA applicable at the tactical level and the on-going NATO IST-118, a 
follow-on of IST-090, is working towards providing guidance and best practices to make SOA 
applicable on battlefield disadvantaged grids, in the form of a Tactical SOA Profile, thus extending 
the SOA support into the tactical domain with increased interoperability [2]. A series of experiments 
are planned to assess and identify possible improvements. 
In this paper, we describe the design for our first experiments on the application of wireless 
broadband mobile networks (WBMN) in the tactical domain. It is structured as follows: first we 
introduce SOA and the work of NATO IST-090 and IST-118; then we present the experiments 
planned for WBMN within the context of IST-118, including an overview of the experiment setup 
(services, hardware, tools and configuration). We finalise with a presentation of the next steps. 
 

1.1 SOA Middleware and Services for the Military Environment 
SOA is an architectural design style for making resources available in a way that they may be found 
and utilized by parties who do not need to be aware of them in advance. Resources are made available 
and discoverable as services. SOA includes important design principles towards (service) 
interoperability that include [3]: 
• Service Loose coupling: Service contracts impose low consumer coupling requirements and are 

themselves decoupled from their surrounding environment.  
• Service Abstraction: Service contracts only contain essential information. Information about 

services is limited to what is published in service contracts  
• Service Reusability: Services contain and express agnostic logic and can be positioned as 

reusable enterprise resources  
• Service Discoverability: Services minimize resource consumption by deferring the management 

of state information when necessary.  
As such, following the SOA principles, we get a loose coupling between the clients and the services, 
with respect to both time (enabling asynchronous communication) and place (location of both client 
and service can be changed without the need for reconfiguration). Clients discover services as they 
appear and invoke or subscribe to these. A service can be described using a formal specification (for 
instance, a Web Services Description Language, if Web services are used to realize SOA), and the 
focus is on transmission formats. This means that the client is independent of the service, as opposed 
to, for example, the case when the client is based on an Application Programming Interface (API) and 
on the reuse of code. As a consequence the service becomes autonomous, meaning that the runtime 
environment of the service can be changed without affecting the clients.  
The SOA principles contributed to have SOA set as the recommended NATO paradigm to achieve 
interoperability under multinational coalition environments and complex endeavours. This is currently 
being done at higher levels of command (HQ), but the aim is to also do this in disadvantaged grids at 
the tactical level.  
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The most common and mature technology for implementing a SOA is Web services, and many 
nations are already adding support for this technology in their information systems and 
infrastructures. When building an information infrastructure based on Web services, two main types 
of services are involved: 
• Core Enterprise Services (CES), which provide infrastructure components that in turn will be 

used by other services. These include discovery, mediation and publish/subscribe services as 
shown in Figure 1. Within NATO, CES are being defined through the NATO C3 Taxonomy and 
incorporated in the NATO Federated Mission Networking (FMN) Implementation Plan (NFIP). 

• Functional Area Services (FAS), which provide the information and functions needed by user 
applications. These are services such as Blue Force Tracking (BFT), Intelligence Surveillance 
Recognition (ISR), Alert Service, Database Search and user communications (e.g., chat and 
voice call). 

 
Figure 1 - The CES (Basic SOA Infrastructure) Functionality (from [6]) 

The SOA concept is now well known within NATO, and, partly due to the work of predecessor IST 
groups, has been applied at the higher levels of command in portions of the Afghan Mission Network 
(AMN) [2]. By extending SOA technology into the tactical domain, interoperability might be retained 
between the tactical and “high level” command domains. Herein, a key principle to enable 
interoperability between domains is the use of standards. However, such is not enough. Most 
standards contain optional features, allow several different approaches to solve a problem, might 
contain ambiguities, and leave a number of details up to implementation. This means that whereas the 
standard can form the basis for interoperability, additional specifications of how one intends to use 
those standards are needed. Such specifications are often referred to as profiles.  
For Web services technology, the Web Services Interoperability organization (WS-I) has published a 
number of interoperability profiles. These documents provide best practices on how to implement 
interoperable Web service based systems. In addition, and addressing the military context, NATO has, 
through the CES Working Group, defined a number of core services needed to build a NATO-wide 
service-oriented system-of-systems. A SOA Baseline document [4] was published, acting as a first 
step towards an interoperable service architecture by identifying which standards should be used to 
establish among NATO nations, and recommend which WS-I profiles and profile versions to adhere 
to. The recommendations outlined in the SOA Baseline are appropriate for wired networks and do not 
specifically address the specificities and limitations of tactical networks. It is expected the 
recommendations will not function properly in deployed military environments that suffer, in many 
instances, from inadequate or unstable connectivity.  
Two NATO Information Systems Technology (IST) Research Task Groups (RTG) groups were 
created to assess the application of SOA at the tactical level: IST-090 (which has finished its job) and 
the follow-on group IST-118, which is still active. Their work is introduced next. 
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1.2 NATO IST-090 and IST-118: SOA Profiles for the Tactical Domain 
The tactical domain environment must cope with disadvantaged grid conditions. Disadvantaged grids 
exhibit one or more of the following characteristics: low bandwidth, variable throughput, unreliable 
connectivity, and energy constraints imposed by the wireless communications grid that links the 
nodes [3]. Tactical networks can be defined as the communications infrastructure for the low-level 
forces that operate in the battlefield. It connects deployed command posts with mobile units and 
covers communications down to the individual soldier. Therefore, tactical networks formed in 
disadvantaged grids are highly dynamic, unpredictable and resource limited.  
The IST-090 Task Group’s primary objective was to identify challenges and demonstrate how to 
make SOA applicable at the tactical level, which typically included communication over 
disadvantaged grids. Its results and conclusions are succinctly delineated below [2]: 
• IST-090 brought together the knowledge and experience of the member nations to better 

understand the SOA challenges and the problems of deploying SOA on disadvantaged networks; 
• Tests were carried out by IST-090 participants. A technology demonstration with the focus on 

data distribution middleware was held in Madrid 2010 and several demonstrations of actually 
deploying SOA on disadvantaged networks were provided at MCC 2011 involving DEU, NC3A, 
NOR and POL [12-18]. The results also demonstrated that SOA can work at lower levels than 
previously thought; 

• IST-090 identified advantages and disadvantages of used SOA solutions; 
• IST-090 identified limitations for the utilization of specific SOA solutions in disadvantaged 

networks; 
• IST-090 gained experience with SOA implementation for a tactical disadvantaged environment 

(in experimental stage);  
• IST-090 provided directions for further development of SOA in disadvantaged grids. 
As illustrated in Figure 2, IST-090 addressed protocol stack optimisations at the application, 
messaging and transport layers. The internet layer considered the use of IP1. Lower layers of the 
protocol stack were beyond the scope of the study.  
 

 
Figure 2 - IST-090 and IST-118 scope of work in the protocol stack optimisation 

                                                        
1 The NNEC Feasibility Study recommends that all heterogeneous networks forming the Networking Infrastructure (NI) should be able to 
transfer IP based traffic [5] 
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Three key requirements were identified in order to make Web services invocation function 
satisfactorily in such conditions [2]:  
(1) Remove the dependency on end-to-end connections, (2) Hide network heterogeneity and (3) 
Reduce the network traffic generated by Web services (covering application, message exchange and 
transport levels). 
Points 1 and 2 above can have a significant impact on the design of a SOA system that is deployed on 
a (combination of) disadvantaged grid(s). Furthermore, IST-090 concluded that due to the diversity of 
the networking technologies used in military networks, no single solution stood out as the “magic 
bullet” to solve all the requirements for high speed connectivity to the edge. Rather, many of them 
offer measurable improvements in messaging capability. Thus, the group identified the need to define 
a profile addressing the specificities of a disadvantaged grid.  
The NATO research group IST-118 titled “SOA recommendations for disadvantaged grids in the 
tactical domain”, a follow-on of IST-090, is continuing the work of its predecessor with a focus on 
more practical results. Its main goal is to provide guidance and best practices on how to make SOA 
applicable in disadvantaged grids. It includes identifying the types of information (based on desired 
FAS) in the SOA environment that are exchanged at the tactical level and what we call Tactical SOA 
Foundation Services, i.e., the CES needed in the tactical domain to enable the desired FAS. Findings 
and recommendations will be captured in the form of a Tactical SOA Profile, which includes 
specification of which standards to use, as well as instantiation and configuration of SOA parameters 
while keeping compatibility with standards and interoperability (cross-domain and multi-domain). As 
a result, extensions to the NATO SOA Baseline [4] will be investigated. 
To accomplish its task, IST-118 will identify use cases, describing the composition of the force, 
network characteristics (at its various levels, where applicable), information exchange (including type 
and source-destination), Tactical SOA Foundation Services and FAS, and SOA improvements. 
Example of a use-case at the tactical domain is illustrated in Figure 3 that depicts a joint force 
comprising a deployed headquarter (at a fixed location), multiple ships, operational experts (not 
deployed) and several deployed mobile tactical units (e.g., combat vehicles, drones and dismounted 
soldiers). The figure also depicts the links between the force’s main components, including some 
characteristics and FAS. The Tactical SOA Profile is clearly emphasised as part of deployed units. 

 
Figure 3 - Example of a Tactical Domain Use Case in IST-118 

Next, we present the experiment design in applying a WBMN in the tactical domain.   
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2 EXPERIMENTS ON WBMN AT THE TACTICAL DOMAIN 
In this section, we describe the work conducted in the frame of IST-118 in applying SOA Web 
services to a WBMN at the tactical domain. As opposed to traditional military networks that are 
predominantly narrowband, a WBMN provides high data throughput (above 1Mbps) although they 
are still prone to latency and connectivity issues resulting from mobility. As such, the application of 
SOA in these networks is not straightforward and needs to be assessed. Our motivation is further 
reinforced by our belief that WBMN will widely reach the tactical domain in the next years. 
Therefore, WBMN are an interesting subject to analyse within the IST-118 context. Our results will 
include a Tactical SOA Profile for WBMN. 
In Table 1, we present the main differentiating characteristics between high-level networks (e.g., 
deployed headquarters), tactical legacy networks (e.g., VHF and UHF radios) and tactical WBMN. 
We used color codes and font weight to represent the following: Green cell and bold text to represent 
a positive attribute; Pink cell and normal text to represent a negative attribute.  

Network  
Type 

Network  
Characteristic 

High-Level  
Networks  Mobile Tactical  

Networks (Legacy) 
Mobile Tactical  

Networks (WBMN) 

Topology Static / Fixed Topology  Mobile / Dynamic Topology Mobile / Dynamic Topology 

Data Capacity Broadband (>Mbps)  Narrowband  
(~Kbps) 

Wideband / Broadband 
(>Mbps) 

Latency Low   High  Variable (Low to High)  

Reliability Reliable (assumed always 
connected)  Unreliable (connectivity loss, 

need to reconnect) 

Unreliable  
(connectivity loss, need to 

reconnect) 

Reach Global  Mostly Local  
(Team level) 

Mostly Local  
(Team level) 

Transmission Mode Bi-directional  Simplex or half-duplex Bi-directional 

Table 1 - Network characteristics for strategic networks and tactical networks  

We outline the following in WBMN: 
• The bi-directional capability allows the use of most Web services protocols. 
• The high data capacity allows coping with the high data rate demand of SOA Web services 

technologies. Deployment of “data intensive” services, such as high-quality ISR multimedia 
exchange, to the tactical domain becomes possible. Albeit data efficiency is always desirable, a 
high data rate network allows high volumes of data to be exchanged thus improving services 
flexibility and interoperability, especially with high levels of command. 

• The variable latency (e.g., multiple hops between producers and consumers) still requires specific 
adaptations in the transport stack that is similar to legacy networks. Techniques such as use of 
connection-less (e.g., UDP), packet timeout increase, or delay tolerant protocols might be 
required. 

• The connection unreliability and high-error rate must be compensated with a reliable messaging 
mechanism that retransmits all lost messages to consumers. Furthermore, protocol tuning might 
be required (e.g., setting packet size parameter to “small”). How connection unreliability might 
hamper the performance of a broadband network (hence switch to a “data constrained” profile) is 
one of the aspects we aim to investigate in our experiments. 

We now have an indication of the characteristics of a network together with recommendations 
impacting the protocol stack. However, we also need to determine the required network capacity 
based on the amount of data exchanged at the tactical domain, which in SOA results from services. 
Table 2 presents a list of FAS that are relevant for the tactical domain with an indication of message 
size, periodicity and timeliness. The SOA modular nature allows selecting and tailoring services 
according to mission needs and network capabilities. 
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Type Service Comments  Message 
Size(1) Period(2) Timelin.(3) 

FAS 

Common 
Operational Picture 
(COP) 

Compilation, distribution and contribution of 
relevant information M L L to M 

Blue Force Tracking 
(BFT) Providing information about own forces location S L L 

Intelligence 
Surveillance 
Recognition (ISR) 

The ability to access ISR Sensor information 
(reports, pictures, video) M to L M to H M to H 

Call For Fire (CFF) Fire support requests containing all information 
needed to determine the method of target attack.  S N/A L 

Alert Service High priority instant advertising of incoming 
emergencies and contingences S N/A L 

Observation Report 
Distribution of information collected on the 
battlefield through observation by deployed 
soldiers and a variety of electronic sensors 

S to L L to H L to M 

Database Search Requests to remote databases relevant to the 
operation by deployed units M N/A N/A 

Online Status Monitoring the availability status of deployed 
units S L L 

Communication: 
Chat/Messaging/ 
Social Networking 

Text message exchange between soldiers. Only 
plain text considered. Can involve single or 
multiple recipients. 

S N/A M 

Communication: 
Chat/Messaging/ 
Social Networking 
(Multimedia enabled) 

Text message exchange between soldiers. Can 
involve text and multimedia (e.g., pictures). Can 
involve single or multiple recipients. 

M to H N/A M 

Communication:  
VoIP (voice-call) 

Voice calls between soldiers. Can involve single 
or multiple callers. M N/A L 

Communication:  
Video-call 

Video calls between soldiers. Can involve single 
or multiple callers. H N/A L 

The below are indicative working figures. Actual values depend on mission characteristics. 
(1) Message Size (excluding protocol overheads): S=Small (few Bytes, requires narrowband or above), M=Medium (several 
KB, requires wideband or above), L=Large (>1MB, requires broadband) 
(2) Periodicity: N/A=Not Applicable (on-demand), L=Low (<1sec), M=Medium (several seconds), H=High (several 
minutes) 
(3) Timeliness (utility of information over time): N/A=Not relevant, L=Low (utility over <1sec), M=Medium (utility over a 
few seconds), H=High (utility over several minutes) 
Colour code: Pink refers to characteristics that require a high network capacity (such as broadband, periodicity <= 1 sec or 
timeliness <= 1 sec). 

Table 2 – FAS Information Exchange Characteristics 

 
We will resort to experiments to assess SOA profiles considering a combination of services, network 
characteristics and network optimisations.  
Next we introduce the WBMN use-case defined for our first set of experiments.  
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2.1 WBMN Use-Case Design: Small-Size Tactical Unit 
Our first use case consists of a small-size tactical unit connected via a WBMN with mesh networking 
capabilities. The force is constituted by the following elements: 
• Deployed HQ at a fixed location with a visualisation console displaying the location of the unit’s 

elements in real-time; 
• 3 deployed nodes (representing soldiers, each carrying a wireless broadband radio) operating over 

an area of 1 km. They report their location and receive each other’s location periodically (in real-
time). 

With this setting we intend the following: 
• Define a working area that is realistic in operational terms; 
• Allow observation of potential issues caused by connectivity problems (e.g., loss of connectivity 

and re-connectivity) and latencies (delay caused by each hop); 
• Define an initial baseline, without special concerns for data size limitations, to which subsequent 

experiments, exploring e.g. network intensive services such as ISR FAS, can be compared. 
As depicted in Figure 4, four key locations (labelled as A, B, C and D) are defined for the 
experiments. Initially, the nodes are placed at A, B and C locations. Nodes at A and C are fixed and in 
line-of-sight (LOS). To induce some dynamics concerning the connection properties into the scenario, 
the third node moves from location B via C to D and vice versa.  Each node represents an element of 
the force. Real radios are used to form the broadband network.  
The experiments will be held at Lancaster UK.  

 
Figure 4 – Small Size Tactical Unit Use-Case (Map Source: OpenStreetMap) 

The experiment key locations and their relative distance in meters are presented in Table 3. 

Point GPS Coordinates 
(Lat, Long) A B C D 

A (54.055145, -2.8040070) - 215 580 960 
B (54.054586, -2.8079555) 215 - 360 - 
C (54.053768, -2.8132520) 580 360 - 380 
D (54.050665, -2.8248501) 960 - 380 - 

Table 3 – Experiment key locations and relative distances 

The experiment setup including SOA Web services and equipment used are explained next. 
 

2.1.1 Experiment Setup: Software and Hardware 

As part of our experiments, we use components provided by various nations, namely: 
• Publish/Subscribe (WS-Notification) CES service provided by NOR; 
• NFFI (BTF) FAS provided by NOR; 
• NFFI Subscriber FAS provided by NOR; 
• RuDi COP FAS with local capability to visualise the operational picture provided by GER;  
• PodNodes Mobile Broadband Mesh Radios to form the WBMN provided by UK; 
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Also, network monitoring and logging tools, provided by NOR and UK, are used to collect network 
performance parameters during experiments. 
The international nature of this experiment, as evidenced by the above components, is especially 
relevant for the study since it demonstrates the effective capability of SOA towards interoperability in 
a multinational environment.  
Next we describe the components to be used in these experiments. 

2.1.1.1 Publish/Subscribe CES (WS-Notification) 
Publish/Subscribe is a well-known communication pattern for event-driven, asynchronous 
communication. The pattern is particularly well suited in situations where information is produced at 
irregular intervals. Simply speaking, publish/subscribe means that you will only receive the 
information that you have subscribed to. This concept utilizes a combination of push and pull. As 
opposed to a general push mechanism, there are benefits in that you may select (subscribe) the 
information sent to you, whereas when using pure pull principles you are not able to notify listeners 
when events occur. 
In the Core Enterprise Services SOA baseline [4], a set of OASIS specifications called Web Services 
Notification (WS-Notification) [6] have been selected as the standard for publish/subscribe. WS-
Notification is a part of NFIP, more specifically Appendix S-10. 
The WS-Notification has three parts in the specification:  
• WS-BaseNotification that defines standard message exchanges allowing one service to subscribe 

and unsubscribe to another, and to receive notification messages from that service. 
• WS-Brokered Notification that defines brokered behavior, i.e., it defines an interface for 

notification intermediaries. An intermediary decouples the publishers from the consumers, and, 
among other things, allows publication of messages through a chain of proxies. 

• WS-Topics that defines topic-based filtering using an XML model to organize and categorize 
classes of events into “Topics”. It enables users of WS-BaseNotification or WS-
BrokeredNotification to specify the types of events that they are interested in. 

In summary, specifications standardize the syntax and semantics of message exchanges that establish 
and manage subscriptions and those that distribute information to subscribers. However, initial use of 
WS-Notification within NATO identified a few shortcomings that had to be addressed. The main 
problem is that notification consumers are unable to receive notifications that were published prior to 
the consumer subscribing. Similarly, notifications published during connection errors between 
publisher and consumers are lost. In disadvantaged (tactical) networks, where connectivity is 
inherently unstable, this results in lost messages. The NATO Communications and Information 
Agency (NCIA) addressed this problem by proposing a cache-based solution called Notification 
Cache (NC) [7]. The NC categorizes and stores all published notifications, and these can later be 
retrieved through standardized Web services interfaces, both request/response and publish/subscribe. 
The NC is an add-on to the WS-Notification specification, and does not break the standard. Thus, an 
existing WS-Notification consumer can use a NC-enabled service without modification. 
For our experiments, the Publish/Subscribe CES provided by NOR does not support Notification 
Cache.  

2.1.1.2 NATO Friendly Force Information (NFFI) FAS 
Friendly force tracking (often called blue force tracking) is recognized as one of the most important 
aspects of the NATO NEC (NNEC) concept. In complex endeavours where several different nations 
take part, blue force tracking is important to avoid possible blue-on-blue situations. To facilitate 
interoperability between nations, NATO has specified a format for exchanging friendly force tracking 
information: NATO Friendly Force Information (NFFI). It has been used extensively in Afghanistan 
by coalition force members to share position information between their HQs. That is, NFFI can be 
used for interoperability between deployed tactical networks of coalition forces. A part of the NFFI 
specification is an XML schema to allow the exchange of blue force tracking information using Web 
services. NFFI is published in draft STANAG 5527 [8] and consists of a message definition and 
message protocols. The message format is defined by a XML schema containing both mandatory and 
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optional fields. Each NFFI message can contain one or more tracks. A track must contain the 
mandatory NFFI attributes, and can also contain optional data. For example, the position and 
dynamics data (PDT) is a mandatory part of the document and contains information about position 
(longitude, latitude, altitude), velocity, a timestamp, and a tracker identifier. Thus, the PDT contains 
the minimum information needed to draw a symbol on a map. All the other fields are optional and 
may contain, among others, contact information. For example, a 15 character text string from APP-6A 
[4], a NATO standard for military map marking symbols, can be added. Furthermore, a status field 
may contain the operational status of the object. To make systems interoperable at all levels, it is 
desirable to use XML encoded NFFI also at the mobile tactical level. Albeit not considered at this 
stage of the experiments, methods to decrease the size of the XML can be used (e.g., compression 
using Efficient XML) [9]. 
The NFFI FAS is provided by NOR. This version uses the NFFI 1.3 data format and uses WS-
notification for transport, rather than the WS-eventing as specified in the NFFI STANAG. This was 
done to harmonize with the NATO FMN specifications. 

2.1.1.3 NFFI Subscriber FAS 
The NFFI Subscriber FAS is a simple service that allows nodes to receive NFFI messages. Its purpose 
in these experiments is to generate network traffic corresponding to a force sharing NFFI messages 
across all nodes. 
The NFFI Subscriber FAS is provided by NOR.  

2.1.1.4 RuDi FAS 

To visualise the information exchanged by the Publish/Subscribe FAS described above, the RuDi 
Enterprise Service Bus (ESB) is used. RuDi is a tactical ESB (i.e. an ESB which is tailored to tactical 
networks to improve the overall communications performance in limited network environments). 
RuDi is based on the Apache CXF open source framework and provides a distributed (logical) ESB 
including infrastructure services to support WS-I basic profile and basic security profile including WS 
specifications like WS-Security, WS-Notification and WS-Policy.  
 

 
Figure 5 - RuDi FAS 

To improve the performance over limited tactical networks, RuDi provides a decentralised service 
registry, reliable UDP, Quality-of-service support, multicast based publish/subscribe via WS-
Notification and compression of SOAP messages.  
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RuDi is also a NFFI/COP FAS. It contains an operational message service for sending military 
messages, a NFFI/COP service responsible for creating and distributing COP data and a 
GeoDataViewer used as a GUI to visualize and control the mentioned functional services. 
In these experiments, RuDi can be used as COP FAS and provides visualisation of the nodes’ 
localisation (obtained via the NFFI messages) over a map. It is provided by GER.  

2.1.1.5 PodNode - Mobile Broadband Radio 
The PodNode is a portable wireless broadband IP-based communication system. Several PodNodes 
can automatically form a self-healing, mobile and dynamic IP mesh network where each node 
automatically routes video, voice and data around the wireless network, expanding where necessary 
the range of the overall network, thus ensuring a robust connected network. Using Coded Orthogonal 
Frequency-Division Multiplexing (COFDM) modulation, PodNodes provide robust communications 
in a variety of harsh environments.  
PodNode operates both in mobile and fixed environments, including rapidly deployable networks, 
dismounted soldiers, vehicle mounted convoys and robotic systems. It supports up to 80Mbps data 
throughput, making it possible to transmit real-time high-definition video. Furthermore, any third 
party IP-enabled device can be connected to the PodNode via a standard ethernet cable. The PodNode 
includes advanced software control tools allowing network operators to control each node and to 
monitor the network status.  

 
 

Figure 6 – PodNode – Mobile Broadband Radio 

The PodNode is provided by UK. A computer, running all required SOA Web services and network 
monitoring and logging tools, is connected via Ethernet cable to each PodNode. 

2.1.1.6 Network Monitoring and Logging Tools 
The network monitoring tools used in the experiments, together with the variables we measured, are 
presented in Table 4. The variables are recorded per node and over time. 

2.1.1.7 Nodes Setup 

The nodes are setup as following: nodes 1 to 3 are mobile and represent deployed soldiers. These 
nodes have the following configuration: 
• 1 PodNode radio; 
• Portable computer running an Operating System supporting Java Runtime Environment (required 

to run SOA services); 
• NFFI FAS; 
• NFFI Subscriber FAS 
• Network Monitoring and Logging Tools. 
Node 1 has a special role in the network since it hosts the WS-Notification CES, the service that deals 
with message subscriptions and exchange. 
Figure 7 depicts the system architecture used.  
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Variable Description Tool used Frequency 
Node Level 

Node Localisation Lat-Long coordinates of the node Rinicom PodNode  
web tool (in-house) 

1 sample each  
5 seconds 

Services Level 
# NFFI Messages 

sent 
Number of NFFI messages  

sent by the node. 
FFI NFFI FAS tool 
analyser (in-house) 

(Per node: 1 NFFI 
message published 

each 2 seconds) 

# NFFI Messages 
received 

Number of NFFI messages  
received by the node. 

# NFFI Messages lost Number of NFFI messages  
lost by the node. 

Network Level 

# packets successful Number of data packets successfully 
transmitted by the node 

WireShark  
(open-source) and log 

analyser (in-house) 
- 

# packets timeout Number of data packets timeout  
in the node 

# packets 
retransmissions 

Number of data packets that  
were retransmitted by the node 

# packets lost Number of data packets  
not successfully transmitted by the node 

packets delay 
(average) 

Average delay of packets  
(measured time between packet sent and 
receipt of acknowledgement message) 

Data Link and Radio Level 
Tx Bandwidth (MHz) Transmission bandwidth (in MHz) Fixed parameter (during 

setup) - 
Tx Power (dBm) Transmission power (in dBm) 

Link status Link status between the node and all other 
nodes (ON/FF) (for all node links) 

Rinicom PodNode web 
tool (in-house) 

1 sample each  
10 seconds 

Tx physical 
throughput 

Transmission physical throughput (Mbps) (per 
node link) 

Tx link SNR Transmission link SNR (in dB)  
(per node link) 

Rx physical 
throughput 

Receiver physical throughput (Mbps)  
(per node link) 

Rx link SNR Receiver link SNR (in dB)  
(per node link) 

Table 4 - Network Monitoring Tools and Variables 
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Figure 7 – System Architecture 

In this configuration, each mobile node periodically reports its position by publishing NFFI messages 
to the WS-Notification broker service that is running in node 1. In addition, each node subscribes to 
NFFI messages published in the WS-Notification broker service, thus receiving all NFFI messages 
(all nodes know each other status). This process is illustrated in Figure 8. 

 
All nodes publish NFFI messages to topic nffi/ist118 

 
All nodes subscribe NFFI messages from topic nffi/ist118 

Figure 8 – NFFI Publish and Subscription 

Table 5 is derived from Table 2, only displaying the SOA services used in the first experiments. It can 
be observed that the services we selected require exchanging several KBs of data periodically across 
all nodes and thus stay within the capacity of the WBMN. 
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Type Service Comments Message 
Size Period Timeli-

ness 

CES Publish/Subscribe 
(WS-Notification) 

Event-driven, asynchronous communication based 
on publish and subscriber paradigm. - - - 

FAS 

Common 
Operational Picture 
(COP) 

Compilation, distribution and contribution of 
relevant information M L L to M 

Blue Force 
Tracking (BFT) Providing information about own forces location S L L 

Table 5 – Services and Message Exchange Characteristics for First Experiments 

With this initial configuration, we intend to better understand how a SOA-based tactical system 
performs over a mobile network where NFFI messages are distributed across all nodes. Note that no 
adaptations were made in the protocol stack and in the application domain. In our first experiments we 
run Web services “as is”. The results constitute the initial baseline to which our follow-on 
experiments can be compared. 
 

3 CONCLUSION 
In this paper we presented the work of IST-118 and the design for the first experiments to be 
conducted with real radios within the scope of the group. With these experiments we aim to: 
• Recreate an operationally relevant mobile network involving 3 radios covering a range of about  

1 km.  
• Integrate actual CES and FAS with a radio communication framework on a moving platform, thus 

showing that it is feasible to operate CES and FAS in a disadvantaged grid. 
• Capture useful data pertaining to the application (services) and physical (radio) levels. 
• Identify improvements on network protocol related issues, radio issues and services (broker) 

issues. 
Once the experiments have been conducted and analysed, we plan as next steps to include network 
bandwidth intensive services (e.g., the use of video streaming) and increased network size (e.g., more 
mobile nodes). The results of the experiments will be analysed, validated by and integrated with the 
IST-118 SOA Testbed. We also plan to explore and measure the C2 Agility, by using the theory of the 
SAS-085 group [11] to measure and assess the level of C2 agility exhibited by SOA systems on 
deployed disadvantaged networks. 
Furthermore, as part of the IST-118 work, the results of our experiments will help defining and 
validate tactical SOA profiles.  By extending SOA to the tactical domain, interoperability will be 
improved (i) at the tactical level and (ii) between the tactical and “high level” command domains.  
The results will contribute to the NCW tenets and, consequently, to a more effective and efficient C2 
in a multinational context. 
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